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Abstract

The Internet of Things (10T) is used in medical devices, and the terminology is referred
to as the Internet of Medical Things (IloMT). Linked devices and systems collect and evaluate
health data to enhance patient care, operational efficiency, and healthcare costs. The loMT
refers to interconnected medical devices (wearable and non-wearable), applications, and
systems that can send and receive patient health data through the internet. In 2022, 58,000
people accessed Continuous Glucose Monitoring (CGM) in Australia, and the use of insulin
pumps to manage diabetes has since grown. The use of technology to manage diabetes has
accelerated the development of the Artificial Pancreas System (APS). The APS combines a
CGM sensor and an insulin pump sensor to automatically inject insulin when blood glucose
levels rise.

Statistics indicate that the use of digital devices for diabetes management highlights the
critical need for effective cybersecurity to protect these devices. For example, Tandem
Diabetes released a recall for their t:connect mobile application designed for Apple iOS devices.
Over 200 people experienced injuries due to a technological malfunction that resulted in the
unexpected shutdown their insulin pumps. The software malfunction caused the recall of over
85,000 versions of a mobile application, designated t:connect and created by Tandem Diabetes
Care. The United States Food and Drug Administration (FDA) published a warning to both
patients and healthcare practitioners concerning the prospective cybersecurity vulnerabilities
linked to Medtronic insulin devices. Johnson & Johnson found that cyber attackers could hack
insulin pumps to deliver incorrect insulin doses into the patient’s body, which poses significant
life-threatening risks. These reports demonstrate the relevance of ongoing diabetes devices and
their application to investigate software defects and cybersecurity.

The 1oMT revolutionises effective healthcare delivery by lowering healthcare

expenditures and boosting real-time outcomes. While the loMT offers significant benefits (e.g.,
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increased access to real-time data), weaknesses are introduced, such as incompatibility of
protocols, unreliability of third-party services, insufficient regulation of the technologies, and
importantly, weakness in security. A crucial security weakness is medical hijacking
(“medjacking”), which is the act of seizing control of the IoMT for malicious reasons.
Medjacking poses a serious threat to patients with the potential to cause harm or fatalities and
significantly impact patient safety. Rao et al., conducted simulation based eight malware types,
encompassing Fuzz20 and Fuzz100, File Manipulation, Information Leakage, Synthetic
Malware 1, Synthetic Malware 2, Synthetic Malware 3, and Synthetic Malware 4, targeted
smart connected insulin pumps. The researchers in their study classified malware into three
distinct categories: (1) Malware that compromises health, direct threat to a patient's health (2)
Malware that undermines data sensitivity, secretly disseminating private data and (3) Synthetic
threats to security, compromise the operational integrity of the targeted system.

To examine the challenges of medjacking, the experimental methodology consisted of
four stages: 1) APS prototype development; 2) cybersecurity attacks exemplification; 3) dataset
collection; and 4) Hybrid Intrusion Detection System (H-IDS) development. This study
included brute force, Distributed Denial-of-Service (DDoS), Man-In-The-Middle (MITM), and
Trojan attacks. Within the general domain of cybersecurity, these attacks specifically aim at
various components of the CIA triad, namely Confidentiality, Integrity, and Availability.
Within the context of 1oMT hijacking, Brute Force Attacks specifically aim at credential
hijacking, DDoS attack target recourse, interception of communication via MITM attacks, and
the trojan attack aimed at malware-based hijacking.

APS development on Raspberry Pi B and ESP32-WROOM using B. Bergman's model.
The Raspberry Pi incorporated the DHB actor. The Raspberry Pi controls glucose-insulin
dynamics according to the Bergman model. The ESP32-WROOM is a peripheral device for

glucose and insulin administration. The Raspberry Pi estimates insulin dosage and sends ESP32
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commands to manage insulin administration. The testbed was developed, the security attacks
were executed using a modular design. This study used Kali Linux and Metasploit for brute
force attacks, used hping3 on Kali Linux in a virtual machine for DDoS attacks. Ettercap and
a virtual machine for MITM attack.

The H-IDS was constructed, a neural network autoencoder was used during anomaly
detection. Signature detection, Multi-Layer Perceptron (MLP), Decision Tree (DT), Support
Vectors Machine (SVM), and Extreme Gradient Boosting (XGBoost) models were trained and
tested to detect medjacking attacks. This study computed both the accuracy and loss
performance matrices for the training and validation of anomaly detection. Training accuracy
examined the training data, whereas validation accuracy measured its ability to differentiate
normal and attack data. The difference between original training data and reconstructions
during training was termed training loss. Validation loss was compared to normal and attack
patterns. Low validation loss occurred when the model correctly separated normal and attack
input. This study computed performance metrics to access the model’s performance, the MLP,
SVM, DT, and XGBoost models without dimensionality reduction and with three
dimensionality reduction approaches, including Principal Component Analysis (PCA), t-
Distributed Stochastic Neighbor Embedding (t-SNE), and Uniform Manifold Approximation
and Projection (UMAP).

This study found that H-IDS can detect the medjacking patterns in the APS. One of the
benefits of automated detection is its capacity to rapidly detect attacks, thereby reducing the
potential for harm within a short period during medjacking occurrences. Automated detection

improves the defence against medjacking and decreases the need for human supervision.
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Chapter 1. Introduction

The healthcare sector is experiencing a significant transformation with advancements
in digital technology. This digital transformation yields numerous benefits, including an
increased emphasis on improving patient care, enhancing service accessibility, and reducing
costs [1, 2]. Historically, the healthcare domain has been characterised by face-to-face
engagements, reliance on physical documentation, and a primarily reactive approach to
treatment methodologies [2-4]. Nonetheless, the increasing cases of chronic diseases [5, 6],
coupled with an ageing population type and the growing need to enhance healthcare
effectiveness, have encouraged the integration of digital technologies [7-10]. An important
component of this digital transformation is the development and incorporation of the Internet
of Medical Things (IoMT) [11-13]. The Internet of Things (IoT) is used in medical devices,
and the terminology is referred to as the IoMT [14]. Linked devices and systems collect and
evaluate health data to enhance patient care, operational efficiency, and healthcare costs.

The IoMT contributes to a significant transformation in healthcare, evolving from
conventional reactive techniques to proactive [15, 16], predictive, and personalised care [17-
22]. This transformation has its foundation in the capacity of IoMT to facilitate real-time,
continuous monitoring of patients via interconnected devices, thereby allowing for rapid
responses and enhanced decision-making [11, 23]. A prime instance is using remote patient
monitoring devices, including blood pressure cuffs and Electrocardiogram (ECG) patches [24-
29]. These devices offer real-time data to healthcare providers, facilitating the early
identification of hypertension or cardiac anomalies prior to the onset of severe complications
[30, 31]. Within healthcare settings, loMT-enabled infusion pumps facilitate accurate
medication administration [32], whereas intelligent beds monitor patient mobility, thereby
averting pressure ulcers and enhancing overall care [33, 34]. In the context of medication

management, intelligent pill bottles serve to remind patients of their prescribed doses, thereby
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enhancing compliance [35, 36]. Continuous temperature monitoring tracks the body
temperature of patients undergoing chemotherapy, which allows for the early identification of
infection indicators [37, 38].

Implantable devices enabled by the loMT, including pacemakers and cochlear implants,
signify a new frontier in medical technology [39, 40]. Modern pacemakers integrate telemetry
systems to monitor cardiac function and carefully relay data for continuous oversight. In
contrast, cochlear implants enhanced by 10T technology adaptively refine auditory perception
in response to varying environmental acoustics. A further significant application lies in the
field of smart prosthetics and orthotics, which utilise loMT technologies to dynamically adjust
in response to users’ movements. These devices incorporate sensors to deliver tailored
feedback and enhance mobility [41, 42]. For individuals with diabetes, smart footwear
integrated with pressure sensors identifies hotspots or ulcers at an early stage, thereby
minimising the risk of serious complications [43-45].

Robotic-assisted surgical systems, such as the da Vinci, facilitate minimally invasive
procedures augmented by IoMT, wherein real-time data analytics significantly enhance
surgical precision [46-48]. In the field of neurological, in individuals suffering from
neurological disorders, wearable seizure monitors observe electrical activity within the brain,
identifying seizure patterns and promptly transmitting alerts to services [49-54]. Similarly,
monitoring systems for Parkinson’s disease, including motion sensors and wearable devices,
evaluate the severity of tremors and irregularities in gait, thereby assisting clinicians in making
therapies to meet the specific needs of each patient [55-58]. The loMT technologies, including
remote patient monitoring devices, wearable health monitors, intelligent prosthetics, and
implantable devices, are transforming the healthcare landscape by facilitating early detection,
tailoring treatment approaches, and improving patient engagement. These advancements

collectively facilitate a more efficient, proactive, and patient-centred healthcare ecosystem.
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The 10MT is a network of interconnected medical devices, software applications, and
health systems allowing instant data exchange, fostering a more tailored and efficient approach
to healthcare delivery [59-66]. This interconnected IoMT encompasses wearable devices,
remote patient monitoring systems, smart inhalers, integrated medical imaging, and
implantable devices. These technologies function collaboratively to enhance diagnostic
capabilities, therapeutic interventions, and all aspects of patient care. Using the loMT
ecosystem improves the quality of digitally managed treatment while decreasing the need for
hospitalisation, resulting in cost savings for patients and healthcare corporations. Additionally,
data generated from connected devices provides insights to make appropriate real-time
decisions [14]. loMT concepts have the potential to evolve healthcare operations by enhancing
diagnosis accuracy, personalising treatment regimens, and forecasting disease outbreaks.

Wearable devices in the loMT setting, such as smartwatches and fitness trackers, have
become indispensable tools for monitoring critical health variables, including heart rate,
oxygen saturation, and glucose amounts [11, 62, 63, 67]. These devices provide critical data
that aids healthcare professionals in remote monitoring of patient health, allowing for timely
intervention in the event of irregularities. In the context of chronic disease, insulin pumps and
continuous glucose monitoring (CGMs) have emerged as critical tools for managing conditions
like diabetes. Insulin pumps are compact; computerised devices affixed to the body that
delivers a continuous, precisely regulated dose of insulin tailored to the individual patient's
needs. Comparably, CGM sensors are implanted beneath the skin's surface to assess glucose
levels in real-time, transmitting data to interconnected devices such as smartphones or
smartwatches [68-73]. These implantable devices, including pacemakers, insulin pumps, and
neurostimulators, constantly track and regulate medical conditions such as cardiac arrhythmias,

diabetes, and neurological disorders [62, 74-77].
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The advancement of the IoMT has made a substantial impact on the healthcare sector
by facilitating uninterrupted connectivity and the integration of medical devices, applications,
and systems. However, these innovations introduce security risks and vulnerabilities that put
the patients’ lives at risk of medical complications, and these risks also may open disputes
between healthcare professionals and service providers [78, 79]. IoOMT systems and devices are
vulnerable to several security concerns, such as medical hijacking (medjacking) [80-82],
unauthorised access [83], data breaches, and device function manipulation [84, 85].
Medjacking, also known as medical hijacking, denotes the unauthorised control of IoMT for
malicious objectives. With the growing interconnectivity of medical devices, medjacking is
emerging as a serious risk to patient safety, possessing the capacity to compromise health
services and cause harm. With the advent of interconnected medical devices such as insulin
pumps [81, 82, 86-89], CGM [81, 90-92], pacemakers [93-98], and infusion pumps [99], these
devices have concurrently emerged as targets for hijacking and other cyber-attacks in literature.
In 2015, an important instance emerged: the United States Food and Drug Administration
(FDA) released a warning notice regarding the Hospira infusion pump. Investigators have
determined that the pump is susceptible to remote access via its network, thereby enabling
unauthorised individuals to modify the dosage of medication administered to patients [82, 100].

In the current literature, changes or modifications related to the functionalities or
operations of medical devices are documented; however, there have been no reported fatalities
or significant adverse implications, as all studies serve basically as a proof of concept. For
instance, in one study [98], the researchers indicated that the FDA warns against unauthorised
users gaining access to the device (an infusion pump) and altering dosages remotely. In a
comparable investigation, another study [101] indicated that an unauthorised individual
possesses the capability to manipulate the device and alter the dosage administered by the pump

in a malicious manner. In [102], researchers introduced a new class of "process-aware" cyber-



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 31

attacks targeting medical devices, particularly insulin pumps utilised to regulate blood glucose
levels in individuals with Type-I diabetes. These attacks are designed to fraudulently modify
the drug administration process, thereby inflicting harm on patients over an extended duration
while remaining within operational parameters. In another investigation [103], the scholars
articulated that throughout data modification attacks, an attacker attempts to alter the vital signs
of a patient by breaking the device or by intercepting and modifying the communication
packets exchanged between the healthcare and the programming device. According to literature,
a bad actor (attacker) exploits security flaws in an IoMT system for different purposes,
including financial gain (ransomware). This bad actor harms others on purpose sometimes in
response to intense emotional pain or revenge. For example, a bad actor may hijack the medical
device of any targeted person to change the operation of the medical device.

The vulnerabilities associated with real-time medical devices present considerable
threats to patient safety, privacy, and the integrity of the healthcare system [78, 80, 103-109].
The research unit of Forescout Vedere Labs, as stated in its report titled ‘Unveiling the
Persistent Risks of Connected Medical Devices,” has identified 162 vulnerabilities that impact
IoOMT devices. Cybercriminal attacks on interconnected medical devices primarily seek to
appropriate sensitive patient information, encompassing personal details and medical and
treatment histories. In extreme cases, attacks can disrupt healthcare operations and compromise
patient safety. The loMT poses a considerable threat to healthcare delivery organisations [110].
This report indicates that the exploitation of vulnerabilities has the potential to cause direct
harm to patients. Furthermore, the interference with real-time monitoring devices could delay
timely treatment.

The potential consequences of dosage modifications are severe and multifaceted. For
instance, an overdose of insulin could result in hypoglycemia, causing seizures or

unconsciousness. In contrast, an overdose may lead to hyperglycemia and long-term
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complications such as kidney damage or cardiovascular disease. Similarly, incorrect dosages
of antibiotics can promote drug resistance, reducing their effectiveness in future treatments and
posing a public health risk. While current studies are largely proof-of-concept, and no fatalities
have been reported, the risks remain significant if these vulnerabilities were exploited. Long-
term harm to patients could result from sustained device manipulation, while systemic
healthcare failures could occur if attacks disrupted hospital operations or delayed treatments.
For example, interference with real-time monitoring devices could prevent timely interventions,
increasing the likelihood of patient harm. Additionally, the exploitation of loMT vulnerabilities
may erode trust in medical technologies, hampering their adoption and limiting future
advancements in healthcare delivery.

Following the current literature, the risk of medjacking remains a significant concern.
As technological advancements progress and an increasing number of devices achieve
interconnectivity, the prospective attack surface grows. To investigate APS medjacking and
mitigation solutions, the primary goal of this research was to undertake a thorough examination
aimed at illustrating the complexity of APS in the context of medjacking attacks and the
proactive strategies for their mitigation. The secondary goal involved the development of a
cost-effective ASP prototype and a cybersecurity testbed to collect datasets. The fourth
goal included the development of preventative strategies, referred to as hybrid intrusion
detection systems (H-IDS), aimed at examining the possibilities of employing Atrtificial
Intelligence (Al) methodologies in the identification of anomalous patterns. The cyberattack
cases include brute force, Distributed Denial-of-Service (DDoS), Man-in-the-middle (MITM),
and Trojan attacks.

Al has fundamentally transformed the landscape of cybersecurity by facilitating
proactive defence strategies that detect, predict, and mitigate cyber threats [111-114].

According to Talukder et al., ML algorithms can comprehend information from historical
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datasets, thereby identifying anomalies or patterns that may indicate potential intrusions.
Mahboubi et al., stated that the implementation of ML significantly enhances cybersecurity,
thereby fostering more analytical and efficient defence mechanisms that decrease dependence
on temporal resources and human effort. Data serve an indispensable function in facilitating
informed decision-making and formulating strategic techniques that enhance the effectiveness
of ML techniques. ML is integrated into threat hunting, consisting of solutions into five
categories: (i) Supervised Machine Learning, (ii) Unsupervised Machine Learning, (iii)
Reasoning techniques, (iv) Graph-based approaches, and (v) Rule-based approaches [114].
These ML techniques constantly examine patterns or application logs to identify anomalous
activities or trends. For instance, ML models can identify anomalous patterns by comparing
conventional patterns with unusual ones that may fail human analysts.

Predictive analytics is another tool of ML in the realm of proactive defence [115].
Through the statistical examination of historical data and trends, ML models possess the
capacity to predict prospective attacks. For example, supervised learning can be used when a
target is specified to be achieved from a specified number of inputs, thereby exemplifying a
task-oriented technique. Within the domain of ML, the primary supervised learning techniques
are identified as classification and regression techniques. These techniques are commonly used
to categorise or forecast future occurrences pertaining to a specific security issue [116].

Moreover, behavioural analytics is another proactive technique that uses ML to
systematically observe user and entity behaviours over time, constructing profiles that facilitate
the identification of cyber threats. According to Sarker, the practical application of
cybersecurity serves as the fundamental platform for employing the CyberLearning model,
which systematically examines network behaviour to identify security patterns that identify
normal behaviour, thereby facilitating the detection of anomalies or related attacks [8].

Similarly, Sarker stated that ML can analyse vast datasets promptly and efficiently, making it
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significantly faster than human-led threat detection efforts. ML uses behavioural analysis
alongside rapidly evolving parameters to identify anomalies that may indicate the presence of
an attack [115].

In the context of threat hunting, the researchers in a study implemented machine
learning-based models to proactively threat hunting [117]. The models encompassed within
their system include random forest (RF), support vector machine (SVM), multi-layer
perceptron (MLP), and AdaBoost, all of which are employed for proactive threat hunting. Their
system consisted of data pre-processing and developing machine learning models to identify
anomalies [117]. A further study of threat hunting in [118] illustrated that it involves the
analysis of system logs to identify malicious activities that might have bypassed current
security measures. The researcher proposed the continuous bag-of-terms-and-time (CBoTT)
framework, wherein data preprocessing was conducted, and a neural network model was
employed to train the dataset, their framework was developed for anomaly detection [118].

In [119], the researchers proposed threat hunting for industrial 10T edge devices using
a machine learning-based approach. Their study employed Decision Tree (DT), Support Vector
Machine (SVM), Logistic Regression (LR), and Random Forest (RF) models for threat
(attacks/anomalies/malicious/malware) hunting (detection/identify/find/) in industrial 10T
edge devices [119]. Similarly, in threat hunting for industrial 10T, the researchers in [120]
proposed an ensemble of deep federated learning techniques aimed at threat hunting within the
context of industrial 10T. This approach encompassed data pre-processing, and a model was
developed to hunt the threats systematically [120].

In this research, proactive mitigation denotes systematic attack hunting using machine
learning models and algorithms. The H-IDS developed in this study is presented as a proof of

concept, enabling an evaluation of its performance and a comparative analysis of the results.
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This thesis discusses the challenges associated with medjacking vulnerabilities,
presents concrete evidence of medjacking, and explores the potential consequences. Further,
this thesis offers a comprehensive examination of medjacking experiments and their results.
This thesis reviews the medjacking vulnerabilities, methods, and proactive mitigation solution.
The thesis proposed H-IDS and provides essential suggestions for protecting APS devices and
minimising medjacking by identifying anomalies. This thesis substantially contributes to APS
security by providing a possible solution as a Hybrid Intrusion Detection System, including
synthesised medjacking literature as a guide for the research community addressing
medjacking attacks and solutions. This research synthesises existing information, provides

significant perspectives, and proposes actionable measures for APS security.

1.1 Overview of Technology

The Internet of Things (IoT) connects and exchanges data between devices,
automobiles, buildings, and other objects, utilising sensors, software, and other technologies
[121]. The loT devices utilise network protocols such as Wi-Fi, Bluetooth, Zigbee, and cellular
communication [122]. Edge layer or cloud computing can evaluate data locally or transfer it
to centralise platforms for additional analysis. The Edge Layer is considered a decentralised
computing architecture wherein data processing and decision-making occur in proximity to the
data sources, including sensors, devices, or other endpoints [123]. The Edge layer within an
IoMT architecture functions as an essential link between medical devices and centralised
systems, including cloud infrastructures [11, 124]. It facilitates the processing, storage, and
transmission of data produced by IoMT devices in proximity to the source, thereby ensuring
minimal latency, enhanced security, and optimal resource utilisation [125-128]. To facilitate
uninterrupted data transmission and ensure interoperability, the Edge layer depends on a
multitude of network protocols, such as Wi-Fi, Bluetooth, Zigbee, and cellular connectivity

[129]. Zigbee, characterised by its low power consumption and limited bandwidth, is
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specifically engineered for highly dense 10T networks, providing it particularly suitable for
healthcare settings where numerous devices engage in effective communication [130].
Bluetooth, characterised by its short-range and low-power capabilities, is particularly
advantageous for portable 10T devices [131]. Cellular networks, encompassing 3G, 4G, and
5G technologies, facilitate the connectivity of loMT devices in remote or mobile environments
where alternative networking solutions are inaccessible [132-134]. The advent of 5G
significantly enhances the Edge layer by providing ultra-low latency and elevated bandwidth,
thereby facilitating the deployment of advanced applications [135]. Wi-Fi is extensively
employed within the Edge layer for devices necessitating elevated data throughput, especially
in settings characterised by pre-existing Wi-Fi infrastructure, such as hospitals, clinics, and
residential environments [136, 137]. The 10T enables remote detection and operation of goods,
integrating the real world with computer-based systems for competence and economic benefits.
The loT includes devices, sensors, networking, data processing, and user interface.
Environmental data is sent by sensors and devices to centralise platforms. Examples include
industrial equipment, home appliances, and healthcare gadgets.

In the context of industrial equipment, the 10T facilitates predictive maintenance and
enhances operational efficiency. For example, sensors integrated within manufacturing
equipment can incessantly observe parameters such as temperature, pressure, and vibration
[138, 139]. These sensors relay information to a centralised system wherein sophisticated
analytics forecast potential failures prior to their development, thus mitigating downtime and
decreasing maintenance expenditures [139, 140]. Within the home appliances domain, the 10T
has resulted in an epoch characterised by the intelligent or smart home wherein devices are
interlinked and subject to remote administration [141, 142]. For example, intelligent
thermostats incorporate the inhabitants' preferences and autonomously modulate the

temperature to optimise comfort while concurrently conserving energy resources [143]. These
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smart home devices are accessible to control through smartphone applications [144, 145],
thereby enabling users to regulate their domestic environment from mobile applications.

The integration of 10T technology has significantly enhanced healthcare devices,
thereby improving patient care and optimising medical outcomes. Wearable devices, including
smartwatches and fitness trackers, facilitate the monitoring of essential physiological
parameters, encompassing heart rate, blood pressure, and sleep patterns [11, 12, 14, 66, 146].
These medical devices can notify users regarding potential health concerns in real-time, thereby
facilitating prompt intervention. For individuals afflicted with chronic diseases, the 10T-
enabled medical devices, exemplified by glucose monitoring devices for diabetic patients or
remote monitors for those with cardiac conditions, facilitate continuous health monitoring [147,
148]. These continuous monitoring devices allow the more efficacious management of medical
conditions and decrease the necessity for frequent hospital visits [14, 61], thereby enhancing
the overall quality of care and patient outcomes.

Different terms have been used to describe the connection and amalgamation of loMT
devices. For instance, the IoMT is used among the research community to describe the
connection of all medical devices to a healthcare provider’s computer system [65, 66, 78, 149-
151]. Alternatively, the term healthcare 10T is commonly used to describe smart wearable
medical devices (e.g., smartwatches, step trackers, and wristbands), remote patient monitoring,
home care treatment, and mobile health. Android applications often deploy healthcare 10T
technology in contrast to loMT technology [105, 152-156]. Despite the widespread usage of
loT technology in the medical field, no consistent terminology or keywords have been
identified in the literature. Wearable 10T has been used to describe medical devices that apply
0T technology [157]. The term I0MT is used in this thesis as synonymous with healthcare 10T,

wearable 10T, and other terms describing the use of 10T technology in healthcare settings.
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The 1oMT includes medical gadgets, sensors, connectivity, analytics, and interfaces.
Fitness trackers, implantable gadgets, and remote monitoring systems collect health data. These
devices provide data to General Practitioners (GP) and centralise platforms. Data analytics
analyse enormous health data sets to give tailored therapy, early identification, and surveillance.
Patients and clinicians may access health data live via mobile applications and web platforms.
Remote patient monitoring improves chronic disease treatment and decreases hospitalisations.
IoOMT devices and associated equipment also improve hospital procedures and asset
management, ensuring the availability of resources. Although IoMT offers numerous benefits,

it has security, privacy, interoperability, data management, and scalability issues.

1.2 Research Motivation

IoOMT devices have contributed to managing diabetes by continuously tracking their
diabetes condition. In 2023, the International Diabetes Federation found that 10.5% of adults
(aged 20-79 years old) have diabetes, and nearly half of this percentage do not know they have
the disease [158]. The Australian National Diabetes Services Scheme and Australasian
Paediatric Endocrine Group registered 5.1% (or over 1.3 million) of Australians with diagnosed
Type 1 and Type 2 diabetes in 2021. According to the National Diabetes Services Scheme and
Australasian Paediatric Endocrine Group, diabetes cases increased with age, and nearly one in
five Australians aged 80-84 were living with diabetes in 2021, which is over 30 times higher
than the incidence of the disease among people aged under 40. After adjusting for age, males
had a higher prevalence of diabetes, approximately 1.3 times higher as compared to females
[159]. In 2022, a report from the Department of Health and Aged Care, stated that 1.8 million
Australians are living with diabetes, and over 120,000 have been diagnosed with diabetes in
the previous year. Of those diagnosed, approximately 58,000 Australians with Type 1 diabetes
were given a glucose monitoring device [160]. The analysis of statistical trends and patient

demographics highlights the essential need for robust cybersecurity solutions to protect these
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devices. The IoMT devices for diabetes management adopt digital connectivity, which may
open cybersecurity vulnerabilities.

In 2024, Tandem Diabetes released a recall for their t:connect mobile application
designed for Apple iOS devices. The recall is caused by a software malfunction that resulted
in the application crashing, and subsequently relaunching in a continuous loop. This conduct
ended in accelerated rapid battery depletion of the insulin pump, thereby posing the risk of an
unexpected shutdown pump. Such interruptions in insulin delivery may precipitate
hyperglycemia or diabetic ketoacidosis, both of which are serious medical conditions [161].
Theoretically, shutdown pump operation will interrupt insulin delivery, potentially resulting in
inadequate insulin administration. This scenario may engender hyperglycemia or, in more
severe instances, diabetic ketoacidosis, a condition that poses significant life-threatening risks
due to high blood sugar levels and insufficient insulin availability. Tandem Diabetes Care is a
medical device enterprise in the United States that focuses on advancing technologies for
diabetes management, specifically in insulin infusion medical care. Tandem Diabetes Care sets
up a network of international distribution partners, encompassing Australia, the Bahamas,
Belgium, the Czech Republic, Denmark, Finland, and France, and these countries use Tandem
products.

In a real-world scenario, due to battery depletion, according to [162], over 200 people
experienced injuries due to a technological malfunction that resulted in the unexpected
shutdown of their insulin pumps. The software malfunction caused the recall of over 85,000
versions of a mobile application, designated t:connect and created by Tandem Diabetes Care.
This software malfunction has shown the consequences of this failure indicating that over 200
individuals with diabetes experienced injuries. According to Diabetes Australia [163], there
have been no reported cases of individuals in Australia being adversely affected by the t:slim

X2 insulin pump, they highlighted that the mobile connectivity for t:connect was made disabled
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for Australian devices by its manufacturer, Tandem Diabetes Care, prior to the occurrence of
the malfunction. These reports demonstrate the importance of diabetes devices and their
application to investigate software defects and cybersecurity. According to [164], certain
manufacturers and service providers within the 10T sector develop devices without adequate
security measures, thereby making them susceptible to cyberattacks. Cyberattacks that may be
perpetrated against an 10T device encompass identity theft, eavesdropping, MITM, and energy
depletion attacks. A typical target for malicious attackers within an 10T device is the small,
limited-capacity battery that serves as its power source, commonly called an energy depletion
attack.

Other than Tandem Diabetes Care, Medtronic provides an extensive variety of devices
designed to manage diabetes, encompassing insulin pumps, continuous glucose monitoring,
and software solutions. Medtronic diabetes devices are used in many countries, including
Australia, New Zealand, and other Asian countries. In 2019, the FDA published a warning to
both patients and healthcare practitioners concerning the prospective cybersecurity
vulnerabilities linked to Medtronic insulin devices. The principal rationale for this advisory
was the inability of Medtronic devices to perform software updates [165]. According to this
report, Medtronic insulin devices are theoretically vulnerable to cyber-attacks.

The rapid development of digital technology and the ubiquitous adoption of the loMT
revolutionised treatment management and operations using advanced technology. The
healthcare industry transformed during 20102023, as stated in [166], another study reviewed
digital transformation from 2014 to 2022 [167], and investment in the IoMT has increased
[168]. IoMT device sales are expected to reach $136.8 billion by 2025 [169]. Moreover,
investment in the IoMT has risen due to sensor technology acceleration, wearable device
necessity, and demand for remote patient monitoring. Competitive innovations in the field of

healthcare have introduced security risks that leave end users vulnerable to potential threats
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that compromise their treatment. In [170], related to the healthcare domain, the researchers
stated that many vendors manufacture various healthcare products and devices, and new ones
keep joining 10T's fascinating technological race. Manufacturers have not followed device-
compatibility interface and protocol standards. In another study [171], the researchers
highlighted that the worldwide 10T device market is projected to expand from 249 billion
dollars in 2018 to 457 billion dollars by 2020, prompting numerous healthcare and medical
device manufacturers to engage in a race endeavour to develop smart devices.

The researchers in [172] stated that embedded medical devices typically lack robust
security defence mechanisms as strong as conventional computers. The incorporation of robust
hardware security measures into medical devices, such as the Home Monitoring Unit,
experiences significant financial implications. Manufacturers might face a dilemma between
prioritising security and managing costs, as the funds allocated for enhancing the security of
the Home Monitoring Unit are diverted from the development of treatment functionalities that
are crucial for saving lives. Furthermore, there exists a race a rush to penetrate the market,
coupled with a rigors certification protocol that limits the simple modification of an already
approved design. According to [173], manufacturers of 10T devices are aggressively releasing
new products in a mad race to secure their position within the 10T market. The increased
pressure to distinguish based on usability-centric functionalities has led to the development of
products and features that lack adequate security examination. According to the literature [172,
173], the development of cutting-edge 1o0MT devices has often prioritised speed and
functionality over comprehensive security measures. As a result, medjacking and other
vulnerability exploits have occurred widely. The vulnerabilities associated with medjacking in
the IoOMT are of extreme significance, given their potential to significantly impact patient safety
[146]. In conventional healthcare cybersecurity, breaches primarily include data theft, wherein

patient records or financial information are compromised [174]. Nonetheless, cyberattacks
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associated with the 1oMT may extend beyond mere data theft to interfere with or alter the
operational integrity of medical devices, thereby posing serious implications [103]. One of the
principal distinctions between hacking within the loMT and other cybersecurity threats in the
healthcare sector lies in the tangible connection with patients. For instance, medjacking attacks
on insulin pumps [81, 82, 86-89] or pacemakers [93-98] may enable attackers to manipulate
device configurations, resulting in the administration of incorrect dosages of a device's
operational capabilities. Moreover, In [175], Kwarteng and Cebe studied security issues in
implantable medical devices, including insulin pumps, cardiac implants, cochlear implants,
ocular implants, and foot drop implants. The researchers investigated eavesdropping, Denial of
Service (DoS), replay, Man in the Middle (MITM), software injection, and Side Channel
attacks. The researchers concluded that a cyber attacker could infiltrate these devices to
remotely manipulate their functions [175].

Some case studies elaborated further on how eavesdropping, DoS, replay, and MITM
attacks are related to medjacking; for example, in [172], the researchers elucidated that, upon
obtaining physical access to the devices, an adversary was capable of integrating a physical
device equipped with a wireless communication interface within it, thereby gained remote
access to the device. This allowed an attacker to intercept all communications between the
home monitoring unit and the backend server and perform an MITM, given the proprietary
protocol was identifiable. The researchers also stated that an adversary can access the
information transmitted by the pacemaker to the home monitoring unit [172]. In another study
[176], the researchers presented a proof of concept demonstrating that loMT devices and their
associated smartphone applications are susceptible to hijacking attacks. The
researchers determined that medical data derived from the glucometer and oximeter devices
was retrievable on the attacker's smartphone. The researchers outlined in their proof-of-concept

experiment that the DoS attack could be launched against similar devices. Similarly, in [177],
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the researchers performed MITM, replay, connection hijacking, DoS, and Denial of Sleep
attacks on health 10T devices. The attacks targeted disrupting the communication between
health 10T devices and their corresponding applications [177]. In 2019, the FDA warned
patients and medical professionals about potential cybersecurity risks associated with
Medtronic insulin devices [165]. The primary reason for the warning was that Medtronic
devices are unable to update their software.

IoOMT devices help people manage diabetes. However, medjacking threats remain an
open research issue. As mentioned earlier in the chapter, cyberattacks on loMT devices pose a
life-threatening risk. The IoMT is transforming the healthcare landscape through the
integration of medical devices, sensors, and healthcare systems, thereby facilitating remote
patient monitoring, diagnostics, and data-informed decision-making processes. Nevertheless,
this increased interconnectivity makes IoMT devices vulnerable to medjacking attacks.
Consequently, IoMT devices, including insulin pumps, pacemakers, wearable health monitors,
and implantable devices, are under rigorous investigation to mitigate medjacking
vulnerabilities. The main motivation for this study involves medjacking attacks, syntheses the
medjacking issues, and developing solutions in the APS devices, as these devices are life-
critical devices. Medjacking attacks may target such devices, and result in life-threatening
consequences, these consequences highlighting the need for security measures that prioritise
security.

Current intrusion detection systems for the IoMT represent an important area of
research aimed at effectively mitigating medjacking attacks. These techniques demonstrate the
ability to detect intrusions and further investigate a proof-of-concept study within the context
of the IoMT and medjacking required to identify which technique or solution is feasible to
mitigate medjacking attacks. This research proposes a Hybrid Intrusion Detection System (H-

IDS) to mitigate medjacking attacks in APS devices and solve these challenges. In this study,
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the H-IDS employing ML and DL strategies as a proof of concept, wherein the anomaly
detection module was trained to discern deviations from normal behaviour. Conversely, the
signature-based component functions primarily as a preliminary filter for identified medjacking.

To comprehensively demonstrate the primary risks, the following section will discuss
diabetes, the significance of utilising diabetes management devices, their vulnerabilities, and
the prospective consequences if these devices are hijacked. Diabetes management devices,
including insulin pumps and continuous glucose monitors, are fundamental to managing
diabetes. Their ongoing improvement in digital connectivity and functionality improved
overall benefits to patients. Nevertheless, the wireless connectivity facilitating remote
monitoring and control of these devices simultaneously introduced considerable security
vulnerabilities. The occurrence of a medjacking attack on a diabetes management device might
have serious consequences, including unauthorised control over the device and disruption of
essential medical functionalities, which may lead to serious health impacts or, in extreme cases,
fatalities. Consequently, safeguarding these devices against unauthorised access becomes
essential. The subsequent sections provide a detailed discussion of these risks, the

technological aspects of the loMT, and the consequences associated with medjacking attacks.

1.2.1 Justification of Why Medjacking is Critical in loMT

Cybersecurity vulnerabilities, such as medjacking, present a direct and immediate threat
to patient safety [78, 98, 178, 179], significantly impacting patient safety. Medical devices,
including insulin pumps [81, 82, 86-89], CGM [81, 90-92], pacemakers [93-98], and infusion
pumps [99], have simultaneously shown as subjects of medjacking and various cyber-attacks
within the literature. Many IoMT devices, including pacemakers and insulin pumps, fulfil
critical life-saving functions. These devices can be exploited upon compromise to cause patient
safety [82, 94, 178, 180-182]. Other than safety, a significant concern pertains to the potential

disruption of device functionality. For example, as stated in [183], physical IoMT devices are
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vulnerable to tampering, enabling attackers to alter their operational parameters or render them
entirely or partially inoperative. Attackers may further leverage certain firmware vulnerabilities,
enabling them to deliver ransomware within the 10MT device and seize control [183].
Furthermore, according to [184], attacks on implantable and wearable devices may be
deliberately designed to drain the battery life of such devices, thereby posing a potential threat
to patients who depend on them for monitoring or therapeutic purposes. The phenomenon of
battery drain is complexly associated with various forms of cyberattacks, particularly those
initiated by malware infiltrating a device, which subsequently leads to excessive consumption
of energy [184].

The operational disruptions caused by the jamming attack are serious. According to
[185], most wireless devices communicate through radio frequency signals. In this context, an
attacker may disturb and obstruct the communication channels between sensors and receivers,
resulting in complete operational discontinuation. Cyber-attacks have an increased influence
on the operational and financial dimensions of infrastructure and the ethical and social
considerations involved [185]. According to [186], the consequences of inadequate security
within loMT healthcare systems can be the breach of patient privacy due to eavesdropping, as
well as the delayed identification of life-threatening incidents attributable to the disruption of

normal functioning of loMT devices caused by DoS attacks [186].

1.3 Overview of Diabetes

A chronic condition of high glucose levels in the blood is known as diabetes [187].
Diabetes is classified into two types. Type 1 diabetes is associated with insulin injections and
is a condition defined by inadequate insulin production. Type 2 diabetes is associated with
insufficient or resistant insulin activity that is typically associated with alterations to lifestyle.
Another less common kind of diabetes is gestational diabetes, which can develop during

pregnancy and normally fades after delivery [188].
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Diabetes is caused by gene mutations or underlying medical conditions, such as
monogenic and secondary diabetes. Medicine, food, exercise, and blood glucose monitoring
all relate to health management, and several experts recommend lifestyle modification with
proper diet control to manage glucose levels [189-191]. Patients generally go through a
treatment cycle and, depending on the medical expert’s screening experiments and
recommendations, the patients will undergo individualised care under the direction of a GP to

effectively manage their diabetes.

1.3.1 Artificial Pancreas System

An Artificial Pancreas System (APS) mimics the role of the pancreas by administering
insulin and controlling glucose levels for patients diagnosed with Type 1 diabetes. The APS
consists of three primary subsystems: the Continuous Glucose Monitoring (CGM) sensor,
insulin pump, and control algorithm or controller subsystem. A CGM subsystem continuously
monitors the glucose levels in an individual’s body often by utilising a minuscule
sensor inserted beneath the skin. The CGM subsystem transmits glucose readings in real time
for the APS to monitor and adapt to changes. Depending on the CGM readings, insulin pumps

may then inject insulin to normalise the glucose level. This process is illustrated in Figure 1.1.
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Figure 1.1

Working Mechanism of the Artificial Pancreas System.
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Figure 1.1 depicts a standard APS workflow where the CGM sensor checks glucose
levels, and the insulin pump injects insulin. The control algorithm provides information that
enables a patient’s decision making, namely in the calculation of the appropriate dose. An
insulin pump is a device designed to deliver insulin, which aids in regulating blood glucose
levels, while a CGM monitors glucose levels in real-time. Both devices can be enhanced by
incorporating Wi-Fi and Bluetooth functionalities, enabling seamless communication, cloud
connectivity, and real-time data transmission. These features significantly improve diabetes
management for individuals living with the condition. Prototypes of these devices can be
developed using cost-effective microcontrollers like the ESP32, which come with integrated

Wi-Fi and Bluetooth modules. The control algorithm is crucial for automating insulin delivery,
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serving as a decision-making system that adjusts insulin administration based on deviations
from target glucose levels. Various decision-making algorithms have been developed, such as
the Proportional Integral Derivative (PID) controller, model predictive control, and event-
triggering variations [192-195].

Maintaining normal glucose levels and preventing hypoglycaemia and hyperglycaemia
are primary objectives of an APS. Currently, APSs are standard tools for managing diabetes in
the long term to reduce hyperglycaemia, improve glycaemic control, and mitigate the risk of
complications caused by diabetes. The APS is a promising system with the potential to
transform diabetes management, and continuing research is necessary to improve its

functionality and accessibility to more patients who experience this chronic condition.

1.3.2 Artificial Pancreas System Architectural Components

APS devices improve the quality of communication and connectivity with the internet
and other devices. Different communication protocols can be used to enhance the
communication and connectivity of APS devices. According to current literature, several
protocols are used to achieve bidirectional 10T communication. The following communication
protocols are well known for demonstrating architectural functions: Constrained Application
Protocol (CoAP), devices profile for web services, data distribution service, extensible
messaging and presence protocol, Message Queuing Telemetry Protocol (MQTT), and
Bluetooth Low Energy (BLE) [121]. Although CoAP, MQTT, and BLE are all lightweight
protocols, they are widely implemented in IoMT devices [196, 197]. The MQTT is expected

to be the standard protocol of IoT communication in the future [198].

1.3.3 Artificial Pancreas System Security Vulnerabilities
The security vulnerabilities of the loMT in general, and specifically the APS, are rising

at an alarming level. These vulnerabilities are well documented in research literature and
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informal publications, such as those published by security organisations. A crucial security
weakness is medjacking, [81, 89, 199]. Medjacking has serious life-and-death implications for
patient safety. The potential of medjacking assaults is rising due to the expanding number of
interconnected IoMT devices.

In 2015, the FDA issued the first cybersecurity warning regarding security flaws in
Hospira infusion pumps and stated the pumps could be attacked by remotely accessing a
hospital’s network [82, 100]. According to the FDA, the Medtronic company identified that
approximately 4,000 patients who use insulin pumps could be compromised. As a result, the
FDA issued the first recall of an insulin pump due to cybersecurity risks [200].

Similarly, MiniMed insulin pumps were recalled due to cybersecurity threats [201]
preventing the software patch from updating. The FDA issued a notification for MiniMed
insulin pumps, stating that the “use of these devices may cause serious injuries or death.” This
evidence of security weakness allows the research community to develop potential solutions
for diabetes management devices to mitigate or prevent cybersecurity threats.

In 2016, Johnson & Johnson warned diabetic patients about their insulin pump’s
vulnerability to hacking [202]. The CGM sensor and insulin pump have proprietary wireless
communication methods that might be reverse engineered. A study examining the actions of a
person who hacked a wi-fi-enabled thermostat [203] reported that any control device linked to
the internet, including insulin pumps and CGM sensors, is hackable. Consequently, users might
be seriously harmed or die because they are not able to disconnect from their surgically
embedded devices in real time.

In 2018 and 2019, a researcher concluded that security breaches can occur between
insulin pumps and CGM sensors due to wireless communication [87]. Some conceptual and
experimental studies that relate to medjacking identify security flaws in APSs. For instance,

[81] reported that insulin pumps and CGM sensors are hackable due to wireless technology.
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Similar security problems are possible in electronic heart implantable devices and other loMT
devices.

In 2019 and 2020, a detailed survey of cybersecurity in loMT devices clearly showed
that 1loMT devices are hackable [199]. Although another study analysed a simulated replay
attack on an APS [204] and showed the insulin pump’s hackability, the authors were unable to
propose any mitigation solutions. Another recent study concluded that IoMT devices can be
hacked because of wireless connectivity [205].

Patients who use IoMT devices may believe or assume that the devices are sufficiently
secured; therefore, they may not be aware of security flaws that allow medjacking to occur. As
patients may not be aware of the problem, no further steps are taken to deter, prevent, detect,
or mitigate medjacking. To mitigate medjacking, an in-depth understanding of the associated
security flaws is crucial. This thesis consists of three research domains: cybersecurity, medical

devices (i.e., diabetes devices), and the 10T as shown in Figure 1.2.
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Figure 1.2

Three Research Domains: Security, Medical Devices, and Internet of Things.
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Figure 1 outlines a Venn diagram illustrating the intersection of the Internet of Things,

cybersecurity, and medical devices. Owing to limitations in 10T, it introduced significant

challenges in managing cybersecurity. These devices are essential for patients to manage or

monitor their disease using loT; however, 10T medical devices exhibit insufficient

cybersecurity measures and other security weaknesses, rendering them susceptible to

cybersecurity attacks. Inadequate defences against attacks are further exacerbated by the

inconsistency of security standards related to loMT devices. The proliferation of IoMT devices

creates significant concerns regarding unauthorised access, thereby enhancing the security

challenges inherent within this ecosystem.
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Medjacking attacks on medical devices imperil cybersecurity. The unauthorised
manipulation of devices or systems enables adversaries to exploit vulnerabilities caused by
network communication protocols. Cybercriminals exploit vulnerable devices to appropriate
sensitive information, undermine operational integrity, or gain unauthorised access. The
consequences are severe when such attacks impact critical systems, such as medical devices.
Any act of medjacking or other cybersecurity attacks could compromise patient safety [82, 94,
178, 180-182], as these devices are required to operate continuously. The limitations of the 10T,
challenges associated with cybersecurity, and the integration of implanted medical devices
present a significant challenge. Medical devices are increasingly integrating into the IoT
ecosystem, facilitating continuous monitoring and data interchange yet simultaneously

increasing its vulnerability to cyber intrusions.

1.4 Research Questions

This research sought to answer the following research questions:

1. What vulnerabilities and attack methods exist within the Bluetooth and Internet of
Things communication protocols in the APS?

2. What is the outcome on an APS in a simulated attack environment?
a. How can an appropriate dataset be developed to effectively study medjacking
vulnerabilities in APS?
b. What exploratory data analysis technique can be used to explore data patterns of
medjacking methods, including brute force, DDoS, MITM, and Trojan attacks?

3. What machine learning and deep learning techniques as proactive defences techniques
can be used to detect medjacking vulnerabilities in an APS?

4. What dimensionality reduction technique can be performed optimally in the

development of a machine learning model for medjacking detection in the APS?
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a. What differences can be experienced with and without dimensionality reduction
techniques in the development of a machine learning model for medjacking

detection in the APS?

1.4.1. Research Aims/Objectives

The main objective of this thesis is to develop and examine a proposed hybrid intrusion
detection system for APSs to effectively detect medjacking attacks, focusing on addressing
brute force, DDoS, MITM, and trojan attacks. This study’s objective is to conduct an
exploratory data analysis to explore data patterns, providing insights into the different attacks
and normal patterns. This study acknowledges the complex and dynamic characteristics of
medjacking attacks; therefore, this study concedes that it addresses a limited component of the
overarching issue of medjacking, rather than providing a comprehensive elimination of a
variety of threats associated with medjacking in IoMT devices. As discussed in Section 1.3.3,
a heterogeneous nature in an APS creates a new vulnerability that can potentially lead to
significant consequences. Therefore, a medjacking study to investigate the security of APS
devices, and to develop a medjacking detection strategy, is essential embedding a reliable and
secure APS device in a diabetes patient is crucial. The development of the APS devices and
medjacking attacks exemplification to collect dataset is equally important. This allows for the
development of medjacking attacks detection system. To meet the main research objective, the

following aims have been formulated:

e The first research aim was to analyse existing literature on technologies used in the
APS, such as Bluetooth and loT communication protocols, focusing on known

vulnerabilities and potential attack methods.
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1.4.2.

The second research aim was to simulate medjacking attacks on APS devices to
determine the vulnerabilities within Bluetooth and 10T communication protocols,
aiming to identify potential successful attack vectors.

The third research aim was to gather dataset comprising normal and attack data to
conduct the exploratory data analysis. This dataset was obtained during attacks to APS
in a simulated attack environment. The dataset was required for exploratory data
analysis to identify the correlations with one another data features.

The fourth aim was to examine existing techniques in literature to identify appropriate
technique to analyse the medjacking methods, including brute force, DDoS, MITM,
and Trojan attacks.

The fifth research aim was to examine existing proactive defence mitigation techniques,
with a focus on intrusion detection and Machine Learning (ML) methods that could be
applied to the APS, and to identify the limitations of these existing techniques.

The sixth research aim was to systematically investigate and develop proactive
techniques to automatically detect intrusions in an APS, thereby enhancing security and
identifying potential threats.

The seventh aim was to conduct a performance evaluation of the developed H-IDS to

validate its effectiveness in detecting intrusions.

Justification of How the Current Work Contributes to a Deeper Conceptual
Understanding of Medjacking Attacks

In line with the first research question, the primary objective of this study was to

consolidate the current challenges related to medjacking within the APS, identify potential

strategies for minimising medjacking vulnerabilities, and examine and evaluate ML techniques

significant to medjacking. Despite the progress accomplished in the field of diabetes digital

devices, led by the emergence of innovative technologies, the investigation into security,
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especially in the context of medjacking attacks, continues to be significantly limited.
Furthermore, the significance of medjacking within the context of the 1oMT is elaborated in
Section 1.2.1. The formulation of the first research question aims to investigate medjacking
attacks on APS devices, which is considered an important step in strengthening APS systems.
This research established a correlation between theoretical perspectives and guided the
identification of potential mitigation strategies. This investigation lays the foundation for future
progress in APS security by amalgamating research enquiry with empirical experimentation.
A proposed solution in this study for detecting medjacking aims to enhance the security of APS
devices. This study identifies and analyses existing attacks and synthesises theoretical insights
derived from this study and current literature. Through synthesising insights derived from prior
research, this study offers a substantial contribution to the understanding of medjacking attacks,
establishing an essential basis for mitigating such threats in APS devices.

In line with the second research question, this study systematically synthesised the
existing literature and conducted a comparative analysis of the various ML techniques used to
detect medjacking attacks. The current study involves the development of the APS prototype
and the demonstration of attacks within a controlled simulated environment. In line with the
second research sub-question (b), The formulation of a dataset was essential to this research,
as it directly assisted in the identification and proposal of techniques aimed at mitigating
medjacking. This investigation also provides a thorough rationale for the datasets outlined in
Chapter 2, Section 2.7, which examines the constraints of related datasets, in addition to a
detailed justification for dataset sizes in Section 6.3.3, entitled Justification of Dataset Sizes.
This investigation further provided a comparative examination of relevant datasets in section
2.7.1, titled Related Datasets Comparison. This study required the dataset to conduct an
exploratory data analysis to explain data patterns, thereby yielding insights into various attacks

and normal behaviours. Furthermore, an intrusion detection system was developed, this was
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essential for evaluating the effectiveness of the study's proposed mitigation strategies. This
study evaluates various Machine Learning techniques within the framework of the proposed
solution for APS devices. This research critically assesses a range of Machine Learning
methodologies within the context of the proposed solution for APS devices. This research, via
the addition of a sub-question (b), aims to conduct an analysis of data patterns relevant to
medjacking, thereby promoting a more nuanced understanding within this domain.

In line with the third research question, this study contributes novel insights to the
research community, facilitating the selection of the most effective machine learning model for
the detection of medjacking attacks in the APS. This research addresses the medjacking
detection in the APS through systematically evaluating ML and DL techniques. This study
highlights the importance of proactive defence strategies, emphasising the identification and
detection of threats (attacks) in sections. All these explanations are provided in sections: 2.7.1
Justification of How ACD Security Measures Apply to IoMT Devices, 2.7.2 Justification of
How Al-Driven Security Helps Prevent an Attacker from Tampering with an loMT Device,
and 2.7.3 Justification of How ACD Systems Monitor Communication between loMT Devices
to Detect Anomalies that might Indicate a Medjacking Attempt. Chapter Five outlines and
evaluates a comprehensive framework for the detection of medjacking in the APS. The
effectiveness of the proposed detection system is outlined in Chapter Six. This research
investigates ML and DL techniques to assess the performance relevant to medjacking. The
performance insights yield detection performance matrices and the theoretical discussion of
each machine learning model is presented for the APS medjacking. The findings establish a
fundamental framework for the implementation of detection systems in APS devices.

In line with a fourth research question, this study substantially examined the
understanding of dimensionality reduction techniques in the development of ML and

DL models aimed at identifying APS medjacking attacks. An essential advancement of this
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study lies in its comparative technique, which examines three dimensionality reduction
techniques (such as PCA, t-SNE, and UMAP) in conjunction with trained models and models
examined without dimensionality reduction. This dual perspective (with and without
dimensionality reduction) offers a profound comprehension of the influence of dimensionality
reduction on the effectiveness of medjacking detection performance. This research presents
the statistical analysis and evaluation of performance outcomes with and without
dimensionality reduction. This contributes to the existing body of knowledge regarding
optimising machine learning pipelines for detecting medjacking. The study enhances
theoretical understanding and provides practical proposals for the application of dimensionality
reduction in the detection of APS medjacking. This contribution can impact forthcoming
research endeavours aimed at developing effective solutions for detecting medjacking.

In line with the fourth research sub-question (b), this study provides substantial insights
into optimising medjacking detection mechanisms for APS. By demonstrating the extensive
implications of dimensionality reduction findings, the research significantly enhances the body
of knowledge pertaining to both practical applications and prospective future research. The use
of dimensionality reduction may significantly enhance the effectiveness of medjacking
detection in the APS. The comparison of scenarios "with and without" dimensionality reduction
illustrates how ML and DL models identify anomalies. For APS, understanding these
distinctions is essential for the development of robust detection mechanisms designed to protect
against medjacking. The findings lay a groundwork for future enquiries to explore the
relationship between specific dimensionality reduction techniques, including PCA, t-SNE, and
UMAP, and the unique data patterns of APS. This study enhances both empirical and
theoretical understanding by identifying and quantifying the variances in model behaviour

dependent upon implementing dimensionality reduction methodologies.
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1.4.3. Research Questions and Research Objectives Limitations

This study's research questions and objectives acknowledge several limitations that
require additional investigation. The first limitation is related to the need for formal
mathematical models, which is a great research direction for mathematicians in the domain of
developing formal mathematical models. The current study primarily utilises simulations to
assess the effectiveness of attack detection mechanisms within APS. Although this approach
yields significant insights into the patterns of attacks, the lack of formal mathematical models
for APS communication protocols and the dynamics of attack lifecycles refers to a limitation.
Future work will focus on developing formal mathematical models to establish a more robust
and systematic foundation for comprehending the complex dynamics of APS communication
and the potential possibilities for attack through formal mathematical models.

Secondly, this study has not examined the attack lifecycle and its various stages related
to APS systems. In the context of future research endeavours, this study recommends
establishing a systematic formal mathematical model for comprehending the attack lifecycle,
encompassing critical stages such as reconnaissance, exploitation, and persistence.

Third, the utilisation of a simulated environment in this research serves as a robust
mechanism for the identification of potential attacks within APS, thereby enhancing practical
applicability. The principal limitation on real-world attack scenarios and proprietary devices
for the purpose of research investigation lies in their necessity for substantial ethical approval,
and research budget. Nonetheless, simulations cannot fully replicate the complexities of real-
world environments, including real-world attacks aimed at proprietary devices for research
purposes. These attacks could potentially pose significant damaging or life-threatening risks to
both patients and systems, as well as the financial risks of conducting real-world research on
real devices. This study contributes substantially to comprehending medjacking attacks within

controlled environments; however, subsequent investigations will seek to validate these results
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in real-world settings and incorporate formal mathematical models and attack lifecycles to

enhance their practical significance.

1.5 Research Methodology Overview

This study’s research methodology is segmented into stages, and comprehensive
information about each stage is provided in Chapter 3. These stages encompass creating the
research design and research approach to develop the APS prototype and a security attacks
exemplification, collecting a dataset, and developing a H-IDS, ultimately, evaluate the
performance of the H-IDS. Standard tools and services are required to develop an APS
prototype and illustrate security attacks. For example, many IoMT devices use low-cost
microcontrollers [138, 179, 206]. Thus, the development of the prototype for this research
involved the wuse of microcontrollers. The APS prototype utilised cost-effective
microcontrollers and a simulation approach to examine medjacking attacks. This study
compiled a comprehensive list of research activities utilised to attain the research objectives;

Table 1.2 lists these activities.

Table 1.1

The Overall Research Activities Associated with Outcomes and Tasks.

No. Activities Outcome Tasks
1 Conduct a Select a device or 1. Conduct literature review on the
comprehensive application IoMT, APS, cybersecurity risks, and
literature review defence mechanisms

2. Synthesise and classify the APS

3. Synthesise and classify
cybersecurity risks

4. Synthesise and classify defence
mechanisms

5. Systematically arrange a decision
matrix




MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES

No. Activities Outcome Tasks
2  Finalise the Design the research 1. ldentify the research background
research direction questions and and gap
objectives 2. Formulate research questions and
objectives
3. Choose a research methodology
4. Define research outcome
3 Present the research Create research 1. Define Research design
methodology design 2. Research approach
4 Develop the APS Develop the device 1. Simulate an APS device
prototype or application 2. Execute the APS device
simulation
5  Apply architectural  Apply de facto 1. Apply de facto protocol
components protocol 2. Execute protocol
6  Create and Choose and 1. Use different types of infiltration
implement security  implement security
attacks on the APS  attacks
prototype
7  Collection of a Collection of normal 1. Extract packet-based features from
dataset and attack data the packet capture data and transform
into the (CSV) file format
8  Exploratory Data Identify the 1. Apply Pearson Correlation
Analysis correlation of Coefficient
different attacks
9  Develop potential Develop intrusion 1. Develop and implement intrusion
solutions for the H-  detection detection mechanisms to detect
IDS to detect medjacking attacks
medjacking 2. Validate intrusion detection
10 Validate outcome Present results and 1. Analyse H-1DS performance

discussion

2. Determine future research
directions

60

Chapters 1 and 2 present the research background and finalise the research questions
and objectives displayed in Table 1.2. The research methodology is presented in Chapter 3.

Chapter 4 discusses APS development, security attacks, data collection, and exploratory data
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analysis. Chapter 5 presents the development of a potential solution. Chapter 6 presents the

results and discussion. Conclusion and future research are present in Chapter 7.

1.6 Research Significance and Contributions

This research investigates APS device medjacking attacks, a crucial step in
strengthening APS systems. This study correlated theoretical perspectives and proposed
mitigation strategies. This research-experimentation study lays the groundwork for APS
security advancement and proposes improvements to the security of APS devices to detect
medjacking. This study analyses existing attacks and synthesises theoretical insights from this
study and current literature. This study contributes to understanding medjacking attacks by
synthesising prior research and laying the groundwork for mitigating such threats in APS
devices. This research's quantitative and theoretical contribution is to assess the quantitative
performance of different classification models’ effectiveness using the 2022APS dataset.
Based on quantitative performance, this study presents the theoretical findings of each model.
The significance of this study aimed to examine the existing medjacking vulnerabilities and
attack methods, contribute to the building of security defences, strengthen security, and protect
end-users. This research provides practical insights into the risks associated with APS
medjacking. The process of gathering a dataset comprising normal and attack data is crucial
for effectively conducting Exploratory Data Analysis (EDA). This study contributes to
providing the EDA of the APS devices. This thesis also provided a detailed justification for
datasets in Chapter 2, section 2.7, Related Datasets Limitations, and dataset size justifications
in Section 6.3.3, Justification of Dataset Sizes. This study also provided a comparison of related
datasets in section 2.7.1 Related Datasets comparison.

EDA, particularly through the application of Pearson correlation, illustrates the
comprehension and representation of the complex patterns associated with medjacking attacks

within the context of the APS. The findings from EDA elucidate the relationships among
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various data patterns and provide insights into the fundamental structure of the data patterns,
which is essential for the development of effective security measures. EDA technique assists
with data-informed decision-making and establishes a foundation for the development of robust
intrusion detection. Through the application of EDA, this study fills research gaps in the
literature by demonstrating and examining the complex data patterns linked to APS medjacking
attacks. EDA offers an enhanced comprehension of attack dynamics, illustrates feature
significance for predictive models, and assists in advancing more resilient, data-informed
models in future research.

The investigation and development of proactive techniques to automatically detect
intrusions in APS devices hold significant potential to protect against attacks. Automated
techniques minimise the risks of medjacking and promote evidence-based detection using ML.
Systematically developing these techniques could enhance security measures and identify
threats more effectively, aligning with the overarching goal of safeguarding APS devices from
intrusions. The positive results from the experiments conducted in this study on the proposed
H-IDS demonstrate that the system can effectively detect attacks, further highlighting its
importance in advancing APS cybersecurity.

The novelty of this research lies in identifying medjacking attacks within APS devices
through developing and testing a robust detection system. The study incorporates an advanced
selection of features to improve the detection process and systematically examines the
effectiveness of various machine learning models, encompassing MLP, SVM, DT, and
XGBoost in the context of signature detection. This study employs an autoencoder for anomaly
detection. The comprehensive evaluation of these models provides valuable insights into their
effectiveness in detecting attack scenarios involving brute force, man-in-the-middle,

distributed denial-of-service, and trojan attacks.
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This study makes a significant contribution by addressing the gaps in examining the
medjacking attacks, both with and without dimensionality reduction techniques. This study
uses dimensionality reduction techniques, including PCA, t-SNE, and UMAP, to examine the
impact of feature space reduction on the effectiveness of detection systems. This analysis offers
an enhanced comprehension of the limitations between different model effectiveness and
different dimensionality reduction techniques, thereby advancing the formulation of more
efficient and effective intrusion detection strategies for APS devices. Moreover, this study fills
significant gaps in the existing literature by assessing dimensionality reduction techniques to
improve the identification of medjacking attacks in APS devices.

The use of dimensionality reduction may significantly enhance the effectiveness of
medjacking detection in the APS. The comparison of scenarios "with and without"
dimensionality reduction illustrates how ML and DL models identify anomalies. For APS,
understanding these distinctions is essential for the development of robust detection
mechanisms designed to protect against medjacking. The findings lay a groundwork for future
enquiries to explore the relationship between specific dimensionality reduction techniques,
including PCA, t-SNE, and UMAP, and the unique data patterns of APS. This study analyses
model behaviour variations due to dimensionality reduction methods, improving empirical and
theoretical understanding. This research offers theoretical and practical perspectives on
enhancing the security of APS devices. For future research, it is recommended to consider the
application of generative Al models to significantly enhance medjacking detection. In addition,

the incorporation of formal models is also recommended for subsequent research aims.

1.7 Thesis Organisation
This thesis focuses on describing the medjacking challenges and feasible cybersecurity
solutions to detect these challenges in the APS. The study examines medjacking infiltrations

using an APS prototype and presents a detection solution that strengthens security measures.
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Seven chapters are included in this thesis. The introduction and background information in this
chapter (Chapter 1) highlight the research rationale and goals. The research questions,
objectives, focus, and motivation were also discussed.

In Chapter 2, the literature review comprehensively analyses existing research on
cybersecurity and threats in the APS. This review presents a thorough examination of current
frameworks for intrusion detection systems. Chapter 3 discusses the research design and
research approach, including the APS prototype and cybersecurity attacks, data collection, and
analysis.

Chapter 4 discusses the APS prototype’s deployment and test with the medjacking
attacks. This chapter also includes the dataset collection and evaluation outlined in Table 1.2.
Chapter 5 presents the proposed H-IDS. This proposed solution was thoroughly analysed in
Chapter 6 and verified by consulting existing literature. The conclusion and discussion are
provided in Chapter 7 by encompassing a concise overview of the findings, an in-depth

exploration of their implications, and recommendations for future research.

1.8 Summary

This chapter presented a comprehensive strategy to enhance cybersecurity measures
and detect medjacking vulnerabilities that are becoming more prevalent in APS devices. A
formal study was introduced to combine the latest techniques of medjacking detection in an
APS. Research questions and objectives were established as part of this study. The chapter
provided an overview of the comprehensive examination and verification research activities
that were carried out in this study, including the analysis of relevant literature and the
simulation of medjacking scenarios to gather the dataset, ascertain correlations with the typical
APS operations, and use the H-IDS technique to identify and detect medjacking. Further, the
chapter discussed how advanced ML techniques and quantitative analysis were used to

differentiate between legitimate activities and medjacking attempts. The knowledge acquired
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from this research is valuable for ongoing assessment and enhancement of each APS’s ability

to identify and respond to threats.
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Chapter 2. Literature Review

This chapter presents a comprehensive examination of the literature, specifically
addressing the cybersecurity of Artificial Pancreas Systems (APS), and automated defence
mechanisms. The main objective of this Chapter is to examine and consolidate current research,
identify areas that need further investigation, and bring attention to new developments in APS
security. Following that, the existing countermeasures are then presented, demonstrating the
latest advancements in the field. Ultimately, the research has gathered the significant instances
of medjacking offences in the APS. Exploratory data analysis techniques are crucial for
detecting patterns that indicate trends and direction in the data is also present in this Chapter.
The security of APS ecosystems presents a complex challenge that requires continuous
improvement and constant monitoring. This chapter addresses the first, second B, and third

research questions:

1. What vulnerabilities and attack methods exist within the Bluetooth and Internet of
Things communication protocols in the APS?

2. (b) What exploratory data analysis technique can be used to explore data patterns of
medjacking methods, including brute force, DDoS, MITM, and Trojan attacks?

3. What machine learning and deep learning techniques as proactive defences

techniques can be used to mitigate medjacking vulnerabilities in an APS?

2.1 Research Technical Background

The Internet of Medical Things (IoMT) has revolutionised healthcare by providing
various benefits for patients, healthcare professionals, and service providers. From a
technological perspective, the loMT has improved the ability of General Practitioner (GPs),
patients, and third parties to self-manage the delivery of healthcare services. The most-used

IoMT devices are wearable, and devices such as smartwatches, fitness trackers, and biosensors
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are beneficial. Wearable devices may improve patient outcomes, illness management, and
healthcare expenditures, and patients’ hospital stay time and costs have been reduced [155,
207].

Machine Learning (ML) models and data analytics can be added to discover trends,
patterns, and predictive insights that can guide patient-specific treatment plans or customised
treatment methods [155, 208]. A data analytics approach to healthcare can reduce chronic
illness burden and improve quality of life through early treatments. ML applications in
diagnostics, operational efficiency, and security are crucial to the loMT [209-212]. Predictive
analytics [18, 19, 213] uses ML to predict health outcomes from loMT data streams [18, 213].
ML models can predict patient health, including heart failure, by assessing heart rate, oxygen
saturation, and blood pressure data. For instance, some advanced ML algorithms, such as Long
Short-Term Memory (LSTM), are adept at managing the temporal characteristics inherent in
IoOMT data, thereby facilitating precise predictions of blood glucose levels [214]. Wearable
sensors can also track Parkinson's illness by analysing gait and movement patterns with ML
classifiers like SVM [215, 216]. ML-enhanced I0MT systems can detect diabetic retinopathy
in wearable ophthalmic devices, enabling timely treatment [217-221].

The integration of ML within the loMT presents various opportunities; however, it
concurrently introduces a range of substantial challenges. Io0MT devices generate large
amounts of real-time data. However, their dependability and consistency may present
significant challenges [209]. For example, 1o0MT sensors provide noisy data due to
environmental variables, poor device use, or sensor degradation [20, 209, 222]. The presence
of such noise may result in inaccuracies within ML model predictions, thereby influencing
pivotal healthcare decisions. Various methods are being developed for 1oMT data quality,

given that research in this area is ongoing.
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Interoperability challenges in IoMT ecosystems present a significant concern. The
[oMT often includes devices from different manufacturers that use different data formats and
communication protocols [223-225]. The absence of standardisation obstructs the rapid
integration of ML models across various devices. Furthermore, the diverse data characteristics
produced by these devices cause the complexities associated with preprocessing, which is
crucial for the effectiveness of ML training and inference [226-228]. ML integration into the
IoMT is crucial. Hence, the research community is actively developing and accessing several
strategies to enhance ML in this domain, including lightweight ML models and security and
privacy-preserving methods.

Wearable devices allow patients to manage their health, for example, an implanted
glucose monitoring system can autonomously regulate blood glucose levels by administering
insulin to the patient [229]. Further, the advancement of energy-efficient wearable biosensors
and ultra-low power body area networks [74, 230], implantable medical devices [231], and a
variety of lightweight communication protocols [232] have enabled the development of
compact healthcare devices.

IoMT devices and applications, including implanted and wearable biosensors, have
improved smart healthcare infrastructure. Wearable devices, including smartwatches [49],
fitness trackers [44, 47, 233], and health monitoring systems [14, 64, 67], have experienced
substantial development, attributable to their capacity for simple incorporation into daily life.
Their diverse applications render them vital tools across various domains, including healthcare
and personal fitness. The capacity of wearable devices to facilitate the real-time monitoring of
health metrics constitutes one of their most significant transformative advantages [11, 47, 61].
Devices equipped with sensors can monitor various parameters, including heart rate, blood
oxygen level, blood pressure, sleep patterns [11, 62, 63, 234], and even blood glucose levels.

The constant monitoring facilitates the prompt identification of health complications, as
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anomalies in cardiac rhythms, levels of oxygen, or elevated levels of glucose can be discerned
prior to their progression into severe medical conditions. Furthermore, wearable devices
facilitate the management of chronic diseases in patients diagnosed with conditions such as
diabetes [73].

The development of networked medical devices, including insulin pumps [81, 82, 86-
89], CGM [81, 90-92], pacemakers [93-98], and infusion pumps [99], has made them
vulnerable to hijacking and software failure. Tandem Diabetes recalled its iOS t:connect app
due to a technical glitch that caused it to crash and reload in a loop, resulting in an abrupt pump
shutdown [161]. According to [162], nearly 200 patients were injured when their insulin pumps
stopped down unexpectedly due to battery depletion. Tandem Diabetes Care's t:connect mobile
app was recalled over 85,000 times due to a software error. Due to this software error,
approximately 200 diabetics were injured.

The FDA warned consumers and healthcare providers about Medtronic insulin device
cybersecurity vulnerabilities [165]. The FDA has recalled 627 medical devices [235] due to
software defects, also known as coding defects or bugs in code, software, or firmware, that
allow attackers to exploit security weaknesses [236]. Types of software defects include buffer
overflow, structured query language injection, and Cross-site Scripting, also known as XSS
[237]. IoMT security weaknesses have been discussed both by the media and academia [103,
237-239]. For example, the United States former Vice President, Dick Cheney’s pacemaker
story became popular in mainstream media when his doctor deactivated the wireless
connectivity of the pacemaker for fear of it being hacked. Revisiting this story, researchers
verified the hackability of pacemakers [93]. Another study argued that the Distributed Denial-
of-Service (DDoS) attacks and hijacking attacks are severe challenges to loMT device security,
yet the researchers were unable to propose appropriate mitigation solutions for these challenges

[240]. In addition, researchers have identified multiple cyber assaults on implantable cardiac
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defibrillators, including remotely deactivating and reprogramming defibrillator therapy [241].
Implantable devices are more vulnerable to medjacking attacks, and researchers have
demonstrated security threats for a diabetes treatment system by hijacking an insulin pump
[242]. According to [164], some loT manufacturers and service providers create devices
without sufficient security, making them vulnerable to cyber attackers. ldentity theft,
eavesdropping, MITM, and energy depletion may attack 10T devices. In another study [103],
researchers stated that data modification attacks involve breaking the device or intercepting
and modifying healthcare-programming device communication packets to change a patient's
vital signs. Real-time medical device vulnerabilities threaten patient safety, privacy, and
healthcare system integrity [78, 80, 103-109].

Industries have limited standardised protocols for efficiently updating security. Due to
profound and deleterious health implications, a proactive approach to tackling any security
concerns associated with healthcare systems can be progressive. Unfortunately, current
studies present limited comprehensive security measures to successfully counter the increasing
number of cyberattacks on wearable and implanted devices. Several countermeasures, such as
privacy-preserving communication protocols and encrypted databases, have been suggested by
scholars. However, it is important to note that these measures are currently insufficient in

mitigating cyberattacks.

2.2 Internet of Things

The Internet of Things (1oT) refers to interconnected physical objects, such as home
appliances, wearable equipment, and other objects using software and network connections
that are linked over the internet [121]. The IoT allows people and objects to connect with the
digital world and improve digital lifestyles. The 10T devices send and receive data from a single
device or multiple devices that are networked to generate or measure any activity and perform

a task. The data are then delivered to the linked devices within a connected network [121]. The
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smart home is one of the most significant examples of the 10T. A user may gather, analyse, and
share data to use certain equipment, such as a smart lock, light, refrigerator, or air conditioning,
with a central computing system or a smartphone [142, 243].

Smartwatches, fitness trackers, smart thermostats, and home security objects (e.g.,
camera or other security device) are other examples of objects used in 0T ecosystems. These
smart objects can connect and communicate with other systems for additional processing and
analysis using application domains including web portals and software. A recent study of loT
technologies and applications clearly showed that the development of environmental
monitoring, healthcare monitoring, public safety surveillance, smart city technology, smart
manufacturing systems, and intelligent transportation systems has begun [122].

The 10T denotes a system of interlinked physical devices, equipped with sensors,
software, and communication technologies [244-246], which facilitate the collection and
exchange of data via the internet or other communication networks [246-249]. These devices,
frequently referred to as "things," encompass a diverse array of entities, from smart home things
such as smart thermostats [250] and refrigeration units to industrial machinery [251-253],
healthcare devices [11, 37, 64, 133, 254], and autonomous vehicles [255-261]. The 10T may
not confined to the parameters of a Personal Area Network (PAN); rather, it can effectively
utilise the technologies associated with PANs [262]. PAN technologies exhibit utility for
localised, low-power connections [263, 264]; however, they lack the capacity to operate
effectively over extensive distances [265]. In solving this inconsistency, loT systems
frequently utilise protocols such as MQTT across Wide Area Networks (WANS) to facilitate
data transmission from PAN devices to cloud platforms or remote systems [121, 223].

Similarly, the 10T is not fundamentally classified as a Wide Area Network (WAN);
however, it can leverage WAN technologies to facilitate communication over extensive

distances [266-268]. WANs are indispensable in loT architectures by facilitating data
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transmission from geographically dispersed devices to centralised servers or cloud platforms
[269-271]. For instance, MQTT is a protocol that has garnered extensive adoption in 1oT WAN
contexts, attributable to its lightweight characteristics, and message transmission [272]. The
IoT isn't limited to a singular network or communication framework category. The loT
constitutes an ecosystem that dynamically integrates diverse technologies to address particular
use cases [273]. The IoT additionally utilises WAN to enable the remote monitoring and
management of devices over extensive distances. In these contexts, the MQTT protocol
assumes a pivotal function in the transmission of data [121, 223].

Smart devices allow humans to easily make decisions or complete tasks since IoT
devices are connected to the network, and these devices interact and exchange information with
each other. As a result, the 10T ecosystem has become a need in everyday life, and these
ecosystems are continuously and rapidly developing with cutting-edge technologies. Short-
range radio technologies such as Bluetooth low energy (BLE), Near Field Communication
(NFC), Radio Frequency Identification (RFID), and Zonal Intercommunication Global-
Standard (Zigbee) are widely used to enable connectivity and communication between devices
[122]. In general, BLE, long-term evolution, wi-fi, and Zigbee technologies are commonly
used for connecting devices to an IoT network [274].

loT software and hardware creators are at the forefront of this development and are
having a significant impact on several industries, including healthcare, transportation,
construction, and agriculture. Manufacturers are progressively producing new ubiquitous
gadgets [140, 275]. Unfortunately, connecting loT devices over the internet is a primary
concern, as it poses major cybersecurity vulnerabilities related to security, privacy, trust,

confidentiality, integrity, and safety [276-278].
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2.2.1 Internet of Medical Things

The loT facilitates the effective communication of health data, enables remote
monitoring of patients, enhances healthcare service delivery, and empowers individuals to take
control of their medical conditions using digital devices [14]. The term 1oMT describes the
widespread use of interconnected hardware and software in healthcare systems to create,
transmit, and analyse patient health data. Wearable devices, remote patient monitoring systems,
networked medical equipment, health applications, and data analytics platforms are among the
items and technologies covered by the IoMT. IoMT technology has enhanced the delivery of
in-house, in-hospital, and remote healthcare services. The IoOMT provides easy access and real-
time data, thereby providing a platform for integrating services with emerging embedded
technology such as telecare, which is a term used for remotely monitoring real-time
emergencies. The risks of living alone with medical conditions can be better managed with the
help of telecare. Telecare can be described as mobile health (mHealth) or electronic health
(eHealth); these two terms are more general and apply to healthcare services that are accessible
through mobile devices [279].

The delivery and quality of medical services are now reliant on loT technology. This
technology enables GPs, patients and third parties to one-way communication and monitor
(disease, patient, time series real-time data etc.) remotely and in real-time. Although direct
communication between parties may be limited, 0T devices enable unidirectional
communication by relaying patient health information to GP for the purposes of efficient
monitoring or agreed services. According to Hood et al., Remote Patient Monitoring (RPM)
acts as a form of telehealth wherein healthcare providers monitor patients beyond the
parameters of conventional care environments through the utilisation of digital medical devices,
including weight scales, blood pressure monitors, pulse oximeters, and blood glucose metres.

The data collected from these devices are subsequently transmitted electronically to providers
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for the purpose of care management. Automated feedback mechanisms and workflows can be
integrated into the data collection process, allowing for the identification, and flagging of out-
of-range values or anomalous readings of concern. Historically, RPM has served as a pivotal
tool in the assessment of symptoms associated with chronic conditions, including
cardiovascular diseases, diabetes mellitus, and asthma. Patients may have encountered this
phenomenon via wearable devices, such as Holter monitors, which can measure cardiac
rhythms to facilitate the remote detection of cardiac conditions and the monitoring of
cardiovascular diseases [280].

Pradeesh et al. proposed an loT-based smart E-Inhaler designed for asthma patients,
which simultaneously monitors symptoms and geographical location in real-time, thereby
facilitating immediate adjustments in medication at the time specified. The researcher stated
that the proposed technique facilitates the remote monitoring of patient health conditions at any
time and from any location, thereby enabling healthcare professionals to access, analyse, track,
and monitor patient health status in real-time. The developed application provides a notification
when the user either misses or exceeds the dosage. Subsequently, the doctor's prompt attention
is taken in instances of serious medical conditions. An alarm has been set for the user to be
used as a reminder to administer their inhalation in accordance with the doctor's
recommendations [281]. The IoMT delivers error-free treatment management and health
assistance to patients while improving end users’ self-management and satisfaction [65, 66,
154]. 1oMT devices, services, and applications are used remotely or within inpatient and
outpatient settings [155]. IoMT technology used in treatments is age-friendly [282], and
devices can be wearable, implanted, or based in the patient’s home (e.g., smart kits).

Research has shown that loMT technology has many potential uses, particularly for the
long-term management of chronic conditions such as obesity and diabetes [283]. Diabetes

involves long-term treatment, and 10MT devices have also been recognised as promising for
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supporting the self-management of glucose levels and insulin calculation [284]. Table 2.1

summarises some of the benefits and limitations of loMT technology.

Table 2.1

Benefits and Limitations in Medical Devices, Services, and Applications Using Internet of

Medical Things Technology.

Category

Benefits

Limitations

IoMT services

Cost-efficiency, real-time diagnosis,
self-evaluation, early diagnostics,
early emergency prevention, patient
assistance, and satisfaction.

Development of cross-platform
software and scalability, security,
and privacy limitations.

IoMT embedded
devices

Real-time communication  with
wearable medical devices and
hospital equipment and monitoring
of hospital equipment and devices.

Computational, energy and
memory constraints, and
accuracy, scalability, security,

and privacy limitations.

IoMT wearable
devices

Real-time tracking of information;
activity monitoring (e.g., heart rate
and continuous glucose
monitoring); reduction of costs and
hospital stays; and understanding of
sleep cycles, heart rate, and steps.

Body injury risks; computational,
energy, and memory constraints;
and reliability, accuracy,
scalability, security, and privacy
limitations.

loMT
applications

Leverage real-time control, health
situational ~ awareness,  process
optimisation, and connected
healthcare appliances in the house
and hospital.

Embedded software and dynamic
security update constraints; and
scalability, security, and privacy
limitations.

According to Ardito et al., Situation Awareness (SA) involves constantly monitoring

and using knowledge to reduce risk. SA approach is growing in eHealth, where clinics, IT firms,

and Al researchers comprehend the importance of awareness and clinical decision-making.

Telemedicine is a subfield of eHealth that is essential for remote patient monitoring at home.

The eHealth and ageing society adopt Ambient Assisted Living (AAL) through “domiciliary
hospitalisation” to increase patient support at home. Al, [oMT, and mobile technologies can

help patients at home by monitoring vital parameters, assessing health conditions, and
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requesting clinical staff in emergencies. SA in eHealth can be done by using the "new 3-d
paradigm" devices, data, and diagnoses (predictive). Al algorithms can process all the data
from devices, to develop predictive diagnoses that promote, validate, and adapt to patient home
activities [285].

Lofu et al., proposed a situation-awareness computational intelligence model for
metabolic syndrome management. The researchers stated that the 10T has experienced
extensive adoption in home and clinical care settings. Consequently, it is feasible to set up a
contextually aware 10T smart home and health environment through the following techniques:
(i) provisioning sensed data to facilitate the monitoring of environments, (ii) detecting
situations predicated on documented event logs, and (iii) initiating an action in response to the
recognised situations. The researcher stated that a situation-aware system in eHealth facilitates
the personalisation of therapeutic pathways for each patient, taking into account the biological
characteristics of the pathology, specifics of the clinical history, and the contextual factors of
the living environment [286].

Chen et al., define scalability as computational efficiency, lower communication
overhead (e.g., how often a device needs to communicate with the remote cloud centre), and
compact information needed (e.g., what type of information a device needs before making
sensible decisions) [287]. Similarly, Pradyumna et al., demonstrated that significant growth in
real-time data interchange and remote monitoring introduced scalability challenges in
healthcare network infrastructure. Scalability refers to creating networks that can handle more
IoMT devices and their data. Scalability enables healthcare to extend its loMT ecosystems
without network congestion or performance deterioration [288].

According to the literature, health situational awareness within the context of the loMT
refers to an ability to acquire, analyse, and respond to real-time data regarding a patient's health

condition through the utilisation of interconnected medical devices and data systems. This
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notion illustrates the significance of continued monitoring, the synthesis of data, and the
contextual examination to improve decision-making processes within the healthcare sector.
Furthermore, according to the literature, scalability within the context of the loMT refers to the
system's capacity to effectively contribute to its capabilities, functionalities, and scope in

response to growing requirements while maintaining optimal performance and reliability.

2.2.1.1 Internet of Medical Things Embedded Devices

An embedded device is defined as an object connected to another object. loMT
technology encourages the development of embedded 10MT devices ranging from tiny to large
sizes. Different tasks can be assigned to tiny sensors, RFIDs, and wearable devices depending
on their purpose. The embedded devices then provide information or data to other
interconnected devices (e.g., a smartphone, smartwatch, laptop, and iPad). Embedded devices
are classified as implantable or wearable devices that send and receive data. In certain
circumstances, these embedded devices send real-time health alerts to the patient and
subsequently send them to appropriate healthcare facilities [289]. Therefore, both GPs and
patients can access or monitor real-time data.

Smart diabetic socks are an example of embedded devices. These socks are a wearable
IoMT system designed to prevent diabetic foot disease [290]. In another example, a research
study proposed embedded wearable devices to manage diabetic foot ulcers [291]. Aside from
patient health monitoring, in-hospital embedded devices can perform a variety of real-time
communication tasks, such as locating hospital staff to allocate medical equipment (e.g, a
defibrillator, nebulizer, oxygen, or pump) or locating hospital equipment (e.g, a wheelchair,

ambulance, or monitoring devices).
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2.2.1.2 Internet of Medical Things Wearable Devices

Wearable smart medical devices can track and analyse a wide range of vital signs, such
as a person’s blood pressure, glucose level, heart rate, pulse rate, respiration rate, and body
temperature. Smart fitness trackers, smartwatches, and smart heart rate monitors are some
examples of smart wearable medical devices [62]. Wearable devices can provide real-time
alerts [292]. As a part of a daily routine, smart fitness devices, such as TomTom Spark [293]
and Moov Now [294], are used to calculate exercise sessions and step counts. The Omron
EVOLYV [295], iHealth FEEL Blood Pressure Monitor, and Philips Upper Arm Blood Pressure
Monitor [296] are also smart sensors that monitor blood pressure. Smart sensors that monitor
glucose, including GlucoWise [297] and iBGStar Blood Glucose Meter [298], are used to
monitor the blood sugar levels of diabetic patients. Various IoMT wearable devices minimise

expenditures and hospital stay due to their monitoring and assessing capabilities.

2.2.1.3 Internet of Medical Things Applications

IoMT applications provide several in-house and in-hospital benefits, including real-
time monitoring and communication with patients, GPs, and third parties [64]. IOMT
applications can also reduce GP visits and medical costs while increasing patient satisfaction.
Remote monitoring is now in high demand for in-house telehealth environments [299, 300]
and telecare environments [301]. Almost every wearable device, including fitness trackers and
monitoring (glucose, heart rate, pulse, depression, and asthma) devices use Android
applications [61, 233].

Paramedics use smart medical devices with Android applications to provide medical
services and assistance to patients. Drone deployment has also been proposed to respond
immediately to cardiac arrest patients [302]. Virtual reality simulators [303] including

emergency training simulators are now used to train students and staff [304].
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2.3 Diabetes Technology

The initial insulin closed-loop administration system was developed in the 1960s by Dr
Arnold Kadish. Kadish implemented an intravenous catheter and a pair of syringe pumps
containing insulin and glucose or glucagon. Kadish successfully developed a servomechanism
for blood glucose control that enabled rigorous monitoring of blood glucose levels. According
to Templer, the first APS was invented in the early 1970s. The researchers developed similar
glucose monitor and pump devices and reported their findings in 1974. Both devices used a
computer to monitor venous glucose and provide insulin or dextrose intravenously [305].
According to Alsaleh et al., the first commercial APS was developed in 1977 and is known as
Biostator [306]. In 1980, researchers led by Motoaki Shichiri invented the first wearable
artificial pancreas device, which fitted into the user’s jacket pocket [305, 307].

Automated insulin delivery innovators have progressed rapidly in diabetes management.
These diabetes care pioneer have improved patients’ lives by enhancing diabetes care and
quality of life using innovative technology. From design to implementation, automatic insulin
delivery has been remarkable; programmable insulin pumps started automatically
administering insulin in the 1970s. According to Kesavadev et al., automated diabetes
management accelerated in the 2000s with rapid progress in CGM sensor and insulin pump
development [72].

Diabetes management technology has advanced rapidly and significantly to improve
the general well-being of diabetic patients. While major advancements have been made in
current devices, many remain prohibitively expensive. In addition to this accessibility barrier,

the major cybersecurity problems for using digital devices must be understood.

2.3.1 Artificial Pancreas Systems
Embedded computing and loT technology have enabled the development of advanced

solutions for chronic conditions, such as Type 1 diabetes. The healthcare sector has derived
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considerable advantages from the integration of digital technology due to the interconnectivity
of devices that facilitate the generation and dissemination of information [153]. The use of
embedded computers and 10T technology facilitates the creation of communication systems
and control algorithms that enable the automated delivery of insulin from insulin pumps to the
patient's body [308]. Various APS platforms have been proposed and created using Android or
iI0S smartphones, mini-computers, and laptops.

In 2013, a community known as the “Do-It-Yourself Artificial Pancreas System”
movement was formed online using the hashtag “#WeAreNotWaiting.” This community
consisted of families and carers who collaborated to develop do-it-yourself APSs. Various
studies and sources have documented the existence and impact of this movement. The do-it-
yourself APS was a hybrid closed-loop system representing a significant advancement in
diabetes technology [72, 309-314]. Following this, in 2014, Dana and colleagues with diabetes
began to create a DIY APS; Dana Lewis and colleagues introduced the DI'Y APS open-source
platform. The objective of OpenAPS was to enhance the advancement of APS technology.
OpenAPS facilitated connectivity with an insulin pump and CGM sensor [315].

In 2014, the Bionic Pancreas platform was developed using a sophisticated control
algorithm and smartphone device. The Bionic Pancreas included an automated insulin dosage
calculator that relied on the assessed glucose levels obtained from the CGM system [316]. The
Bionic Pancreas platform utilised an insulin pump with a touchscreen interface and a
smartphone application to establish a seamless connection between the insulin and CGM sensor.
Similarly, in 2014, Lane Desborough and JDRF initiated building an APS called Bigfoot
Biomedical SmartLoop. Bigfoot utilised FreeStyle Libre CGM sensors from Abbott [69]. The
iLet Bionic pancreas was first proposed in 2015 and received a prestigious FDA breakthrough

designation the following year [317, 318].
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In 2016, the first commercial APS, known as Medtronic's MiniMed 670G, was
introduced [319]. The MiniMed 670G combined the 670G insulin pump with MiniMed's
Guardian 3 CGM sensor. In 2018, a new APS called Diabeloop was developed in Europe [320].
Diabeloop incorporated the Kaleido insulin pump and Dexcom G6 CGM sensor, and it utilised
Bluetooth for wireless connectivity with a smartphone terminal for remote monitoring.
Diabeloop has been available for commercial use in Europe; however, it has not yet been
introduced to the market in the United States of America. Currently, both Minimed 670G and
Diabeloop are commercially available, yet high prices and some technological obstacles limit
global access [72].

In 2019, Medtronic’s MiniMed 780G started the clinical trial phase [321]. MiniMed
780G includes Bluetooth-enabled communication, connectivity, and remote monitoring. The
MiniMed 780G utilises Medtronic’s SmartGuard algorithm for making decisions [322].
However, in 2019, the FDA issued a warning to patients and healthcare professionals regarding
possible cybersecurity issues associated with Medtronic MiniMed insulin pumps, leading to a
recall of all MiniMed variants (see Section 1.1). The FDA has reported that MiniMed insulin
pumps were unable to update or patch the latest software [88, 323]. As of 2024 the current
market provides a wide range of commercially accessible APSs, such as the Medtronic
MiniMed 670G, Tandem Diabetes Care Control-1Q, Insulet Omnipod 5, Beta Bionics iLet
Bionic Pancreas, and Roche Diabeloop. Table 2.2 presents the current development of APSs

and their components.

Table 2.2

Features of Artificial Pancreas Systems for Diabetes Management.

APS Insulin pump CGM sensor Communication

Medtronic MiniMed MiniMed 670G Guardian 3 sensor Bluetooth
670G
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APS

Insulin pump

CGM sensor

Communication

Medtronic MiniMed
780G

MiniMed 780G

Guardian 4 sensor

Bluetooth, Android
application, and
remote monitoring

Insulet Omnipod
Horizon

Omnipod insulin
pump

Dexcom and Abbott

Bluetooth and
Android application

Diabeloop Kaleido’s insulin Dexcom G6 Bluetooth and
pump Android application
DIY-Loop Medtronic’s pumps ~ Dexcom and RileyLink, iPhone
and OmniPod MiniMed CGM and Apple
sensor smartwatch
OpenAPS Medtronic’s pumps  Dexcom and Bluetooth,
FreeStyle Libre smartwatch, and
Linux
microcomputer
AndroidAPS Accu-Chek Insight Dexcom, FreeStyle  Android smartphone

Pump, Dana R and
RS Pumps, and
Medtronic’s pumps

Libre

and smartwatches

Bionic Pancreas

Touchscreen pump

Dexcom G5

smartphone
application

Bigfoot Biomedical
Smartloop

Lilly Diabetes tubed
Insulin pump smart
pen

FreeStyle Libre

iOS and smartphone
application

According to a report, the market for diabetes management devices has experienced
rapid growth due to growing global demand and significant technological advances. The global
market for diabetes devices is projected to reach a valuation of USD 50.33 billion by the year
2030, demonstrating a compound annual growth rate (CAGR) of 7.45% from 2024 to 2030.
The market is primarily influenced by variables, including the rising prevalence of diabetes,
which is associated with technological progressions and the introduction of novel products
[324]. Different organisations have contributed to automated insulin delivery technology. A

description of these pioneers and their work is highlighted in the following subsections.
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2.3.1.1 Beta Bionics

Beta Bionics was developed by the University of Boston. In 2005, Beta Bionics initially
conducted an experimental evaluation on animals. In 2008, human trials were conducted after
the successful completion of the animal trial phase. After successful human testing, the research
team at Beta Bionics announced their decision to move forward with the development of the
iLet Bionic Pancreas in 2016. Lilly Diabetes, an American pharmaceutical company (see
Section 2.1.8), allocated a substantial sum of $5 million towards the development of the iLet

Bionic Pancreas medical devices [325, 326].

2.3.1.2 Bigfoot Biomedical

The Juvenile Diabetes Research Foundation (JDRF), in collaboration with Lane
Desborough, founded SmartLoop Laboratory to develop an artificial pancreas in 2014. This
company is known as Bigfoot Biomedical (Bigfoot). Bigfoot also purchased Asante Solutions
Company, which develops insulin pumps [327]. Furthermore, Bigfoot established a strategic
alliance with Abbott Diabetes Care and consequently leveraged their CGM technology known
as FreeStyle Libre. In 2019, Bigfoot announced its cooperation with Lilly Diabetes to develop
a connected insulin injection system using Al. According to the contractual arrangement
between Bigfoot and Ypsomed Group [328], Bigfoot is currently utilising insulin infusion sets
provided by Ypsomed. In 2020, the FDA granted clearance to Bigfoot products, thereby
authorising the launch of their commercial offerings in the market. In a noteworthy

development, Bigfoot also disclosed securing substantial funding of $55 million [329].

2.3.1.3 Diabeloop
Diabeloop developed a semi-closed-loop APS [330]. In 2019, Diabeloop announced a

€31 million investment round to create Al-based diabetes automation and personalisation
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solutions. In 2020, Roche, a global healthcare business based in Switzerland, partnered with

Diabeloop to collaborate on the advancement of insulin pump management [331].

2.3.1.4 Dexcom

The Dexcom corporation has produced and globally distributed CGM systems. In 2014,
Dexcom received approval from the FDA to implement their proprietary software into the
Dexcom G4 CGM device [332]. In 2020, Dexcom formally made strategic alliances with
Insulet Corporation for their product platform, Omnipod. Dexcom also announced that CGM
models (G6 and G7) will be used to develop a closed-loop APS using the t:slim X2 Insulin
Pump developed by Tandem Diabetes and Omnipod 5 [333]. Moreover, in 2020, Dexcom

announced its collaboration with the University of Virginia [334].

2.3.1.5 DreaMed Diabetes

DreaMed Diabetes was founded in 2014 with the primary objective of commercialising
APSs through the utilisation of Glucositter software. As a tool for managing diabetes,
Glucositter tracks blood sugar levels and the insulin's dynamic modulation in real time.
Medtronic secured authorisation to employ the Glucositter technology following a substantial
financial commitment of $2 million in collaboration with DreaMed Diabetes [335]. The Pro
therapy software, which incorporates Al, was developed by DreaMed Diabetes [336] and has

been granted breakthrough designation by the FDA [337].

2.3.1.6 EoFlow

The EoPancreas system is currently under development by EoFlow, a prominent South
Korean enterprise. The EoPancreas system incorporates a CGM sensor, developed by
POCTech, alongside the utilisation of a patch pump [338]. In 2017, JDRF announced a

partnership with EoFlow with a $2 billion investment for research funding [339]. In 2019,
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EoFlow secured a substantial funding amount of $28 million [340] to produce CGM sensors.

EoFlow was also granted a prestigious breakthrough designation by the FDA in 2019.

2.3.1.7 Insulet Corporation

Insulet Corporation (Insulet) developed the Tubeless Omnipod insulin pump [341]. The
corporation formed a strategic alliance with Dexcom in 2014 and a contractual agreement with
Automated Glucose Control LLC to collaboratively develop an advanced automated glucose
control system. Insulet has obtained $69.5 million in funding to develop APSs [342]. Dexcom
and Insulet have jointly declared their intention to integrate the Dexcom CGM sensors (G6 and
G7) into Insulet’s Omnipod Horizon platform [343]. The corporation successfully acquired

regulatory approval from the FDA in 2019.

2.3.1.8 Lilly Diabetes

The pharmaceutical corporation, Lilly Diabetes, developed an innovative insulin
delivery system with a tubed pump for insulin and a smart pen [344-346]. Lilly Diabetes has a
substantial investment of $400 million [347]. Lilly Diabetes and Ypsomed Group engaged in
collaborative efforts to advance the development of an interconnected pen using Dexcom CGM
sensors and YpsoPump [348]. Lilly Diabetes and Ypsomed Group are currently developing Al-

based diabetes systems [349]. Lilly Diabetes obtained authorisation from the FDA in 2020.

2.3.1.9 Medtronic

Insulin pumps and CGM sensors are extensively produced by the Medtronic medical
device company [350, 351]. Medtronic announced its receipt of a substantial $337 million
investment [352]. The Medtronic insulin pumps (MiniMed 770G and MiniMed 670G) and
CGM sensors have received approval from the FDA. However, some Medtronic devices are

still under review for regulatory approval [353].
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2.3.1.10 Senseonics

Senseonics is a pioneering company that specialises in the production of implantable
CGM sensors [147, 354]. Senseonics CGM sensors are approved by the FDA [355]. Senseonics
has announced a strategic partnership with Ascensia Diabetes Care and made agreements for

up to $80 million to provide liquidity [356].

2.3.1.11 Tandem Diabetes

Tandem Diabetes (Tandem) manufactured the t:slim insulin pump, which is a
commercially available and highly innovative device that incorporates Control-1Q technology
[351]. The FDA approved this Control-1Q technology [357]. Tandem has officially declared a
substantial sum of $60 million in underwritten stock. Tandem has established a collaborative
alliance with the JDRF to develop a dual-chamber infusion pump [358]. Tandem and TypeZero
Technologies obtained a mutually beneficial licence agreement to commercialise their APS
[359]. Abbott and Tandem also announced their partnership to develop advanced Al-based

diabetes solutions [360].

2.3.1.12 TypeZero Technologies

TypeZero Technologies produces diabetes assistant systems with the University of
Virginia research team [361]. Tandem [359] and Dexcom [362] both collaborate with
TypeZero to produce diabetes assistant systems. TypeZero secured a substantial $2.6 million
in the year 2017. Dexcom, a prominent entity in the field (see Section 2.1.4), subsequently

acquired TypeZero in 2018 to advance the development of Al-based diabetes solutions [363].

2.3.1.13 Ypsomed Group
Ypsomed Group, a Switzerland-based company, operates globally in the distribution of
Al-based diabetes products through its mylife Diabetescare brand that serves both clinics and

pharmacies [364]. Ypsomed Group’s production of insulin injection pens and infusion systems
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has made a significant contribution to the field of self-administered treatment for diabetes [365].
Bigfoot [328], JDRF [366], and Lilly Diabetes [348, 349] have worked on this self-
administered treatment for diabetes. Ypsomed Group has emphasised its commitment to the
advancement of research and development with a specific objective of allocating CHF100

million towards this endeavour [365].

2.3.2 Diabetes Technology Inventors

Significant advancements in the automated administration of insulin have
revolutionised the field of diabetes management and enhanced patient outcomes. Automated
devices persistently monitor glucose levels and modify insulin administration through intricate
algorithms. The implementation of automated devices for personalised and precise insulin
administration has effectively mitigated the risks associated with hyperglycaemia and
hypoglycaemia, thereby enhancing glucose management and mitigating the potential long-term
repercussions.

Diabetes technology inventors have led an evolution in the field of diabetes treatment,
as elucidated by most prominent investors in Section 2.3.2. Table 2.3 presents a list of diabetes
technology inventors. The dedication of resources towards technology has served as crucial
support for a substantial number of individuals afflicted with chronic conditions, technology
supporting glycaemic control and an improved standard of living. The invaluable contributions
made by these investors have engendered a profound transformation in the well-being of

patients and catalysed the progression of healthcare technology.
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Reference Inventor Progress Devices or tools Business

partners

[325, 326] Beta Bionics iLet Bionic Insulin Pump and Lilly Diabetes

CGM sensor
[327-329] Bigfoot Purchased Asante  Insulin pump Lilly Diabetes,
Biomedical Solutions and (Asante Solutions), Timesulin and
forged Ypsomed  CGM sensor Ypsomed Group
Group agreement  (FreeStyle Libre),
and smart pen
(Timesulin)

[367] Diabeloop Using CGM- CGM-Accu-Chek  Roche
Accu-Chek

[333, 334, Dexcom Collaborating Insulin Pump Insulet

362] with the (Tandem Corporation
University of Diabetes’s t:slim (Insulet)
Virginia X2 and CGM

sensor (Omnipod
5)
[335-337] DreaMed Medtronic Glucositter Medtronic
Diabetes investment software and
advisor Pro
software

[338-340] EoFlow Research funding  EOPatch patch JDRF
obtained from pump, CGM sensor
JDRF (POCTech) and

controller
(TypeZero)

[341-343] Insulet Dexcom and Insulin pump Dexcom,
Insulet have been  (Tubeless Omnipod and
integrating the Omnipod), Automated
g(;xg%rr'cﬂ QGtand CGM sensor (LBII_uCcose Control
Omninod Ilj 0 (Dexcom G6 and

Mnipod Horizon G7), and Omnipod
Horizon

[344-349] Lilly Diabetes Have been Tubed Insulin Dexcom, Beta
working with pump, smart pen, Bionics, and
Ypsomed Group  and YpsoPump
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Reference Inventor Progress Devices or tools Business
partners
Bigfoot
Biomedical
[350-352] Medtronic Secured Insulin pump Blackstone Life
investment from  (MiniMed 770G Sciences
Blackstone Life and 670G), CGM
Sciences sensor, and
Glucositter
software
[147, 354- Eversense Developed Eversense Ascensia
356, 368]  Senseonics Eversense XL Senseonics CGM Diabetes Care
Senseonics CGM  System and
System Eversense XL
Senseonics CGM
System
[351, 357, Tandem Announced t:slim insulin pump JDRF, TypeZero
359] Diabetes partnership with Technologies,
JDRF and Abbott and Abbott
[359, 361- TypeZero Dexcom acquired Diabetes assistant ~ Tandem
363] Technologies TypeZero systems Diabetes, and
Technologies Dexcom
[328, 348, Ypsomed Group Secured Lilly Al-based diabetes  mylife
364-366] Diabetes products Diabetescare
collaboration, and and Lilly
partnership with Diabetes

JDRF

2.3.3 Justification for the Use of Literature-Based Research

The choice to undertake this research via a literature-based approach is firmly rooted in

feasible and ethical limitations that currently limit direct access to proprietary devices utilised

to manage diabetes disease for cybersecurity research purposes. Proprietary devices, including

CGM and insulin pumps, are not easily accessible for cybersecurity investigations due to cost,

time, and ethical approvals from their manufacturers. Sections 2.3.1 and 2.3.2 provide

information on how digital transformation rapidly increased, and the manufacturing companies
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of these devices have direct access to their products for research and development purposes.
The devices render it economically unfeasible to obtain and examine them directly in an
academic research context for cybersecurity purposes.

Beyond the constraints imposed by financial obstacles, ethical and legal considerations
significantly restrict access to proprietary systems. Executing cybersecurity assessments on
these devices necessitates explicit authorisation from manufacturers, given that ethical
protocols and legal constraints dictate adherence to intellectual property rights and
considerations of liability. Obtaining such permissions can be challenging, particularly within
the constrained timelines characteristic of academic research endeavours, thereby necessitating
the exploration of alternative techniques, such as literature-based research and simulation.

This research relies on an extensive literature review to gather information on
proprietary devices. Through publicly accessible information via literature, scholarly articles,
and comprehensive reports, this study illustrates device manufacturers. This is a great
opportunity for future researchers to obtain ethical approval for cybersecurity research to
conduct real-world cyber-attacks and propose robust security solutions. This research
facilitates a comprehensive understanding of the advancements made by companies, the
implementation of diabetes management devices, and the rationale behind the enhancements

of models or applications.

2.3.4 Continuous Glucose Monitoring

CGM has become a pivotal device in the lives of individuals afflicted with chronic
conditions. The CGM device is a tiny sensor set beneath the skin that quantifies interstitial
glucose levels and transmits the data wirelessly to a receiver or smartphone. This device
provides real-time feedback regarding the effect of diverse circumstances on glycaemic

regulation [369].
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CGM enhances the effectiveness of diabetes management by allowing a widespread
depiction of glucose fluctuation. A CGM sensor provides continuous feedback about glucose
patterns and trends, thereby enabling individuals to make informed and careful choices
regarding insulin dosage, dietary choices, and exercise regimens [370]. The data obtained from
CGM can be effectively disseminated across various platforms, including smartphones, cloud-
based systems, and web-based applications [371].

The CGM sensor serves as a pivotal component within an APS, and different APSs may
use the same brand of CGM sensors. Various companies have developed proprietary CGM
sensors or used different CGM sensors for their APSs (see Section 2.2.1). Different CGM
sensors have been developed to understand glucose patterns; for instance, Medtronic's
Minimed CGM sensor was used to understand glucose control patterns. Following this, the
Guardian CGM sensor was introduced in 2004 [372]. Subsequently, Guardian RT [373] and
Dexcom short-term sensors [374] were launched and tested in clinical trials.

In 2008, Minimed iProl was introduced [375]. Minimed iPro2 was introduced in 2011
and obtained approval from the Food and Drug Administration (FDA) [376]. The Guardian
Sensor 3 was also introduced; this CGM sensor uses Bluetooth communication and sends
readings of glucose levels to the patient’s i0S devices. Different organisations have launched
different brands of CGM sensors. The Dexcom 7-Day STS was launched in 2007 with a label
indicating that the device lasts for a length of seven days [377]. Guardian RT and Dexcom STS
CGM were introduced three days for glucose level monitoring.

In 2012, the G4 Platinum CGM sensor [378] was introduced with an integrated wireless
transmitter and receiver within the device. The Dexcom G5 CGM system [70] has enabled
patients to transmit their glucose level data to their smartphones. Dexcom G6 CGM System
received regulation approval from the FDA [379]. The G6 CGM System was integrated into

both the Diabeloop closed-loop system and Tandem's t:slim X2.
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In 2008, the FreeStyle Navigator CGM sensor was developed by Abbott and received
FDA certification. Following this, the FreeStyle Libre Flash 2 CGM sensor was introduced in
2014. Both the FreeStyle Libre Flash and FreeStyle Libre Pro utilise smartphone devices, and
the FreeStyle Libre uses an Android application [73]. Senseonics launched an implanted CGM
sensor [147, 354], and secured regulation approval from the FDA [355]. This Senseonics CGM
sensor utilises smartphone applications compatible with both Android and Apple devices. In
2017, the Eversense XL CGM system was introduced [368]. The current market includes
various CGM brands, and Table 2.4 presents a brief advancement overview of CGM sensors

to compare their characteristics.

Table 2.4

Comparison of Currently Available and Previously Continuous Glucose Monitoring Devices.

CGM sensor Feature Connectivity User interface
Minimed Patterns of glucose control Windows 95
Guardian RT Alerts in real time Software
Dexcom STS Alerts in real time
7-Day STS Alerts in real time low-powered
with
radiofrequency
Minimed iPro Used for physicians only
FreeStyle Alerts in real time Radiofrequency
Navigator transmitter
Minimed iPro2 Web-based CareLink and ~ Web-based iPro software
CGM iPro software CareLink
G4 Platinum Colour screen, alerts in Wireless
real- time, and CGM transmitter and
display receiver
FreeStyle Libre Built-in glucose meter and  Near field

Flash 2 CGM

data management software

communication
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CGM sensor Feature Connectivity User interface

G5 CGM i10S application, Apple Bluetooth Smartphone and i0S
smartwatch and real-time systems
CGM display

Guardian Sensor 3  Data share remotely, SMS  Bluetooth Smartphone,
messages, and Android smartwatch i10S
application systems, and

remotely web-based
Eversense Real-time CGM display, Wireless Android and i0S

Senseonics CGM

and Android and i0S
applications

communication
and Bluetooth

systems

Eversense XL
Senseonics CGM

Real-time CGM display,

and Android and iOS

Wireless
communication

Android and iOS
systems

applications and Bluetooth

G6 CGM Real-time CGM display, Bluetooth Smartphone, i0S
i0S application, Apple systems and Fitbit
smartwatch, and Fitbit smartwatches
smartwatches

FreeStyle Libre 14  Real-time CGM display, Bluetooth Smartphone and

and pro

software, smartphone, and

Android application

Android application

Table 2.4 presents the utilisation of technology in CGM, and CGM advancement has

received much attention due to a CGM sensor’s ability to manage diabetes and enhance quality

of life. CGM has demonstrated significant advancements in real-time reduction of glycated

haemoglobin [380] and a decrease in occurrences of hypoglycaemic episodes [381], making it

a highly beneficial advantage from a diabetes management perspective [380].

The CGM reading used for insulin adjustment, where glucose levels within the range

of 70-180 Milligrams Per Deciliter (mg/dL) reading may give different meanings for

individual. The bolus calculator calculates the glucose level [382].

The formula for calculating the required dosages of insulin is defined as:

_ CHO

B=2+
CR

GC—-GT

—10B,

(2.1)
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The Carbohydrate-to-insulin Ratio (CR) represents the amount of carbohydrate that
is regulated by insulin, while the Correction Factor (CF) indicates the decrease in glucose level.
These two primary parameters are the main indicators for GP to decide on the treatment
plan [383]. Carbohydrate (CHO) calculates the amount of carbohydrates. The goal glucose

level is given in milligrams per decilitre, and the prior insulin dosage is measured in units (U).

2.3.5 Insulin Pumps

The invention of insulin pumps has revolutionised the landscape of diabetes
management and effectively empowered patients to regulate their blood glucose levels with
heightened precision and efficacy. Recent technological advancements have led to tiny yet
advanced insulin pumps [148] that boast precise and customisable insulin delivery capabilities.
Computer algorithms and CGM sensors dynamically adapt insulin therapy based on glucose
measurements in real time. The incorporation of an insulin pump with the CGM sensor yields
enhanced precision in insulin administration and mitigates the potential risks of hypoglycaemia
and hyperglycaemia in hospitals [68]. Further, these insulin pumps have enabled diabetes self-
management in home settings [148, 384].

The insulin pump is an advanced device designed to administer insulin subcutaneously
while delivering precise and incremental doses of the hormone at regular intervals [385]. This
programmable device encompasses a range of adjustable parameters, allowing individuals to
finely calibrate the desired dosage settings with their basal rate profiles [351].

In 1983, the initial iteration of the insulin pump was developed by Medtronic [386].
Medtronic’s first pump was known as Minimed 502. In 2003, Medtronic subsequently
introduced the MiniMed Paradigm 512/712 [387, 388], which was a wireless pump that
employed radiofrequency technology. The MiniMed Paradigm REAL-Time 522/722 was
introduced to the market in 2006, while the subsequent iteration, the MiniMed Paradigm

REAL-Time Revel 523/723, was launched in 2010 [389]. In 2013, the FDA approved the
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MiniMed 530G insulin pump, making it the first pump to obtain such recognition [390]. In
2016, the FDA again approved the MiniMed 630G [391], reinforcing its status as a medical
technology innovation. Medtronic has since produced hybrid systems such as the MiniMed
670G, 770G, and 780G. New models are yet to be launched.

The OmniPod insulin pump, manufactured by Insulet, is a personal diabetes monitor
that was granted FDA clearance in 2005 [341]. The primary characteristics of the personal
diabetes monitor include water resistance and wireless connectivity. The FDA has approved
the OmniPod DASH insulin pump [392], which was introduced to the market in 2019. The
OmniPod DASH system utilises Bluetooth technology for communication, allowing patients
to track their personal diabetes monitor data using a smartphone application that is connected
to the Dexcom G6 CGM [393].

The t:slim insulin pump, produced by Tandem, was the first manufactured touchscreen
insulin pump. This pump obtained FDA approval in 2011. The user interface of the t:slim
insulin pump used USB connectivity to establish a connection between the pump and a personal
computer [394]. Then, in 2014, Dexcom released the t:slim G4 insulin pump, compatible with
their G4 Platinum CGM system [229]. The t:slim X2 pump was introduced in 2016, and it was
granted approval by the FDA in 2018 [395].

In 2006, Roche Diagnostics manufactured the Accu-Chek Insight insulin pump. The
Accu-Chek Combo insulin pump was then manufactured and received FDA approval in 2012.
Using Bluetooth, the insulin pump and glucose monitor were connected [396]. Another 2012
release, the Accu-Chek Spirit Combo insulin pump, uses an infrared interface to link up with
a smart glucometer. According to Ulbrich et al., the Accu-Chek Solo insulin patch pump, which
was launched in 2018, uses a micropump [397]. The Accu-Chek Solo insulin patch pump can
be managed remotely and is available for use in trials. Nevertheless, Roche Diagnostics has

not yet received clearance from the FDA.
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The Kaleido insulin pump was introduced in 2018 and integrated with the Dexcom G6
CGM System. This pump has not yet obtained approval from the FDA [398]. The Cellnovo
insulin pump, which utilises Bluetooth connectivity and is compatible with Android
smartphones, was introduced in 2012 for experimental purposes [399]. Following this, the
Cellnovo insulin pump was subsequently made available for commercial purchase in 2019, yet
it was abruptly recalled with manufacture and commercial activities halted [400]. The Dana
Diabecare RS insulin pump was launched in 2018, allowing for remote control using Android
and iOS applications [401]. Table 2.5 provides a concise overview of the comparisons and

characteristics of several insulin pumps.

Table 2.5

Comparison of Currently Available and Previous Different Insulin Pumps.

Insulin pump Feature Communication User
interface

OmniPod Waterproof with Wireless Android
wireless controller

MiniMed Paradigm Alert Radiofrequency

512/712

MiniMed Paradigm Real time Infrared and Personal

REAL-Time 522/722 Bluetooth computer

Accu-Chek Insight Colour screen Bluetooth

insulin pump

t:slim insulin pump Touchscreen and USB  wired Personal
connectivity from computer

pump to computer

Accu-Chek Combo Real time Bluetooth Personal
insulin pump computer

t:slim G4 insulin pump  Real-time data related  Bluetooth
to insulin doses

t:slim X2 insulin pump  Basal-1Q technology  Bluetooth Smartphone
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Insulin pump Feature Communication User
interface
Omnipod DASH Smartphone Bluetooth and Smartphone
applications, smartphone
Bluetooth wireless application
communication
Accu-Chek Solo insulin  Micropump Bluetooth and Smartphone
patch pump smartphone
application
Kaleido Insulin Pumps  Colourful hybrid Bluetooth and Android
insulin pump Android smartphone  smartphone
Dana Diabecare RS Remote control via Bluetooth, Android,  Android and
insulin pump Android and i0S and iOS applications  i0S
applications application
Cellnovo insulin pump Bluetooth and Android
Android smartphone  smartphone

Minimed 770G Auto correction Bluetooth and Connect with
dosing Android smartphone  different
devices
Minimed 780G Auto correction Bluetooth and Connect with

dosing, and Auto
dosing

Android smartphone

different
devices

Similar to CGM sensors, insulin pumps have significantly transformed the management

of diabetes by offering a simple and efficient method of administering insulin. These devices

provide a multitude of advantages, including greater regulation of blood sugar levels, increased

flexibility in administering insulin, and improved overall well-being for those with diabetes.

Insulin pumps have considerably decreased the necessity for frequent daily injections. These

pumps enable patients to control their blood sugar levels and effectively mitigate likely

problems.
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2.4 Medical Devices Cybersecurity

According to a recent forecast, the projected valuation of the worldwide medical device
market achieved a valuation of approximately USD562.6 billion in the year 2022. With a
predicted compound annual growth rate (CAGR) of 6.2% from 2023 to 2031, the medical
device market is expected to reach a worth of over USD965.2 billion by 2031 [402].

Implantable medical devices are physically or surgically inserted into the body, and
they must remain inserted [403-405]. Health professionals may surgically implant the device
based on the patient’s medical condition. For example, a patient burdened by severe back pain
may find relief through epidural spinal cord stimulation. Similarly, a patient managing cardiac
difficulties may consent to the implantation of a pacemaker. Individuals who have Parkinson’s
disease or epilepsy may also provide consent to implant a deep brain stimulation device [406].

Medical devices can effectively address many management plans for any disease,
including cardiac arrhythmia [75], back pain, diabetes, epilepsy, Parkinson’s disease, and
spinal cord illnesses. Moreover, patients with kidney-related ailments have the potential to
offer consent for the utilisation of artificial kidney apparatus [403]. Individuals suffering from
diabetes have also been known to use APSs [308].

Medical devices have exemplary features in terms of their various uses, including
precise therapeutic targeting and advanced functionality. Therefore, the comparability between
two separate medical devices is inherently challenging. For example, a cardiac implant
specifically designed to administer therapeutic interventions to a patient suffering from cardiac
disease may primarily target the intricate network of the cardiovascular system. A deep brain
stimulation implant designed to relieve Parkinson’s disease symptoms would mainly focus on
regulating the complex central nervous system. Nevertheless, both cardiac implants and deep
brain stimulation implants would result in a distinct impact on resources, such as

communication protocols and authentication mechanisms.
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Due to the direct involvement of patients with implantable devices, the risks of cyber
hacking have increased. Numerous instances exist that elucidate the gravity of hacking. A
previously mentioned example is how medical professionals deactivated the wireless
connection of former Vice President Dick Cheney’s pacemaker to prevent it from being hacked
[93]. Furthermore, the FDA has identified vulnerabilities in medical devices [235]. Following
the identification of numerous vulnerabilities in lo0MT devices, a comprehensive investigation
has conducted meticulous analyses of these attacks [103, 237-239]. Given the ongoing nature
of these investigations, it is essential to prioritise the security of loMT devices to reduce the

risk of hijacking attacks.

2.4.1 Medjacking

Throughout history, instances of mislaid physical documents or the theft of personal
computing devices have posed a risk of exposing patients to potential data breaches [407, 408].
Despite the many advantages to medical services, the fact that medical devices may connect to
the internet puts patients’ lives at risk since hackers can steal sensitive patient data and infect
these devices with different cyberattacks. Figure 2.1 depicts the data flow in medical devices
and the origins of medical device hijacking. According to [409], data flow defines the type of
input and output associated with a given process. The concept of data flow refers to the
movement and processing of data across various components or systems [410]. This concept
is used across multiple disciplines, such as software engineering and network design, to

describe the processes by which data is transmitted and utilised [411].
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Figure 2.1

The Origin of Medical Device Hijacking.
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Figure 2.1 presents the IoMT and patient-related connected environment. The loMT
encompasses a range of devices, including wearable sensors, implantable technologies, and
remote monitoring systems, which are progressively used to collect and distribute patient data
[11, 14, 16, 209, 412-417]. IoMT devices determine variables such as heart rate, blood glucose
levels, body temperature, and electrocardiogram readings through integrated sensors [11, 413,
417-419]. The provision and quality of medical services are increasingly dependent upon the
advancements in loT technology. The IoMT technology facilitates unidirectional
communication among GPs, patients, and third parties, allowing for the remote and real-time
monitoring of various parameters, including disease progression, patient status, and time-series
data. Nevertheless, this linkage to the internet makes Io0MT devices susceptible to many
vulnerabilities, encompassing hijacking attacks. The security vulnerabilities within the data
flow may disrupt decision-making processes [179, 209, 414, 420, 421]. For instance, if the data
is tampered with during its transmission, it may result in incorrect diagnoses or inadequate
treatments. According to [422], the data transmission process within loMT networks may be

susceptible to a range of attacks, encompassing both fake users and fraudulent nodes. Moreover,
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adversaries may infiltrate IoOMT networks and alter patient data. This may threaten patients'
lives, leading to incorrect diagnoses and inappropriate treatment [422]. Another example,
according to [78], in a tampering attack scenario, the attacker aims to compromise the integrity
of the data contained within the exchanged communications [78]. As stated in [423],
adversaries may engage in the passive interception of communications to obtain sensitive
information, compromising the patient's privacy and confidentiality. Moreover, adversaries
frequently intercept and modify transmitted information through passive attacks, resulting in
incorrect diagnoses, altered medication dosages, or other negative outcomes [423].

The medical device’s information exchange is essential for the delivery of healthcare
services. Treatment or chronic condition management through medical devices is achieved by
sharing data with healthcare professionals or service providers. If data are deleted or
manipulated during information exchanges, doctors may make wrong choices or perform
unsuitable operations. The potential implications of hacking or unauthorised intrusion into
medical devices can be highly dangerous [209]. According to [424], hospitals have emerged as
highly vulnerable targets for cybercriminals seeking to illicitly acquire patients’ confidential

information for trade with malevolent entities [424].

2.4.2 Medjacking Threat Vector

The rise of digital transformation has resulted in a heightened focus on implementing
resilient cybersecurity measures that safeguard critical data and systems from unauthorised
intrusion, exploitation, disclosure, disruption, alteration, or destruction [425]. With the increase
and advance of various threats, the domain of cybersecurity has emerged as an essential
concern in the realm of public safety [89, 426, 427]. Researchers, manufacturers, regulatory
bodies, and healthcare providers in the IoMT field emphasise that robust security measures
must be used. This is mainly motivated by the importance of IoMT technologies and their

crucial role in providing patients with vital management plans for diseases. The loMT domain
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exposes inherent vulnerabilities and weaknesses, consequently amplifying the potential for
hacking incidents. Table 2.6 presents a range of prevalent security risks associated with

hijacking, which include but are not restricted to the following subsections.

Table 2.6

Potential Medjacking Security Threats Vectors to Medical Devices and Their Impact.

Reference Target Attack Causes Impact
[428] Healthcare  Phishing Human factors, Access personal medical
website reverse engineering  data, release ransomware,

and compromise credentials

[83] Medical Malware MQTT and BLE Distrub and or block
devices protocols weakness  legitimate operations

[99] Implantable MITM BLE weakness Modify medical doses
devices

[429] Medical DoS MQTT and BLE Disturb time-sensitive
devices protocol weakness  functions

[430] Medical Brute MQTT and BLE Gain unauthorised access
devices force protocols weakness

Table 2.6 lists the potential impacts and threat vectors of current medjacking attacks.
Various medjacking threat vectors have been illustrated in the literature, and each attack has
unique characteristics and consequences. One example is malware, which is described as a
program designed to harm or exploit systems. This type of software can cause problems such
as data loss, system disruption, and hacking. In another threat vector, phishing risks such as
unauthorised access and medical data theft might arise. Table 2.6 outlines each threat vector
and its potential consequences, ranging from ransomware that encrypts data and demands
payment to MITM attacks that intercept conversations.

BLE and MQTT protocol vulnerabilities are used for MITM, DoS, brute force,

ransomware, and phishing attacks [179, 431]. Insecure pairing techniques like Just Works or
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weak pass code allow attackers to steal or alter BLE data. Devices may be manipulated into
connecting to unauthorised devices, allowing MITM attacks without robust authentication.
Excessive connection requests or data packets may impair BLE devices.

Unauthorised users can intercept and read MQTT conversations without Transport
Layer Security, adding malicious messages. Lack of authentication can allow unauthorised
users to pose as customers or brokers, enabling MITM attacks. Overloading MQTT brokers
with connection requests or payloads might disable them [431, 432].

Brute force attacks can compromise MQTT brokers using weak or default credentials.
Brokers without account lockout after many failed logins are vulnerable to brute force attacks.
Through MQTT topics, malicious payloads may infect users and cause extensive bugs. When
misused, MQTT brokers can spread malware or execute destructive orders to all their end users
[431].

Due to its low power and simplicity, BLE is vulnerable to MITM, DoS, brute force,
malware, and phishing attacks. Easy code pairing and poor encryption are the main reasons.
Lightweight MQTT lacks encryption and authentication due to its focus on overhead reduction.

MITM, DoS, brute force, malware, and phishing threats threaten MQTT brokers and clients.

2.4.2.1 Phishing

Phishing is a criminal form of social engineering and illicit conduct that calculatingly
deceives victims into divulging their personal information or deliberately enabling the
dissemination of ransomware [433, 434]. Phishing attacks have become increasingly intricate
and often overtly mimic a website the victim intends to use. During phishing attacks, the
attacker bypasses security measures to seek comprehensive visibility of the victim’s activities.
In a study conducted by Lee in 2023, phishing attacks emerged as the predominant form of

cybercriminal activity [428].
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Within the broad context of the loMT and healthcare systems, phishing attacks consist
of social engineering approaches aimed at deceiving healthcare professionals and patients.
According to [78], social engineering is a technique used to manipulate individuals via
strategies such as baiting or pretexting to tempt individuals to share information. This
encompasses passwords, names, identification numbers, and confidential information that may
facilitate a subsequent cyber-attack.

In [78], the researchers stated that most attacks occurred as a result of social engineering
or phishing endeavours, and proposed that that a budget be designated to enhance awareness
and facilitate the training of medical personnel, thereby enhancing their technical knowledge
to discern any prospective phishing threats [78]. Similarly, according to [435], a phishing attack
is characterised as a social engineering technique that exploits email or alternative
communication methods to mislead an individual into either opening an attachment or
engaging with a link that carries malware. Within the context of the 10MT, a phishing
attack can be executed against healthcare professionals or patients through deceptive emails or
communications that apparently originate from a legitimate source [435].

A case study was undertaken in a study [436], wherein the researchers stated that
phishing attacks define a form of social engineering strategy that exploits purportedly benign
messages or emails, which are, in fact, malicious in nature and created for data theft or the
transmission of malware. In [436], the researchers designed a phishing attack to replicate an
established application that victims frequently use. Participants employed the social
engineering toolkit in their experiment to replicate the smart glucose meter application.
Furthermore, utilising the Ettercap DNS Spoofing tool, victims were subsequently redirected
to the hacker's IP address, facilitating the capture of user credentials [436]. According to [183],
a phishing attack involves the impersonates assuming the identity of a legitimate individual or

health facility to acquire sensitive healthcare information and device passwords. A phishing
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attack aims to collect sensitive information or execute actions that undermine the security of

medical devices or healthcare networks.

2.4.2.2 Malware

Malware, a condensed form of malicious software, has the inherent purpose of inflicting
harm upon a system or its users. According to Alsubaei et al., loMT systems are vulnerable to
malware attacks (viruses, Trojans, and worms) that infect and impair the systems’ operational
capabilities. A vast majority of recent online attacks utilise malware [83]. Depending on the
attacker’s objectives, these malicious programs may include ransomware and disruptive
malware.

In [437], the researchers conducted simulations of eight distinct malware variants,
encompassing Fuzz20 and Fuzz100, File Manipulation, Information Leakage, Synthetic
Malware 1, Synthetic Malware 2, Synthetic Malware 3, and Synthetic Malware 4, targeting
smart connected insulin pumps. The researchers classified malware into three distinct
categories: (1) Malware that compromises health, (2) Malware that undermines data sensitivity,
and (3) Synthetic threats to security. In the first category, Fuzz20 Fuzz100 malware
exemplified a form of mimicry malware that disrupted a system's established functionality
through the subtle alteration of data, specifically by means of randomisation. Another malware
variant within this classification, the data manipulation malware, alters data within the targeted
system to interfere with the standard control-flow execution.

In the malware study [437], the first category, malware poses a direct threat to a
patient's health. Within the second category, the information leakage malware undermined
confidentiality by secretly disseminating private data retained within the system to an
unauthorised entity. Within the third category, a series of synthetic malware was deployed to
compromise the operational integrity of the targeted system. To assess malware, the researchers

proposed a methodology for risk assessment and management. Their approach, termed Finely
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Integrated Risk Evaluation (FIRE), is used within a multimodal software model of a smart

connected insulin pump.

2.4.2.3 Man in the Middle

In the context of medical devices, an MITM attack occurs when an attacker intercepts
or eavesdrops on communication between a user and an application to impersonate one of the
parties. This attack aims to obtain sensitive information, such as login credentials, account
details, and medical records. This information can then be misused for identity theft, illegal
access to medical records, or unauthorised password changes [438, 439]. In an in-depth study,
Stergiopoulos et al., demonstrated an MITM attack using a simulation approach. The
advisory’s MITM attempted to increase the recorded base glucose level, and recorded
information was obtained from the patient’s sensor. As a result, the attacker increased the

patient’s bolus level and insulin flow [99].

2.4.2.4 Denial of Service

According to Papaioannou et al., a denial-of-service (DoS) attack is a deliberate attempt
to disrupt time-sensitive functions or limit access to authorised resources and facilities.
Depending on the service, time-critical intervals might be a few milliseconds to minutes or
even hours. Attackers may trigger bandwidth congestion through flooding in medical devices

by launching a DoS attack [429].

2.4.2.5 Brute Force

In a brute force attack, the attacker’s objective is to identify valid credentials and
leverage them to obtain access to a network for multiple purposes, including access to password
hashes and tokens [83, 440, 441]. Almaiman and Algahtani [430], state that an attacker uses a

trial-and-guess method to crack a password. The bad actor can utilise software that generates a
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vast number of password guesses to gain unauthorised access to IoMT devices and store
sensitive data [430].

The attacker tries using a series of credential pairs on a victim’s device to guess the
valid credentials. If an attacker succeeds, they reuse the same credentials to access a series of
other devices. A brute force attacker continues to use the credentials list until all trial lists have
been utilised or until the cycle of a defined limit of trials is completed [442-444]. As researchers
[445] have estimated, over 300,000 10T devices are vulnerable to a brute force attack. Similarly,
researchers [440] have concluded that nearly every 10T device can be vulnerable to a brute
force attack. To launch their brute force attack, the attackers target the terminal network port,
Secure Shell (SSH) port, and other ports [440]. The terminal network port is embedded in the
internet protocol (IP) or Transmission Control Protocol (TCP) that enables devices to create a
connection with a remote system. The SSH is a program used to execute one or more
commands on a remote system. In one study, researchers [446] accessed stored data from a
device using terminal network and SSH, and leveraged the device with malware. Researchers
indicated that once access to a device is obtained, Botnet or DdoS attacks can be performed on

a victim’s device.

2.4.3 Medjacking Subtypes

Medjacking attacks are assigned to distinct subcategories (i.e., malware, phishing)
according to methodology variations in the broad domain of cyber threats. Each medjacking
subtype generally encompasses discrete methodologies, tools, or aims. Medjacking
subcategories consist of very intricate forms of attacks (see Table 2.7). Cyber adversaries utilise
several techniques to infiltrate data, systems, and networks with different intentions (e.g.,

stealing information and causing damage).
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Table 2.7

Medjacking Subtypes Cyberattacks to Medical Devices.

Reference Attack Subtype

[83] Malware Botnet, worm, Trojan, and spyware

[83] Phishing Social engineering

[432] MITM ARP spoofing, DNS Spoofing, and IP Spoofing

Table 2.7 lists many forms of attacks, such as botnets, Trojans, spyware, phishing, and
MITM attacks. The rising number of cyberattacks towards IoMT devices emphasises the
significance of assessing and protecting these devices. According to Alsubaei et al. [83],
subtypes of malware include viruses, Trojan horses, worms, and similar entities that can be
utilised to initiate malware attacks and infect loMT systems to hinder their operational
functionality [83]. A phishing attack subtype is social engineering, which is a different type of
cybercrime that tricks end users into exposing sensitive information [83]. Significant profit or
free product or service scams are also associated with phishing attacks.

According to [447], a botnet represents a network of compromised machines or bots,
colloquially called zombies, driven by a command and control approach. The botnet is used for
various malicious activities, including DDoS attacks, password cracking, keylogging, and
cryptocurrency mining. Initially, a botnet within the 10T ecosystem was created utilising the
Mirai malware [447]. According to [448], Mirai and Hajime represent modern exemplars of
Worm-Type Malware. Worms Mirai and Hajime have not only device-specific vulnerabilities,
including default credentials or passwords that revert to their original settings following each
reboot but also human vulnerabilities, exemplified by the neglect to alter passwords or the

adoption of simplistic password choices. Consequently, Mirai and Hajime remain inadequately
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addressed, continuing their capacity to infect and seize control of a substantial collection of
0T devices [448].

In another study in [449], the researchers demonstrated an 10T malware case study
encompassing Mirai and BrickerBot, DDoS attacks, and password cracking. The researchers
simulated the firmware versions of 10T devices, specifically the NET-GEAR WNAP320,
WNDAP350, WNDAP360, and WNAP210 series. The researchers proposed a security
detection system for 10T device behaviour, which is predicated on firmware virtualisation and
a deep learning model [449]. In [78], the researchers stated that loMT devices possess the
potential to be hacked (as botnets) and subsequently employed to initiate DDoS attacks.
Furthermore, botnet attacks are predicated on exploiting vulnerabilities inherent in
IOMT devices, thereby transforming them into bots ready to receive directives from the
adversary via command and control mechanisms to deliver misleading or false
information regarding patients [78].

Another type of malware, known as a Trojan or Trojan horse, constitutes a malicious
code designed to cause damage to the system [450]. Malware code can appear as an attachment,
utility, or any other entity the victim might engage with or execute. The attacker disseminates
the malicious software through social engineering tactics, thereby deceiving victims into
downloading and executing Trojan horses [451, 452]. In a study [453], the researchers
measured threats utilising honeypots to investigate loT-based vulnerabilities, ultimately
identifying 17 distinct vulnerabilities. The identified vulnerabilities encompass a range of
threats, including malware, brute force attacks, privilege escalation, exploit-based alerts, SQL
injection, cross-site injection, remote access trojans, Mirai, Gafgyt, and crypto-mining malware,
as well as alerts associated with ransomware activities [453].

Reports of spyware have also emerged. According to [454], spyware is a category of

malware that monitors user activity without obtaining their consent. Spyware utilises software
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vulnerabilities and integrates itself with a normal program [454]. In [455], the researchers
demonstrated a case study concerning the security assessment framework for the loMT. The
researchers stated that ransomware is one of the most widespread threats, compromising
healthcare information and obstructing access for users or medical personnel to their systems
unless a substantial sum (a ransom) is remitted in return for access. Over 78% of medical
suppliers have experienced incursions involving ransomware, spyware, or a combination of
both [455]. In an investigation [182], the researcher executed a simulation-based enquiry into
digital health pathologies, revealing that “A 33-year-old female, 19 weeks pregnant, presents
to the Emergency Department expressing complaints of headache and dizziness subsequent to
a fall at home. The patient is a victim of domestic abuse; however, the patient is reluctant to
interact with available services, attributable to the existence of eavesdropping spyware and
GPS-tracking applications on her mobile devices [182].

According to [456], based on spoofing, an MITM attack consists of spoofing wherein
the attacker intercepts legitimate communications between distinct hosts, thereby exerting
control over the transmitted information, all while the victims remain unaware of the presence
of an intermediary. For example, in Domain Name System (DNS) spoofing, the attacker
impersonates equipment among various targets. In contrast, in alternative scenarios, such as
Address Resolution Protocol (ARP) spoofing, the attacker directly impersonates the target's
devices. ARP spoofing involves sending fake ARP packets to link the attacker’s medium access
control address with the victim’s IP address. DNS spoofing redirects victim queries to a hostile
server by corrupting the DNS cache. IP hijacking arises when data traffic is redirected to an

unauthorised entity's independent system [456].

2.5 Artificial Pancreas System Cyberattacks
The APS uses wireless communication to establish and facilitate connectivity between

the insulin pump, CGM sensor, smartwatches, mobile devices, and Android or iOS platforms
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to monitor and assess glucose levels effectively (see Tables 2.3 and 2.4). The following
subsections discuss APS medjacking, including delineated medjacking parameters and extant
suggested solutions for each variant of APS cyberattack alongside their inherent limitations.
Current scholarly literature focused on APS medjacking may not be exhaustive, yet it includes
a comprehensive range of fundamental investigations. This is identified in the subsections

below.

2.5.1 Artificial Pancreas System Tampering Attacks

A tampering attack can be defined as an unauthorised individual’s act of deliberate
interference with data or a resource to manipulate or eradicate information and compromise the
integrity and authenticity of the affected system [457, 458]. A malicious actor utilises basic
variables such as cookies, Uniform Resource Locator, query strings, Hypertext Markup
Language form fields and headers, and password-cracking techniques to instigate a tampering
attack. As previously mentioned, a tampering attack that manipulates data within an APS poses
significant risks, such as modification and deletion of medical doses of an insulin pump. To
analyse and prevent tampering attacks, implementing robust defence mechanisms aimed at
safeguarding sensitive data and communication from unauthorised users is extremely important

for APS devices.

2.5.1.1 Tampering: Current Problems

Without the patient’s awareness, a tampering attacker might modify the intended
parameters of an APS, including the data related to insulin dosages and CGM (low- or high-
level) doses of the APS. For example, a tampering attack was conducted utilising a Raspberry
Pi 3 and OpenAPS to manipulate the insulin dosages [459]; however, the researchers did not
provide a technical description of their experiments. Therefore, an in-depth investigation is

necessary to identify current challenges to detect tampering attacks.
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Intentional unauthorised access for financial gain or to harm the targeted individual or
entity is the usual goal of cybercriminals who launch tampering attacks. Li et al. stated that
tampering or impersonation attacks have the potential to acquire system information through
the analysis of communication between the insulin pump and CGM sensor [242]. The
researchers utilised a commercially available Universal Software Radio Peripheral software
radio board to disrupt radio communications in a certain frequency range. Wireless signals with
different data, frequency, modulation, and power parameters were also generated. The
researchers demonstrated possibilities for attackers to start, pause, and resume insulin bolus
dosages by deciphering data packets sent by the insulin pump using its radio protocol, which
mimicked the function of the remote control. Moreover, the researchers used reverse
engineering to discover the unencrypted connection between the CGM sensor and insulin pump,
which may be exploited for tampering or impersonation attacks [242].

According to [460], reverse engineering within the field of computer science describes
a typical technique that entails the deconstruction and examination of software, hardware, or
other complex systems, to evaluate these entities and extract pertinent design information [460].
In [461], the researchers stated that the process of acquiring knowledge regarding a system by
systematically examining its constituent elements, encompassing parameter analysis, output
analysis, and the input-output relationship, is referred to as reverse engineering [461].

According to [462], the process of examining an application to determine its functional
attributes, internal architecture, and operational mechanisms, encompassing its modules,
functions, and algorithms, is referred to as “reverse engineering.”. Moreover, the researchers
stated that information technology professionals engage in reverse engineering for a multitude
of purposes, including but not limited to: enhancing the functionality of applications in
instances where the original developing entity no longer exists, conducting analyses of viruses,

worms, and Trojans to extract their signatures and develop protective mechanisms (such as
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anti-virus software); as well as decrypting file formats to facilitate improved compatibility and
understanding of the underlying code [462].

Li et al. [242] obtained frequency information from the Federal Communications
Commission Identification (FCC ID). Generally, the FCC ID offers open-access information
on the entity that has been granted certification, including a unique code and validation for a
product. Li et al. established a connection with the insulin pump and obtained remote control
by utilising a frequency of 915 MHz. This was achieved by connecting a daughter board and
antenna with a frequency of 915 MHz to the Universal Software Radio Peripheral board. The
researchers successfully sent and received signals inside the 915 MHz frequency spectrum
[242]. As a result, researchers completely disrupted the connection between CGM sensors and

insulin pumps.

2.5.1.2 Tampering: Existing Solutions

Astillo et al. [463] introduced the concept of specification-based misbehaviour
detection. This detection implements the glucose-insulin model of the UVA/Padova Type 1
Diabetes Simulator, the SVM, and the k-nearest neighbours’ classifiers. The researchers
developed a misbehaviour detection agent and applied the unified modelling language to
represent the diagram of the detection agent. A Raspberry Pi microcomputer was chosen to
emulate the APS component. The process of verification was conducted utilising the UPPAAL
tool, and particular attention was given to the scenario of detecting a tampering attack that
administered an inaccurate glucose level dose [463]. In this proposed solution, the validation
of the identified agent used the Kalman filter estimation technique and the Mahalanobis
distance method [463]. However, communication between the CGM sensor and insulin pumps
lacked the implementation of any robust encryption algorithm, thereby making the

communication vulnerable to potential malicious access and subsequent attacks.
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2.5.1.3 Tampering: Remaining Challenges

A cryptographic solution is appropriate to address the tampering attack. However, the
primary challenge is in choosing a viable cryptographic method, given an APS employs devices
with limited resources. Zheng et al. [464], proposed fingerprint access control and hardware
designed to process complex algorithms for this fingerprint authentication. Initially, the patient
must provide a fingerprint to achieve authentication. By storing the registered fingerprint in the
memory of the insulin pump, the patient may keep their access profile and receive access [464].
Nevertheless, an individual afflicted with a persistent ailment may be in an unconscious state,

rendering them incapable of responding to fingerprint authentication.

2.5.2 Artificial Pancreas System Replay Attacks

Replay attacks involve the cybercriminal secretly capturing the transmission of data
between two entities and reproducing data, retransmitting data, or acquiring authorisation.
during a replay attack, often called a playback attack, adversaries may have the ability to breach
authenticated data packets and create a delay in replaying the transmission between authorised
users before retransmitting the data packets [103, 458]. Typically, the cyber attacker uses a
three-step process to execute a replay attack to mislead the user. First, the attacker secretly
monitors (i.e., eavesdrops on) the communication channel. Second, they capture user
information such as login passwords and activity logs. Third, the attacker reproduces or replays
the data packets to the intended recipient. The authorised user has the belief or assumption that
the data packets are being received from another authorised user. However, during a replay
attack, data packets have the potential to be modified or even removed to deceive authorised
users. The primary defence methods utilised to mitigate replay attacks are session keys (i.e.,

unique codes valid for a single transaction), timestamps, and one-time passwords.
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2.5.2.1 Replay: Current Problems

A replay attack depends on the content of the data and if a cyber attacker replays the
content. An attacker can capture APS traffic over a connected network, resulting in the attacker
replaying data packets to manipulate or misguide the APS. For example, in [86] Radcliffe
found that a replay attack led to non-realistic insulin doses in a CGM device. The researcher
demonstrated that the CGM device did not have a defence mechanism or a timestamp during
the data packets’ broadcast over the network. These results indicate that data packets were
possibly being modified by the replay attack. Arduino, a small microprocessor board that
allows users to interface with devices and modules to perform any task, was used for controlling
the CGM device. Three steps were involved in triggering the replay attack: 1) reconnaissance,
where the researcher obtained all information about the insulin pump and CGM device
including the module, user manual, frequencies, and modulation; 2) identification, where a
vulnerability was identified indicating that the device did not have a defence mechanism or a
timestamp during the data packets transmission; and 3) reconfiguration, where theoretical
attacks on the insulin pump and CGM sensor were discussed, and the researcher argued that an
insulin pump can be reconfigured and transmission from the CGM sensor can be replayed.

In 2016, Johnson & Johnson warned diabetic patients that the Animas OneTouch Ping
pump was vulnerable to hacking [202]. Johnson & Johnson is a well-known medical device
company; their research team found that unencrypted devices could be forced by cyber
attackers to deliver incorrect insulin doses into the patients’ bodies. Moreover, the insulin
pumps and CGM sensors have proprietary wireless communication methods that might be
reverse engineered (see Section 2.4.1.1).

Dexcom G4’s CGM security was analysed using software-defined radio based on the
HackRF One and GNU Radio. Eavesdropping, jamming, replay, forging, and DoS attacks were

analysed and demonstrated. Three steps were used to analyse Dexcom G4’s security. The first
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step was reconnaissance, where researchers obtained hardware information from publicly
available resources, and gathered information. Dexcom G4’s transmitter uses a minimum shift
keying modulation and transmits on four frequencies: 2.425, 2.45, 2.475, and 2.477 GHz. The
packet length 224 bits and 286.4 kHz channel spacing were employed with 49.987 kBit/s data
rates. The low-powered radio frequency SimpliciTl network protocol was used. The second
step involved software-defined radio based on the HackRF one, and GNU Radio was used to
record the data at 2.425 GHz and the found packet that was periodically sent from the
transmitter. The third step interpreted findings from step two. The researchers found that the
Dexcom G4 protocol did not use cryptographic algorithms; therefore, a cyber attacker could
obtain knowledge of Dexcom’s G4 protocol to trigger an attack [465].

An APS security analysis was performed using model UPPAAL statistical model
checking to demonstrate APS hackability. A scenario of a replay attack was considered to
evaluate the security performance [204]. UPPAAL statistical model checking was used to
critically analyse the properties and variables of priced timed automata networks. Timed
automata is defined as different clock rates under a stochastic semantics analysis. Stochastic
semantic analysis is used to understand natural language, including segments of symbols or
words. In general, UPPAAL statistical model checking uses the statistical model of group
extensions to manage real-time systems and examine undecidable problems by comparing
probabilities. Timed automata, a finite automaton, is a mathematical model of computation.
The automation clock values increase during the run time at the same speed. Clock values can
be examined to enable or disable to evaluate the behaviour of the automata. As a result, the
researchers successfully triggered a replay attack; however, the researchers were unable to
propose any mitigation solution.

In a study [466], the researcher demonstrated a case study of a replay attack on an

insulin pump. The researcher modelled an loT-based system wherein data was transmitted
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between two networks. The system was built as a communication scenario between the RFID
sensor tags and the RFID reader, a network between a plant (insulin pump and an auxiliary
system) and the command-and-control center to send the real-time control commands and
received data for monitoring. The researcher considered a replay attack on the network between
the C&C and the plant consisting of RFID sensors, and the insulin pump and the readers [466].
The researchers stated that a replay attack has been discovered within automated insulin
delivery systems. In a replay attack, the attacker intercepts and replays legitimate data to
manipulate insulin administration. For instance, an attacker could record and subsequently
replay a real insulin dosage, thereby delivering a dangerous quantity of insulin to the patient.
Consequently, monitoring and safeguarding of these control systems necessitate immediate

consideration [466].

2.5.2.2 Replay: Existing Solutions

In [465] Reverberi et al., proposed the use of AES-128 encryption to mitigate
eavesdropping, jamming, replay, forging, and DoS security attacks. However, to date, limited
investigation has been performed on the proposed AES-128 encryption. Therefore, this
encryption must be examined to assess its accuracy for mitigating the rate of attacks. Another
study proposed a cancellable fingerprint authentication for insulin pumps by using Delaunay
triangulation [464]. However, the patient with the chronic condition may be unable to respond
to fingerprint authentication (see Section 2.5.1.3). Nevertheless, fingerprint authentication
might be a future direction for researchers. Encryption approaches to strengthen the security of
embedded medical devices are challenging due to a lack of computational power, and yet at
the developing phase, research communities have argued that embedded medical device data
should be encrypted [467, 468].

According to [469], lightweight cryptography has emerged as a viable solution to

enhance 10T devices' privacy and confidentiality features. The researcher has compared three
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distinct algorithms: AES-128, Speck, and Ascon. AES-128 constitutes an advanced encryption
standard characterised by a 128-bit key, Speck represents an add—rotate—xor (ARX) cipher, and
Ascon embodies a collection of the lightweight authenticated cipher. The researchers stated
that although Speck represents a good option for contexts wherein high throughput and low
latency are paramount, and energy availability poses no significant obstacle for 10T devices,
AES-128, and Ascon merit consideration due to their energy efficiency and minimal memory
consumption. Although the AES is an algorithm the cryptographic community has examined,
it encompasses complex mathematical operations involving numerous iterations of substitution,
permutation, and mixing [469].

A smart factory and jamming attack have been demonstrated in one study [470]. A
smart factory 1oT network monitors and controls essential industrial processes with many loT
devices and sensors. Devices monitor temperature, pressure, humidity, and other real-time
characteristics to ensure product quality and safety. The network collects and distributes data
from an access point. All 10T devices can communicate with the access point. The researchers
stated that this design raises security concerns since one 10T device intentionally may function
as a jamming device that causes communication disturbance among other devices. Interference
can lead to unreliable or missing data at the access point, resulting in suboptimal manufacturing
operations choices that could lower product quality. Jamming attacks consume the network
channel with malicious signals, making it hard to send or receive normal communications [470].

AES-128, when considered a single solution, may not directly address the issue of
jamming; however, it can significantly enhance defence mechanisms through various means.
Initially, the concepts of Data Integrity and Confidentiality, Notwithstanding the potential for
a jamming attack to interfere with the transmission, AES-128 confirms that any data that may
be intercepted remains indecipherable. For instance, via the process of encryption, data receives

a transformation that renders it difficult to comprehend to any individual who does not possess
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the requisite decryption key [471]. Secondly, Frequency Hopping: AES can safeguard
frequency-hopping sequences, which are widely recognised as an effective anti-jamming
technique. Through encrypting the hopping pattern, AES ensures that only authorised devices
can anticipate and synchronise with the subsequent frequency [472].

Replay attacks encompass the interception of legitimate data packets, followed by their
subsequent retransmission to deceive the system. When considered a single solution, it may
not directly address the issue of replay; nonetheless, the goal of replay attack defence can be
achieved through the following means: Initially: Nonces and Timestamps: Encrypted
communications may incorporate distinctive nonces (numerical values utilised singularly) or
temporal markers. The receiver confirms these elements to confirm the message's originality
and prevent potential replay attacks [473, 474]. Secondly, the implementation of sequence
numbers: The encryption of sequence numbers utilising the AES confirms that each packet is
assigned a distinct identifier. The receiver checks the sequence to identify and discard any

duplicate or out-of-order packets [475].

2.5.2.3 Replay: Remaining Challenges

According to [476], replay attacks involve the fraudulent repetition or a delay of
legitimate transmissions. In contrast to various other forms of cyber-attacks, replay attacks do
not require prior knowledge of the system's architecture, encompassing specifics regarding
controllers and measurement units. As stated in a study [477], replay attacks are comparatively
straightforward to execute, given that the attacker requires no antecedent understanding of the
system. Similarly, as indicated in [478], individuals with varying hacking knowledge constitute
prevalent adversaries. Individuals lacking specialised expertise are typically capable of
identifying the accessibility of hosts within control networks and employing standard tools for

penetration testing; however, they possess no special knowledge of the communication
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protocols related to control systems. This makes it logical to assign varying degrees of threat
to external individuals based on their skills [478].

According to the literature [476-478], a cyber attacker can execute a replay assault
without needing specialised knowledge of the principal protocol. However, the attacker must
be able to intercept data packets by eavesdropping. Subsequently, the attacker interrupts and
retransmits the data packets. To counteract a replay attack on an APS, a lightweight mitigation
solution is necessary to accommodate the device’s limited resources. Further, encrypted
session identifiers that are unique for each communication are recommended to effectively
prevent replay attacks. OpenAPS does not employ this strategy, therefore making it susceptible
to a replay attack. Due to the limited resources of this APS device, the possibility of
implementing a unique encrypted session identification is now being explored as a research
focus. In one study [466], the researchers demonstrated a replay attack within automated insulin
delivery systems. In a replay attack, the attacker intercepts and subsequently retransmits
legitimate data to manipulate insulin administration. For example, an attacker could record and
subsequently replay insulin dosage, consequently administering a harmful amount of insulin to

the patient [466].

2.5.3 Artificial Pancreas System Man-in-the-Middle Attacks

An MITM attack refers to the unlawful interception and alteration of communication
between devices and various components by a cyber attacker or unauthorised user [479]. A
perpetrator secretly manipulates the data packets delivered between the sender and recipient.
However, both parties believe that the sent and received data packets are legitimate. The

attacker intercepts data packets and inserts inaccurate or deceptive information.



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 121

2.5.3.1 Man in the Middle: Current Problems

MITM attacks can involve malicious code that intercepts or modifies a patient’s health
information in their device. For example, one study found an attacker could alter the wireless
communication of an insulin pump, and the researchers highlighted that the attacker could
signal acute overdose attacks because the insulin sensor’s communication was unencrypted
[480]. The researchers demonstrated that the bad actor could run malicious code in a wireless
communication channel to obtain the patient’s device information [481].

Smartwatches currently use Android applications to link with diabetes treatment.
Connecting diabetic devices requires careful consideration for privacy and security. Chauhan
et al. analysed three smartwatch applications, Android Wear, Samsung, and Apple, using
MITM proxy to capture and decrypt the communication between smartwatch devices and
network traffic. These researchers successfully captured different smartwatch traffic, such as
user credentials and patient health data [482]. As a result, smartwatch applications are
vulnerable to MITM attacks due to unencrypted communication.

In [483], the researchers stated that the attacker could execute various attack operations,
including MITM attacks, impersonation, and replay attacks, to gain unauthorised access to the
confidential data communicated by implantable medical devices such as cardiac implants,
insulin pumps, deep brain neurostimulators or to manipulate configurations, thereby
compromising patient health [483]. In another study [484], the researchers demonstrated smart
healthcare systems security analysis using MITM, data injection, and DDOS attacks [484]. In
[485], the researcher demonstrated the 10MT security attacks, including d DDoS, MITM,
masquerading, and Sybil attacks using the NS2 simulator.

In a study [486], a digital twin reference model linked the human body and medical
devices to the IoMT ecosystem was developed to highlight security attacks. The researchers

stated that unauthorised access to the digital twin reference model can violate privacy and cause
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harm. The researchers stated that an MITM attacker intercepts and perhaps manipulates two-
party communications, obtaining or changing sensitive data. The researchers also stated a list
of possible security attacks. The list of attacks includes impersonation, sniffing, replay, brute

force, tampering, side channel, jamming, DDoS, and clock synchronisation attacks [486].

2.5.3.2 Man in the Middle: Existing Solutions

ML approaches are used for attacking and defending 10T devices. The patient infusion
pattern-based access control scheme was proposed to protect against insulin pump overdoses.
The ML supervised technique using support vector regression was successfully used to predict
abnormal doses [487]. However, according to Qu et al., the proposed solution by Hei et al., in
[487] requires an accurate and validated design to deploy properly. Consequently, the
suggested method would not work as efficiently as it could in an 10T setting [488].

In another study, a Deep Learning (DL) model and gestures using a Long Short-term
Memory (LSTM) network, also described as a Recurrent Neural Network (RNN), was
proposed to identify an insulin pump overdose. A threshold was designed to predict valid doses.
The threshold value stores insulin doses for three months. If the doses are greater than the
stored value, then an altered message using LSTM is generated for the patient to take suitable
action [489]. According to Waheed et al. [490], the proposed solution by Ahmad et al. [489]
resolved the vanishing gradient problem of RNN and improved the accuracy; however, the
model’s design and analysis were absent [490]. This proposed solution therefore requires

implementation and further analysis.

2.5.3.3 Man in the Middle: Remaining Challenges
The integrity of wireless communication between an insulin pump and CGM sensor
can be compromised by several types of MITM attacks. For example, research indicated that

acute overdose attacks may have occurred due to the absence of a defensive mechanism [480].
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Effective countermeasures against MITM attacks remain limited in proprietary devices.
Moreover, other solutions, such as implementing robust cryptographic algorithms, using
reliable antivirus and antimalware software, regularly patching software, deploying intrusion
detection systems, and enforcing access control measures, are limited. Further device and

resource limitations make the task of selecting a suitable defensive mechanism difficult.

2.5.4 Artificial Pancreas System Malware Attacks

In the field of cybersecurity, an attack vector can be defined as a basic pathway that a
malicious actor uses to illegally acquire unauthorised entry, which allows the execution of
payloads or malware-driven consequences. The potential implications of malware encompass
a wide array of adverse consequences, including the disruption of operational processes, the
illegal gain of sensitive information, the imposition of unauthorised privileges, and a decrease
in system performance. Furthermore, the consequences of malware are dependent upon the

attacker and their use of malicious code.

2.5.4.1 Malware: Current Problems

As mentioned in Section 1.3.3, the FDA released their first warning alert on the
cybersecurity susceptibilities of the Hospira infusion pumps in 2015. As mentioned in Section
1.3.3, the FDA released their first warning alert on the cybersecurity susceptibilities of the
Hospira infusion pumps in 2015, and they released a cautionary notification on the Medtronic
MiniMed Insulin Pumps in 2019. As per the FDA’s 2019 notice and research conducted by
Klonoff and Han, the MiniMed insulin pumps experienced difficulties while incorporating the
most recent software or patch upgrades [88, 323]. As a result, the research community were
made aware of various malicious software that can potentially attack insulin pumps, causing
them to lose their ability to link directly to CGM systems, eventually initiating various malware

vulnerabilities.
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The usage of IoMT devices for managing chronic illnesses poses several cybersecurity
issues, which have attracted considerable interest from the scientific community. Wearable and
implantable technologies need strong security features, such as protection against malware
infiltrations. Typically, embedded IoMT devices rely on default passwords and pin or key
mechanisms for operation, while the transmission and exchange of data lack strong security
protocols [89, 93, 94, 491, 492]. According to existing scholarly discussions, APS
vulnerabilities provide a susceptibility to damaging malicious attacks [81]. The APS is
manufactured to deploy wireless connections throughout many platforms, including cloud
infrastructure and mobile devices running on either Android or iOS. Consequently, this
integration gives rise to security risks that stem from potential faults in interaction-based

processes [87].

2.5.4.2 Malware: Existing Solutions

In [493] Millard, stated that automated security systems can prevent malware attacks.
Healthcare providers encounter a significant number of malware attacks daily. One possible
cause of these attacks is the inadequate defence mechanisms and shortage of security specialists
in the medical field to effectively address the malware threat [493]. The TrapX security
organisation states that the expanding volume of malware threats are expanding due to
insufficient knowledge and defences (Millard, 2017). Effective defences can incorporate code
and a deep understanding of malware. TrapX uses automated techniques and strategic
deception to safeguard medical organisations. Automated solutions can imitate and react in the

same manner as actual devices that end users might encounter on a healthcare network [493].

2.5.4.3 Synthesis of Artificial Pancreas System Cyberattacks
In recent years, the cybersecurity of insulin pumps and CGM sensors have become

more important. The growing number of these devices has resulted in a parallel increase in
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digital security and security threats. Section 2.3 explored the problems of medjacking and the
use of limited protection measures in the field of cybersecurity. Table 2.8 presents a synthesis
of APS cyberattacks to understand medjacking issues. The synthesised summary emphasises

the various challenges associated with each type of attack and offers a summary of each one.
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Table 2.8

A Synthesis of Artificial Pancreas System Cyberattacks in Current Literature.

126

Reference Attack Target component Target platform  Defence challenge Summary
[463] Tampering Insulin pump and CGM System level Detection agent Used glucose-insulin model of
sensor UVA/Padov Type 1 Diabetes
Simulator to design detection
agent
[204] Replay attack Insulin pump and CGM System level Found unencrypted Used a model checker UPPAAL
sensor channels statistical model checking through
priced timed automata
[464] Eavesdropping, Insulin Pump Wireless channel ~ Found access to the Used hardware to register
and active pump was not fingerprints and stored them in the
adversary attack secure insulin pump’s memory.
[88, 323] Malware Medtronic MiniMed Network Unable to update Generated a report by the FDA
Insulin Pumps the new software or
patch
[494] Malicious attacks  Insulin pump Wireless channel ~ Found lack of Used pin authentication using
security visible light signals
mechanisms
[489] MITM Insulin pump Wireless channel Designed a threshold to predict

valid doses.




MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES

127

Reference Attack Target component Target platform  Defence challenge Summary
[465] Eavesdropping, Dexcom G4 CGM Communication Cryptographic Used software-defined radio setup
jamming replay, channel measures were not  based on the HackRF one and
forging, and DoS found to protect the GNU Radio
data
[202] Hijacking and Animas OneTouch Ping Network Spoofing attack
spoofing attack pump
[495] Remote attack via  Symbigq infusion pump Network Found no software  Unauthorised access
malware updates
[496] Spoofing Infusion pump System level Reverse engineering
[487] MITM Medtronic Paradigm real- ~ Wireless channel ~ Found no NA
time insulin pump and authentication
OneTouch meter CGM scheme
sensor
[480] MITM Medtronic insulin pumps  Wireless channel ~ Found no Used wireless sniffer
MiniMed 511, 512, 522 authentication
and Paradigm
[86] Replay attack Insulin pump and CGM Wireless channel ~ Found no NA
sensor authentication
[242] Hijacking and Insulin pump Wireless channel ~ Found no Reverse engineering

impersonation

authentication
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Table 2.8 presents, existing attacks, and defence challenges for mitigating medjacking on
APS devices. A wireless channel is a communication medium that utilises electromagnetic
waves to transmit data without physical connections such as cables or wires [497, 498]. Wi-Fi,
cellular networks, satellite communication, and Bluetooth are examples of wireless channels
[499, 500]. A network represents a system of interlinked devices or nodes, encompassing
computers, servers, sensors or 10T devices, that participate in communication to facilitate the
sharing of resources, data, or services [501-503]. Networks can be classified according to their
prospective (e.g., Local Area Network, Wide Area Network), architecture (e.g., peer-to-peer,
client-server), or technological structure (e.g., wireless, wired) [504-506]. The difference
between a wireless channel and a network is that a wireless channel and a network represent
fundamentally different constructs within communication systems, characterised by scopes and
functional roles [507-511]. A wireless channel denotes a mechanism through which
electromagnetic signals are transmitted without the use of physical connections between
devices [497, 498]. Conversely, a network constitutes a broader structure of interlinked devices,
including computers, 10T devices, and servers, which communicate to facilitate the sharing of
data, resources, or services [501-503]. Fundamentally, a wireless channel constitutes a link for
transmitting signals. In contrast, a network represents a structure amalgamating diverse
components and protocols to facilitate data exchange and connectivity among devices.

The research community has made significant progress, however, each of the findings
can be used to reinvestigate the current issues to propose feasible mitigation solutions for
medjacking attacks. The research community and healthcare organisations have exhibited a
profound interest in mitigating security challenges in the APS. In the current literature,
medjacking has been identified as a serious issue. This literature has stated that cyber-attacks
such as tampering, replay, eavesdropping, MITM, DoS, and malicious attacks, were reported

in the APS devices.



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 129

In [494], the researchers stated, “Many wireless insulin pump systems lack security
mechanisms to protect them from malicious attacks”. This study presented their findings; to
understand further the meaning of the lack of security mechanisms, this study provided further
explanation. The justification for the keyword “lack of security mechanisms”, used in Table
2.7, s also present in the current literature. Various researchers use this keyword; for example,
according to [512], I0T's rapid use has generated an extensive risk environment for computer
networks, exposing vulnerabilities. These devices lack sufficient security mechanisms without
appropriate protection, compromising systems and data [512]. Similarly, according to [513],
the rapid growth of the 10T and its lack of security mechanisms render 10T devices a tempting
target for malicious actors, including malware [513]. In another study [514], the researchers
used conventional strategies for mitigating ransomware, which is generally efficacious within
personal computing contexts while inadequate in the context of IoT networks. This
shortcoming emerges from the inherently fragmented architecture of 10T infrastructures and a
lack of unified security mechanisms [514].

The "lack of security mechanisms in [oT" can refer to 10T devices and systems without
protective protections. According to [78], IoMT has security and privacy concerns, such as a
lack of security and privacy measures. The researchers stated that IOMT devices are vulnerable
to wireless/network attacks since IoOMT devices use open wireless connections. An attacker can
eavesdrop and intercept both inbound and outbound data and information since most loMT
devices lack security by design or have poor security authentication. The failure to identify and
prevent such attacks makes it possible to get unauthorised access. This might lead to increased
privileges, malicious injection, or device infection with malware. However, IloMT devices
might be hijacked as botnets and used to perpetrate DDoS [78].

In addition to employing social engineering tactics, attackers can exploit the

vulnerabilities to mislead patients or healthcare personnel, thereby coercing them into
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providing crucial information that could compromise the security of the insulin pump. Multiple
consequences are associated with medjacking, as it could negatively impact individual patients,
and other important notable consequences can be life-threatening. Hijacked APS devices could
deliver incorrect doses or provide incorrect readings related to individual diabetic control. The
unauthorised alteration of insulin dosage can give rise to the potential occurrence of

hypoglycaemia or hyperglycaemia, thereby posing a significant risk to the safety of the patient.

2.6 Exploratory Data Analysis

Exploratory Data Analysis (EDA) is a statistical approach used to interpret raw data.
The EDA approach to raw data in the context of cybersecurity provides insight into normal or
attack patterns and characteristics [515, 516]. The EDA procedure starts with gathering raw
data from devices, preparing the data to manage missing values and outliers, normalising or
scaling the data, and converting data types [517]. EDA can identify numerical variables’
correlation, mean, median, mode, standard deviation, and quantiles [518]. To comprehend
data distribution and variables, EDA outcomes can be represented in histograms, box plots,
scatter plots, and charts. These visualisations reveal data trends, patterns, and relationships.

Figure 3.1 shows the EDA Venn diagram.
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Exploratory data
analysis

Examining cyber-attacks entails employing diverse methodologies to comprehend the
attack and determine patterns to minimise the consequences. Table 2.9 presents techniques

used to analyse cyber-attacks.

Table 2.9

Exploratory data analysis techniques for Cybersecurity.

Reference Technique Description Process

[519] Forensic Examining systems or Logs, memory dumps, network
analysis devices to gather evidence, traffic, and other data are
collected and examined to
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Reference Technique Description Process
discover the cause, and reconstruct the attack and
follow the perpetrator. understand its methodology.
[520] Packet Examining the packets to Deep packet inspection checks
Inspection  visualise the efforts of packets at different levels for
systems or applications. attack activity, such as
uncommon patterns and data
extraction.
[521] Log Examining system and Analyses log entries from
Analysis network logs to identify different sources to find unusual
indications linked to patterns like failed logins,
hijacking attacks. unauthorised privilege escalation,

or suspicious file changes.

[522] Memory Examining an entity's Memory dumps and memory
Analysis memory for unusual architecture are examined to find
characteristics like inserted  hijacking patterns.
code, rootkits, or process
behaviour.

Log analysis and packet analysis are two separate methodologies used to investigate
security-related events. Although both activities require examining data, each has distinct
focuses and serves separate purposes. Log analysis entails evaluating logs produced by
interconnected systems, applications, and devices to identify signs of compromise indicators
related to security events. Logs can originate from several sources, encompassing operating
systems, network devices (such as routers and firewalls), servers, applications, and security
appliances. Records usually consist of logs documenting system events, user actions, network
connections, authentication trials, configuration modifications, and other pertinent data. Log
analysis is a process that aids in the identification and investigation of security issues.

Packet analysis entails investigating individual packets to get valuable information about

their relationship. To obtain it, researchers collect datasets to conduct the packet analysis. The
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dataset consists of unprocessed data that is transmitted between interconnected devices. These
packets include headers, payloads, source and destination addresses, and information particular
to the protocol being used. Packet analysis is a method used to identify patterns. Although log
analysis and packet analysis both can be used to analyse medjacking indicators, both techniques
have distinct functions and purposes. Log analysis is the examination of system events and
activities that are documented in log files. On the other hand, packet analysis involves
analysing the data that is communicated with interconnected devices, which gives detailed

information about data patterns.

2.6.1 Exploratory Data Analysis in loMT

EDA is indispensable in the context of IoOMT, as it enables the discovery of significant
patterns and the identification of anomalies within datasets [523-529]. The datasets associated
with the IoMT typically encompass a variety of data types, including time-series data derived
from sensor readings, categorical data reflecting device status, and images obtained from
medical imaging devices [530-536]. Visualisation is pivotal in EDA, enabling the discernment
of patterns, relationships, and anomalies [16, 209, 537]. Techniques such as histograms for the
analysis of distributions [538], scatter plots for the exploration of variable connections [539],
time-series plots for the observation of trends [540], and heatmaps for the examination of
correlations are of paramount importance [541].

For example, the histogram approach provides a graphical depiction of a single variable's
distribution of information or data. In the context of IoMT applications, histograms serve to
elucidate the distribution of sensor readings, including but not limited to heart rate and glucose
levels, across an array of values [526, 542]. The histogram approach allows for discovering
patterns, including normal ranges and skewness within the dataset [543, 544].

The heatmap serves as a guide for examining relationships among variables. In the

context of the loMT, a study [545], used a heatmap representation that employed the Pearson



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 134

correlation coefficient matrix to analyse various features, such as fatigue level and heart rate,
thereby understanding potential interdependencies among these metrics. Heatmaps provide an
effective approach for examining the interrelationships among various variables within a
dataset.

Time-series plots provide significant value for loMT data, enabling metrics visualisation.
These plots are essential for monitoring variables such as blood pressure or heart rate over
various intervals [545]. Time-series plots enable the identification of trends, periodic patterns,
or anomalies that may indicate significant conditions. Each approach functions as a
fundamental basis for comprehending the dataset's architecture, identifying anomalies, and
preparing data for sophisticated analytical endeavours. Collectively, EDA techniques enable
researchers to acquire significant insights and formulate data-driven decisions within the field

of loMT.

2.6.2 Exploratory Data Analysis in IoMT Cybersecurity

Forensic analysis within the context of 1oMT cybersecurity mainly involves
discovering evidence associated with cyber incidents. The statistical and temporal
measurements are a fundamental aspect of EDA within forensic contexts [209, 538, 546]. In
[547], the researchers conducted a forensic analysis within the domain of the IoMT. The
researchers stated that an attack occurs either in a physical or virtual context, encompassing
media that meets the criteria to be classified as evidence at the crime scene. Cyber forensics
defines the systematic gathering and analysis of evidence to yield substantive findings. The
process of cyber forensics is executed through a series of systematic stages, which encompass
a) the identification of evidence, b) the preservation of evidence, c) the acquisition of evidence,
d) the analysis of evidence, and e) the reporting of findings [547]. EDA offers a systematic
approach to the preprocessing, visualising, and analysing data, thereby determining forensic

evidence, including anomalous patterns and unauthorised access [524, 548-550].
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Packet inspection represents a fundamental component of cybersecurity within the
IoMT environment. Packet inspection includes examining data packets to identify cyber threats
[551-554]. Identifying anomalies via packet inspection utilises advanced techniques, including
correlation analysis and ML approaches. For instance, in [555], to identify wireless spoofing
attacks within the 10MT, the researchers proposed a hybrid approach that integrates spatial
correlation analysis, deep learning classification, elliptic curve cryptography encryption, and
design science research methodology for attack detection frameworks [555]. Packet inspection
offers a systematic method for identifying anomalies and comprehending communication
patterns among interconnected medical devices.

The analysis of logs makes an essential element of cybersecurity within the IoOMT
framework. Logs serve as a comprehensive account of activities, encompassing device
communications, user activity, and system activity, which can be investigated to identify
anomalies and investigate security incidents. In [556], the researchers proposed Chidroid, a
mobile Android application designed to retrieve, collect, and distribute logs from smart
healthcare devices to analyse security concerns [556]. Log analysis presents a multitude of

practical applications within the realm of cybersecurity for the loMT.

2.7 Cybersecurity Measures

Cybersecurity measures serve to improve device, data, and network security against
medjacking. A broad range of methods exist for the implementation of cybersecurity measures.
These methods encompass an extensive variety of techniques, such as access controls,
encryption, and intrusion detection. Cybersecurity measures can be proactive [557, 558] and
reactive [559] defence strategies.

In the context of vulnerability assessment, proactive strategies identify and mitigate
potential security threats and vulnerabilities, thereby preventing a hacker’s exploitation of user.

In contrast, reactive strategies are exclusively designed to tackle attacks that have already been
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initiated. Reactive defence mechanisms endeavour to determine cybersecurity attacks and
subsequently clean up their damaging consequences [559].

The exploration of Al within the field of proactive cybersecurity has emerged as a
significant opportunity to mitigate cybersecurity vulnerabilities. As per the existing literature,
Al has been used to automate various security-related undertakings, including but not limited
to identifying potential threats, promptly responding to cyberattacks, recognising normal and
attack patterns, and scanning for vulnerabilities [560].

Automated Cyber Defence (ACD), alternatively referred to as autonomous
cybersecurity, serves as an effective safeguard for devices or computer systems, networks,
servers, and data. ACD reliably protects end users from a range of serious cyberattacks through
the utilisation of automated procedures, cutting-edge technologies, and advanced tools [561].
The main goal of ACD is to reduce the need for human intervention and improve the
effectiveness of attack detection, response, and mitigation.

The integration of ACD encompasses real-time threat detection techniques that
evaluate system and network activity to identify any anomalous action. Intrusion detection
systems and security information and event management solutions are rapidly used in ACD.
These systems possess the capability to identify risks by using pre-established patterns and
ML techniques [562].

The effectiveness of ACD is based on the utilisation of Al techniques [563]. ACD
employs advanced models to analyse data in real time, enabling the models to identify complex
patterns and detect anomalies that may fail human perception. In addition to detection patterns,
ACD techniques include software patching, user access control, and log analysis. ACD enables
continuous surveillance and timely alert mechanisms. The ACD systems effectively

incorporate external threat intelligence streams to maintain up-to-date awareness of prevailing
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threats and vulnerabilities. The seamless integration of these components significantly

augments the efficacy of threat detection and response capabilities.

2.7.1 Justification of How ACD Security Measures Apply to IoMT Devices

Automated security measures based on Al are significant for safeguarding loMT
devices. The advent of Al rapidly transformed the cybersecurity paradigm, enabling the
implementation of proactive defence methodologies adept at detecting, predicting, and
mitigating cyber threats [111-114, 423]. According to [423], the researchers stated that ML and
DL approaches can enhance cybersecurity within the loMT. The beneficial potential of Al-
driven cybersecurity within the loMT domain has demonstrated considerable significance for
safeguarding patient data, thereby facilitating the development of an innovative age that
includes tailored and data-driven healthcare [423].

Al-based ACD security measures apply ML techniques to IoMT devices to detect or
hunt threats, categorised into five distinct classifications: (i) Supervised Machine Learning, (ii)
Unsupervised Machine Learning, (iii) Reasoning techniques, (iv) Graph-based approaches, and
(v) Rule-based approaches [114]. These ML approaches evaluate patterns or application logs
to discern anomalous activities or trends. According to [564], signature detection determines
attacks by comparing the analysed event with established patterns, thereby ensuring high
accuracy. Anomaly detection determines anomalous behaviour by learning the system's normal
patterns through the analysis of historical data. Any deviation from the normal patterns is
identified as anomaly behaviour [564]. Talukder et al., stated that ML algorithms can
comprehend information derived from historical datasets, thus facilitating the identification of
anomalies or patterns that may signify potential intrusions [565].

To deploy Al-driven approaches to identify anomalies, the researchers typically
construct simulated loMT ecosystems to evaluate Al models and algorithms [288, 484, 566,

567]. The datasets are subsequently used to formulate and demonstrate proof-of-concept
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approaches, thereby improving the effectiveness of Al-driven solutions. For instance, the
HealthGuard dataset was developed [234] and consisted of eight simulated medical devices,
including DoS attacks, and fake data injection attacks. In a further illustration, in [568], the
BoT-10T dataset was developed consisting of a smart fridge, smart garage door, weather station,
smart lights, and smart thermostat 10T ecosystem with Botnet attacks examples [568]. Al
effectively identifies and mitigates cybersecurity threats by analysing extensive datasets
derived from 1oMT devices. Automated detection techniques employ ML and DL models, the
model development phase encompassing feature engineering, wherein diverse ML and DL
models can be trained depending on specific tasks [115].

The diverse models can be employed as ACD security measures; these models
encompass, but are not limited to, the Decision Tree (DT) model utilised within the
cybersecurity domain [569]. The Random Forests (RF) model applies to ransomware-related
cyber threats, facilitating the classification task through categorical-numerical classification
strategies [570]. The Support Vector Machine (SVM) model serves to classify malware and
detect unauthorised access attempts [571]. The Logistic Regression (LR) model is a valuable
tool for executing security operations, including malware and anomaly detection [572]. The
Naive Bayes (NB) model demonstrates effectiveness in applications, including email spam
filtration and website phishing identification [573, 574]. The Multilayer Perceptron (MLP)
model applies to classification tasks pertinent to cybersecurity [575]. The Convolutional Neural
Network (CNN) architecture can be used within the cybersecurity domain to classify malware
imagery [576]. The implementation of Long-Short-Term Memory (LSTM) and Gated
Recurrent Unit (GRU) models serves as an option for the detection of malware and intrusions
[577, 578]. An autoencoder model serves as a mechanism for discerning deviations from
established patterns, thereby facilitating the detection of anomalies [579]. Extreme Gradient

Boosting (XGBoost), Light Gradient-boosting Machine (LightGBM), and Categorical
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Boosting (CatBoost) utilise Gradient-boosting Machines (GBM) are commonly used in the
field of phishing detection, malware classification, and intrusion detection [580]. These models
can be implemented as ACD security measures for loMT devices. These models classify tasks

pertinent to cybersecurity and utilise them to identify attacks autonomously.

2.7.2 Justification of How Al-Driven Security Helps Prevent an Attacker from Tampering
with an 1oMT Device

The progression of the loMT has significantly impacted the healthcare domain.
Nonetheless, these advancements open safety risks and weaknesses that compromise patients'
lives, potentially leading to medical complications [78, 79]. The loMT systems and devices are
vulnerable to an extensive range of security challenges, including medjacking [80-82],
unauthorised access [83], data breaches, and the manipulation of device functionality [84, 85].
The emergence of interconnected medical devices, including insulin pumps [81, 82, 86-89],
CGM [81, 90-92], pacemakers [93-98], and infusion pumps [99], has simultaneously targeted
for hijacking and various cyber-attacks, as documented in the literature. Furthermore, their
increased connectivity renders them susceptible to considerable cybersecurity threats,
encompassing tampering attacks. According to [146], any alteration to the data within loMT
systems during collection, transit, or storage phases is classified as a tampering attack [146].

In [581], the researchers stated that data modification or tampering attacks can modify
medical data randomly or by specific guidelines. Modifications with metainformation or
patient biomarkers pose a significant risk to patients, as modification may lead to inaccurate
treatment decisions stemming from incorrect diagnostics associated with this form of
MITM attack. For example, a MitM attacker can cause incorrect insulin administration by
manipulating the measured values of an insulin pump [581]. Healthcare data possess an
increased vulnerability compared to other data categories, as any tampering with such

information can result in inaccurate treatment, potentially resulting in life-threatening and
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irreversible consequences for patients [582]. Tampering may result in data compromises [582],
operational disruptions [429], or potentially compromise patient safety [581].

Al-driven security solutions provide advanced mechanisms to mitigate cybersecurity
threats effectively. Using ML models is one of the principal mechanisms by which Al mitigates
the risk of tampering. In [421], the researchers stated that anomalies or unusual occurrences
within patient data and network traffic can be identified through Al [421]. According to [583],
the researchers stated that ML models, such as Random Forests and SVM, can identify
anomalous patterns, including unanticipated spikes in heart rate, which may signify potential
health concerns or data tampering [583]. In [584], researchers proposed ML-based models,
specifically Artificial Neural Networks, Decision Trees, Random Forests, and K-Nearest
Neighbours, to identify instances of tampering, DoS attacks, and the injection of fake data
within the loMT [584]. Al models and algorithms examine the behaviours of loMT devices to
discern anomalous patterns that could indicate potential security attacks.

A further significant benefit of Al in the context of 10MT security is its capacity to
automate incident response. According to [585], an Al-driven incident response system
can autonomously execute measures such as isolating compromised systems, blocking
malicious IP addresses, or alerting administrators during a cyberattack [585]. Comparably,
according to [586], Al can automate many security-related tasks, including log analysis, threat
detection, and incident response [586]. Furthermore, Al systems constantly learn and adapt to
threat updates by incorporating current data. As stated in [587], Al can examine and assess the
ecosystem within its functions, thereby collecting insights from any newly recognised threats
or vulnerabilities and enhancing its algorithms for future evaluations [587].

Al-driven security systems offer resilient, adaptive, and scalable solutions that prevent
potential attackers from tampering with 10MT devices [423]. Al effectively examines the

distinct challenges associated with the cybersecurity of the IoOMT. These measures provide the
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reliability, and integrity of loMT devices, thereby safeguarding patient health and preserving
trust in healthcare technologies. As IloMT devices attain greater ubiquity [186, 429, 588], the
role of Al will become progressively paramount in safeguarding these systems from ever-

evolving threats.

2.7.3 Justification of How ACD Systems Monitor Communication between 1oMT Devices
to Detect Anomalies that Might Indicate a Medjacking Attempt

ACD approaches are indispensable for safeguarding IOMT ecosystems, as they provide
continuous monitoring and identify anomalies or atypical patterns that may signify a hijacking
attempt or other cyber threats [209, 581, 588-593]. The examination of logs constitutes a
fundamental component of cybersecurity within the IoMT ecosystem [146]. Logs function as
an exhaustive record of activities, incorporating device communications, user interactions, and
system operations, which can be inspected to detect anomalies. Moreover, within the context
of ACD, monitoring loMT devices through packet inspection constitutes an essential
component of cybersecurity in the loMT ecosystem [553, 554, 594-597]. Packet inspection
entails the examination of data packets to discern potential cyber threats [551-554]. Packet
inspection provides a systematic method for discerning anomalies and illustrating
communication patterns among interlinked medical devices.

In the context of ACD, monitoring loMT devices through behavioural analysis enables
such systems to establish a typical baseline of communication patterns for loMT devices. Any
deviation from these established patterns may signify malicious behaviour. An anomaly can be
defined as a deviation from conventional patterns, anomaly detection determines unusual
behaviour by learning knowledge of the system's typical patterns by examining historical data.
Any deviation from the normal patterns is considered anomalous behaviour [564]. Anomaly
detection can be characterised as systematically examining recorded activities to discern

significant deviations from occurred instances [598]. In the context of signature detection,
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according to [564], signature detection examines attacks by comparing the analysed patterns
with established patterns, thereby ensuring high accuracy. These systems employ
ML techniques to characterise normal device behaviour. Al-driven ACD security monitoring
employs ML techniques to monitor and identify or hunt threats within 10MT devices [114].
ML techniques assess patterns or application logs to identify anomalous behaviours or trends.

To implement Al-driven monitoring techniques for identifying anomalies, researchers
commonly develop simulated I0MT ecosystems to assess Al models and algorithms
performance [288, 484, 566, 567]. The datasets constitute the foundation for formulating and
evaluating proof-of-concept techniques to detect hijacking endeavours. ACD systems provide
comprehensive, real-time monitoring of IoMT devices, effectively identifying and minimising
hijacking attempts. These systems provide robust security through the utilisation of techniques,

including packet inspection, behavioural modelling, and ML techniques [551-554, 594-597].

2.7.1 Artificial Intelligence in Cybersecurity

Intrusion detection, behaviour analysis, access control, biometric authentication, and
virus detection are just a few of the many security measures that may benefit from Artificial
Intelligence (Al) applications in loMT cybersecurity [14]. By allowing for the rapid detection
of attacks, patterns, and automated responses, Al applications can improve the loMT’s security
[564]. Al uses predictive analysis of historical data, which allows for the prediction of possible
security flaws or vulnerabilities in [oMT devices. Al in the field of cybersecurity comprises
ML and the ML subcategory, DL [599]. In principle, ML is a form of Al capable of adapting
autonomously with minimal human intervention. DL is a subcategory of ML that utilises
artificial neural networks to emulate the intricate process of knowledge in the human brain.
The use of ML and DL models in loMT devices can efficiently detect potential security issues.

ML models can learn from time series data to create models that can effectively forecast

circumstances. ML has demonstrated its effectiveness in addressing problem domains,
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including extensive rule-based systems and complex problem-solving scenarios where
conventional methodologies are deemed inefficient [599]. Moreover, ML exhibits a remarkable
potential for adapting novel information, particularly within a dynamic and progressive
environment, such as the 1oMT ecosystem. Automated ML capabilities have the potential to
enhance security measures within the 1oMT ecosystem. In the current literature, ML in
intrusion detection yields a high level of effectiveness in detecting attacks [600].

DL applications consist of layers within the system that are interconnected via neural
networks, serving as intermediaries for the complex mathematical computations that underlie
the processes of learning [601]. DL has shown effectiveness across various domains, including
recognition and processing (e.g., processing images, audio, video, text, and patterns), natural
language processing, autonomous systems, and robotics [602]. Numerous DL techniques for
anomaly intrusion detection have been proposed in the literature [603]. The rapid development
of new technologies and the growing interconnection of services and devices have led to
various cyberattacks. As the added complexity of attack scenarios has increased, DL techniques
have demonstrated their effectiveness in relation to attack detection and classification tasks.
Within the DL applications for intrusion detection, deep neural networks develop knowledge
from a collection of historical data, including normal and attack samples. Moreover, DL
exhibits improved effectiveness in identifying zero-day attacks and complicated attack patterns
through its ability to integrate an extensive array of training samples to construct a robust

detection model.

2.7.1.1 Machine Learning in Cybersecurity

ML is an area of scholarly research that concentrates on the exploration of the
theoretical foundations, characteristics, and effectiveness of models and systems designed to
facilitate learning [604]. The field of ML is widely recognised for its strong interdisciplinary

nature, as it draws upon a multitude of academic disciplines, encompassing but not limited to
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information, cognitive science, mathematics, and optimisation theory. ML approaches allow
researchers, engineers, and data scientists to examine specific issues without manual processes.
Human interaction is unnecessary since robots perform the tasks [605]. ML has compelled
cybersecurity researchers to reassess decision-making processes due to its expanded
capabilities. ML techniques have been the subject of extensive scholarly investigation over a
prolonged period. Significantly, the cybersecurity application accomplishments highlighted in
current literature on the cybersecurity have been feasible through the utilisation of ML
advancements, and these accomplishments have directly benefited end users’ cybersecurity.
ML leverages time series or past data to draw outcomes from forecasts to new
information on cybersecurity. ML can stand alone and find data patterns from autonomous
devices to make judgements on normal digital activities or cyberattacks. A data collection
component collects data to analyse for decision-making [606]. A dataset of autonomous
devices can be raw or structural, wherein ML models find a group of tasks on a given dataset.
These tasks include identifying unique characteristics, correlations, values, and groups and
extracting functions. By categorising datasets for distinct purposes, ML makes it simpler for
decision-makers to choose the right strategy. For instance, the k-means clustering algorithm
can focus on information system discoveries [607] of normal digital activities or cyberattacks.
Other than clustering, dimensionality reduction techniques, such as PCA, have been used for

intrusion detection [608]. Figure 2.2 shows visualises how an ML model detects attacks.
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Figure 2.2

The Standard View of a Machine Learning Attack Detection Process.

Inidication of normal
activity

Identification of
unauthorised activity

The standard ML model consists of preprocessing, feature engineering (e.g., feature
selection, dimensionally reduction, or noise reduction), and classification [609]. ML techniques
are divided into four forms: supervised, unsupervised [610], semi-supervised [611], and
augmented learning techniques [612]. Many variables exist between supervised and
unsupervised learning. example, unsupervised learning uses input variables (labelled data) to
determine the natural structure of data. Supervised learning requires labelled training data for
model building to draw the outcome. Semi-supervised learning combines supervised and
unsupervised learning to tackle unsupervised classes. Finally, augmented learning improves

the learning process by including interactive and multimedia elements, resulting in higher
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levels of engagement. ML benefits of loMT-enabled cybersecurity include security measures

in real time, improved intrusion detection, and improved effectiveness.

2.7.1.2 Deep Learning in Cybersecurity

DL is a subclass of ML that involves multiple layers of non-linear processing to extract
and transform discriminative or generative features for pattern analysis [599]. DL methods,
also called hierarchical learning techniques, can capture intricate hierarchical representations
within their deep architectures [613]. DL techniques have a mathematical framework (e.g.,
statistics, linear algebra, probability theory, and calculus) that incorporates multiple processing
tiers, known as layers, to learn about data representations characterised by varying degrees of
abstraction.

The operational structure of DL draws inspiration from the intricate workings of the
human brain and its neural processes in signal processing. Deep neural networks are designed
to facilitate the process of discrimination (supervised learning), wherein the model learns to
make predictions based on labelled data. DL techniques are also divided into four forms:
supervised DL [614], unsupervised DL [615], semi-supervised DL [616], and reinforcement
DL techniques [617]. Convolutional Neural Networks (CNN) and RNN are examples of
supervised DL. Autoencoders, deep belief networks, and restricted Boltzmann machines are
used for unsupervised DL. In semi-supervised DL, Generative Adversarial Networks (GAN)
and ensemble learning are commonly used. Finally, reinforcement DL consists of Q-learning

and game theory.

2.7.1.3 Machine Learning and Deep Learning Models
The automated detection techniques rely on ML and DL models, the model preparation
consists of feature engineering, where various ML and DL models can be trained based on

specific problems [115]. The list of ML and DL models in cybersecurity as follows:
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e The Decision Tree (DT) model is composed of branches that represent possible decisions.
Trees consist of three primary nodes: decision, branch, and leaf. A decision node defines
an attribute test. Each branch symbolises a potential attribute value. Ultimately, the leaf
node signifies the classification of the attacks and malware, the DT model is commonly
used in the cybersecurity domain [569].

e Random Forests (RF) model is highly effective in handling large datasets with high
dimensionality for classification purposes. The RF model is commonly employed in
categorical-numerical classification, rendering it highly valuable for virus and intrusion
detection. The application of RF can be used in the ransomware related cyber threats, where
categorical — numerical classification can be done in the classification task [570].

e The Support Vector Machine (SVM) model is highly proficient in binary classification
tasks, particularly when the data exhibits linear separability or can be transformed into a
higher-dimensional space. The SVM is commonly employed in the field of cybersecurity
to classify malware and detect unauthorised access attempts [571].

e Collaborative models such as Extreme Gradient Boosting (XGBoost), Light Gradient-
boosting Machine (LightGBM), and Categorical Boosting (CatBoost) employ Gradient-
boosting Machines (GBM) to iteratively train weak learners and rectify any errors made by
previous models. GBM is used for handling diverse data sets and has extensive applications
in identifying phishing attempts, categorising malware, and detecting intrusions [580].

e The Logistic Regression (LR) model is a basic yet powerful method for binary
classification. The LR model can be employed as a widely used cybersecurity
categorisation model due to its interpretability and simplicity. The LR can be used to carry
out security activities such as malware detection and anomaly detection [572].

¢ Naive Bayes (NB) model is a probabilistic model based on Bayes theorem, which assumes

independence among features. Despite their apparent simplicity, The NB classifiers have
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proven to be highly effective in tasks such as email spam filtering and website phishing
detection [573, 574].

e The Multilayer Perceptron (MLP) model is an artificial neural network with input, hidden,
and output layers with nodes (neurones). Every neurone in a layer connects to all
neighbouring neurones. The MLP model can be applied the cybersecurity related
classification tasks [575]. The MLP model learn from signatures and produce predictions
by optimising neurone weights and biases using backpropagation and gradient descent
algorithms during training.

e The Convolutional Neural Network (CNN) model is used in cybersecurity to classify
malware images [576], and recognise Completely Automated Public Turing test to tell
Computers and Humans Apart (CAPTCHA) [618, 619]. The CNN model excels at
capturing spatial relationships in data and extracting crucial visual attributes.

e The Recurrent Neural Network (RNN) model can be employed in the analysis of time-
series data. This includes tasks such as data packet analysis and user behaviour modelling,
as RNN models excel at analysing sequential data. RNN model variations such as Long-
Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU) models can be employed
to detect malware and intrusions because of their ability to capture long-term dependencies
[577, 578].

e An autoencoder model is utilised for unsupervised feature learning in an unprocessed
dataset and dimensionality reduction. By reconstructing standard data instances and
identifying deviations from learned patterns to detect anomalies [579].

e The Generative Adversarial Network (GAN) can produce synthetic data that closely
mimics real data distributions. GANSs can generate adversarial examples, which can be used

to evaluate the robustness of classification models against various attacks [572].
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These models illustrate the usage in the cybersecurity domain typically these models

classify cybersecurity-related tasks, aiming to detect attacks automatically. The selection of a

model includes various factors, such as the features of the data and the complexity of the

classification problem, are some examples. Table 2.10 presents the ML and DL models' usage,

strengths and limitations of ML and DL models for different tasks in the field of cybersecurity.

Table 2.10

Machine Learning Models for the Cybersecurity.

Model Usage Strength Limitation
DT Attacks and malware Numerical and Low performance with
classification categorical data complex trees
RF Virus and intrusion Optimal for complex Computational costly
classification trees
SVM Attacks and malware Optimal for high Limited only when
classicisation dimensional dealing with big dataset
XGBoost Attacks and malware Optimal for complex Hyperparameter tuning
classification decisions requires
LightGBM  Attacks classification Optimal for big Hyperparameter tuning
dataset requires
CatBoost Attacks classification Optimal for Computational costly
categorical data
LR Malware classification Optimal for big data  Limited for linear
decisions
NB Phishing classification Optimal with big Outperformer due to
dataset wrong assumptions

may OocCcurs
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Model Usage Strength Limitation
LSTM Attacks classification Optimal for natural ~ Computational costly
language processing
CNN Malware image Optimal for malware Computational costly
classification images
GRU Malware classification Computational Limited to capture long
costly term dependencies
MLP Attacks and malware Optimal for non- Hyperparameter tuning
classification linear data requires
Autoencoder Attacks and malware Optimal when Might limited for big
classification dealing with dataset
unprocessed dataset
GAN Adversarial classification ~ Optimal for Training complexity

adversarial examples

Choosing an optimal model is challenging, some findings can be drawn, for example,

DT model can perform optimally in the attacks’ classification task, however, it may be limited

for the complex tress. Despite this limitation, DT can still perform optimally in intrusion

detection. Similarly, SVMs are successful in high-dimensional attacks classification. To draw

the conclusion on the DT and SVM model, the experimental study requires to train same dataset

rather than using different dataset for these two models, this can help in comparing the

performance of both models. Moreover, XGBoost model can perform accurate in the

classification task but require careful configuration in the model preparation phase, therefore,

hyperparameters can be used to choose optimised configuration of the XGBoost. similarly, the

MLP model works optimally for non-linear datasets but requires hyperparameter tuning.
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The RF model can be computationally complex, similarly, DL models, like CNNs,
excel in picture classification because they can collect spatial characteristics, but they require
a lot of computational power. RNN handle sequential input well but struggle with long-term
dependence. LSTM networks solve this problem; however, they are complex and
computationally intensive. In addition, some other models like NB are efficient, however, their
feature independence assumption may be wrong, another model LR is interpretable yet
ineffective. GAN model generates synthetic data; however, training instability causes problems.

The GRU is computationally costly and may not capture long-term dependencies.

2.7.2 Intrusion Detection Systems

In the cybersecurity domain, intrusion detection systems are applied as either software
applications or physical hardware components that determine and pinpoint instances of
unauthorised access (i.e., intrusions). Intrusions encompass a sequence of interconnected
malicious activities executed by an internal or external intruder to undermine the system’s
security [600, 620, 621]. The process of an intrusion detection system includes carefully
examining data packets, system logs, and other forms of information to identify potential
intrusions that pose a threat to the system. The intrusion detection system offers a standard set
of functionalities to effectively uphold the integrity and protection of systems. Figure 2.3

illustrates the process of an intrusion detection system.
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Figure 2.3

A Machine Learning Intrusion Detection System.
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The standard ML intrusion detection system consists of preprocessing data for
normalisation, converting words into numbers, or scaling. After preprocessing, data can be split
into training and testing phases to detect intrusions. An intrusion detection system begins its
operation by collating data derived from observed activities. The system collects data on
occurrences and identifies patterns. The detecting component, which employs a wide range of
methodologies and related techniques, is the core component of intrusion detection system
[620]. Signature or anomaly detection techniques are commonly used by the intrusion
detection system for security purposes. These two techniques can be used in conjunction as
unified or separate components to primarily enhance detection accuracy [622].

A signature can be defined as a pre-established configuration that corresponds to a
recognised instance of unauthorised intrusion. According to loulianou et al., the concept of

signature detection entails the meticulous examination and comparison of signatures with
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observed events to identify potential incidents [623]. Alternatively referred to as misused or
knowledge-based detection, signature detection derives its efficacy from the utilisation of
knowledge acquired from prior instances of unauthorised access and vulnerabilities. However,
this method is not up to the task of spotting new patterns or variants on previous patterns.
Furthermore, the task of maintaining current knowledge presents an additional challenge, as it
entails an arduous endeavour [624].

An anomaly can be defined as a deviation from conventional patterns of behaviour.
Anomaly detection can be defined as the systematic examination of occurred activities to
identify significant deviations from these occurred activities [598]. According to Patcha and
Park, anomaly detection comprises three steps. The first step is parameterisation, a process of
encapsulating the observed behaviour within the device or profile comprising various features
that require investigation. These features encompass a series of activities and application
functionalities. The second step is training, which involves building a classification model that
can distinguish between common and unusual behaviours by modifying the parameterised

profiles. The third step is the detection of uncommon instances of activity [625].

2.7.2.1 Medical Device Intrusion Detection Systems

Each medical device’s data possesses a high degree of sensitivity that makes the device
vulnerable to various medjacking attacks for many reasons (see Sections 2.3 and 2.4).
Protecting medical device data from potential threats requires implementing a comprehensive
solution that guarantees the utmost security of these data throughout its lifecycle. Such secure
solutions encompass data collection, transfer, storage, and processing stages. Safeguarding
patients’ security against unauthorised intrusion is imperative to prevent medjacking. Various
methods may be used to protect medical devices. As explained in Section 2.6.1, ML can offer

a potential solution for detecting unauthorised access.
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A quadripolar electrode, an implementable pulse generator, and a controller that turns
the medical device on or off is known as a deep brain implant. Some implementable pulse
generators allow voltage adjustments. Using electrical charges, the DBI regulates Rest Tremor
Velocity (RTV) to zero. Changes from zero in RTV cause movement abnormalities and chronic
conditions such as Parkinson’s disease. An attacker with DBI access may alter the RTV value,
threatening the patient’s life. To tackle this problem, Rathore et al. [626] proposed advisory
attack detection in DBIs using LSTM to forecast RTV values at time t to identify deviations.
The researchers used a dataset called Physionet and exemplified changing RTV values.
However, the researchers concentrated on the RTV characteristic, although a cyber attacker
may harm the patient using different features. The model validated attacks with low loss values
and training times after several experiments.

The CardiWall dataset was proposed, and a simulation method used, involving
pacemakers, implanted cardioverter defibrillators, and 28 malicious scripts targeting
defibrillators. The researchers conducted a study on the use of unsupervised ML, namely SVMs,
to develop CardiWall. In their study, the dataset consisted of 775 benign samples and the 28
malicious scripts. The analysis outcome was a true positive rate of 0.914, a false positive rate
of 0.101, and an area under the curve of 0.947. In their statistical investigation, researchers
stated that the radial basis function kernel approach outperforms the polynomial technique
[627]. In the CardiWall dataset, the researchers stated that malicious programming was created
by modifying clinically valid (benign) programming configurations with the deliberate intent
to incorporate harmful configurations that could compromise patient safety. These malicious
programs specifically changed Implantable Cardioverter Defibrillators (ICD) configuration
parameters. The researchers demonstrated the compromised configurations could lead to life-
threatening situations upon implementation. The researchers stated that a total of 28 malicious

programmes were developed, each designed to exploit different aspects of device
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vulnerabilities at the misconfiguration of ICD's parameters. These configurations were created
to describe an array of possible threats, encompassing the misclassification of harmful
arrhythmias, delay or absence of detection pertaining to life-threatening conditions, and the
incorrect implementation of therapeutic interventions. Each configuration was created for
implantable cardioverter-defibrillator programming and arrhythmia management [627].

In the CardiWall dataset, the researchers demonstrated the implications that
modifications to the detection zones of ventricular arrhythmias can develop. In a normal
configuration, the VT1 (ventricular tachycardia) zone was established to identify arrhythmias
at a frequency of 150 beats per minute (bpm), accompanied by a detection counter calibrated
to 10 beats. This enabled the identification of any ventricular arrhythmia exceeding 150 beats
per minute and persisting for more than 10 beats as VT1. Nonetheless, malicious modifications
to these parameters, including increasing the detection rate threshold or the counter value, could
delay detection or result in misclassification, thereby permitting perilous arrhythmias to remain
undetected. As the arrhythmia rises into the VT2 or VF (ventricular fibrillation) domains,
generally identified at rates exceeding 200-220 bpm, subsequent modifications may either
obscure detection altogether or result in the incorrect classification of the arrhythmias,
culminating in an inability to administer suitable therapeutic interventions [627].

A dataset called HealthGuard was proposed by Newaz et al. [234] that comprised eight
simulated medical devices, DoS attacks and fake data injection attacks. During the detection
of attacks, different classifiers were proposed, including artificial neural networks, DT, random
forest, and k-nearest neighbours [234]. Nevertheless, the researchers did not specify the dataset
protocol, or other information regarding the implementation of their research.

Ahmad et al. [489] proposed DL detection using LSTM in their research, and an insulin
pump was targeted for overdose attacks. A threshold was defined in their system to detect

uncommon dosage activities. The patient was prompted to raise or tapped their index finger,
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which a gesture sensor captured if the insulin dosage exceeded the threshold. The researchers
trained and tested the LSTM and determined a threshold value using the insulin pump system
log information from the last three months [489]. However, the researchers stated that they
used a combination of the DL and gesture recognition framework to ensure the dosing
procedure's accuracy and identify vulnerabilities within the insulin pump system. The threshold
value was estimated by analysing a three-month log of the insulin pump system using the
LSTM approach. The researchers stated that if the quantity of insulin exceeds the expected
amount, the system communicates to the patient to execute the designated gesture. Next, if the
outcome of the gesture deviates from the insulin value chosen for injection by the insulin pump,
the device emits a warning to alert the patient, thereby enabling the individual to perform the
necessary corrective measures. Their study did not provide details about how the model was
trained and tested. In another study [628], Rathore et al. proposed a technique to identify false
glucose readings using an MLP classifier. The researchers tested their approach on the UCI
repository, specifically from the diabetes repository dataset and obtained 93.98% accuracy with
their proposed method [628]. The authors illustrate that wireless connections between insulin
pumps and glucose metres are especially susceptible to attacks, given their pivotal function in
the precise management of glucose infusion. However, the specific dataset is not named in their
study. The discussion on overdose attacks in insulin pumps directly relates to vulnerabilities in
IoMT devices, an aspect central to this research on APS security.

Thamilarasu et al. [600] proposed a mobile agent-based intrusion detection using an
OMNeT++ simulator; three types of mobile agents were designed in their proposed system.
(1) sensor agent, functioned as an autonomous mobile programme tasked with identifying a
particular class of attack. Each cluster head was tasked with the generation of numerous sensor
agents for localised detection within a group of sensors. (2) The Cluster-head agent (CA) was

an autonomous mobile programme designed to identify anomalies among cluster-heads within
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various interconnected clusters of Wireless Body Area Networks. Finally, (3) the detective
agents were responsible when the detection module of a sensor agent failed to characterise the
network behaviour as either malicious or normal accurately; in such instances, it triggered an
intervention request. The requisition comprised the agent and sensor identification numbers.
Upon receipt of such a request, the Cluster Head (CH) generates a signature derived from the
request attributes and subsequently stores it in a cache to mitigate the risk of responding to
duplicate requests. In their proposed system, SVM, DT, NB, k-nearest neighbours, and
Random Forest classifiers were used to identify intrusions. The researchers stated a cubic
model of polynomial regression was applied to obtain balanced accuracy and avoid overfitting
cases; therefore, the DT classification task achieved 99.9% accuracy [600]. However, in
polynomial regression, a small number of exceptional data features might have a substantial
influence on the nonlinear analysis results [629].

In [630], the researchers proposed a framework to detect DoS and user-to-root attacks
in a remote healthcare system. Their proposed framework used three subsystems: master class,
agents (sensors), and dataset (activities). The master class used a non-linear SVM anomaly
detection strategy, and agents were used for a signature-based intrusion. Datasets were stored
to process detection [630]. However, the researchers did not provide details about features and
tools.

Schneble and Thamilarasu [631] proposed DoS, data injection, and fake data
attack detection for medical devices using ML federated learning based on three components:
cluster head, training model, and detection. In their system, the cluster head registered all
devices, a training model was used for training the registered devices, and a calculation was
made on registered devices to check the average weights and biases of the received models.
The researchers computed an false positive rate ratio to evaluate model performance, and they

achieved a 99.0 accuracy ratio [631]. The researchers stated that the MIMIC dataset from
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PhysioNet comprises six distinct features encompassing 121 records. ML was implemented
using the MLP from Sci-kit Learn and executed on Raspberry Pi systems. The researchers
stated that attacks were simulated using new patient data. They stated that fifty per cent of the
data samples were modified to simulate attacks, while the remaining fifty per cent remained
unaltered. The researchers stated that they simulated the system using MATLAB, wherein the
Raspberry Pi units were substituted with MATLAB objects representing each device. The
MATLAB simulation used a singular-layer feed-forward neural network that functioned
sequentially. In the simulation, the period allocated for each training round was determined by
dividing the aggregate sequential time by the quantity of participating objects [631].

Alani et al. [632] proposed an ensemble approach for detecting intrusions using the WUSTL
EHMS 2020 dataset. In their study, injection and scanning attacks were tested. The researchers
claimed to have attained an accuracy rate of 99% [632]. The researchers provided the
specifications, including processor: AMD Ryzen 5 3600 (4.2GHz), RAM 128GB, operating
system Windows 10 Pro, Python version 3.10.0, Scikit learn version 1.1.3, Matplotlib version
3.5.3, and SHAP version 0.42.0. However, the researchers did not give specific information
regarding feature balance and selection. The Scikit-learn library constitutes a vital tool in the
field of ML model development and experimentation [633, 634]. Scikit-learn offers a wide
range of well-suited ML algorithms for benchmarking and evaluation [635-637]. The ensemble
methods provided by Scikit-Learn constitute an effective tool for enhancing model accuracy
and generalisation through the strategic combination of multiple models [638-642]. In the
context of Scikit-learn, the effectiveness of these techniques is frequently enhanced through
the implementation of feature balance and feature selection [643-645]. The EHMS dataset
[646], consisting of 32 features with 16 318 samples, was developed on biometric features

encompassing electrocardiogram, blood oxygen saturation, temperature sensor, and blood



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 159

pressure biometric metrics, with the primary aim of detecting MITM, Spoofing, and Data
alteration attacks.

This section details how researchers have studied different case scenarios and proposed
solutions for mitigating medjacking using intrusion detection systems. Table 2.10 presents a
summary of ML intrusion detection methods applied to several medical devices. These studies
sought to emphasise the capacity of ML to identify instances of medjacking in implanted
devices. Certain research lacked extensive information about the selection of features and the

potential use of dimensionality reduction methods.
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Table 2.11

The Current Machine Learning Intrusion Detection Approaches for Medical Devices.

Reference Data Sources  Tools Attacks IDS Feature Dimensionality Machine Limitations
/ extraction reduction Learning
Configuration

[627] Pacemaker 28 Signature  wrapper SVM Lack of
malicious detection implementation
scripts details

[234] Medical DoSand Anomaly  Wrapper Artificial Lack of

devices fake data detection neural implementation
injection networks, details
attacks DT, radio
frequency and
k-nearest
neighbours

[489] Insulin pump overdose Signature  Information LSTM Gesture approach

attacks detection  Gain may not be feasible

for all patients, and
there was a lack of
implementation
details

[626] DBl Deep brain  Advisory Signature  Information  LSTM based LSTM Unsatisfactory
stimulators detection  Gain 3D model loses value
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Reference Data Sources Tools Attacks IDS Feature Dimensionality Machine Limitations
/ extraction reduction Learning
Configuration
[628] CGM sensor Fake Anomaly  Information MLP Lack of features and
glucose  detection  Gain information
reading
[600] Medical OMNeT++ DoS, Signature  Standard PCA SVM, DT, Polynomial
devices data detection  deviation NB, k-nearest regression applied to
injection neighbours, increase the
and radio accuracy
frequency
[630] Medical DoSand  Signature SVM Lack of
devices user-to-  detection implementation and
root analysis details
attacks
[631] Medical DoS, Signature  Wrapper Federated Lack of
devices data detection  cluster based learning implementation and
injection, device details
and fake
data
[632] Medical Sci-Kit Injection  Anomaly  Random Ensemble Lack of feature
devices Learn and detection  oversampling balance and
library scanning selection details




MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 162

2.7.2.2 10T Intrusion Detection Systems

In [647], researchers proposed a hybrid ML technique termed XGB-RF to identify attacks
utilising the N-BaloT dataset. Random Forest Recursive Feature Elimination (RFRFE) based
features were selected, and an XGBoost classifier was trained to identify botnet attacks. The
N-BaloT dataset comprised 115 features; the researcher used the RFRFE feature selection
technique, resulting in a refined set of 40 features. The researcher tuned the parameters using
a random forest hyperparameter optimisation technique. The effectiveness of the proposed
XGB-RF technique was assessed, yielding an accuracy of 99.94% [647]. Nonetheless, the
proposed system did not use dimensionality reduction techniques; the researchers reduced the
feature set from 115 to 40 through the feature selection RFRFE technique. In [648], the
researcher proposed a technique using the N-BaloT dataset; in their proposed technique,
various classifiers, including DT, RF, Bagging Meta Classifier (BMC), Adaptive Boosting
(ADB), Gradient Descent Boosting (GDB), and XGBoost, were trained to detect intrusions.
Their findings indicate that DT achieved an accuracy of 99.99, BMC attained 99.99, RF
reached 99.99, ADB recorded 99.99, GDB 99.98, and XGBoost 99.99 [648]. Nevertheless, the
model's findings indicate that there might be an occurrence of overfitting, as each model
achieved an accuracy of 99.99.

In [575], the researchers proposed a detection system using the N-BaloT dataset. The
researcher trained the NB, DT, RF, SVM, LR, Single-Layer Perceptron (SLP), CNN, and MLP
classifiers to detect intrusions. The researchers used dimensionality reduction techniques, PCA
and Linear Discriminant Analysis (LDA). The accuracy of the models derived without the
application of dimensionality reduction is as follows: NB 87.0, DT 90.0, RF 93.0, SVM 90.0,
LR 90.0, SLP 91.0, CNN 92.0, and MLP 93.0. The results with PCA, NB 67.0, DT 79.0, RF
99.0, SVM 90.0, LR 90.0, SLP 92.0, CNN 93.0, and MLP 94.0. The result with LDA, NB 84.0,

DT 87.0, RF 87.0, SVM 72.0, LR 73.0, SLP 85.0, CNN 78.0, and MLP 75.0 [575].
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Nevertheless, the feature selection technique was not employed prior to the process of
dimensionality reduction, and the hyperparameters were not optimised for each respective
model.

In [649], the researchers proposed a technique to detect botnet intrusions, trained NB, RF,
Gradient Boosting (GB), and DT using the BoT-10T dataset. Their investigation calculated the
accuracy of RF 98.0, NB 70.0, DT 91.0, and GB 99.0 [649]. However, techniques related to
dimensionality reduction, encompassing hyperparameters, were evaluated. In [650], the
researchers have developed an intrusion detection system utilising the BoT-10T dataset to
identify botnet attacks. The researchers trained the SVM model to detect botnet attacks,
utilising feature selection techniques such as Chi-Square and ExtraTree, and the PCA
dimensionality reduction technique. The results indicate that the SVM, without feature
selection and dimensionality reduction, achieved an accuracy of 88.37%. In contrast, the SVM
employing the Chi-Square method attained an accuracy of 98.66%. Furthermore, the SVM
utilising the Extra Trees algorithm recorded an accuracy of 99.29%, while the SVM with
Principal Component Analysis (PCA) yielded an accuracy of 62.52%. Notably, the SVM with
Factor Analysis (FA) achieved an accuracy of 99.38% [650]. Nevertheless, details of PCA
components and FA were not provided; moreover, hyperparameters were not included to
optimise the SVM model.

In [651], the researchers proposed a hybrid metaheuristic approach incorporating RNN
for intrusion detection, utilising the CICIDS2017 and BoT-loT datasets. Their proposed system
was designated as the Weighted Majority Voting Ensemble Deep Learning (MM-WMVEDL).
The Harris Hawk optimisation-based elite fractional derivative mutation (HHO-EFDM)
technique was used for the feature selection. In the context of the 10T-23 dataset, models
including MM-WMVEDL, CNN, LSTM, autoencoder, and DNN were trained. In relation to

the CICIDS2017 dataset, MM-WMVEDL, DeepLog, LSTM-Autoencoder, Bi-LSTM, GRU-
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D, HILSTM, GAN, RNN-AD, and VAE models were trained. Utilising the 10T-23 dataset,
MM-WMVEDL achieved an accuracy of 98.21%, while CNN attained 96.84%, LSTM reached
95.62%, autoencoder secured 95.38%, and DNN recorded an accuracy of 93.47%. The
outcomes derived from the CICIDS2017 dataset show the following performance metrics:
MM-WMVEDL at 99.98, DeepLog at 95.58, LSTM-Autoencoder at 96.75, Bi-LSTM at 97.31,
GRU-D at 98.02, HILSTM at 96.37, GAN at 97.56, RNN-AD at 92.43, and VAE at 91.33 [651].
However, evaluations pertaining to hyperparameter optimisation and dimensionality reduction
were not conducted. Furthermore, as indicated in [652], the CICIDS2017 dataset lacks any
indications of 10T activity and is considered outdated. In [653], the researchers indicated that
the CICIDS2017 dataset is vulnerable to significant class imbalance, adversely affecting
detection accuracy and increasing false alarms [653]. In [654], the researchers performed
training and evaluation of 1D convolutional neural networks (utilising the ReLU activation
function), LSTM, and hybrid CNN+LSTM models to detect intrusions, employing the
CICIDS2017 dataset as their primary resource. The examination of the proposed system yields
the following results: 1JdCNN 95.14, MLP 86.34, LSTM 96.24, and CNN+LSTM 97.16 [654].
However, feature selection, dimensionality reduction, and hyperparameter techniques were not
examined.

This section elucidates the techniques used by researchers in examining various forms of
attacks and the subsequent proposals for mitigating such threats through the implementation of
intrusion detection systems. Table 2.12 outlines an overview of intrusion detection techniques
implemented across various 10T devices. Specific studies exhibit specific limitations regarding
the selection of features and the prospective application of dimensionality reduction techniques,

including hyperparameters.
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Table 2.12

Comparison of The Current Machine Learning Intrusion Detection Approaches for 10T Devices
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Reference Data Sources/ Feature Dimensionality Hyperparameter Model (s) Accuracy Limitations
Configuration selection reduction
[647] N-BaloT [655] RFRFE Random forest XGBoost 99.94 Dimensionality
reduction
techniques were
not tested
[648] N-BaloT [655] DT, RF, BMC, DT 99.99, BMC There might be
ADB, GDB, and  99.99, RF 99.99, overfitting because
XGBoost ADB 99.99, GDB  each model
99.98, and obtained 99.99
XGBoost 99.99. accuracy.
[654] CICIDS2017 (l:?uﬁTESIT_EATM 1dCNN 95.14, ;Tgci?g;“re
[652] MLP 86.34, LSTM L
96.24 and dlmen_3|onallty
CNN;LSTM reduction, and
97 16 hyperparameters
o techniques were
not examined
[575] N-BaloT [655] PCA and LDA NB, DT, RF, Without The feature
SVM, LR, SLP,  dimensionality selection technique
CNN, and MLP reduction: NB was not used

87.0, DT 90.0, RF
93.0, SVM 90.0,
LR 90.0, SLP 91.0,

before
dimensionality
reduction, and
hyperparameters
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accuracy, SVM

Reference Data Sources/ Feature Dimensionality Hyperparameter Model (s) Accuracy Limitations
Configuration selection
CNN 92.0, and were not tuned for
MLP 93.0. each model
With PCA, NB
67.0, DT 79.0, RF
99.0, SVM 90.0,
LR 90.0, SLP 92.0,
CNN 93.0, and
MLP 94.0.
With LDA, NB
84.0, DT 87.0, RF
87.0, SVM 72.0,
LR 73.0, SLP 85.0,
CNN 78.0, and
MLP 75.0
BoT-loT [568] RF 98.0, NB, 70.0, D'dmen.s'ona"ty
DT 91.0,andGB '® r‘]’c.“on
99.0 accuracy 'Fec niques,
including
hyperparameters,
were not tested.
BoT-loT [568] Chi-  PCA, and FA SVM without Details of PCA
Square feature selection components and
and and without FA is not provided,
Extra dimensionality moreover,
Tree obtained 88.37 hyperparameters

also not included
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Reference Data Sources/ Feature
Configuration selection

Dimensionality Hyperparameter Model (s)

Accuracy

Limitations

with Chi-Square

to optimise the

98.66 accuracy, SVM model
SVM with extra
tree obtained 99.29
accuracy, SVM
with PCA obtained
62.52 accuracy,
and SVM with FA
obtained 99.38
accuracy.
) ) For 10T-23 With the 10T-23 Hyperparameter
[651] Z?(;r loT [568], EFHISM dataset, MM- dataset, MM- and dimensionality
CICIDS2017 WMVEDL, WMVEDL 98.21, reductlt_)n
[652] CNN, LSTM, CNN 96.84, LSTM evaluations were

autoencoder, and  95.62, autoencoder not performed

DNN models 95.38, and DNN

were trained. For  93.47.

glCIDSZOl? With the

ataset, MM-— ¢ 1ps2017
WMVEDL,
DeepLog, LsTM-  Jataset, MM-
' WMVEDL 99.98,

Autoencoder, Bi-
LSTM, GRU-D,
HIiLSTM, GAN,
RNN-AD, and
VAE, models
were trained

DeepLog 95.58,
LSTM-
Autoencoder
96.75, Bi-LSTM
97.31, GRU-D
98.02, HiLSTM
96.37, GAN 97.56,
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Reference Data Sources/ Feature Dimensionality Hyperparameter Model (s) Accuracy Limitations
Configuration selection reduction

RNN-AD 92.43,
and VAE 91.33.
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2.8 Related Datasets Limitations

The emergence of the IoT and the 1o0MT has significantly revolutionised sectors,
including healthcare and manufacturing. These technologies facilitate the instantaneous
acquisition of data, information transmission, and processes regulation across diverse settings.
Nevertheless, with the expansion of 10T and IoMT ecosystems, safeguarding their security has
emerged as a paramount concern, especially through the advancement of IDS. In the field of
IDS, the availability of datasets is most important for the effective training and validation of
security solutions. However, many datasets presently accessible within this domain are
outdated, inadequate, or otherwise inadequate for tackling the evolving challenges associated
with 10T and IoMT security.

In a study [656], the researchers proposed an IDS, and highlighted the opportunities and
solutions in the field of 10T IDS and concluded that many proposed models in the literature
were found to be affected by outdated or imbalanced datasets. In another study [652], the
researchers comprehensively reviewed the publicly available datasets. The researchers stated
that the datasets employed for analysing network packets in commercial applications are not
readily accessible due to privacy concerns. Nonetheless, several publicly accessible datasets,
including DARPA, KDD, NSL-KDD, and ADFA-LD, are extensively utilised as benchmarks
in the field. The researchers compared the existing datasets and highlighted their limitations.
The major limitation was found in the comparison that the following datasets, DARPA 98,
KDDCUP 99, CAIDA, NSL-KDD, ISCX 2012, ADFA-WD, ADFA-LD, and CICIDS2017,
lack any traces of 10T activity [652].

Furthermore, in [657], the researchers stated that many recent studies have been executed
utilising outdated datasets that were not carefully gathered within the context of the 10T, or
they employed datasets that are restricted to network and loT traffic characteristics. The

endeavour to identify an accurate and accessible dataset incorporating diverse traffic categories,
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including network, 10T, and industrial 10T, alongside an array of complex attacks for multi-
classification, coupled with the necessity for a considerable volume of real-world observations,
required us to engage in thorough research.

A systematic literature review on unravelling IDS datasets for enhanced cybersecurity
understanding was conducted in [658]. The researchers stated that the datasets pertaining to
IDS offer a valuable resource for the research community to critically assess and evaluate their
methodologies and models related to detection intrusion. Nevertheless, the assessment of the
proposed detection methodologies utilising outdated datasets may fail to accurately reflect the
efficacy of these methodologies in identifying modern attack vectors, potentially resulting in
incorrect findings.

Datasets constitute the core of IDS research, offering the requisite data to train
ML models in identifying anomalous behaviour. Within the framework of the l1oT and the
IoMT, it is imperative that these datasets accurately encapsulate data, device functionality, and
potential attack scenarios to ensure their efficacy. Nevertheless, many extant datasets have been
impacted by considerable constraints. A wide range of datasets currently in use, including the
KDD Cup 1999 and NSL-KDD, were created for conventional network architectures and have
since become outdated, as they inadequately represent contemporary 10T devices, protocols,
and attack vectors.

The research community highlighted that some available datasets have limitations. They
are either outdated or inadequately represent the comprehensive diversity and magnitude of
contemporary 10T and/or loMT ecosystems. Furthermore, datasets about IoMT must confront
distinct challenges associated with privacy, ethical considerations, and regulatory adherence,

aspects that are currently inadequately represented.
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2.8.1 Related Datasets Comparison

Each dataset fulfils distinct research and study objectives, device types, attack scenarios
and features influenced by the cybersecurity risks, environments, data types, and devices it
encompasses. The heterogeneity inherent in datasets illustrates the wide range of 10T security
challenges, encompassing threats such as malware attacks, mobile attacks, and detecting
anomalies. This section analysis discusses the specific study objectives, device types, attack
scenarios and features related to each dataset, demonstrating their design, distinctive

applications, and current limitations (See Table 2.13).
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Comparison of datasets based on objectives, device types, attack scenarios, features, Dataset instances, publication year, domain types, and

limitations.
Reference Year Dataset Study Device Domain  Attack type Feature Dataset Limitations
name Objective Type numbers instances
[659] 2017  Honeypot Identified WSN Botnet, Outdated: No loT
WSN attacks dictionary, protocol like
bruteforce, MQTT was used.
recon scripts,
launch attack,
individual
attacks
[660] 2018  Botnet Dataset was Profiles: Home Botnet CPU and Outdated: No 10T
generated multimedia memory protocol like
containing centre, usage MQTT was used.
botnet malware surveillance features
camera with
additional
traffic,
surveillance
camera
[655] 2018 N-BaloT Dataset was Simulated Mirai and 115 7,068,606 This dataset
generated to nine loT BASHLITE features mainly focused on
develop Botnet devices. botnet operations.

operation,
including




MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES

173

Reference Year Dataset Study Device Domain  Attack type Feature Dataset Limitations
name Objective Type numbers instances
Mirai and
BASHLITE

[568] 2019 BoT-loT  Dataset was smart Home Botnet 32 73360900 Botnet attacks
generated to fridge, features were simulated;
develop botnet  smart however, other
features and garage door, cybersecurity
detect Botnet ~ weather attacks required

station, different datasets.
smart lights,

and smart

thermostat.

[646] 2020 EHMS Dataset was Electrocardi Health MITM, 32 16 318 The study focused

generated to ogram, Spoofing and features on biometrics

care i
d.evelop' Blood Data alteration Information and
biometric data  Oxygen attacks related to
. attacks X :

Saturation, biometrics
temperature information. This
sensor, dataset mainly
blood focused on
pressure biometrics.

[661] 2020  10T-23 Dataset was Philips Hue Home Malware, 19 280,772,8 The loT-23 was
generated to smart lamp, including Mirai, features 78 extensively
develop botnet an Amazon Torii, gagfyt, engineered to
features and Echo, and a Kenjiro, Okiru, detect botnet
identify Somfy Hakai, IRCBoT, activities, focusing
botnets Hajime, on Mirai and
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Reference Year Dataset Study Device Domain  Attack type Feature Dataset Limitations
name Objective Type numbers instances
smart door Mubhstik, and comparable 10T
lock. hide and seek malware variants.
Botnet
detections
[662] 2020 loT-DDoS Simulated Profiles: Industry  Selective 12 The nature of
distributed Humidity forwarding, features distributed
weather Blackhole, and weather stations is
. and . .
stations to Temperatur flooding attacks more sn_JltabIe for
develop industries.
e data
weather
features
[663] 2020 DAD Dataset was Temperatur  Industry  Duplication, 10 101,583 This dataset is
generated to e Sensors Interception, and features more suitable for
develop cold Modification large data centers
aisle data with examples of
center features data duplication,
and collect interruption, and
features modification at the
data centre level.
[664] 2022  ECU-IoFT Dataset was Drone Home Tello API 10 54,492 The study
generated to and exploit, WPA2-  Features focussed on wi-fi
develop drone small PSK Wi-Fi related attacks.
features and business  cracking, and
identify drone es Wi-Fi
wifi related deauthentication

attacks
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Reference Year Dataset Study Device Domain  Attack type Feature Dataset Limitations
name Objective Type numbers instances
[665] 2024  WID Dataset was IoT device  Industry Re)Assoc, 254 6,526,404  The study focused
generated to Disas, Deauth, features on wi-fi related
develop Wi-Fi Rogue AP, SSh, attacks
related features Kr0ok, Krack,
to identify wi- Botnet, SSDP,
fi related SQL Injection,
intrusions Malware,
Website

spoofing, and
Evil Twin
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Table 2.13 outlines the comparative analysis of datasets, encompassing the year of
publication, objective, device category, domain labelling, attack type, features, dataset
instances, and limitations. The extant literature and presented datasets unequivocally illustrate
that each dataset was designed with a particular research objective, addressing diverse device
categories, features, attack techniques, and environments. Current literature indicates that no
singular dataset adequately addresses all cybersecurity concerns associated with the 1oMT.
This constraint provides a valuable opportunity for creating a comprehensive dataset that
addresses all cybersecurity issues in every domain.

This research investigates the detection of medjacking within the context of the APS.
In current literature, the diversity of datasets, encompassing their scope and scale, depends on
the unique features of the issues they address, the domains from which they originate, and the
objectives of their investigation [666-668]. For instance, Table 2.5 depicts the comparative
examination of datasets, encompassing variations within the datasets, their objectives, device
classifications, domain categories, attack type, the number of features, and the count of
instances that are distinctive. Literature indicates that variations are fundamental, as datasets
are rigorously constructed in accordance with specific objectives, contextual environments, and
resources throughout their research phase, utilising available sources and tools [669-671]. Each
dataset has been designed to tackle a specific problem, with its structure and scale dependent
upon the unique requirements related to that problem or objective. For instance, Table 2.5
illustrates the comparative analysis of various datasets. The datasets in question lack features
and samples that are specific to APS, particularly in relation to medjacking attacks. The
primary objective of this thesis is to develop and examine a proposed hybrid intrusion detection
system for APSs to effectively identify medjacking attacks, with particular emphasis on
minimising brute force, DDoS, MITM, and Trojan attacks. The objective of this study is to

perform an exploratory data analysis aimed at explaining data patterns, thereby offering
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insights into various attack techniques and normal behaviours of the APS context. The APS
dataset is essential for comprehending the phenomenon of medjacking within the context of
APS.

According to current literature, each dataset was designed to meet specific investigation
requirements, and although this specificity is beneficial for focused investigations, it engenders
limitations when dealing with broader challenges in IOMT security. For example, the BoT-10T
dataset [568] primarily concentrated on detecting botnet attacks; however, the growing
importance of other cybersecurity threats requires distinct datasets. The EHMS dataset [646]
concentrated on a biometric dataset encompassing electrocardiogram, blood oxygen saturation,
temperature sensor, and blood pressure biometric metrics, with the primary aim of detecting
MITM, Spoofing, and Data alteration attacks. Another dataset, ECU-IOFT [664],
specified drone-related Wi-Fi attacks intending to detect such intrusions within the drone
systems.  Similarly, the WID dataset associated with Wi-Fi-related attacks
demonstrated various attacks, including Re Assoc, Disas, Deauth, Rogue AP, SSh, Kr00k,
Krack, Botnet, SSDP, SQL Injection, Malware, Website spoofing, and Evil Twin attacks within
the context of the 10T industry field.

The dataset diversity illustrates how the wide range of research objectives limits the
datasets' capacity to generalise across various IoMT contexts. The categories of devices
encompassed within these datasets further exemplify this diversity. The wide range of loMT
devices is remarkably diverse, encompassing a variety of applications from complex medical
gadgets such as APS to industrial sensors and consumer-oriented devices, including cameras.
No existing dataset currently amalgamates data from such a diverse array of devices, thereby
leaving substantial gaps in research endeavours aimed at generalising findings across various
loT categories. The emphasis of each dataset on different attacks highlights the limitation of

identifying a singular dataset that can comprehensively tackle the entirety of loMT security
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threats. Furthermore, these datasets are generated within diverse environments, such as smart
homes, healthcare 10T, industrial 10T, or general-purpose testbeds, thereby constraining their
applicability across various domains.

According to dataset limitations, in [658], the researchers explained that the datasets
associated with detection systems present an important opportunity for the academic
community to rigorously examine and evaluate their methodologies and models concerning the
identification of intrusions. Nonetheless, the evaluation of the proposed detection
methodologies employing antiquated datasets may poorly represent the effectiveness of these
methodologies in determining attacks, thereby potentially leading to incorrect outcomes. A
diverse array of datasets presently employed, such as the KDD Cup 1999 and NSL-KDD, were
originally developed for traditional network architectures and have subsequently become
outdated, as they fail to accurately encapsulate the specifics of modern loMT devices, protocols,

and attacks.

2.9. Research Gap Artificial Pancreas System

In the IoMT scenario, smartwatches and fitness trackers are essential for monitoring heart
rate, oxygen saturation, and glucose levels [11, 62, 63, 67]. Insulin pumps and CGMs are
essential for managing chronic illnesses like diabetes [68-73]. The various implantable devices,
including pacemakers, insulin pumps, and neurostimulators, constantly track and regulate
medical conditions such as cardiac arrhythmias, diabetes, and neurological disorders [62, 74-
77]. Implantable medical devices are physically or surgically inserted into the body, and must
remain inserted [403-405]. Medical devices can assist with cardiac arrhythmia [75], back pain,
diabetes, epilepsy, Parkinson's, and spinal cord diseases. Patients with renal diseases can
use artificial kidneys [403] patients with diabetes use APSs [308].

However, these advancements result in security risks and vulnerabilities compromising

patients' lives, potentially leading to medical complications. The IoMT systems and devices
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are vulnerable to a variety of security challenges, including medjacking [80-82], unauthorised
access [83], data breaches, and manipulation of device functionality [84, 85]. The emergence
of interconnected medical devices, including insulin pumps [81, 82, 86-89], CGM [81, 90-92],
pacemakers [93-98], and infusion pumps [99], has simultaneously targeted for hijacking and
various cyber-attacks as documented in the literature. In a recent investigation [437], the
researchers executed simulations involving eight distinct malware variants, which include
Fuzz20 and Fuzz100, File Manipulation, Information Leakage, as well as synthetic malware 1,
synthetic malware 2, synthetic malware 3, and synthetic malware 4, targeting smart connected
insulin pumps [437].

Many IoMT devices, such as pacemakers and insulin pumps, perform essential life-
preserving functions. These devices may be exploited upon compromise, compromising patient
safety [1-4]. In addition to safety considerations, a considerable concern relates to the possible
depletion of device functionality. For instance, as explained in [183], physical loMT devices
exhibit tampering vulnerability, enabling adversaries to modify operational parameters or
disable them entirely or partially. Attackers may exploit specific firmware vulnerabilities,
thereby facilitating the deployment of ransomware within the loMT device and taking control
of it [183]. Moreover, according to [184], attacks on implantable and wearable devices may be
intentionally designed to deplete the battery life of these devices, consequently presenting a
significant risk to patients who rely on them for monitoring or treatment. The phenomenon of
battery depletion is complexly linked to diverse manifestations of cyberattacks, especially
those instigated by malware breaching a device, which in turn results in excessive
consumption of energy [184].

In 2024, Tandem Diabetes initiated a recall for their t:connect mobile application
specifically developed for Apple iOS devices. The recall is related to a software malfunction

that precipitated the application’s failure, leading to its incessant crashing and subsequent
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relaunching in a continuous loop. This behaviour resulted in an accelerated and significant
depletion of the insulin pump's battery, thereby preventing the risk of an unforeseen pump
shutdown. Interruptions in insulin delivery may precipitate hyperglycemia or diabetic
ketoacidosis, both of which constitute serious medical conditions [161].

From a theoretical perspective, the cessation of pump operation will precipitate an
interruption in the delivery of insulin, which may culminate in an insufficient administration
of this critical hormone. This situation has the potential to precipitate hyperglycemia or, in
more severe cases, diabetic ketoacidosis, a condition that presents considerable life-threatening
risks owing to elevated blood glucose levels and inadequate insulin supply. In a tangible
context, as a consequence of battery depletion, in [162], it has been reported that more than
200 individuals sustained injuries attributable to a technological failure that precipitated an
unforeseen cessation of their insulin pumps. The software anomaly necessitated the recall of
more than 85,000 iterations of a mobile application, identified as t:connect and developed by
Tandem Diabetes Care. The malfunction of this software has elucidated the ramifications of
this failure, revealing that more than 200 individuals afflicted with diabetes sustained injuries.
Cyber-attacks have an increased impact on the operational and financial aspects of
infrastructure, alongside the ethical and social implications. According to [186], the
implications of insufficient security in Internet of loMT healthcare systems encompass the
violation of patient confidentiality resulting from eavesdropping, alongside the complicated
recognition of critical incidents due to the disruption of standard operations of IoMT devices
caused by DoS attacks [186].

The wvulnerabilities associated with medjacking within the IoMT are paramount,
considering their capacity to affect patient safety profoundly [146]. In traditional healthcare
cybersecurity, breaches primarily encompass data theft, during which patient records or

financial information are compromised [174]. However, cyberattacks linked to the loMT may
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transcend the confines of simple data expropriation, potentially disrupting or modifying the
operational integrity of medical devices, thus presenting significant consequences [103]. A
fundamental distinction between hacking within the 10MT and other cybersecurity threats
prevalent in the healthcare sector resides in the direct connection to patients. For example,
medjacking attacks on insulin pumps [81, 82, 86-89] or pacemakers [93-98] may permit
adversaries to alter device functionality, resulting in the delivery of incorrect dosages in
relation to a device's operational functionalities.

Ensuring the greatest possible degree of cyber security for APS devices is essential since
these devices perform a vital role in the management of diabetes and are susceptible to
medjacking. Intrusion detection systems are essential to protecting these devices. In current
literature, researchers have primarily concentrated on different intrusion detection system
techniques designed specifically for loMT devices. Nevertheless, there are still significant gaps
in the existing research. A major obstacle is the absence of extensive datasets tailored to APS
devices. Due to their proprietary nature, these devices pose a challenge for researchers seeking
to obtain the dataset and essential information required for cybersecurity analysis.

In current literature, numerous datasets are impacted by a lack of variety in attack types,
specifically medjacking attacks. The lack of appropriate datasets poses a challenge to the
advancement of efficient IDS. For example, to train ML models for the development of
effective IDS, therefore the appropriate dataset is crucial to have access to develop detection
techniques. The limited availability of actual data poses a significant challenge for researchers
to effectively train and validate these systems.

In the model development, dimensionality reduction techniques, such as PCA, t-SNE,
and UMAP, are employed to preprocess data and reduce the feature space, thereby simplifying
it for classification models. Multiple classification models, including MLP, LSTM, SVM, DT,

and CNN, are utilised to detect intrusions. However, there is a lack of research that specifically
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investigates the effectiveness of different dimensionality reduction strategies, and comparative
analysis with and without dimensionality reduction techniques. A research gap to examine the
impact of with and without dimensionality reduction on the performance of intrusion detection
systems can improve the development of detection systems. Furthermore, there is a lack of

study in determining the most effective hyperparameters for classification models.

2.10 Summary

The literature review in this chapter demonstrated the multifaceted dimensions
encompassing APS, medjacking detection, and defensive methods. A wide range of APS
devices are now accessible in the market for managing diabetes. These devices also provide
ubiquitous strategies for monitoring health conditions. In general, wearable devices have
emerged as a prominent fashion trend in contemporary society. Medical devices are equipped
with a variety of sensors that gather data from the user’s body to perform assigned tasks. The
utilisation of wearable devices in the medical domain has been notably expanding owing to the
instantaneous feedback provided to patients and medical professionals.

Existing wearable devices have demonstrated significant vulnerabilities in terms of
security measures, particularly in the areas of hijacking devices. To prevent APS devices from
being medjacked, it is necessary to implement efficient preventative and defensive mechanisms.
ML applications can identify medjacking, which may help protect APS devices and ensure
precise doses for patients to manage their chronic conditions.

Various cybersecurity applications exist for securing medical devices, but they
primarily rely on basic passwords or keys for access. APS devices are therefore susceptible to
medjacking, and the implementation of Al applications potentially provides significant benefits.
The literature presented in this chapter has demonstrated the successful use of Al applications

in cybersecurity, particularly for the identification of various cyberattacks. Medjacking
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detection provides the best chance of safeguarding patients and producing APS devices. the

following chapter will examine techniques for implementing cybersecurity analysis in the APS.
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Chapter 3. Methodology

This chapter presents the research methodology utilised to investigate the APS
medjacking and develop effective proactive mitigation solution. At the outset, the research
began with a comprehensive examination of current literature on the APS security
vulnerabilities and attack methods to synthesise the medjacking problem, and proactive
solutions to examine the limitations of existing solutions. An APS prototype was developed
using a simulation approach, and security attacks were conducted utilising a modular design to
execute the medjacking security attacks. Subsequently, the dataset, which encompasses normal
and attack activities, was gathered to conduct exploratory data analysis. Ultimately, the
proactive solution to mitigate intrusion was developed through pilot implementations. The
security of APS presents a complex challenge that requires continuous improvement and

constant monitoring. This chapter addresses the methodology to address the research questions:

1. What vulnerabilities and attack methods exist within the Bluetooth and Internet of
Things communication protocols in the APS?

2. What is the outcome on an APS in a simulated attack environment?
a. How can an appropriate dataset be developed to effectively study medjacking
vulnerabilities in APS?
b. What exploratory data analysis technique can be used to explore data patterns of
medjacking methods, including brute force, DDoS, MITM, and Trojan attacks?

3. What machine learning and deep learning techniques as proactive defences techniques
can be used to detect medjacking vulnerabilities in an APS?

4. What dimensionality reduction technique can be performed optimally in the

development of a machine learning model for medjacking detection in the APS?
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a. What differences can be experienced with and without dimensionality reduction
techniques in the development of a machine learning model for medjacking detection

in the APS?

3.1 Overview

The research methodology in this study initiates with examining the existing review.
This phase examines the APS's security vulnerabilities, methods of attack, and proactive
measures to prevent them. This research developed significant research questions and
objectives. These questions serve as a guide for the study, directing this research's focus
towards addressing the identified gaps and developing proactive solutions to mitigate them.

An APS prototype was developed to investigate proactive mitigation of medjacking
threats. A cybersecurity testbed was created to execute the medjacking attacks in a controlled
environment. This testbed accurately simulates real-world conditions and various types of
attacks. A dataset was gathered for the purpose of analysing and developing a proactive defence
technique to mitigate intrusions. This study proposes a hybrid intrusion detection system as a
proactive solution to mitigate medjacking in the APS. An evaluation was conducted on a hybrid
intrusion detection system. These evaluations gauge the efficiency of the implemented
solutions, ensuring that the preventive measure is effective. The evaluations were compiled
and analysed, leading to a comprehensive discussion of the research outcomes. This study's
discussion addresses the effectiveness of the findings and draws comparisons with existing

works in the field of APS medjacking.

3.2 Research Design
Creating an APS prototype, a testbed for cyberattacks, and a proactive mitigation
solution involved extensive and systematic research methodology. This study's research

methodology comprised two primary research parts, each with its own set of sub-
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methodologies. The first part consisted of developing an IoT prototype, establishing a testbed
for security attacks, and collecting a dataset. The second part consisted of creating a proactive
mitigation solution for the APS medjacking (See Figure 3.1).

This research focused on the crucial step of developing a formal research proposal to
solve the research problem including developing an APS prototype and cybersecurity testbed
to collect the dataset. The dataset used for engineering features and developing models using
machine learning and deep learning techniques, were crucial steps for proactive solution
development.

The research proposal included a comprehensive examination of the current art of the
APS development, security vulnerabilities, and attack methods. By examining the current
literature, this research crafted a concise problem statement emphasising the
medjacking concerns present in APS and the imperative need for a robust proactive solution.

Design Science Research methodology was used for a hybrid intrusion detection system
as a proactive mitigation solution. The primary focus was creating and evaluating various
models, including dimensionality reduction methods, to evaluate performance effectively. The
process started with examining the current literature on intrusion detection systems and their
limitations. Developing the models required a series of processes, which were then
implemented in a controlled setting to demonstrate their functionality and effectiveness in

detecting medjacking cases.
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Figure 3.1

Research Methodology Outline.
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Figure 3.1 outlines the research methodology that systematically investigates and develops
medjacking mitigation solutions in this study. The APS prototype and security testbed were
essential to collect the dataset. The design science research process was inherently iterative,
with design, testing, and refinement to consistently enhance the models. The research design

is presented in the following sections.

3.2.1 Prototype and Testbed Development
The APS prototype was simulated using cost-efficient microcontrollers to create a
model within the study’s scope. The development of an APS employing B. Bergman’s minimal

model on a Raspberry Pi B and ESP32-WROOM. The DHB actor was assimilated with the
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Raspberry Pi. The Raspberry Pi is the primary controller, implementing glucose-insulin
dynamics in alignment with the Bergman model. The ESP32-WROOM is a peripheral device
for data acquisition and administering glucose and insulin. The Raspberry Pi subsequently
calculates the requisite insulin dosage and relays directives to the ESP32 to regulate the insulin
administration apparatus. The components of the APS architecture were executed,
encompassing communication protocols, gateways, and networks typically found in both
public and private digital systems. An IoMT device facilitates communication among multiple
devices via diverse gateways within a designated network, and BLE and MQTT
communication protocols were employed in this study. The cybersecurity testbed was
developed using a modular architecture, wherein distinct modules were utilised to execute
specific functions; each module performed a designated task before changing to another
process by employing an alternative module. For brute force attacks, this study used the
Metasploit framework in conjunction with Kali Linux to conduct brute force attacks. For DDoS
attacks, the hping3 tool on the Kali Linux within a virtual machine was used in this study.
Ettercap and a virtual machine were used in this study for the MITM attack. Metasploit and
virtual machines were used in a controlled environment for trojan attacks.

The development of the APS prototype and testbed serves as a significant milestone in
the endeavour to devise a solution to mitigate the phenomenon of medjacking. The prototyping
of APS facilitated the evaluation of the proof of concept for mitigating medjacking, thereby
assessing its effectiveness and demonstrating potential security vulnerabilities that may emerge.
This empirical evidence of the concept served as proof of concept the functionality and

potential of the solution, as well as its limitations.

3.2.2 Design Science Research
This study examines medjacking attacks on 10MT devices, specifically APS devices,

emphasising the need to use protocols such as MQTT and BLE for accurately modelling real-
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world medjacking attack situations. BLE and MQTT have extensively utilised protocols in
IoMT because of their unique benefits for interconnected 10MT devices. Subsequently, the
formulation of an H-IDS utilised design science research methodology to demonstrate proof of
concept. During the Design and Development phase, the foundational system architecture,
various models, and algorithms were used in this study as a modular approach. The
Development of H-IDS involved the preprocessing of raw data for analytical purposes; in this
process, Minmaxscaling served to normalise numerical data, while label encoding facilitated
the preparation of categorical data for ML models. Feature selection techniques were used to
identify optimal features, including Correlation coefficient, VVariance threshold, and Recursive
Feature Elimination with Cross-Validation (RFEC) techniques to optimise models and
processing.

Dimensional reduction techniques effectively minimise the number of dimensions
within a dataset while preserving a maximal amount of pertinent information. Dimensional
reduction techniques, including PCA, t-SNE, and UMAP, were utilised and compared for
medjacking detection. Two models were designed: the anomaly-based model using an
autoencoder and another signature-based model using MLP, SVM, DT, and XGBoost
classifiers to identify instances of medjacking in the APS. Hyperparameter tuning technique
applied to optimise each model. Dimensional reduction techniques. Essential performance
indicators were computed for anomaly detection, including training accuracy, validation
accuracy, training loss, and validation loss. The quantitative evaluation entails an assessment
of the accuracy of signature detection models, with particular emphasis on metrics such as

accuracy, precision, recall, and the F1 score.

3.3 Research Approach
The research design for the APS medjacking encompassed various essential elements

that provided comprehensive and practical answers for medjacking mitigation solutions in the
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APS. This research implemented a simulated APS prototype, a cybersecurity testbed, to
examine four distinct categories of medjacking, including MITM, DDoS, Trojan, and brute
force attacks. These four categories of attacks are not merely pertinent to conceivable
medjacking situations; they also represent dynamic fields of enquiry within the field of
cybersecurity. Subsequently, this study has developed H-IDS using ML and DL models and
algorithms or techniques. The models include autoencoder, MLP, SVM, DT and XGBoost. The
algorithms or techniques include MinmaxScalar, LabelEncoder, Variance threshold,
Correlation coefficient, RFEC, PCA, t-SNE, and UMAP.

This research examined the current literature on state-of-the-art vulnerabilities and
attack methods in the APS (See Sections 2.3, 2.4, 2.5 and 2.6). The prototype of the APS was
constructed via a simulation technique, using a microcontroller-based framework to
develop APS conditions and data streams. This simulation facilitated the modelling of APS
device functionalities, thereby establishing a controlled environment for examining diverse
medjacking attacks through a modular design architecture, ultimately leading to the
development of a hybrid intrusion detection system. Through the simulation of targeted attack
scenarios alongside typical usage patterns, the prototype established an exhaustive structure for
assessing the effectiveness of the H-1DS in identifying medjacking threats. The study design
included a range of quantitative approaches; further detail of the rationale for the quantitative
approach is provided in Section 3.3.2. A detailed literature analysis was performed to examine
security vulnerabilities and their accompanying solutions systematically. The synthesised
literature was used to develop a detection system specifically to detect medjacking instances in
the APS. Exploratory data analysis was used to detect relationships within one another's data
features. In the context of exploratory data analysis, the Pearson correlation coefficient was
utilised to explain the raw data in a more comprehensible manner, with a particular emphasis

on discerning correlations between patterns, and these patterns can be prospective indicators
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of intrusion detection. Through the computation of Pearson correlation coefficients among the
variables, key characteristics exhibiting substantial relationships were identified, which may
function as preliminary indicators for detecting anomalies. Collectively, the interpreting raw
data approach has established a consistent structure for interpreting unprocessed data. This
preliminary analysis of raw data proves useful for advancing intrusion detection, wherein
advanced techniques can be used to develop an effective detection system.

The evaluation of the H-1DS involved a thorough analysis utilising descriptive statistics,
including measures such as mean score, accuracy, precision, recall, and F1 score. This study
aims to provide potential and practical insights into the medjacking of APS devices using
quantitative approaches in a well-structured research methodology discussed in the following

subsections.

3.3.1 Rationale for Simulation Approach

The simulation proved indispensable in medjacking, as it provided a controlled and
secure environment to develop the mitigation solution and assess the effectiveness of the
developed mitigation solution, such as detection systems, against reasonable, high-risk attack
scenarios, all while limiting the direct involvement of proprietary devices and actual patients.

Some key rationales were carefully considered as follows.

e Issues Pertaining to Patient Safety: Patient safety assumes the utmost significance in
healthcare and medical devices. Medical devices frequently interact directly with
patients; thus, any cybersecurity evaluations conducted on these devices within a
practical environment entail a risk of malfunction, data breach, or device error, which
could potentially cause direct harm to patients. As a result, this research emphasised
the implementation of simulated APS to develop the medjacking mitigation solution

while safeguarding against any negative outcomes on patient health or safety.
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Limitations of Proprietary Devices: Proprietary medical devices pose considerable
obstacles for researchers. For instance, proprietary constraints prevent researchers from
accessing the internal mechanisms of devices, thereby complicating the conduct of
research experiments. This investigation consequently selected a simulated
environment that simulates APS functionalities and prospective vulnerabilities.
Ethical and Regulatory Obstacles: Undertaking security research on proprietary
devices within medical device environments or involving actual patients would require
comprehensive ethical approvals and strict regulatory regulations. Ethics committees
and regulatory boards necessitate thorough documentation, meticulous risk assessments,
and robust patient protection protocols. Proprietary devices and the processes for
obtaining real patient approval frequently entail significant time-based investment and
may extend over an indeterminate duration, possibly extending for years. Consequently,
proprietary devices and real patient choice fell outside this investigation's limits.
Through the adoption of simulation methodologies, the investigation could execute
comprehensive cybersecurity assessments without proprietary devices and actual
patient involvement.

Controlled Environment: Simulated environments provide a systematically
controlled testing space wherein particular cybersecurity attack conditions can be
replicated within a limited time frame, thereby facilitating the optimisation of intrusion
detection performance. In practical scenarios, the continuous replication of attacks and
their methods on a proprietary device is often difficult owing to considerations of device
accessibility, associated risk factors, or operational limitations. Using simulation, the
research was able to execute comprehensive testing across numerous iterations of

MITM, DDoS, Trojan, and brute force attacks.
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3.3.2 Rationale for Quantitative Approach

This research has developed an H-IDS that utilises ML, incorporating different
techniques in preprocessing, feature selection, dimensionality reduction, and model
development, all situated within a quantitative structure. The justification for selecting the
quantitative approach is based upon being in line with the study's aims of obtaining
quantifiable, data-informed insights regarding the effectiveness and precision of intrusion
detection mechanisms. Using quantitative techniques, the investigation could systematically
assess and refine various models and algorithms based on exacting metrics, including accuracy,
precision, recall, and false-positive rates.

Furthermore, the quantitative approach enabled this study to rigorous comparisons
across diverse configurations, encompassing the influence of preprocessing techniques, the
effectiveness of dimensionality reduction techniques such as PCA, t-SNE, and UMAP, as well
as the performance metrics of several ML models (e.g., autoencoder, MLP, DT, SVM, and
XGBoost). This selection allows qualitatively rigorous analyses and improves the models, as
the models and algorithms can be evaluated on uniform, quantifiable criteria. By demonstrating
quantitative metrics, the research might effectively illustrate the effectiveness of the H-IDS,

explaining how techniques can improve detection rates.

3.3.3 Artificial Pancreas System Prototype

The prototype of the APS was built through a simulation methodology, using a
microcontroller-centric framework to establish APS conditions and data streams. This
simulation approach using microcontrollers enabled the modelling of APS device
functionalities, including insulin pump and CGM sensor. This research used cost and time-
efficient microcontrollers to develop an APS prototype in this study for various reasons, such
as patient safety, limitations of proprietary devices, ethical and regulatory obstacles, and a

controlled environment. All these reasons are discussed in section 3.3.1 Rationale for



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 194

Simulation Approach. This simulation enabled the modelling of APS device functionalities,
thereby creating a controlled environment for the investigation of various medjacking attacks
through a modular design architecture, ultimately resulting in the development of a hybrid
intrusion detection system. APS prototyping led to the testing of the proof of concept for
medjacking mitigation, assessing its effectiveness, and uncovering any security concerns that
may arise. This concrete evidence of the concept contributed to demonstrating the functionality
and potential of the solution and its limitations. A list of tools, including software and hardware,

that were chosen for APS prototype development is presented in Table 3.1.

Table 3.1

List of Tools Used to Developed the Artificial Pancreas System Prototype.

Item

Purpose

Raspberry Pi

DBH and MQTT protocol (MQTTRoute)

ESP32-WROOM microcontrollers

Design insulin pump and CGM sensor

Core (TM) i5-10500T CPU 2.30
GHz 2.30 GHz, 16.0 GB RAM

Configure different virtual machines, write codes,
monitor the prototype as a dashboard, capture data
and perform analysis

Laptops Intel(R) Core (TM) i7-
10870H CPU 2.20 GHz 2.21 GHz,
16.0 GB RAM

Configure different virtual machines, write codes,
monitor the prototype as a dashboard, capture data
and perform analysis

nRF52840 Dongle USB

Bluetooth sniffer

Operating Systems

Windows 10, Ubuntu, and Kali Linux

Arduino IDE

Codes editor

Wireshark

Packet analyser

Portable solid-state drive and USB

Store data

Smartphone

Run different Bluetooth sniffer codes

Jupyter Notebook

Write code

PyCharm

Write python code
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This research utilises simulation approaches to develop an APS prototype. The reason
for conducting a simulation approach for cybersecurity examination is that the available
information for module development of diabetes glycaemic control mostly emphasises
functionality rather than cybersecurity performance assessments or defensive mechanism
validations. The Raspberry Pi and ESP32-WROOM microcontrollers were selected for
developing the APS prototype based on their performance, economic viability, and appropriate
applicability to 10T and Io0MT ecosystems. According to [672], the researchers stated that the
ESP32 is a low-power consumption and cost-effective cost microcontroller. The ESP32
incorporated dual-mode Bluetooth and Wi-Fi capabilities. In another study [673], the
researcher used the Raspberry Pi and ESP32-WROOM microcontroller to develop an 10T-
based monitoring system, due to its cost-effectiveness and efficiency, alongside its Bluetooth
and Wi-Fi functionalities. The research community widely uses these microcontrollers to
propose and assess innovative advancements in the field. For instance, a real-time human
activity recognition system was introduced in [674], employing Raspberry Pi and ESP32-
WROOM microcontrollers, attributed to their cost-effectiveness, reliability, and integrated
Bluetooth and Wi-Fi functionalities [674].

In this research, the simulation method was utilised to develop the APS prototype’s
simulated insulin pump and CGM sensor using an off-the-shelf ESP32-WROOM
microcontroller board for connection with the diabetes glycaemic control modules. A diabetic
human body (DHB) actor was designed using the Raspberry Pi B. A CGM sensor and an insulin
pump were designed using an ESP32-WROOM microcontroller. Figure 3.2 depicts a flowchart
of the APS prototype development.

The development of an APS utilising B. Bergman’s minimal model on a Raspberry Pi
B and ESP32-WROOM. The DHB actor was integrated with the Raspberry Pi. The Raspberry

Pi is the principal controller, executing glucose-insulin dynamics following the Bergman model.
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The ESP32-WROOM is a peripheral device for data acquisition and glucose and insulin
administration. The Raspberry Pi subsequently computes the required insulin rate and transmits
commands to the ESP32 to modulate the insulin delivery devices. In this study, a Bluetooth
sniffer served as a passive tool rather than being involved in executing attacks like MITM,
DDoS, brute force, and trojan attacks. However, when utilised with additional tools such as

Metasploit, hping3, Ettercap, or Nmap, a Bluetooth sniffer can facilitate testing attempts

passively but not actively.

Figure 3.2

A Block Diagram of Overall Processes for Developing the Artificial Pancreas System
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This prototype development enabled the research to circumvent the need for patient
participation while conducting various tests, including a cybersecurity exploratory study. The
simulation approach to developing an APS prototype enabled the collection of a dataset and
development of a medjacking detection approach. Section 2.4 discusses the APS's security
vulnerabilities. A crucial security weakness is medjacking [81, 89, 199]. Security research on
APS devices, for instance, medjacking detection, is limited due to patient safety, limitations of
proprietary devices, ethical and regulatory obstacles, and a controlled environment. All these
reasons are discussed in section 3.3.1 Rationale for Simulation Approach. The development of
the APS prototype was extremely important in validating the concept, gathering data,
investigating medjacking and its solutions, and enhancing the mitigation solution through
testing. This study presented a proof of concept, demonstrating the importance of providing a

cost and time-efficient solution.

3.3.3.1 APS Prototype Architectural Components

The APS architecture components refer to communication protocols, gateways, and
networks to enable loMT communication. Fundamental communication protocols, including
Bluetooth Low Energy (BLE) and MQTT, are imperative for secure and efficient data
transmission between wearable glucose monitors and insulin pumps. The prototype employs
gateway devices, such as the Raspberry Pi B and ESP32-WROOM, to facilitate data
transmission between sensors and control units. Networking devices, including routers and
switches, facilitate robust communication within local networks, ensuring continuous and
smooth data flow. An IoMT device establishes communication between several other devices
through various gateways inside a specific network. To select a dedicated communication
protocol, it is crucial to consider many elements, such as network architecture, gateway
configuration, and intended application. BLE and MQTT are communication protocols used in

IoOMT devices. To achieve client and server communication, many additional tools and
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software packages, including pre-existing programming libraries, were required to implement
communication protocols.

This study used the MQTT broker and MQTT clients for a simulated APS prototype.
An open-source framework, Mosquitto MQTT broker and ESP-MQTT was used for loMT
communication. An open-source cloud server, Eclipse Ditto, was configured and deployed for

the APS prototype’s simulated insulin pump and CGM sensor (See Figure 3.3).

Figure 3.3
A Block Diagram of Overall Processes for Implementing the Cloud Within the Message

Queuing Telemetry Transport Protocol.
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Figure 3.3 depicts the MQTT communication protocol’s use in the APS ’prototype’s

cloud service solution. The APS prototype involved a rigorously developed combination of
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architectural elements and protocols to enable real-time, dependable communication among
devices. Each component fulfils an essential function and has been selected in accordance with
the technical specifications important to the functionality of APS. Initially, fundamental
communication protocols, BLE and MQTT, were utilised to enable data transmission among
devices. BLE was essential owing to its minimal power consumption, rendering it particularly
suitable for wearable devices such as CGMs and insulin pumps. Concurrently, MQTT, a
lightweight publish-subscribe messaging protocol, facilitates efficient and reliable data
transmission.

The gateway devices, namely the Raspberry Pi B and ESP32-WROOM, were a pivotal
function within the APS by facilitating dependable, low-latency data processing and
communication. The Raspberry Pi B operates as the principal processing unit, proficient in
executing intricate computations important to insulin dosage computations while maintaining
connectivity with cloud servers. The ESP32-WROOM is provided with Wi-Fi and Bluetooth
Low Energy functionalities, interfaces wearable devices, and a central control unit. It
continually transmits data from CGM and insulin devices. Networking devices such as routers
and switches were fundamental to establishing a stable local network that interconnects all
components of the APS. These devices facilitate smooth interaction among each component,
and the network infrastructure facilitates the real-time operation of the APS.

The rationale for the Utilisation of BLE and MQTT in the APS Prototype was that these
protocols were strategically selected to fulfil essential requirements related to minimal power
consumption, smooth data transmission, and reliable device communication, each of which
was essential for the effective development of loMT eco-system. The role and function of BLE
within the APS prototype is that BLE serves as an interface for communication between
wearable devices, including CGM and insulin pump. The MQTT protocol is a de facto loT

protocol. Within the APS prototype, MQTT functions as the fundamental framework for
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facilitating data interchange between wearable devices and the cloud infrastructure, as
exemplified by Eclipse Ditto. This protocol facilitates asynchronous communication, enabling
devices to transmit data.

The APS prototype's foundational operations and normal activities have been
effectively executed at this stage. Completing this stage assisted the researcher in moving to
the subsequent stage: the security testbed. The importance of achieving this stage lies in its
essential function in formulating a comprehensive medjacking mitigation strategy for the APS.
Specifically, it facilitated the formulation of an H-IDS, enabling it to differentiate between

normal and attack patterns; the development of an H-IDS is discussed in Section 3.6.

3.3.4 Cybersecurity Testbed

To demonstrate medjacking attacks, this stage involved developing a cybersecurity
testbed comprising a range of virtual machines, operating systems, and programming libraries.
The testbed included virtual machines running on both laptop and desktop computers using a
diverse selection of operating systems such as Microsoft Windows, Ubuntu, and Kali Linux.
These systems are equipped with powerful programming libraries that enable the execution of
various security attacks. The list of tools used to design the cybersecurity testbed is presented
in Table 3.2. A wide range of tools, software, and programming libraries were employed to
create a highly customised infrastructure to ensure the preservation and integrity of all
attributes without damaging any APS component. Data were collected during preliminary
short-term testing and the execution of various infiltrations on active APS prototype’s

subsystems insulin pump and CGM sensor.
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Table 3.2
The List of Security Attacks Involved in the Development of a Security Testbed to Infiltrate

the Artificial Pancreas System Components.

Attacks Tools Infiltration

MITM Ettercap Interrupting communication between APS
components and a server. Connecting an
attacker’s internet protocol (IP) address
with the IP address of the APS components

DDoS hping3 Sending multiple synchronise packets to the
server and APS components
Trojan Metasploit framework  Sending script backdoor using Metasploit
and Curl framework and Curl tools
Brute force Metasploit, Nmap and  Using MQTT-PWN framework
SSH

The different security attacks and corresponding programming libraries presented in
Table 3.2 are publicly available as open source to exemplify the security attacks. The tools
chosen for the cybersecurity testbed, Ettercap, hping3, Metasploit Framework, Nmap, SSH,
and Curl, were selected following their operational capabilities, adaptability, and relevance to
the study's aims. The research community uses open-source tools due to cost-efficient, ethical,
and privacy concerns. In [675], the researchers used Ettercap to conduct MITM attacks. In
[676], the researchers used the hping3 tool to execute DDoS attacks. In [677], the researchers
used the Metasploit framework and Curl to execute Trojan attacks. In [678], the researchers
used Metasploit, Nmap, and SSH tools to execute brute force attacks. A series of controlled
infiltration strategies were conducted with the APS prototype over various time durations. The

cybersecurity testbed developed in this study is illustrated in Figure 3.4.
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Figure 3.4

A Block Diagram of the Cybersecurity Testbed’s Development.
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The cybersecurity testbed in Figure 3.4 encompasses several security threats such as

brute force, DDoS, MITM, and trojan attacks. The cybersecurity testbed enabled the collection

of medjacking attack data to perform the comparison of normal activities and attack activities.

The study involved obtaining an attack dataset for quantitative analysis and developing a

detection strategy for medjacking attacks. The purpose was to assess the reliability of these

systems in detecting active attacks and evaluate the overall effectiveness of the built

cybersecurity testbed.

3.3.5 Cybersecurity Testbed Limitations

A cybersecurity testbed constitutes an experimental framework designed to replicate

real-world environments for the purpose of evaluating and demonstrating security measures,
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algorithms, techniques, and frameworks [598, 679-686]. A cybersecurity testbed can be utilised
across various domains, such as vehicular networks [687]. The researcher stated that testbeds
are essential in the security assessment of in-vehicle computing systems, and that the execution
of effective testing techniques is crucial for the successful evaluation of the security of these
systems. Knowledge of various testing techniques can prove advantageous in selecting and
implementing the most effective technique for achieving optimal outcomes. Aside from the
testbed, the researcher stated that the real-world testing configuration could possibly cause
circumstances that may compromise the safety of both the vehicle and the testers [687].
Another example is in the domain of industry control; testbeds offer a systematically controlled
environment wherein researchers can replicate real-world conditions and examine the
responses of components to cyberattacks [679, 680]. Cybersecurity testbeds present numerous
benefits, including facilitating a controlled setting wherein researchers can replicate particular
attack scenarios [686]. Moreover, testbeds can be customised to incorporate particular
hardware, protocols, and attack vectors relevant to the research [687]. Despite these advantages,
testbeds encounter obstacles, especially an absence of comprehensive applicability compared
to real-world settings.

This study used a simulated dataset; however, a significant limitation lies in the inability
to compare it with a real-world dataset utilising the proposed H-IDS. Theoretical datasets are
fundamental for comprehending the operational processes of IoOMT devices and security attacks
and developing ML models aimed at intrusion detection or advancement of any algorithm or
technique. Datasets provide high reliability by explaining normal and attack patterns, supported
by a variety encompassing an extensive range of scenarios, including rare or unexpected
circumstances. Nevertheless, real-world datasets present considerable challenges, including
privacy and ethical considerations; these issues are discussed in Section 3.3.1. Testbeds tackle

ethical decisions as they do not utilise actual patient and proprietary devices, whereas real-
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world datasets necessitate rigours and adherence to privacy and safety regulations. Testbeds
facilitated the execution of replicable experiments; however, real-world datasets are dependent
upon dynamic occurrences, rendering them inherently non-replicable.

The testbed developed in this research possesses certain limitations. A significant
limitation lies in its comparisons with real-world datasets, as the testbed functions within a
controlled environment and is limited to account for the investigation of real-world attack
scenarios. The investigation of real-world attack causes, and the complications associated with
actual patients is limited in this study. The comparison of cybersecurity testbeds and real-world
datasets illustrates the inherent trade-offs between control and realism, which are important for
advancing loMT security research. The constraints inherent in the testbed emphasise the
necessity for additional investigation and comprehensive testing within more real-world
scenarios. Tackling these limitations may enhance the resilience and scalability of loMT
systems, thereby facilitating the advancement of secure and dependable healthcare

technologies.

3.4 Data Collection

The existing datasets found in the literature are not suitable for this study due to several
reasons. First and foremost, there is a discrepancy between the objectives of this study and
those of other existing studies in the literature. The available datasets did not perfectly align
with the specific objectives of this study, lacking features, types of devices, or attack scenarios
such as medjacking in the APS. Furthermore, these datasets cannot be customized, which
restricts their adaptation to align with the current research objectives. Additionally, many
datasets have a narrow scope in terms of attack scenarios and may not cover advanced or
innovative medjacking techniques intended to be investigated in this study. Consequently, data

collection will be performed through APS simulations.
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In this study, the data collection unit was created to gather and store data. Several steps
were executed to ensure the collection of data. In the event of any errors, troubleshooting was
conducted to resolve the issues. Troubleshooting was conducted in response to errors or
technological faults that arose during the execution of various tools and programming codes.
In this study, the primary objective was to collect a dataset of normal and attack activities to
forecast and assess intrusions.

The utilisation of TCPDump, Wireshark, and TShark was vital for collecting the dataset,
as each tool offers unique functionalities that, when combined, facilitate comprehensive and
effective data acquisition, processing, and analysis. The combined use of TCPDump and
Wireshark is vital for collecting and analysing various features, especially within cybersecurity
research and intrusion detection systems. Although TCPDump is primarily used to capture
packets effectively, Wireshark offers advanced features for comprehensive packet analysis and
feature extraction. The complementary application of these tools significantly enhances the
dataset collection and feature extraction for ML models. TCPDump constitutes a command-
line utility used for capturing packets. In contrast to graphical user interface-based tools,
TCPDump functions with remarkable effectiveness, enabling data gathering in resource-
limited contexts, such as loMT devices. TShark tool is the command-line version of Wireshark
and is vital for automating extensive analysis. Wireshark and TShark facilitate scriptable packet
processing, thereby enabling researchers to collect datasets and extract essential features for
intrusion detection.

The packet-based attributes were extracted from the packet capture data and
transformed into the (CSV) file format. The dataset encompassed both incoming and outgoing
traffic, along with a variety of normal and attack packets. Data packets were collected using
several programmes including tcpdump, Wireshark, and Tshark. The tcpdump software was

employed via the command line interface, whereby a server (Syslog) was established to store
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the traffic recorded by tcpdump. The data characteristics were remotely accessed via the SSH
protocol. The utilisation of Tshark tools facilitated the extraction of further characteristics that
may not be obtained via the use of Wireshark. Tshark packet analyser and Wireshark was used

through a command-line interface.

3.5 Data Analysis Procedures

Cybersecurity became a dynamic field where new cyber threats constantly emerged.
EDA technique enabled constant enhancement via insights into data patterns and revealed new
trends in attack patterns. EDA provided a fundamental grasp of data characteristics, enabled
signature and anomaly detection, and enhanced predictive models. In this study, all packets
were captured, processed, and labelled to conduct EDA. The normal and anomalous packets
were analysed and compared to understand data patterns. Different packets fluctuated from
each other; thereby, to understand these patterns, the Pearson correlation coefficient was
applied to precisely visualise and understand the normal and anomalous patterns of the paired
packets or signals and dependencies.

The similarity of correlated signals was measured between two paired signals, and
numeric correlation was identified to visualise signals generated by the APS subsystems. The
primary objective for identifying the correlation between paired variables and linear numeric
signals was to understand how closely paired attributes have a reciprocal relation.

Different subsystem packets performed different tasks within the connected subsystems,
and some packets indicated correlation and dependence on another signal. A statistical
relationship between some data packets was perceived as positive or negative correlations with
paired packets. The correlation of paired packets represented the absolute dependencies of
packets. For example, if signal one (i.e., the TCP connection synchronisation) was active, then
signal two (i.e., the TCP connection synchronisation acknowledgement) was also active in

response. As a result, a correlation analysis was most significant in this study, as it identified
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the relationship and dependencies of paired packets. The major direction of this EDA led to
identifying linear dependencies and parameters to develop an automated technique to detect

anomalies. Figure 3.5 shows the EDA approach used in this study.

Figure 3.5

The Exploratory Data Analysis Approach for the Current Study.
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As visualised in Figure 3.5, the EDA approach consisted of correlation analysis and
cross validation. Different signal correlations were identified, and heatmaps were created to
visualise the dependencies of each linear numeric signal. Some key features (i.e., packets) were
identified as having a strong correlation with each other. Trends were also identified, such as
different attack correlation dependencies in the same set of signals that changed a lot, and many
signals gave different correlation coefficient values in different types of attacks.

In data science, a heatmap is a graphical depiction of data wherein discrete values
summarised within a matrix or tabular format are illustrated through a collection of colour
gradients. Heatmap is a two-dimensional visualisation mechanism used to represent the scale
of data values across dual axes, with colour gradients denoting the intensity or distribution.
Heatmaps are commonly used to discern patterns, correlations, and anomalies within datasets,
rendering them an invaluable approach for EDA [688-694]. For example, the researchers in

[695] stated that heatmap visualisations utilise colour-coded scales to denote data values.
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Heatmaps serve as a valuable tool for visualising the distribution of different features related
to ransomware samples, thereby assisting analysts in identifying clusters or anomalies within
the dataset [695]. In another study [696], the researchers stated that visualisation tools,
including heatmaps and graphs, can assist analysts in comprehending the interconnections
among various events and their implications for essential resources. Visualisation approaches
can also explain which infrastructure assets are prone to increased vulnerabilities or how
cybersecurity risks change in accordance with the present organisational context [696].

In a heatmap representation, the numerical values are encoded within colour blocks,
wherein variations in intensity signify quantitative differences in expression levels, thereby
providing a clear representation [697]. The researchers proposed a heatmap-based DL model
for the classification of network attacks and demonstrated that heatmaps enable the
understanding of complex data sets by offering a visually engaging and logical approach,
thereby rendering them a valuable tool for the visualisation and analysis of data [697].

A correlation study of normal and security attack patterns requires multiple phases.
First, the researcher determines system specifications and interactions with other devices and
network infrastructure, and then they study specific security attacks. Next, the researcher
collects data from normal and security-related events. Subsequently, data must be processed
for labelling to maintain the standardisation of both normal and attack data packets. In
correlation analysis, statistics are used to investigate the link between normal behaviour and
security attack instances. Correlation results must then be interpreted to gain actionable insights
and detect potential compromise indications.

The interrelationship among data attributes is significant in the feature selection process
for ML models [698-700]. The feature selection process seeks to identify the most appropriate
feature for the training of ML models, thereby enhancing performance [701]. Correlation, a

statistical metric denoting the interrelationship between two variables, could appear as either
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positive (indicating a direct relationship) or negative (which indicates a reverse relationship)
[702]. The correlation method allows the formulation of effective choices about the retention

or elimination of specific features in ML models [703].

3.6 Proposed Hybrid Intrusion Detection System

An Automated Cyber Defence (ACD) technique using ML and DL models was
proposed for the H-IDS. The implementation of ACD strategies in the APS prototype’s
simulated insulin pump and CGM sensor offered an autonomous and efficient approach to
detecting medjacking. ML and DL techniques use both anomaly and signature detection
approaches that enhance the effectiveness of medjacking detection. In the field of cybersecurity,
the term anomaly refers to the process of deviating from a data point, event, or action that
diverges from the established norm to identify unusual patterns, such as new attacks. The
anomaly detection method entails the employment of a model that detects new patterns through
deviations from established typical patterns.

Models utilised in signature detection are designed to detect established patterns that
are linked to various types of attacks. Although signature detection methods are successful in
recognising known attacks, they may be limited when detecting unknown attacks that do not
correspond to any existing attack signatures. Consequently, the utilisation of anomaly detection
methods serves as a valuable complement to this strategy since it enables the identification of
previously undetected attacks. The dataset utilised in the proposed H-IDS consisted of a varied
collection of labelled instances depicting normal and attack activities. This dataset has been
divided into training, validation, and test sets to aid in model training and evaluation. The
dataset consisted of both normal and attack packets. Each data packet in the dataset consisted
of varied characteristics, including packet sizes, timestamps, and extra metadata offering

detailed information about the events.
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3.6.1 Hybrid Intrusion Detection System Development Requirements

The development of the H-IDS employed the tools, models, libraries, and algorithms
detailed in Table 3.3 below. The H-IDS was founded on open-source libraries and tools and
comprised three distinct components: data preprocessing, feature engineering, and the
detection engine. Open-source models, libraries, and algorithms helped reduce time and costs.
Development was accelerated by focusing on experimentation and innovation rather than
developing libraries and tools. Additionally, open-source initiatives frequently excel due to
extensive and engaged communities of developers, researchers, and industries that offer novel
solutions to various problems. Researchers can use this combined knowledge to solve problems,
share ideas, and improve detection system development. The accountability found in open-
source resources helps build trust among researchers. Open-source models and algorithms
enable time- and cost-efficient rapid development, in-depth analysis, validation, and
personalisation, which enhances trust in the models’ dependability and safety. Furthermore,
detection system development can be customised with specific research goals using open-
source models, libraries, and algorithms. Having the ability to personalise models allows for
testing different detection classifiers, algorithms, setups, and features to identify optimal

outcomes.

Table 3.3
Rationale Requirements of the Hybrid Intrusion Detection System using Machine Learning
and Deep Learning Models with Feature Engineering algorithms, Tools, Libraries, and

Models.

Component Algorithms Tools, libraries, Description
models

Backend application  Jupyter Notebook, Python3, The backend handled data
NumPy, pandas, Seaborn, processing, logic, and responses
imblearn, Matplotlib, scikit- with datasets, external services, and
the front-end interface
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Component

Algorithms Tools, libraries,

models

Description

learn, FCBF, TensorFlow, and

Ploty

Data preprocessing

MinmaxScalar

Transformed numerical features into
0 to 1 to obtain numerical stability

LabelEncoder

Transformed categorical data into
numerical labels

Drop not a number (NaN)

Dropped NaN

Feature selection

Variance threshold

Removed features with low variance

RFECV

Identified and selected relevant
features using cross-validation to
minimise overfitting

Correlation coefficient

Identified key features using
correlation measurement

Dimensionality
reduction

PCA

Reduced high-dimensional data
while maintaining important
information for linear features

t-SNE

Reduced high-dimensional data into
3D while maintaining important
information for non-linear features

UMAP

Reduced high-dimensional data into
3D while maintaining important
information for non-linear features

Detection engine

Signature based

Identified known attack patterns
using supervised ML techniques

Anomaly based

Identified unknown attacks using
DL and an autoencoder. The Mean
Squared Error (MSE) loss function
was used in the autoencoder to
measure the differences between the
original input and the remodelled
output

Open-source libraries and tools were essential to developing H-IDS with Python3 in

Jupyter Notebook. The NumPy library is a crucial tool for scientific computing, as it offers
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essential features for handling extensive arrays and important mathematical operations needed
for data processing in the H-IDS. The pandas library enhances NumPy with robust data
structures and operations designed for data processing and analysis. For example, NumPy was
imported to manage multi-dimensional arrays and perform mathematical operations for data
preprocessing. The pandas library was imported and utilised for many data-related tasks,
including data cleansing, exploring, transforming, summarising, handling, structuring,
visualising, and integrating with NumPy and other libraries.

Data preprocessing involves shaping raw data into processed data, which includes tasks
such as cleaning and improving data. Handling missing values, deleting duplicates, scaling
numerical features, encoding categorical data, and balancing the dataset by over-sampling
minority classes or under-sampling majority classes was especially important for intrusion
detection. Two feature engineering methods were performed. First, key features were selected,
and dimensionality reduction algorithms were applied to reduce high dimensions into lower
dimensions to capture relevant information. The feature engineering process improved the
distinguishability of normal and anomalous patterns. Second, a detection engine was
implemented, which involved ML and DL models also known as classifiers for both signature
and anomaly detections.

The scikit-learn package was imported and utilised for the implementation of ML and
DL models to develop H-IDS, including dimensionality reduction algorithms. Furthermore,
TensorFlow was utilised to implement the DL autoencoder. Utilising libraries such as Seaborn
and Matplotlib greatly enhances data visualisation. Seaborn, which is based on Matplotlib,
provides a user-friendly way to generate attractive statistical visuals that effectively present
data patterns related to intrusion detection. Moreover, Matplotlib offers a wide range of tools
for creating both static and interactive visualisations. These open-source libraries and tools can

be used to develop intrusion detection systems with Python and Jupyter Notebook. By utilising
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these components, developers can preprocess data, create ML and DL models, present results
visually, and implement scalable solutions to efficiently identify and address security

vulnerabilities.

3.6.1.1 Justification of Open-Source Tools

Open-source libraries are extensively utilised in research studies for advancing
cybersecurity and various scientific research, attributable to their inherent flexibility,
accessibility, and robust community support. The accessibility and cost-effectiveness of open-
source libraries represent one of the principal justifications for their utilisation. Open-source
libraries are readily accessible, thereby minimising the necessity for costly proprietary software.
In the current literature, the research community uses open-source libraries [565, 704-712].
The use of open-source libraries facilitates the development of high-quality research for the
scholarly community operating under constrained financial resources, thereby ensuring that
economic limitations are not preventing the advancement of innovation.

Open-source libraries' adaptability and integrative potential are suitable for various
research domains, including IDS. The libraries NumPy, pandas, and TensorFlow effectively
enable multiple phases of the IDS development pipeline, encompassing preprocessing through
to model deployment [706-708, 713-717]. These libraries adeptly manage a variety of data
formats and ML workflows, therefore allowing the simplification of complex research
endeavours. Libraries such as NumPy and pandas demonstrate considerable effectiveness in
managing datasets, facilitating the effective dealing of data and extracting pertinent features
[705, 712, 718-724]. The processes of visualisation and interpretation have significant
importance in the contexts of cybersecurity and other research domains, with open-source
libraries such as Matplotlib, Seaborn, and Plotly demonstrating high levels of visualisation in
these domains. These libraries provide complex visualisation capabilities, thereby enabling

researchers in the analysis of trends, patterns, and outcomes within their datasets [711, 712,
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725-727]. Clear representations enhance comprehension, enabling better decision-making
throughout the research process.

In the context of ML model development and experimentation, libraries such as scikit-
learn and TensorFlow are indispensable resources [633, 634]. Scikit-learn provides a
comprehensive selection of ML algorithms suitable for benchmarking and evaluation [635-
637], whereas TensorFlow provides the development of DL architectures, including
autoencoders, which are often used for anomaly detection [728-731]. These tools enable
researchers to complete experimentation with diverse algorithms and architectures, resulting in
optimised solutions. Moreover, the Jupyter Notebook is a vital tool for data scientists handling
data, code, and visualisations, providing a user-friendly environment for exploration
and experimentation [732, 733].

Ultimately, open-source libraries enhance the scalability and deployment of
IDS models for practical applications in the real world. Through the utilisation of open-source
libraries and tools, researchers can minimise expenditures and save time, thereby directing their
research towards innovation. Open-source tools and libraries support consistency, accessibility,
and ongoing enhancement, making it particularly suitable for both academic and industrial

researchers.

3.6.1.2 Hybrid Intrusion Detection System Development

The application of feature engineering techniques was employed to select and extract
significant information from the 2022APS dataset. This study gathers normal and attack data
packets using an APS prototype and a cybersecurity testbed, as described in Chapter 4. The
dataset was collected in 2022 and is therefore referred to as the 2022APS dataset (See Section
4.5). During the next stage, the dataset was used for training ML and DL models and testing
sets. The models were trained while fine-tuning hyperparameters to enhance performance.

Afterwards, these models were assessed on the testing set to avoid overfitting, and metrics such
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as accuracy, precision, recall, and the F1 score were computed to evaluate the models’
performance.

Figure 3.8 presents a flowchart of the H-IDS process for mapping out the data
preprocessing and feature engineering steps to detect medjacking. In the H-IDS, data
preprocessing consisted of different techniques to convert raw data into refined data. Feature
engineering was then implemented by extracting relevant features from the dataset. Figure 3.6
captures every step of the H-IDS using ML and DL techniques to detect medjacking. Every
element in the flowchart provides an essential part in understanding the organised development

of the H-IDS activities through different stages and decision points.
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Figure 3.6
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The H-IDS starts at the top of this flowchart by identifying the initial input. As the flow

progresses, various processes become apparent and reveal the various components that

processes can apply based on predefined conditions. The flowchart thus provides information

on the systematic activities and interconnections of each sequential H-1DS activity.
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The utilisation of feature engineering algorithms, and ML and DL models, were
substantial components of the H-IDS. The ML and DL models employed in this study include
the autoencoder, MLP, DT, SVM, and XGBoost. The anomaly detection used an autoencoder,
and a threshold for normal and attack data points was set to identify differences. The Mean
Squared Error (MSE) loss function was used in the autoencoder to measure the differences
between the original input and the remodelled output. An anomaly detection classifies
deviations from the normal behaviour of the system using an autoencoder model to learn from
historical data and recognise patterns that specify intrusions. In signature detection, the models
performed training to detect intrusions by analysing historical data and behavioural patterns.
Classification tasks were performed using supervised learning approaches, and the accuracy
was improved by employing ensemble methods.

The execution of the proposed H-IDS is presented in Chapter 5, which covers the
construction of feature selection, dimensionality reduction, gridsearch hyperparameter, and
model development, as well as a detailed discussion of the criteria used for each technique.
Chapter 5 aims to provide a solid foundation for model building by utilising relevant
characteristics. Chapter 6 presents the presentation of model performance metrics. A
comparison of four models, MLP, SVM, DT, and XGBoost with PCA, t-SNE, and UMAP

dimensionality reduction techniques, is presented in Chapter 6.

3.7 Validity and Reliability

The effectiveness of an H-IDS was assessed based on its validity and reliability.
Validity has measured the effectiveness of the H-IDS to effectively detect intrusions (true
positives) and correctly recognise routine activity (true negatives). Reliability was an important
factor in an H-IDS's ability to detect intrusions. The capacity of an H-IDS to identify intrusions

was significantly influenced by its reliability.
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A dataset that included both normal and attack activities was utilised to develop the H-
IDS and assessed the validity of the findings was then examined. The dataset was divided into
separate subsets for training and testing. The H-IDS models were trained using the training set
and evaluated using the testing set. Confusion matrices were created using the testing results
to calculate the true positive rate, true negative rate, false positive rate, and false negative rate.
Metrics such as precision, recall, and F1-score were subsequently calculated.

Several important performance measures were analysed to assess the accuracy. The
metrics include the True Positive (TP), which determined the H-IDS's ability to detect genuine
intrusions accurately, and the True Negative (TN), which measured the precision of
recognising normal activities. The test assessed the False Positive (FP) and False Negative (FN)
to identify the proportion of normal activities incorrectly identified as intrusions and the
proportion incorrectly identified as normal activities, respectively. Precision and Recall were
measured by calculating the ratio of properly recognised intrusions to the total number of
identified attacks, and the ratio of correctly identified intrusions to the total number of real
incursions. The F1-Score, a criterion that combines precision and recall, thoroughly evaluated
the correctness of the system.

The results exhibited considerable validity, with strong performance metrics that imply
accurate identification of intrusions and normal activities. The reliability of findings across
several tests and consistent measurements demonstrates a significant degree of dependability
without any indication of bias. The subsequent section discusses the performance matrices,

which encompass both validity and reliability.

3.7.1 Performance Metrics
The performance metrics’ main goal was to determine how well the ML and DL models
predicted specific intrusions and discriminated the normal activity. Each model learned from

historical data to make implications of new hidden features or interfaces. The main reason for
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choosing appropriate performance metrics was to improve the detection models’ performance
based on tweaking features and tuning the hyperparameters. This study visualised the
performance of each implemented detection model.

The classification models are founded on the confusion matrix, also known as an error
matrix. The confusion matrix is preferably used in ML and DL models to visualise the
classification models’ performance. There are typically four confusion matrices, FN, FP, TN,
and TP, that are used to measure detection results. A confusion matrix visualises the
performance where the output could be two or more classes of the predicted model. To estimate
the veracity of each detection model and decide whether to adopt it, different performance
metrics for intrusion detection were applied in this study to examine implemented H-1DS. Four
common ML performance metrics were used: F1 score, accuracy, precision, and recall.

Accuracy assessment shows the overall efficiency of a classifier within classification
models. The accuracy is a percentage of classified events to the total number of events samples.
The accuracy of the detection model was measured using Equation 3.1.

TP+TN

Accuracy = (3.1)
TP + TN +FP + FN

Recall or sensitivity assessment, also known as a detection ratio, shows the positive
classified events as attacks on all historical data samples. Recall is a percentage of positive
detected behaviours in all class observations (TP and FN). The recall of the detection model
was measured using Equation 3.2.

TP

Recall = Detection Rate = ——— (3.2
TP +FN

Precision assessment shows the positive predictions generated by classification models.

Precision provides the part of true positives over the sum of true positives and false positives.
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A high precision ratio specifies that the model has a low false positive rate and a higher level
of confidence in its positive predictions. Precision assessment is particularly relevant in
applications where false positives are more critical than false negatives, as it ensures that the
model is only making positive predictions when it is highly confident that they are accurate.

The precision can be measured using Equation 3.3.

TP
Precision =

(3.3)
TP +FP

The F1 score assessment shows the model’s performance better than simple accuracy
measurement. Accuracy only calculates the part of positive predictions generated by the
classification model; however, the F1 score considers both precision and recall. In other words,
while accuracy may give a high value if there are many negatives in the dataset, the F1 score
gives a better measure of how well the model performs with respect to positive instances.
Therefore, the F1 score is useful when dealing with imbalanced datasets where positive
occurrences are much smaller than negative occurrences. The F1 score measurement shows the
overall effectiveness of a classification model in terms of correctly identifying positive cases
while minimising false positives and false negatives. The F1 score of the detection model was

measured using Equation 3.4.

x (Precision x Recall)
F1 score = (3.4)
(Precision + Recall)

3.8 Summary

The research methodology in this chapter demonstrated a thorough research design,
research approach, data collection, and proposed detection approach to address the research
questions and achieve the research aims and objectives. A wide range of tools, along with their

description, was provided. The APS prototype and security testbed presented with their tools
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and requirements the dataset collection, and exploratory data analysis presented. The
development of the Hybrid Intrusion Detection System was discussed, and an assessment of

the developed detection system with its performance matrices was presented in this chapter.
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Chapter 4. Implementation and Testing of the Simulated APS

Chapter 4 presents the implementation of the APS prototype and its architectural
components, cybersecurity testbed, dataset, and Exploratory Data Analysis (EDA). The APS
prototype and cybersecurity testbed, both were implemented in a controlled environment to
collect a dataset and subsequently, EDA presented. The APS prototype used a simulation
approach, which consisted of the CGM sensor, insulin pump, and control algorithm. These
architectural components of the APS device were implemented. The security attacks were
executed using a command-and-control strategy and simulation approach.

The normal and malicious data packets were captured, stored, and processed to conduct
the analysis. The dataset was collected in 2022 and was therefore labelled as 2022APS dataset.
The dataset consisted of different data packets, and their values were either numerical or non-
numerical with linear and nonlinear patterns, which made it difficult to draw conclusions in
some cases. Therefore, the EDA technique was applied to solve these data analysis challenges
and forecast when data were in the raw form, regardless of the linear and nonlinear patterns or
numerical and non-numerical values. This chapter addresses the first and second research
questions:

1. What vulnerabilities and attack methods exist within the Bluetooth and Internet of
Things communication protocols in the APS?

2. What is the outcome on an APS in a simulated attack environment?

a. How can an appropriate dataset be developed to effectively study medjacking
vulnerabilities in APS?

b. What exploratory data analysis technique can be used to explore data patterns of

medjacking methods, including brute force, DDoS, MITM, and Trojan attacks?
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4.1 Artificial Pancreas System Implementation

The APS prototype was designed on the philosophies of the object-oriented design
methodology. The multithreading setting was enabled by simultaneous implementation over
an IoMT platform using BLE communication and MQTT protocols. The APS prototype’s
design architecture was divided into three segments: the Diabetic Human Body (DHB)
simulation including the CGM sensor, insulin pump, and communication component. These

segments are demonstrated in the following subsections.

4.1.1 Diabetic Human Body

The DBH component was designed using a modified minimal model to enable the
implementation of the APS prototype without a patient. A simulated DHB model was designed
using the Raspberry Pi B. The DHB component was simulated to achieve APS functionality
and the complementary response between the glucose level and insulin pump was considered
the most significant element. In general, the manual mode uses commercial pumps to inject
insulin according to the required doses of the insulin. The automatic mode primarily maintains
a threshold of the patient’s glycaemia, and depending on the measurement, insulin doses are
injected, and a computerised automatic system records the patient’s history. The DBH

component was simulated into two operational principles:

1. The manual mode required a smartphone using BLE protocol to deliver insulin via an
insulin pump. Once the BLE connection link was made between the DBH model and
user screen, the diabetic human model sent the required blood glucose to the
smartphone. When required doses were received on a user’s smartphone, the user could

manually choose to activate an insulin bolus to inject insulin via the insulin pump.
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2. The automatic mode delivered the basal or bolus doses without a user communicating
directly with the PID controller. The manual or automatic modes could be changed

using a BLE protocol.

The DHB component was simulated to achieve APS functionality and the
complementary response between the glucose level and insulin pump was considered the most
significant element. The DBH component was designed to inject insulin using a Raspberry Pi
B. Bergman’s minimal model has been identified as best used among the research community
[734, 735] to develop and analyse different methods for diabetic treatment. The modified
minimal model in the current study used three differential equations to represent insulin

kinetics and glucose levels:

= = —(q1+X®)G(®) +q1 Gy (4.)
= —quX() + q: (1) — (4.2)
% = —q6[G(O) —qs + t —q,.(I(X) — I (4.3)

The parameters of the equations are defined in Table 4.1.

Table 4.1

Equation Parameters and Definition With Unit Parameters

Parameters Definitions
G(t) Glucose rate (mg/dL)
X(t) Dynamic insulin outcome (min—1)
I(t) Insulin rate and (LU/mL)
Gb Glucose’s basal rate (mg/dL)
Ib Insulin’s basal rate (uU/mL)

ql Glucose clearance value with no insulin (min—1)
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Parameters Definitions
g2 Glucose active clearance value with insulin (min—1)
g3 Glucose interest by insulin (min—2 L/mU)
g4 Insulin deterioration value (min—1)
g5 Glucose target value (mg/dL)
g6 B cells value with glucose (mUdLmin—1/Lmg)

Note. pU/mL = microcount per millilitre.

Gb represents the glucose concentration basal plasma. In Equation 4.1, when the G(t)
falls below Gb, the glucose enters the plasma section. If the Gb is exceeded, then glucose will
exit the plasma compartment. The enter and exit functions of glucose are comparable to the
change between G(t) and Gb. As an active insulin effect, X(t) minimises the glucose plasma
level and calls the enter function to insert insulin and convert it to energy if needed. When I(t)
exceed the insulin concentration basal plasma, the insulin enter function is activated as
described in Equation 4.2. When Ib falls below Gb, the Ib exit function is activated. The manual
mode continuously calculates glucose levels through the DBH simulation, as shown in Figure
4.1. U(t) performed by a user in a manual mode indicates when the G(t) value is sent via BLE
protocol to a user’s smartphone; once the G(t) value is received, the user performs the insulin
injection process. In automatic mode, the G(t) value is sent to the PID controller to inject the

insulin.
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Figure 4.1

Manual and Automatic Mode

User's Smartphone

> G(t)

I PID Controller I

Insulin Pump "*-. l

Insulin Pump

Note. Panel A (left) depicts the manual mode, the G(t) value collected, and the U(t). Panel B (right) depicts the
automatic mode and the G(t) value sent to the PID controller to inject insulin.

Figure 4.1 presents the patient's glycaemia using manual and automatic modes. Both
modes play a significant role in diabetic treatment. In general, the manual mode uses
commercial pumps to inject insulin according to the required doses. The automatic mode
primarily maintains a threshold of the patient’s glycaemia, and depending on the measurement,

insulin doses are injected. A computerised automatic system records the patient’s history.

4.1.2 Insulin Pump

The insulin pump was designed with conventional functions. Insulin was calculated in
units; 100 units are equal to 1 mL. In general, the insulin pump delivers insulin to the body in
two forms. A bolus term is used for a meal or to correct a high glucose level. A basal term is
used for defining basal value to inject insulin between meals and at night. The insulin pump
was designed using a cost-efficient, off-the-shelf ESP32-WROOM microcontroller with BLE
capability to connect to the glycaemic control and CGM sensor. Insulin pumps successfully
provide precise insulin dosages while keeping blood sugar levels within a safe range. From a
medical perspective, a non-diabetic individual typically has a blood glucose level of
approximately 85 Milligrams Per Deciliter (mg/dL) during the fasting phase [736]. Sugar enters

the bloodstream when the individual has a meal. As an outcome, the pancreas delivers the
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insulin, and the glucose in the blood is absorbed by the muscles and used to create energy in
the body. The pancreas’s delivery of insulin controls glycaemia; valid natural insulin keeps
glycaemia between 70 or 80 Milligrams Per Deciliter (mg/dL) and 120 mg/dL [737].
Individuals with Type 1 diabetes generally have a pancreas that suffers from a
deficiency and loses its capacity to accurately make the required insulin. When a meal is
consumed, the blood sugar level does not fall, which may lead to health concerns. When blood
glucose levels surpass 180 mg/dL, the body begins to release glucose into the urine; a condition
called hyperglycaemia, which is present when blood glucose levels are over 270 mg/dL.
According to [738], the modern NovoRapid insulin pump was designed for rapid acting. For
example, to normalise blood glucose levels, the insulin units were injected in a cycle phase; if
a patient required 12 units of insulin, then the units would be inserted during the cycle phases.
Each cycle injects a small amount of insulin, and from its design, this study assumed 0.5 units
of insulin injected in five—minute intervals to mimic the real function of the insulin pump. As
a result, insulin can be injected 24 times. This assumption was used in the current study to

capture event logs.

4.2 Architectural Components

The BLE is characteristically employed in the IoMT network to establish
communication between devices, collect attribute values from the peripheral device, and write
attribute values to the central device. The communication process between the peripheral and
central devices is organised into four phases: advertisement, connection, pairing, and accessing.

The data exchange between the CGM sensor, insulin pump was made using the BLE
communication protocol. As this research did not involve an actual patient, a simulation
approach was applied to demonstrate normal and attack patterns. The doses of the insulin and
CGM sensor were assumed as normal and high, and values are described in Table 4.2. The

main objective of this simulation was to implement the communication protocol and collect
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inbound and outbound data from the insulin pump and CGM sensor. The doses assumption
was made from a study by Mayo Foundation, according to the Mayo Foundation for Medical
Education and Research, a 140 mg/dL glucose level is considered normal while a 140-199

mg/dL glucose level shows prediabetes [739].

Table 4.2

Glucose Level and Insulin Pump Values

Insulin pump value in

Glucose level units
Value in mmol/L Value in mg/dL

7.22 130 0

8.3 160 12

9.55 172 12

9.72 175 12
10.61 191 14
12.22 220 30

Table 4.2 presents the glucose and insulin values, which were assumed in the simulation;
these values frequently moved between the APS components using the BLE communication
protocol. In a real setting, if the CGM value is 8.3 mmol/L then the APS device would inject
12 units of insulin into the diabetic patient. All APS components are designed to treat diabetic
patients by providing the required insulin doses, but their dose values vary depending on each
patient.

Another 1o0MT communication, MQTT, is a de facto communication protocol that
enables sensors and applications to process information bi-directionally between
interconnected devices over the internet. Message queuing involves sending, storing, and

retrieving messages between a resource-constrained device or application. This process allows
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asynchronous communication, architectural decoupling, and flexibility by not synchronising
the source and destination. Message queuing improves distributed system dependability,
scalability, and fault tolerance by separating source and destination components, which buffers
and retains messages to minimise loss during system or network failures. Telemetry transport
has become a key factor in improving message queuing data delivery. The MQTT is renowned
for its lightweight feature that handles communication on resource-constrained devices. The
MQTT optimises network capacity by efficiently delivering messages through its publish-
subscribe architecture. A publisher transmits data to a broker, and the broker reliably sends
data to the subscribers. MQTT consists of three major components: the publisher known as the
MQTT client, the broker known as the MQTT server, and the subscriber known as the MQTT
client. The broker is responsible for handling and distributing messages, and it is subsequently
the entity that receives and consumes messages. MQTT messaging implementation was
achieved by applying MQTT broker and client applications. The Mosquitto MQTT broker was
implemented using Raspberry Pi 4 Model B and ESP32 WROVER B with 8 MB of RAM,
which supported both wi-fi and BLE functionalities. An integrated development environment
was used to implement the MQTT protocol, and an open-source Espressif 10T Development
Framework was used to achieve an integrated development environment, as shown in Figure

4.2.
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Figure 4.2
Message Queuing Telemetry Transport Client Libraries Using the Espressif Internet of

Things Development Framework

Figure 4.2 presents the Espressif 10T Development Framework, a suite of software
development tools and libraries for creating 10T applications on the ESP32 microcontroller
platform. IoMT applications that use MQTT brokers can use the networking components’
MQTT capabilities. The MQTT broker library was employed to connect to the Espressif 10T
Development Framework MQTT brokers. The MQTT client used the publish or subscribe to

topics action.

4.3 APS and Cybersecurity Testbed Functionality

The dataset obtained from the APS and the cybersecurity testbed encompassed a series
of diverse modular steps. The ESP32 modelled CGM data, transmitting CGM readings to the
DBH. The Raspberry Pi, functioning as the APS controller, executed these readings through
the application of the Bergman minimal model to calculate insulin dosages, thereby generating
the APS communication. These transactions were recorded to establish normal traffic patterns.
The communication ports, including Port 80, Port 1883, and Port 8883 traffic, were recorded

during normal APS operations without simulated attacks; these patterns were converted into
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CSV files and labelled as 0, indicating normal patterns. This normal data was required for the
development of H-IDS to train ML and DL models; this study used a modular design approach.

In the process of the attack simulations, a modular design for the brute force attack was
employed, and a Kali Linux VM operating the Metasploit Framework was employed to engage
the MQTT broker situated on the Raspberry Pi. Metasploit produced a series of repeated
authentication attempts directed at the APS, while Wireshark recorded the ensuing login
failures; these patterns were converted into CSV files and labelled as 1, indicating attack
patterns. The DDoS attack, executed via hping3, generated traffic directed at the IP address of
the Raspberry Pi, while Wireshark captured the SYN flood patterns and a corresponding
decrease in system response times, which were representative of the DDoS attack. These
patterns were converted into CSV files and labelled as 1, indicating attack patterns. In the
context of the MITM attack, Ettercap assisted in the interception of APS communications
between the ESP32 and Raspberry Pi, while Wireshark captured the packets during
transmission; these patterns were converted into CSV files and labelled as 1, indicating attack
patterns. Finally, in the context of the trojan attack, the Metasploit and Curl tools were used to
implement a payload, while Wireshark captured the connections between the trojan machine
and APS, illuminating unusual outbound traffic patterns. These patterns were converted into
CSV file and labelled as 1, indicating attack patterns.

This research was conducted with the primary aim of mitigating medjacking attacks
and formulating the detection system for the APS. However, various methods might be utilised
as discussed in Sections 2.3, 2.4 and 2.6 presented in Chapter Two. This research serves as a
proof of concept, aiming to assess the feasibility of ML and DL approaches for efficient
intrusion detection, thereby this study established a foundation for enhancing security within

the APS.
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4.4 Cybersecurity Testbed

Medical devices, and specifically APS devices, have accelerated the digitalisation
method of automating accurate medicine doses, measurement, treatment, etc., and establish the
link between healthcare, IT professionals (e.g., online or application services) and third parties
(e.g., service providers). The digitisation of medical devices has caused cyberattacks, therefore,
the cybersecurity research community focused on investigation of security approaches
including attack detection and monitoring. However, adapting specific defence methods and
their quality of performance is critical due to the cost and privacy of factory-made devices. The
lack of evidence-based security solutions, and the limited data available for researchers to
develop evidence-based solutions is another factor that has emerged. Therefore, to mitigate
cybersecurity attacks, theorical, experimental and mathematical operations (e.g., simulation,
emulation, prototype, and testbed operations) have been included in this research to predict or
identify potential solutions.

A testbed is a setting platform that uses virtual machines, simulation, and command-
and-control strategies. In general, tests are performed in a controlled environment without
engaging a real system for multiple operations. The primary objective of developing the testbed
in this study was to collect attack data and compare results with the normal data to conduct a
quantitative analysis and develop a medjacking detection solution. Developing the testbed was
complex and challenging due to mainstream devices being unavailable for multiple time, cost,
and ethical reasons. Adequate tools, attack codes, and attack samples also complicated the
development. Analysis metrics and feature selection were challenging for visualising and
forecasting unique signal changes using the normal and attack datasets. Different tools and
infiltration techniques were therefore used, and these activities were not user-friendly because
they had distinct processes. Consequently, all attacks in one graphical user interface were

nearly impossible.
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The cybersecurity testbed in this study featured a modular design, and distinct modules
were employed to perform functions, the model performs a specific task and moved to another
process utilising a different module. Modular design in literature refers to the integration or
separation of numerous models or pieces for development or analysis [740-743]. Alternative
terms for modular design include modular architecture [744] and modular programming [745-
747]. These modules are designed to be easily swapped out, to keep internal details contained,
to encourage autonomy, to make things (e.g., security attacks exemplification) easier to reuse,
to assess performance, and to make maintenance easier. This approach enables flexibility,
effective parallel development, and collaboration across several modules. The module design
for this study’s cybersecurity testbed consisted of the security attacks’ configuration and
execution using different tools, libraries, and attack samples. Different security attacks are

described in the following subsections.

4.4.1 Brute Force Attack

Guessing end-user credentials is the foundation of a brute force attack. As discussed in
Section 2.3, brute force attacks attempt to find valid credentials and use them to access a
network for password hashes and tokens. After accessing the service with a victim’s device,
the attacker can target other devices interconnected with the same credentials. Most 10T devices
choose their passwords, such as the first two letters representing the manufacturer’s name, two
letters representing the year or series, and the other two letters allocated to the user to set; hence,
a password combination can be xx2210, which is easily guessable. Therefore, the attacker
abuses the devices with brute force attacks.

In the current literature, the research community employed Metasploit to use exploits,
payloads, and other methods. to contribute new findings [568, 682, 748-750]. Cybersecurity
experts continually contribute new findings as open sources on Metasploit to understand and

evaluate security vulnerabilities, including penetration testing [751-753]. Furthermore, the
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MQTT-PWN framework was partially used to understand brute force. This tool is an open-
source framework designed to study brute force attacks and other cyber-attacks, specifically
for research endeavours. In [754], the researchers stated that MQTT-PWN constitutes a toolkit
for penetration testing. Researchers may use this tool to gain the basic knowledge necessary
for executing various attacks; the documentation related to this tool can be found in [755].

To exemplify the brute force attack, this study targeted terminal network, the SSH
protocol network activities using Metasploit, and the Kali Linux operating system in a
controlled environment using a virtual machine. In this part of the study, an interface of
Metasploit, msfconsole, was used to exemplify the brute force attack in a controlled setting, as

shown in Figure 4.3.
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Figure 4.3

The Interface of the Metasploit Using Kali Linux Operating System

[ 9 evasion

Metasploit tip: Enable HTTP request and response logging
lll.ith 4 T - 4 o

Figure 4.3 shows Metasploit’s interface, which has 2214 exploits, 1171 auxiliaries, 396
posts, 616 payloads, 45 encoders, 11 no operations, and 9 evasions. These interface features
use Metasploitable to execute various security attacks and vulnerabilities. The Metasploit’s
exploit is a series of scripts or commands that use a bug or vulnerability to victimise the devices.
Auxiliaries are used in pen testing, including fuzzing, scanning, and sniffing. Posts commands
can be executed after exploits. After a device has been compromised, posts command can be
utilised to carry out more acts of exploitation. Payloads create roots (i.e., entry points) to enter

a device by using various types of malware, viruses, or bugs. Once a payload fits into the device,
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the encoders can use further commands to exploit the device by taking advantage of the
device’s vulnerabilities. No operations deactivate the device a single clock cycle. Evasions use
commands to exclude a system’s defence mechanisms, such as antivirus applications.

The Metasploit framework was used for executing the brute force attack, while an
Nmap service was utilised to identify the open ports. Terminal network and SSH ports were
the main features of the targets. Figure 4.4 depicts the lists of the SSH exploits stored in the
Metasploit database. As the APS prototype’s subsystems operated on a Windows operating

system, the SSH exploits were specifically linked to the Windows operating system.

Figure 4.4

The List of all Secure Shell Protocol

Figure 4.4 depicts Metasploit’s list of all SSH exploits with their disclosure dates, which
indicate the dates, ranks, checks, and descriptions. Dates indicate the initial dates of disclosure,
ranks indicate normal or excellent feasibility, and descriptions indicate further action. These
descriptions identified a series of vulnerabilities, including exploits. Multiple attacks could be

executed using a series of scripts or commands, and the user guide was provided in the
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Metasploit for mastering this tool. The brute force attack was launched in a controlled

environment to demonstrate its ability to infiltrate the APS prototype.

4.4.2 Distributed Denial-of-Service Attack

A DDoS attack can be executed using hping3, which is a robust and open-source
command-line tool that exemplifies DDoS attacks. Researchers have demonstrated DDoS
attacks using hping3 [756]. In another study, intrusion detection was proposed, and the system
used hping3 to execute DoS attacks [757]. Hping3 could generate and transmit packets to a
targeted system, which is one of its primary functions. The user may customise the number of
hping3 packets to TCP, IP, or UDP ports and flags. The hping3 can also scan ports to reveal
which services are running on a target and which ports are open for the purpose of security
assessment.

In this study, a DDoS attack was implemented using hping3 and Kali Linux with a
virtual machine as shown in Figures 4.5 and 4.6. Three steps were involved. First, the
command-line script flooded the APS’s components with synchronise (SYN) requests. Second,
the SYN-acknowledgement (SYN-ACK) was sent from a central machine response. Third,

ACK messages were delivered to establish a connection.
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Figure 4.5
The Hping3 Commands for the Distributed Denial-of-Service Attack Using Kali Linux With

the Virtual Machine

Yo

ge: hping3 host [options]
—help show this help
—version show version
—count packet count
—interval wa {uX for X microseconds, for example -i ulees)
—fast alias for -1i Y {18 packets for second)
—faster alias for -i ; (18@ packets for second)
—flood sent packets as fast as possible. Don't show replies.
—numeric numeric output
—qguiet guiet
—interface interface name {(otherwise default routing interface)
—verbose verbose mode
—debug debugging info
—bind bind ctrl+z to ttl (default to dst port)
—unbind unbind ctrl+z
—beep beep for every matching packet received

default mode TCP
- —rawip RAW IP mode
-1 —icmp ICMP mode
-2 —udp UDP mode

—scan CAN mode.

Example: hping —scan 1-38,70-90 -5 www.target.host
—listen listen mode
IP
-a —spoof spoof source address
and-dest random destionation address mode.

—rand-source random source address mode. see the ma
-t —ttl ttl {(default 64)
e | id (default random)
-W —winid in* id byte ordering
-T el r ivize id field (to estimate ho
-f Frag ks rag. (may pass weak a

—X

=

-m —mtu

-0 —tos

-G —rroute L

e i g Loose sour routing and rd route

— §STT ick routing and record route

-H —ipproto et the IP protocol field, only in RAW IP mode

ICMP

-C —icmptyps icmp type (de

-K —icmpcode icmp code (default @)
—force-icmp cmp types (default send only supported ty
—icmp-gw gateway address for ICMP redirect {(default 8.8.
—icmp-ts e 13 (ICMP timestamp)
— icmp-addr e 17 (ICMP address subnet mask)

Note. The commands in this figure are continued in Figure 4.6.
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Figure 4.6

239

The Remaining Hping3 Commands for the Distributed Denial-of-Service Attack Using Kali

Linux on the Virtual Machine

UDP/TCP

-P
-k
W
-0
=0
-b

-—baseport
—destport
—keep
—win
—tcpoff
——seqnum
—badcksum

—tcpexitcode
—TCp-mss
—tcp-timestamp

Common

-d
=E

-e

—print
—safe
-—end

—tr-stop
—tr-keep-ttl

base source port (default random)

[+]1[+]<p > destination port{default @) ctrl+z inc/dec
keep still source port

winsize (default
set fake tcp data
shaon y tcp s
(try to) send pac
many

ffset (instead of tcphdrlen / 4)
quence number
s with a bad IP checksum
systems will fix the IP checksum sending the packet
et bad UDP/TCP checksum instead.
ence number

wm
M M M M M
~ —~ ~+ ~+

«J ]
—+

M M
+ r+

L

wom

s
s
s
s
s
s5et
s
s
s
u
e

oo

enable the TCP M iven value
enable the TCP timestamp option to guess the HZ/uptime

1)

data size
data from file
add 'si

(default is @)

enable 'safe’
1 you when —file reached EOF and prevent rewind
route mode (implies —bind and —ttl 1)
t when receive the first not ICMP in traceroute mode
p the sourc ed, useful to monitor just one hop
lculate/show RTT information in traceroute mode

t description (new, unstable)

Send the packet described with APD (see docs/APD.txt)

Note. The initial commands are presented in Figure 4.6.

Figures 4.5, and 4.6 show how the different commands of the hping3 tool can be used

for generating DDoS attacks. Hping3 was mainly configured for the creation of packets using

a command line execution. The commands consist of S, P, flood, and rand-source. S was used

to set the SYN flag, P was used for setting the port, flood was used for frequently sending

requests, and rand-source sent packets to the APS’s subsystems. The DDoS attacks used

hping3, which may randomise signal origin, to bypass security mechanisms that could damage

a single device. DDoS could delay response and prevent server interface use.
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4.4.3 Man-in-the-Middle Attack

An MITM attack was implemented using an open-source tool named Ettercap to sniff
and spoof DNS. The DNS provides the directory for communicating with the desired
destination. If a user intends to call someone, then the user must follow the steps to make a call,
such as looking up the phone directory and pressing the call button. To understand how the
DNS works, if the APS prototype’s subsystems intend to connect to the internet, the
subsystems automatically redirect to the programmed location already stored in a kernel, or
manually provide the location of their desired destination. The kernel is a facilitator between
the hardware and software that provides interaction using the programmed script.

In the current literature, the Ettercap is described as a multipurpose tool that is
supported by different operating systems for security auditing and protocol analysis [758].
Ettercap is commonly used to exemplify MITM attacks; it enables users to capture the
communication between devices to acquire and transmit any type of data, including passwords
and other sensitive information. Features supported by Ettercap include live connection
sniffing, content filtering, active and passive protocol examination, and capabilities to launch
an ARP poisoning attack, which redirects traffic through the attacker’s machine. Cybersecurity
professionals and academic researchers use Ettercap for various reconnaissance and attack
features [427, 758, 759].

To execute an MITM attack, this study targeted DNS and ARP protocols using Ettercap
in a controlled environment with a virtual machine. In the current study, the assumed attacker’s
objective was to intercept communication and continuously enable eavesdropping. The
primary aim of using the Ettercap was to enter promiscuous mode and manipulate the target
device through DNS spoofing and ARP poisoning. Promiscuous mode refers to the state in
which all packets, regardless of whether they have a designated destination for the medium

access control, are forwarded to the kernel for processing.
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The simulated attacker stored the APS prototype’s subsystem credentials through an
eavesdrop DNS port and forged responses to the device. The attacker applied DNS cache
poisoning with fabricated data and eliminated the cache from the DNS server. The MITM
attacks used Ettercap with all operations performed using the kernel command line, and some
commands were required for executing the attack. The Ettercap unique identifier, Ettercap

group identification, and different parameters are shown in Figure 4.7.
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Figure 4.7

The Ettercap Configuration Parameters

File Machine View Input Devices Help

S mEPor-:
F
File Edit Search View Document Help

B &t 3 & C x

28
3# ettercap etter.conf configuration file

4 #

5# Copyright (C) ALoR - NaGA

6 #

7# This program is free software; you can redistribute it and or modify
8# it under the terms of the GNU General Public License as published by
9 # the Free Software Foundation; either version 2 of the License, or

10 # (at your option) any later version.

11 #

12 #

13

14

15 [privs]

16 ec_uid nobody is the default

17 ec_gid nobody is the default

18

19 [mitm]

20 arp_storm_delay

21 arp_poison_smart

22 arp_poison_warm_up
23 arp_poison_delay

24 arp_poison_icmp

25 arp_poison_reply

26 arp_poison_request
27 arp_poison_equal_mac
28 dhcp_lease_time

29 port_steal_delay

H B R H R R BRI R H

milliseconds
boolean
seconds
seconds
boolean
boolean
boolean
boolean
seconds
seconds

30 port_steal_send_delay
31 ndp_poison_warm_up

32 ndp_poison_delay

33 ndp_poison_send_delay
34 ndp_poison_icmp

35 ndp_poison_equal_mac
36 icmp6_probe_delay

37

38 [connections]

30 connectlion_timeout

40 connection_idle

41 connection_buffer

42 connect_timeout

43

P |

HH B HR TR RIS

microseconds
seconds
seconds
microseconds
boolean
boolean
seconds

seconds
seconds
bytes

seconds
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Figure 4.7 shows different parameters such as arp_storm_delay with milliseconds,
arp_poison_smart with boolen, arp_poison_warm_up with seconds, and arp_poison_delay
with seconds. These parameters were programmed to launch the MITM attack. The Linux
operating system was used in this attack, based on operating system requirements, and the SSL

segmentation was required to enable redirection as shown in Figure 4.8.

Figure 4.8
The Linux Operating System for the Secure Sockets Layer Segmentation

b
164 #
165 #
166 # i
167 # you must provide a valid script your operating system in order to have
168 # the SSL dissection available
169 # note that the cleanup script is executed without enough privileges (because
170 # they are dropped on startup). so you have to either: provide a setuid program
171 # or set the ec_uid to 0, in order to be sure the cleanup script will be
172 # executed properly
173 # NOTE: the script must fit into one line with a maximum of characters
174
175 #
176 # Linux
177 #
178
179 redir_command_on - "iptables -t nmat -A PREROUTING
redir_command_off - "iptables -t nat D PREROUTING

182 # pendant IPv6 - Note that you need iptables vi or newer to use IPv6 red
183 redir6_command_on - "ip6tables -t nat A PREROUTING p tcp -d %

184 redir6_command_off "ip6tables -t nat -D PREROUTING

185

Figure 4.8 presents some parameters to redirect the SSL dissection, such as the iface
parameter destination port, to define the rule for the interface. The source port communication
was assigned with the redirect command, and the response port was aligned with Ettercap,
which eavesdropped continuously. The DNS parameters were assigned in the kernel line to
redirect legitimate nodes to a redirected destination; multiple operations could then be

performed based on the attacker’s intention, as shown in Figure 4.9.
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Figure 4.9

The Kernel Line to Redirect Legitimate Nodes to a Redirected Destination

or MX query (either IPv4 or IPv6)
domain.com MX xxx.x00.xxx.xxx [TTL]
domainZ.com MX 20000 20000 0000 X000 20000 X000 XN XXXX
domain3.com MX XXXX @ XXXX: 'Y

or WINS query
workgroup WINS [TTL]
PC WINS

SRV query (either IPv4 or IPv6)

service._tcp _udp.domain SRV port [TTL]
service._tcp _udp.domain SRV [ dbg - 3] port

Default DNS TTL is 36@0s (1 hour). All TTL fields are optional.

50
51 # vim: ts-2 noexpandtab
32

Figure 4.9 shows the source port communication that was redirected to another
destination at the bottom line in the command. The purpose of this command was only to
exemplify the MITM attack in a controlled environment while using the command-and-control

environment to demonstrate how the MITM attack could infiltrate the APS’s subsystems.

4.4.4 Trojan Attack

A Trojan attack, also called a Trojan horse, is a malware code written to harm the
system [450]. Malware code can be an attachment, utility, or any other item that the victim may
access or load. The attacker transmits the malware code using social engineering to mislead
victims into downloading and executing Trojans [451, 452]. If the victim becomes entrapped
in the execution of the Trojan, the malware will anonymously install threatening features in the
background and, therefore, establish a backdoor [760]. After a backdoor is established, the
attacker remotely accesses the hacked system. An intruder can steal credentials or manipulate

system data via the backdoor. In this study, Metasploit, msfvenom, and curl tools were used
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for the backdoor script, and both tools were executed in the command line. The Metasploit was
executed in a terminal command msfconsole. The APS’s subsystems were chosen for a Trojan
attack, and the msfvenom tool was used in the command line to generate the malicious payload

(see Figure 4.10).
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Figure 4.10

The msfvenom Used to Execute Backdoor Unauthorised Access for a Trojan Attack

N— o

Error: No options
MsfVenom - a Metasploit standalone payload generator.
Also a repla ent for msfpayload and msf
Usage: /fusr/bin/ms
nple: fusr/bin/msfvenom -p windows/meterpreter/reverse_tcp LHOST=<IP> -f
xe -0 payload.

Options:

-1, —list <type> List all modules for [type]. Typ
payloads, encoders, nops, platforms, archs, encrypt, formats, all

-p, —payload <payload> Payload to use {—1list payloads to list,

—list-options for arguments). Specify '-’ or STDIN for custom
—list-options List ——payload <value>'s standard, advan

ced and evasion options

-f, —format <format> Output format (use —1list formats to lis

-—encoder <encoder> The encoder to use (use —1list encoders
<vyalue> The service name to use when generating

-——sec-name <value> The new section name to use when generat
Windows binaries. Default: random 4-character alpha string
Generate the smallest possible payload u
sing all avail
—encry <value of encryption or encoding to ap
ply to the sh
—Encry
—encrypt-iv
-a, —arch > The architecture to use for —payload an
d —encoders (use —1list archs to list)
—platform platform> The platform for —payload (use —1list p
latforms to list)
-0, ——out <path> Save the payload to a file
-b, -—bad-chars <li Characters to avoid example:
-n, —nopsled <length> Prepend a nopsled of [L
the payload
—pad-nops Use nopsled size specified by -n <length
the total payload size, prepending a nopsled of quantity (nops minu
load length)
, —5p <length> maximum size of the resulting payloa

a5
pay

d
—encoder-space <length> The maximum size of the encoded payload

(defaults to the -s value)

-i, ——iterations <count> The number of times to encode the payloa
d

-c, -——add-code <path> Specify an additional win32 shellcode fi
le to include

-x, —template <path> Specify a custom executable file to use
as a template

-k, —keep Preserve the —template behaviour and in

Figure 4.10 depicts the msfvenom, which includes a payload generator and encoder.
Msfvenom worked smoothly with other Metasploit components. These tools allow payloads

into exploit modules. Msfvenom generated a payload by a command line that used Kali Linux
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to obtain unauthorised access to the APS subsystems. Subsequently, the payload was accessed
through a direct URL. After the payload was hosted, a curl command was created to download
the payload into the APS subsystems. Curl command retrieved the payload from the hosted
location and saved it locally on the APS subsystems. Once the payload was executed on these
subsystems, it established a connection back to the attacker system. At this stage of backdoor
establishment, the simulated intruder could further exploit the hacked machine or incorporate

it into an additional cybersecurity compromise.

4.5 Dataset Collection Unit

Units of information, known as data packets, are sent between devices and the network
infrastructure. Data packets consist of sensor readings, control signals, status updates, or other
pertinent data produced by devices during their interactions with other devices. Information
contained in the packets can be systematically gathered, recorded, and processed for multiple
purposes, such as dataset visualisation, forecasting, and drawing conclusions through
cybersecurity analysis on targeted variables in an established system. Data collecting for
cybersecurity analysis includes collecting data from both normal functioning and security
events.

This research utilised a modular design within the cybersecurity testbed that enabled
systematic and regulated data collection for the simulation and records of a variety of
medjacking scenarios. Within a modular design, each module was assigned to a different type
of medjacking, including brute force, DDoS, MITM, and trojan attacks in a controlled
environment. By ensuring that each attack simulation functions independently (for instance, a
DDoS simulation is kept different from a Trojan attack simulation), this configuration
minimises the potential for cross-contamination among datasets. Consequently, the data

captured from each attack is clean and useful.
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Every packet captured within the modular testbed included fundamental attributes
necessary for specific intrusion detection, including time, scr.host.ip, dst.host.ip,
dst.proto.arp_ipv4, arp.opcode, scr.proto.arp_ipv4, checksum_icmp, seq.le_icmp,
timestamp.transmit_icmp,  contentle_http,  request.method_http,  request.full.uri.http,
request.ver_http,  response_  http, ack tcp, checksum_tcp,  connection.fin_tcp,
connection.rst_tcp, connection.syn_tcp, connection.syn.ack_tcp, dst.port_tcp, flags_tcp,
flags.ack tcp, payload_tcp, seq_tcp, src.port_tcp, port_udp, stream_udp, time.delta_udp,
gry.name_dns, gry.name.len_dns, qgry.qu_dns, qry.type_dns, retransmission_dns,
retransmit_request_dns,  con.ack.flags_mqtt, con.flag.cleansess_mqtt, con.flags_maqtt,
hdr.flags_maqtt, len_mgqtt, msg_mqtt, msg.type_mgqtt, proto.len_mqtt, proto.name_maqtt,
topic_mqtt, topic.len_maqtt, ver_maqtt, attack label, attack type. All these packets are further
explained in section 4.4.2 Packet Description. This modular configuration facilitated the
precise extraction of relevant data from each simulated attack. Each module within the testbed
produced its respective logs and outputs, which were subsequently transformed into CSV
format. The structured data organised in CSV files was optimised for efficient integration into
ML models.

Data were gathered through normal operations such as sensor readings, network
interaction and communication protocols. For normal operations, the APS prototype
subsystems were implemented, and the subsystems interacted through the different prefixed
communication protocols of the network. The communication protocols included unique sets
of rules to create connections and transfer and receive packet-based information on formatting
specified for data transfer. The next step was security attack data collection. Data were
collected during attack scenarios, and the security attacks described in Section 4.3 were
exemplified as proof of concept. The exemplified attacks included in this study were brute

force, DDoS, MITM, and Trojan.
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The packets obtained sensor activities, such as sent and received packets, delays,
acknowledgement, and attacks. These sensor activities were used as evidence to compare
behaviour and activities in the network. All packets were stored in a binary format, also known
as packet capture, that roped nanosecond timestamps. All packets were captured using packet
analysis software. Packet sniffers and Wireshark software packages were used to capture every
item of packet traversing over the network. The packets were captured in the raw form and
stored in an external device for processing into a readable form that visualised various packets
for passive analysis.

Packet-level passive analysis is a significant traceback method that visualises sensor
data to perform deep packet inspection of inbound and outbound data packets over the network.
In general, this technique was applied to identify traces of malicious packets, and further traces
were compared to identify major differences in activities. Passive monitoring was ideal due to
less complex restrictions. In this study, packet-level passive analysis was founded around
inbound and outbound network packets. These packets provided convenient information about
network events, deep packet inspections, and network statistics that were carefully analysed to

differentiate normal and attack packets.

4.5.1 Packet Processing

In this study, the data of normal and attack events were captured to synthesise data
packets and conduct the packet-level analysis. Each packet was carefully stored in the external
drive for packet processing. Following the data collection process, the packet processing phase
consisted of multiple steps to manage raw data for analysis. The dataset contained different
traces that were useful to identify normal and security attack operations or events. Attributes
were extracted from the packet capture data and converted into CSV file format. The dataset
contained both incoming and outgoing traffic covering a wide range of packet categories,

including both normal and attack packets. Collected data packets used various programmes
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such as tcpdump, Wireshark, and Tshark. The tcpdump software was employed via the
command line interface, whereby the Syslog server was established to store the traffic recorded
by tcpdump. The packet attributes were remotely accessed via the SSH protocol. Following the
packet processing, Tshark tools were used to allow for extracting additional characteristics that
may not be accessible through Wireshark. Tshark packet analyser was used with Wireshark

through a command-line interface.

4.5.2 Packet Description

Packets of normal and malicious activities were collected using packet sniffers and
Wireshark, and these packets were extracted using Tshark open-source software tools. The
packets contained several types of data, such as source and destination information, timestamp
logs, and other relevant details. Different packets performed different tasks within connected
devices. Various packets were extracted to analyse the major differences between normal and

attack patterns. The packet types and descriptions are presented in Table 4.3.

Table 4.3

Packets Representing the Type of Attribute and Their Description.

No. Name Description
1 time Start time
2 scr.host.ip IP address source host
3 dst.host.ip IP address destination host
4 dst.proto.arp_ipv4 Portion of IPv4 Target IP address
5 arp.opcode Portion of IPv4 opcode response
6 scr.proto.arp_ipv4 Sender IP address
7 checksum_icmp Error detection
8 seg.le_icmp Identifier

9 timestamp.transmit_icmp Start timestamp
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No. Name Description

10 contentle_http Length

11 request.method_http Request

12 request.full.uri.http Full request

13 request.ver_http Version

14 response__ http Response

15 ack_tcp Acknowledgement segments
16 checksum_tcp Error detection

17 connection.fin_tcp Terminate connection

18 connection.rst_tcp Reset segment connection reset
19 connection.syn_tcp Start connection

20 connection.syn.ack_tcp Start connection and acknowledgement segment
21 dst.port_tcp TCP destination port

22 flags_tcp Indicate information

23 flags.ack_tcp Indicate information and acknowledgment
24 payload_tcp Payload

25 seq_tcp Segment

26 src.port_tcp TCP source port

27 port_udp Source or destination port

28 stream_udp Stream value

29 time.delta_udp Last packet time

30 gry.name_dns Query request

31 gry.name.len_dns Query request length

32 gry.qu_dns Query request question

33 gry.type_dns Query request type

34

retransmission_dns

Resend
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No. Name Description

35 retransmit_request_dns Resend request

35 con.ack.flags_maqtt Acknowledge segments

36 con.flag.cleansess_maqtt Specify persistent and non-persistent connection

37 con.flags_maqtt Specify link with payload

38 hdr.flags_maqtt Variable header

39 len_mqtt Packet length

40 msg_maqtt Message

41 msg.type_mqtt Message type

42 proto.len_mqtt Length field

43 proto.name_mqtt Protocol name

44 topic_mqtt Specific topic

45 topic.len_mqtt Specific topic length

46 ver_mgqtt MQTT version

47 attack _label Normal packet flow allocates 0, and attack
packet flow allocates 1

48 attack _type Attack type

The packets presented in Table 4.3 were exchanged inbound and outbound traffic. All

packets were captured and stored in an external drive. To visualise packets and analyse pair

association, a correlation algorithm was applied to analyse the differences between packets.

This analysis identified which pair positively or negatively correlated, and the analysis

provided insight into the signals between connected devices.

The packet-based information comprised meta-information about the transmitted

packets from communication protocols in the network. The flow-based information comprised

meta-information about the activities that occurred in the network connections. In general,
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packet-based feature data are network information (packet headers, sequence number, flags,
and checksum), transport information (TCP, UDP, Internet Control Message Protocol [ICMP],
and IP), and traffic information (inbound and outbound metadata). Flow-based feature data are
volume information (payload size, flow size) and inbound and outbound information (byte size
per message). Both packet-based and flow-based data can be used to predict the performance
or take appropriate action for forecasting.

Attributes or characteristics of data packets indicate either normal or attack behaviour.
Cybersecurity professionals use these attributes to detect attacks. For example, source and
destination IP addresses contribute a significant role in investigations, especially when unusual
patterns such as a high volume of data packets to or from certain IPs indicate possible attacks
(e.g., DDoS attacks). Another example of attack production can be based on data packet sizes:
very large or small packet sizes can indicate injection attacks or malware dissemination.
Moreover, investigating flags, including SYN, ACK, reset segment connection, and FIN flags

can also indicate MITM attacks.

4.5.3 Packet Labelling

Packet labelling refers to the process of assigning class labels or categories to data
packets. Packet labelling is particularly important in supervised ML, where the models are
trained on a labelled dataset to find patterns and correlations between features and labels. In
supervised ML, the model learns to map input features (packet data) to the right labels during
training. Typically, a dataset consists of a training set, which is used to train the model, and a
testing set, which is used to evaluate the model’s performance on new data. In this study, the
packets in the dataset were labelled to identify the correlation between normal and attack
behaviours. Two classes were categorised where 0 represented normal and 1 indicated attack
pattern. The binary classification was applied to separate the legitimate sensors’ data and attack

machines’ data. Table 4.4 presents the labelling of legitimate and attack data representation.
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Table 4.4

Binary Classification of Legitimate and Attack Behaviours.

Type Class Description
Attack_label 0 Legitimate
Attack label 1 Attack

The classifications presented in Table 4.4 were used to analyse the attack and normal

pattern using correlation identification between different data packets.

4.5.4 Performance Evaluation

In this study, the implementation of the prototype and testbed were accomplished.
Quantitative performance evaluation was made using Pearson’s correlation coefficient to
determine the correlation between one signal and another random signal. As previously
discussed, the signal (packets) carries source and destination, and acknowledgement
information (see Table 4.3). Some signals were identified as correlated with one signal and
another random signal. The Pearson correlation coefficient method was used in this study to
identify relationships between paired variables, denoted by r, where r calculates a linear
correlation of paired variables (See Equation 4.4 below). The outcome of r could be between
+1 and —1, which shows the strength and the absolute dependencies or relationships among

paired variables.

r = covariance (X, Y) / (stdv(X) * stdv(Y)) (4.4)

Where r represents the Pearson correlation coefficient, X and Y are the two variables, and stdv
represents the standard deviations. The r can be determined by dividing the covariance of the
two variables by the product of their standard deviations. Measuring the standard deviation

indicates the level of variation for each variable, whereas covariance shows how the two
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variables vary in relation to each other. The primary objective of measuring the correlation was
to identify and understand how random variables have a reciprocal relation. The degree of
correlation can be strong (from 0 to + or — 1) or weak (from 0 to + or — 1); if no correlation of
paired variables is determined, different correlated frequencies that are either strong or weak
can be visualised. Table 4.5 describes the possible ratio ranges of the random correlated

variables (associate signals).

Table 4.5

The Correlations Coefficient Values with Explanation.

Correlation coefficient value Explanation

From+0.90to£1.0 Very robust correlation or (+ 90% — + 100%)
From £0.70 to £ 0.89 Robust correlation or (£ 70% — * 89%)

From £ 0.40 to £ 0.69 Moderate correlation or (+ 40% — * 69%)
From £0.10 to £ 0.39 Low correlation or (x 10% — * 39%)
From00to£0.9 Insignificant correlation or (00% — + 0.9%)

The possibility of insignificant correlation occurring within paired linear numeric
signals can be observed in Table 4.5. The correlation values indicate positive and negative
correlation, where two pair signals are either positively or negatively correlated with another
signal. Different signals performed different tasks within connected devices. Some signals had
numeric values, and others had non-numeric values. The correlation method identified linear
numeric associations and dependencies between one linear numeric signal and another random
linear numeric signal. The performance evaluation using the Pearson correlation coefficient in
this study is presented in Sections 4.5.1.1 and 4.5.1.2.

Within the context of the loMT, the examination of correlations among device features

yields essential insights pertinent to the identification of anomalous behaviour [761, 762].
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IoMT systems generally demonstrate consistent relationships when operating under normal
conditions. For example, insulin pumps, glucose sensors, and network traffic often show
identifiable correlations, establishing a foundation of expected behaviour. Nevertheless, in the
context of anomalous occurrences, including cyberattacks or system malfunctions, these
correlations may change, synthetically increase, or display unpredictable patterns, thereby
functioning as a critical indicator of prospective threats.

Certain categories of attacks exert distinct impacts on these correlations. For example,
In the context of a brute force attack, specific features demonstrate determined correlations,
whereas others indicate inverse correlations. Data packets include contentle_http,
response_http, ack_tcp, and connection.rst_tcp appear distinctive patterns that diverge from
normal patterns. Detecting brute force attacks generally requires an examination of traffic for
indicators such as anomalous increases in data flow; any irregular pattern may denote the
occurrence of a cyber-attack. In the context of Trojan attacks, data packets such as ack_tcp,
connection.syn_tcp, and connection.syn.ack_tcp serve as a sign of the underlying attack pattern
associated with these intrusions. Unusual connections between internal systems and unknown
or recognised malicious domains or IP addresses may signify the presence of backdoor
intrusions. In a DDoS attack, malicious traffic floods the system, thereby capturing loMT
devices or servers. A MITM attack involves the interception and potential modification of
communications between I0MT devices and their corresponding servers. This results in

disrupted correlations between transmitted and received packets.

4.5.4.1 Rationale for Using Pearson’s Correlation

Pearson's correlation is often chosen for many reasons in the context of cybersecurity
risks related to the loMT within EDA. EDA provides insight into the interrelationships among
numerical variables, including their correlation, mean, median, mode, standard deviation, and

quantiles [518]. Primarily, the correlation technique is adept at quantifying the strength and
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direction of linear associations between two continuous variables [763-767]. In the 1oMT
ecosystem, numerous metrics, including sensor readings and network traffic, may demonstrate
linear correlations under normal conditions [768-770]. Employing Pearson’s correlation
facilitates the detection of deviations from expected linear patterns, thereby providing an
invaluable approach for identifying anomalies.

Another merit of Pearson’s correlation is its straightforwardness and clarity of
interpretation. Correspondingly, the correlation coefficient spans from -1 to +1, with values
approaching +1 or -1 signifying strong positive or negative linear associations, while values
proximate to O imply the absence of correlation [763, 771-773]. This straightforward
interpretation allows expedited variation detection within the context of the IoMT, where
prompt and precise insights are essential for cybersecurity analysts. Pearson’s correlation is
particularly adept at analysing continuous variables common within loMT ecosystems. Typical
instances encompass heart rate, glucose levels, packet dimensions, and transmission intervals.
By focusing on these continuous data streams, Pearson’s correlation identifies anomalies in
forecast relationships during EDA.

When compared with alternative correlation methodologies, Pearson’s correlation
frequently demonstrates greater significance in IoMT contexts. Spearman’s rank correlation
effectively identifies monotonic relationships; however, it exhibits diminished sensitivity to
nuanced linear variations [774-777]. However, linear relationships hold significant importance
in anomaly detection within the [oMT. Therefore, Spearman’s rank correlation chances are less
to perform well due to the monotonic relationships technique. Another technique, Kendall’s
tau is more appropriately utilised for ordinal data and rankings [778-780], thereby making it
less applicable to the continuous and high-frequency data produced by IoMT devices.
Ultimately, Pearson’s correlation demonstrates both computational efficiency and significant

assistance from major data analysis libraries, including NumPy and pandas [781]. Pearson’s
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correlation is particularly well-suited for examining continuous, linear relationships common

to IoMT systems, thereby making it an appropriate selection for EDA in [oMT.

4.5.4.2 Normal Data Correlation

The Pearson correlation coefficient has been used in many cybersecurity studies.
Consequently, the present study perceived performance evaluation using the Pearson
correlation coefficient as an appropriate analytical technique. Correlation analysis was used to
identify data patterns and prepare data for additional analysis processes. The normal APS data
packets were visualised and examined using the Pearson correlation coefficient. The results
presented in this section were consistent with addressing the research sub-question: What
exploratory data analysis technique can be used to explore data patterns of medjacking methods,
including brute force, DDoS, MITM, and Trojan attacks?

The correlation coefficient of normal signals was quantified to ascertain a numerical
linear association between two paired signals. Comprehensive details of each signal are
provided in Table 4.3. The quantitative examination of normal signals showed a consistent
pattern of change in the other signals when one signal changes. Two signals correlated when a
change in one signal was linked by a predicted variation in the other signal. To understand the
signals’ correlation and their relationship with other signals, the Pearson correlation coefficient
algorithm was applied to calculate the association or similarities of paired signals, as shown in

the heatmap below (Figure 4.11).



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES

Figure 4.11

The Estimated Normal Data Correlations Between One Signal and Others Using Pearson's Correlation Coefficient.
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Figure 4.11 illustrates the numerical linear correlation between one signal and another.
The various colours represent a proximity range of 0.75-1.0, indicating either a positive or
negative correlation frequency. The relationships between each signal were analysed to
determine the extent of use for predicting and modelling data. This analysis was based on the
frequencies of numeric linear correlations, which enabled the labelling and description of the
associations and helped interpret the linked signals’ ranges. The varying coefficients indicated
a relationship, while a non-numeric value in a signal represented a null value and did not
capture correlation frequency. The presence of 0 correlation in certain portions indicated a lack
of numeric association between certain signals, as determined by correlation coefficient
analysis. This study presents an estimated numerical linear correlation between various signals.
Further narrows to understanding the correlation from 1:15 numeric signals and 15 to the

remaining signals illustrated in the heatmaps is visualised in Figures 4.12 and 4.13, respectively.
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Figure 4.12

The Estimated Normal Data Correlations Between One Signal and 15 Signals Using Pearson’s Correlation Coefficient.
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Figure 4.13

The Estimated Normal Data Correlations Between 15 Signals and Remaining Signals Using Pearson’s Correlation Coefficient.
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Figures 4.12 and 4.13 depict the numerical linear correlation of different signals to
predict statistical relationships between these signals. Some signals are positively correlated,
and some are negatively correlated; for instance, the frequencies outlined by the red rectangle
in Figure 4.13 represent a strong positive correlation between one signal and other signals,
indicating that these frequencies were particularly useful for understanding the direct
relationship between signals.

The normal data were examined and visualised using the Pearson correlation coefficient
to determine the link between normal APS device activities. The assessment found a significant
relationship among the typical APS operations. The strong positive correlation between normal
APS device functioning has various effects. For example, it implies that several actions were
interconnected and driven by similar factors. Analysing these points of intersection can aid in
predicting and enhancing the performance of APSs in the context of cybersecurity. This
performance evaluation demonstrates the significance of utilising the Pearson correlation

coefficient to designate the correlations of normal activity in APS devices.

4.5.4.3 Anomalous Data Correlation

A correlation analysis was conducted on the anomalous data to understand and compare
anomalous patterns, distinguish anomalous behaviours, and visualise the anomalous raw data
for the performance evaluation. Research that identifies cybersecurity vulnerabilities can
inform evidence-based security solutions. To examine the APS device’s vulnerability to
medjacking, the anomalous data packets of the attacks were evaluated using the Pearson
correlation coefficient. The correlation of anomalous signals was used to identify the
relationships between paired signals. The descriptions of all packets are presented in Table 4.3.
Various packets executed distinct actions. For instance, DDoS attacks frequently generated
flooding through source and destination IP addresses, particularly in cases where there were

unexpected patterns, such as a large amount of data packets to or from certain IPs. Data packet
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sizes are another indicator of attack generation that indicates Trojan distribution. Different flags,
including SYN, ACK, reset segment connection, and FIN flags indicate normal or attack
occurrence. Therefore, it was most suitable to determine the correlation of each signal. A
statistical study was conducted to visualise several attack signals for DDoS, MITM, brute force,
and Trojan attacks. In the evaluation analysis of the anomalous data, some attack signals were
identified as having positive and negative correlations with each other or similarities between

paired signals. The correlation between various attack patterns is explained as follows.

4.5.4.4 Brute Force

This study exemplified a brute force attack to obtain credentials and access to the
APS’s subsystems in a virtual machine setting, where no machines were harmed. Brute force
attack data were examined using the Pearson correlation coefficient to visualise the attack

pattern as compared to normal patterns and with other attacks patterns (See Figure 4.14).
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Figure 4.14

The Estimated Brute-Force Attack Correlations Between One Signal and Others Using Pearson’s Correlation Coefficient.
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Figure 4.14 illustrates the numerical linear correlation of various packets associated
with a brute force attack. Certain signals exhibit high correlations while others show negative
correlations. This figure visualises the unique network traffic patterns that were developed in
the presence of brute force attacks, such as contentle_http, response  http, ack_tcp, and
connection.rst_tcp data packets that contributed unique patterns as compared to normal
activities. Identifying brute force attacks typically requires watching network traffic for signs
such as unexpected increases in traffic to authentication endpoints, uncommon user-agent
strings in HTTP requests, and repetitive use of common passwords. The brute force attack’s
data pattern was unique compared to other attacks in this study as visualised in the heatmap

above.

4.5.4.5 Distributed Denial of Service

In this study, DDoS attacks depleted the resources of the APS’s subsystems and
rendered a service inoperable. This research exemplified a DDoS attack using a virtual machine.
Three steps were involved in the TCP handshake process. First, a programmed script using a
command line initiated a synchronise flood request by continuously sending SYN requests to
a target machine. Second, an SYN Acknowledgement (SYN-ACK) was generated from the
central machine to respond with an acknowledgment. Third, ACK messages were sent to
complete the connection establishment. This study examined DDoS attack trends and features
and visualised raw data into a heatmap, as shown in Figure 4.15. The Pearson correlation

coefficient was used to estimate the DDoS correlation between one signal and other data signals.
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Figure 4.15

The Estimated Distributed Denial-of-Service Attack Correlations Between One Signal and Others Using Pearson’s Correlation Coefficient.
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Figure 4.15 depicts the numerical linear correlation of different packets associated with
DDoS attacks, demonstrating the statistical relationships among them. Certain indicators show
strong positive relationships while others show negative relationships. During the DDoS attack,
different data packets were transmitted to flood network resources to represent the typical
nature of this attack. DDoS attacks may include various packet types, but certain characteristics
of the packets can indicate their connection to such attacks. For example, overloading a target
server with TCP and SYN packets indicated the pattern of DDoS attacks, which disrupted the
server’s capacity to handle incoming connection requests. The connection.rst_tcp, ack_tcp,
connection.syn_tcp and flags_tcp packets are typical data packets linked to DDoS attacks. The
data pattern of DDoS attacks appeared distinct from other attacks, as shown in the heatmap

above.

4.5.4.6 Man in the Middle.

This study focused on targeting DNS and ARP protocols to activate MITM attacks. The
simulated attacker used the DNS port to execute an attack to control the APS subsystems’ IP
address. The attacker attempted to capture credentials when a DNS request was sent to the DNS
server; during this phase, the attacker forged responses to the subsystems. This study analysed
trends and characteristics of MITM attacks and presented the raw data in a heatmap, as depicted
in Figure 4.16. The Pearson correlation coefficient estimated the MITM attack’s data

correlation between one signal and other data signals.
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Figure 4.16

The Estimated Man-in-the-Middle Attack Correlations Between One Signal and Others Using Pearson’s Correlation Coefficient.
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Figure 4.16 shows the numerical linear correlation of various packets linked to MITM
attacks. Some indicators show strong positive connections while others indicate negative
connections. The MITM attack was examined, and patterns were visualised, such as the DNS
spoofing packets associated with the attack patterns. If this was not a simulated attack, the
attackers would have misled the victim into connecting with their servers by intercepting DNS
requests and providing false DNS records. The DNS packets showed the MITM attack presence;
the data packets represented different patterns in the MITM attack as compared with different

attack and normal patterns.

4.5.4.7 Trojan Attack.
This study analysed Trojan attack patterns and presented the raw data in a heatmap to
visualise the correlation as depicted in Figure 4.17. The Pearson correlation coefficient was

used to estimate the Trojan attack’s data correlation between one signal and other data signals.



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 271

Figure 4.17

The Estimated Trojan Attack Correlations Between One Signal and Others Using Pearson’s Correlation Coefficient.
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Figure 4.17 presents the numerical linear correlation of packets associated with Trojan
attacks. Some signs indicate strong positive correlations while others indicate negative
correlations. The backdoor was created as a connection with remote command-and-control
servers, where frequent communication involved periodic requests for guidance, updates, or
transferring data to the server. The heatmap shows that the communication pattern differs from
other attacks in this study. The ack_tcp, connection.syn_tcp, and connection.syn.ack_tcp data
packets indicate the Trojan attack pattern. Unusual connections from internal systems to
suspicious or known malicious domains or IP addresses can indicate backdoor attacks.

Figures 4.14, 4.15, 4.16, and 4.17 present the correlations of the brute force, DDoS,
MITM, and Trojan attacks. The correlations between these attack signals have exhibited
distinct patterns through the Pearson correlation analysis. The correlated patterns between
brute force and Trojan attacks have exhibited a substantial difference. Nevertheless, a
discernible variation in intensity exists when comparing the DDoS and MITM attack patterns,
which indicates a possible connection between these attacks. Attackers could try to gain
unauthorised access using MITM tactics in the background while launching DDoS attacks as a
diversion strategy.

Brute force data packets have shown correlation with different packets, and the
contentle_http, response_http, ack_tcp, and connection.rst_tcp data packets primarily exhibited
unique patterns that indicated a brute force attack. The correlation of DDoS attacks has shown
that data packets such as connection.rst_tcp, ack tcp, connection.syn tcp and flags_tcp
indicated the DDoS attack. In the MITM attack, the correlation of the DNS packets has shown
different patterns that indicated the MITM attack. The data packets present during the MITM
attack were distinct compared to other types of attacks and normal patterns. When examining

the Trojan attacks the ack_tcp, connection.syn_tcp, and connection.syn.ack_tcp data packets
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indicated the Trojan attack pattern. All patterns were presented in the heatmap figures to
understand the attack packet correlations.

This study conducted a comprehensive medjacking correlation analysis and identified
different attack correlation patterns. Understanding the correlation patterns of medjacking
attacks enables more complete evaluations by identifying hidden dependencies between attack
patterns and mitigating possible risks. The examination of correlation patterns may help the
future identification of attack patterns that indicate the occurrence of coordinated or sequential
attacks carried out by the same threat actor. Pearson’s correlation analysis was used to
investigate the different features of medjacking. Identifying these correlation patterns can
enhance security measures by providing information on patterns and trends for developing
defence techniques, tools for detecting threats, and plans for mitigating attacks based on

tailored individual patterns.

4.6 Summary

The implementation of the APS subsystems was accomplished using a simulation
approach. The simulation has provided a virtual environment where this research exemplified
the functionality of the APS device without the need for proprietary devices and real patients.
The simulations provided a cost-effective and efficient way to perform IoMT functionalities
and collect datasets for further analyses. A cybersecurity testbed for the APS subsystems was
developed to evaluate the medjacking vulnerabilities of the device. The testbed mimicked the
medjacking conditions. Key components of the testbed included the APS subsystems, an loMT
communication environment, and attack tools (virtual machines, operating systems, and
scripted frameworks). In this study, data gathering focused on normal and attack-related actions
in the simulated environment. The simulated environment monitored and recorded APS device
activities, medjacking activities, and communications, including sensor readings, device

interactions, and network traffic patterns under normal and attack situations.
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Chapter 5. The Development of the Hybrid Intrusion Detection System

Chapter 5 reports the development of a Hybrid Intrusion Detection System (H-IDS) by
combining signature and anomaly detection methods to detect medjacking vulnerabilities in
the APS. The H-IDS was developed using both Machine Learning (ML) and DL (Deep
Learning) models to detect medjacking. ML and DL models have significantly enhanced the
identification of known and unknown attacks, particularly when incorporated with
conventional signature-based and anomaly-based detection designs. Unknown attacks
represent a distinct category of attacks that exploit newly identified vulnerabilities. For known
attacks involve to those that leverage vulnerabilities that have previously been recognised or
signatures created. ML and DL models present dynamic, efficient, and adaptive approaches for
addressing these threats by utilising a range of models, including Autoencoders for anomaly
detection and supervised classifiers such as Multi-Layer Perceptron (MLP), Decision Trees,
Support Vector Machines (SVM), and XGBoost for signature-based detection, as proof of
concept.

To comprehend the operational mechanisms of the detection of unknown attacks, the
autoencoder model was developed for anomaly detection in this study, which possessed the
capability to directly process a dataset in its unrefined state, characterised by noise and lack of
structure, without necessitating extensive preprocessing. This approach enabled
the identification of unknown attacks that diverge from established or previously known
signatures or known attacks. Conversely, the dataset requires a preprocessing step to enable the
generation of signatures for known attacks. This preprocessing approach encompasses cleaning,
normalising, and feature engineering (i.e., feature selection and dimensionality reduction) to
develop signatures, which subsequently serve as the foundation for training models aimed at

signature-based detection. A hybrid approach integrated both signature-based and anomaly-
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based detection mechanisms. ML and DL models are trained and tested as proof of concept to
detect known and unknown attacks.

To enhance effectiveness, the ML and DL models and algorithms were used with
signature-based feature engineering, grid search, and classification. In anomaly detection,
autoencoder is a DL method, a form of artificial neural network utilised to detect anomalies.
Models utilised in signature detection are designed to detect established patterns that are linked
to various types of attacks. The 2022APS dataset utilised in the proposed H-IDS consisted of
a varied collection of labelled instances depicting normal and attack activities. This dataset has
been divided into training, validation, and test sets to aid in model training and evaluation. The
2022APS dataset consisted of both normal and attack packets. Each data packet in the dataset
consisted of varied characteristics, including packet sizes, timestamps, and extra metadata
offering detailed information about the events. This chapter will specifically answer the fourth

research question:

4. What dimensionality reduction technique can be performed optimally in the

development of a machine learning model for medjacking detection in the APS?

a) What differences can be experienced with and without dimensionality reduction
techniques in the development of a machine learning model for medjacking

detection in the APS?

5.1 Hybrid Intrusion Detection System

The H-IDS was created using the open-source tools, models, libraries, and techniques
discussed in Chapter 3, Table 3.3. The H-IDS consisted of three main components: data
preprocessing, feature engineering, and the detection engine. Chapter 3 also presented the
flowchart (see Figure 3.6) and development requirements for the H-IDS. The H-IDS received

the initial input for data preprocessing, provided in Section 5.1.1, and feature engineering,
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presented in Section 5.1.2. The detection engine presented in Section 5.2.3. An autoencoder
model was trained for the anomaly detection. The Mean Squared Error (MSE) loss function
was used to measure the differences between the original input and the remodelled output. In
signature detection, the models were developed to classify normal and attack signatures. The
dataset was discussed in Chapter 4. The 109,360 normal and attack samples offered abundant
data for training and evaluation. There were 18,565 insulin device data packets and 18,227
CGM data packets; these data were labelled as normal data packets. The brute force (18,313),
DDosS (18141), MITM (18,012), and Trojan (18,102) data were labelled as attack data packets.

The data collections of normal and attack activities were performed in Chapter Four,
encompassing a range of data, including source and destination information, timestamp logs,
TCP, UDP, ICMP, and IP; SYN, ACK, reset segment connection, and FIN flags as well as
traffic information, and further relevant details. The data packets were exchanged in both
inbound and outbound traffic. The packet-oriented data encompassed meta-information
pertaining to the transmitted packets derived from the communication protocols within the
network. Diverse packets executed different tasks within interconnected devices. The various
packet types and their corresponding descriptions can be found in Table 4.3, Chapter Four. All
data packets are explicitly discussed in Chapter Four: 4.4 Dataset Collection Unit, 4.4.1 Packet
Processing, 4.4.2 Packet Description, 4.4.3 Packet Labelling. The details of H-IDS components

are present in the following sections.

5.1.1 Data PreProcessing

Data preprocessing was a fundamental step in developing ML and DL models. The
primary rationale behind the preprocessing approach was to convert raw data into a multi-
dimensional format. Preprocessing techniques yielded an optimised dataset vector that was
utilised as input for ML and DL models during the training phase to achieve optimal outcomes.

As a result, this process enabled the discovery of knowledge from the 2022APS dataset. In
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general, an unprocessed dataset may consist of noisy, unreliable, and unbalanced data
characteristics that potentially impact training and analysis. Furthermore, unprocessed datasets
may lead to overfitting or underfitting problems.

MiniMaxScallar and LabelEncoder were utilised to transform the data for the feature
engineering step. The utilisation of the MinMaxScaler aimed to prepare data features within a
(e.g., “within the 0—1"") range. The input data used in the MinMaxScaler process consisted of
numerical characteristics that displayed variations in scales, units, or ranges. All features
transformed with the range to minimise the possibility of biases that may arise from varying
feature scales. All features were scaled, and the scaling process was based on linear
transformation. This transformation consisted of subtracting the minimum value recorded in
each feature from the data points, which was followed by dividing the result by the range. The
range was determined by subtracting the minimum value of the corresponding attribute from
the maximum value. LabelEncoder was used to transform categorical labels into numerical
values, which was an essential prerequisite for analytical and modelling processes. The input
data utilised by the LabelEncoder consisted of categorical features wherein each feature
represented unique categories. The Labelencoder procedure allocated a unique integer value
for each category. The sequence of encounters determined the assignment of numbers, and this
process was crucial in converting the categorical data into a numerical representation. This
numerical data was subsequently utilised as input for the ML and DL models.

The MinMaxScaler approach obtained the equitable transformation of all aspects. This
approach reduced the possibility of any factor exerting an unbalanced impact on the modelling
process. There were multiple reasons for using MinMaxScalar, including but not limited to
adjusting the data to a specific (e.g., “within the 0—1) range, which was essential and
significant to scaling input features. Scaling the data to a consistent range helped prevent

features with larger magnitudes from impairing those with smaller magnitudes in model
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training; this technique ensured that each feature had an equal impact on the learning process.
Second, MinMaxScaler maintained the original distribution when scaling data, which helped
maintain the data distributional features and uphold key statistical properties. Moreover, the
MinMaxScaler is primarily utilised in data preprocessing tasks due to its stability that
guarantees uniform and dependable outcomes across various datasets and applications,
particularly in situations where the data lacks significant outliers or non-normal distributions.
In this study, data preprocessing was implemented to convert the 2022APS dataset into a
coherent and compatible format. This operation aimed to transform the 2022APS dataset for
the next step of H-IDS feature engineering. The preprocessed 2022APS dataset achieved a
refined, optimised, and balanced structure, as MinMaxScallar was applied to transform the
dataset in a scalable and consistent range. The 2022APS dataset was then prepared for further
data feature engineering processes. Table 5.1 presents the different procedures conducted in

the data preprocessing phase.

Table 5.1

Data Preprocessing Operations for 2022APS Dataset.

Operation Major Description
Data cleaning Cogency All data features were converted into numeric and Boolean
formats.
Segregation All data were balanced for normal and attack types.

Completeness ~ Unknown or missing data values were fixed. In general, the
null value and not a number were set to 0, and non-numeric
values were removed.

Uniformity Source and destination IP addresses were fixed into datum
categories.
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Operation Major Description
Data Non-numeric ~ The data containing communication protocol types, and
conversion normal and attack types in the nominal form with strings

format, were applied using LabelEncoder to balance data.

Numeric Each feature’s numeric value differed based on the activity
logs.

Categorical LabelEncoder  Categorical columns were converted into numerical values.
encoding

Data MinMaxScaler Feature values were categorised into a given range. Scaler
transformation was used when the upper and lower limits were identical.

Enhancing the 2022 APS dataset using MinMaxScaler and LabelEncoder was important
to ensure the strength and dependability of ML tasks. Both LabelEncoder and MinMaxScaler
methods transformed the dataset for the ML tasks. The MinMaxScaler serves a pivotal role in
the domain of feature scaling, thereby ensuring uniformity across the diverse features present
within the dataset. In datasets characterised by features exhibiting distinct ranges (for instance,
one feature may extend from 0 to 1000, whereas another may span from 0 to 10), in this case,
the chances of becoming biased towards features with larger values may be experienced.
Consequently, the MinMaxScaler was applied to transform features into a standardised range,
conventionally between 0 and 1, thus ensuring that all features contribute equally. Conversely,
LabelEncoder transformed categorical information into numerical values by assigning a
distinct integer to each category, a requisite for most ML model development. Many ML
models are engineered to handle numerical inputs; consequently, categorical data
is transformed into a numerical format. The Label Encoder accomplishes this by allocating
integer values to each category, thereby enabling the model to interpret and process the
information accurately. Furthermore, LabelEncoder removed uncertainty in representing

categorical data and guarantees uniformity and transparency across a dataset.
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5.1.1.1 Justification of MinMaxScaler

The MinMaxscalar is a critical procedure for normalising the features. In various
studies related to intrusion detection [782-789], the researchers utilised a MinMaxScaler
technique to normalise data inputs (i.e., scaling values within the interval of 0 to 1 and -1).
Specifically, MinMaxScaler enhances model effectiveness in developing intrusion detection
systems utilising ML models. In a study related to intrusion detection [790], the researchers
stated that a data normalisation technique is required to ensure that data with distinct ranges
are standardised to a uniform scale. The normalisation technique confirms that the model does
not incorporate inconsistent ranges into its calculations, which could potentially lead to
ineffectiveness within the overall learning model. The MinMaxscalar is a normalisation
technique that systematically converts each data with varying ranges to a uniform scale of 0 to
1, and -1. The researchers stated that the data was normalised [0, 1, and -1] using
MinMaxScaler [790].

In this study, the MinMaxscalar was important for converting each data feature with
varying ranges to a uniform scale of 0 to 1 to develop an MLP model to detect medjacking.
According to the literature, normalised data facilitates accurate convergence during gradient-
based optimisation processes in ML models such as MLP. As stated in [791], the
transformation of scaled features facilitates a more efficient convergence of gradient descent,
a factor of significance for neural networks used in Intrusion Detection System applications.

In this study, to develop an SVM model to detect medjacking, the MinMaxscalar was
important for converting each data feature with varying ranges to a uniform scale of 0 to 1.
According to the literature, the SVM model performs optimally when applied to scaled data
[792]. The MinMaxScaler ensures that each feature contributes uniformly, a critical factor for

accurate margin computation and optimal kernel efficacy in SVM models.
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In this study, the development of the XGBoost, and DT models required MinMaxscalar
to convert each data feature with varying ranges to a uniform scale of 0 to 1. According to the
literature, in the context of XGBoost and DT, the application of MinMaxScaler is essential for
scaling data features. In [793], the researchers used MinMaxScaler for data normalisation,
thereby enhancing the effectiveness of tree split computations and, consequently, improving
the overall efficiency of the model.

According to the literature [782-793], developing an intrusion detection model requires
normalised data for accurate identification. The MinMaxScaler is a fundamental technique that
normalises data, and it is known as a process significantly enhanced through feature scaling
implementation. The MinMaxScaler technique serves to normalise data, thereby facilitating
the capacity of models to identify complex anomalies in relation to a baseline of expected
behaviour. The notion of normalisation, encompassing Min-Max scaling, finds its roots in
fundamental statistical procedures. Scaling serves to standardise variables within the context
of multivariate analysis, defined as a collection of statistical techniques used to examine data
encompassing multiple variables concurrently. The MinMaxScaler constitutes a fundamental

preprocessing procedure in developing ML and DL models to detect intrusions.

5.1.1.2 Justification of LabelEncoder

The LabelEncoding technique is used to transform categorical features into their
numerical representation. In intrusion detection applications, categorical variables such as
attack types, protocol, and service types, including TCP, UDP, and HTTP, encompass protocol
type, service, flag, and attack. Machine learning models typically require numerical inputs, and
the LabelEncoder effectively converts categorical variables into numerical labels, thereby
maintaining a concise feature set. The technique systematically transforms each categorical
value within the dataset into a numerical representation [794]. The LabelEncoder ensures that

categorical variables are uniformly represented in a numerical format, thereby maintaining
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their intrinsic significance without leading to the dimensionality of the feature set, a crucial
aspect for models to interpret the input data accurately.

The LabelEncoder technique is a fundamental preprocessing step in developing ML
models. Numerous studies have developed intrusion detection using LabelEncoder as an
essential preprocessing step [788, 794-801]. The LabelEncoder is particularly advantageous
for handling categorical data, a common dataset characteristic that frequently encompasses
protocol types, attack classifications, and categorical indicators pertaining to network services
or flags. Within this context, the LabelEncoder converts categorical features into integer
representations, thereby facilitating the effective and efficient processing of categorical data
using MLP, SVM, XGBoost, and DT models. The transformation of categorical variables into

integer representations facilitates ML models' processing and interpretation of critical features.

5.1.1.3 Justification of Why MinMaxScaler and Label Encoder Steps Are Critical in the
Overall Detection Process

In the field of data science, a MinMaxScaler pertains to its function of normalising
numerical data, whereas a Label Encoder transforms categorical data into a numerical format.
Both represent essential preprocessing stages in the field of data science, facilitating the
effective operation of ML and DL models across a variety of data types. The MinMaxScaler
and Label Encoder represent essential preprocessing techniques in the development of a model
aimed at intrusion detection. Identifying intrusions within the APS systems necessitates the
implementation of robust preprocessing techniques to adequately prepare data for ML and DL
models, thereby ensuring both accuracy and effectiveness in intrusion detection.

In this study, the MinMaxScaler serves the purpose of normalising numerical features
within the 2022APS dataset to a designated range [0, 1, and -1]. The APS intrusion detection
datasets encompass numerical attributes, including time, scr.host.ip, dst.host.ip,

dst.proto.arp_ipv4, arp.opcode, scr.proto.arp_ipv4, checksum_icmp, seq.le_icmp,
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timestamp.transmit_icmp,  contentle_http,  request.method_http,  request.full.uri.http,
request.ver_http,  response_  http, ack tcp, checksum_tcp,  connection.fin_tcp,
connection.rst_tcp, connection.syn_tcp, connection.syn.ack_tcp, dst.port_tcp, flags_tcp,
flags.ack tcp, payload_tcp, seq_tcp, src.port_tcp, port_udp, stream_udp, time.delta_udp,
gry.name_dns, gry.name.len_dns, qgry.qu_dns, qry.type_dns, retransmission_dns,
retransmit_request_dns,  con.ack.flags_mqtt, con.flag.cleansess_mqtt, con.flags_maqtt,
hdr.flags_maqtt, len_mgqtt, msg_mqtt, msg.type_mgqtt, proto.len_mgqtt, proto.name_maqtt,
topic_mqtt, topic.len_maqtt, ver_maqtt, attack_label, attack_type. The MinMaxScaler technique
was most important because in case of without any of scaling, features that have larger values
may dominate those with smaller values, resulting in biassed outcomes. The MinMaxScaler in
this study facilitated the equitable contribution of all features to the ML and DL models by
standardising their respective values.

In this study, the Label Encoder constitutes a crucial preprocessing technique,
employed to transform categorical data into numerical representations. The 2022APS datasets
encompassed categorical attributes, including protocol types (e.g., TCP, UDP) and attack
classifications (Normal, Attack). ML and DL models necessitate the utilisation of numerical
inputs, thereby delivering encoding an indispensable process. Label encoding ensures the
uniform representation of categorical features, thereby facilitating the model's capacity to
process and derive insights from them with effectiveness. In the context of supervised learning
models, the encoding of target labels, wherein "Normal" is denoted as 0 and "Attack" as 1,
serves an essential role in the association of input features with their corresponding
classifications. This transformation ensures uniformity in data representation and enhances the
ease of interpretation of the outcomes.

The simultaneous application of MinMaxScaler and Label Encoder signifies the

appropriate preprocessing of both numerical and categorical features, thereby enhancing the
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effectiveness of intrusion detection mechanisms. The MinMaxScaler mitigates the potential
bias of models towards features characterised by larger ranges, whereas the Label Encoder
facilitates the incorporation of categorical data. The MinMaxScaler and Label Encoder serve
as essential preprocessing techniques in the field of intrusion detection. Through the
normalisation of numerical features and the encoding of categorical data, these techniques
improve the accurate processing of data by models and enhance the effectiveness of intrusion

detection.

5.1.2 Feature Engineering

Feature engineering refers to the structured process of choosing, generating, or
adjusting input data points (also known as features) to enhance the predicting capacities and
classifications of the models by optimising features using the available data. Different
techniques can be used in feature engineering, including feature selection, reduction,
transformation, and visualisation. In the data preprocessing phase, the 2022APS dataset
enhanced its structural representation, prepared data transformation, and enabled visualisation
at an optimal level.

In the feature engineering phase, feature selection and dimensionality reduction
algorithms were used to prepare the dataset for model building. First, feature selection
techniques were utilised to determine a subset of the most relevant features from the 2022APS
dataset. Second, dimensionality reduction and different techniques were utilised to prepare data
into a low dimensionality to enhance the computational efficiency of the ML models and
minimise the potential for overfitting problems. Both feature selection and dimensionality
reduction significantly contributed to enhancing the performance of the ML models employed
in the study. The use of feature engineering significantly impacted the models’ forecast
accuracy, generalisation capabilities, and classification performance. Both techniques are

described in Sections 5.1.2.1 and 5.1.3.
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5.1.2.1 Feature Selection

In this study, feature selection involved the identification and selection of a subset of
relevant variables from the 2022APS dataset. According to [701], the feature selection process
is considered an essential phase in developing ML models for numerous reasons, as it
significantly impacts the model's performance. The process involves identifying and selecting
the most pertinent features from the dataset, simultaneously eliminating irrelevant or redundant
ones. The researchers in astudy [701], concluded that “Feature selection is effective in
preprocessing data and reducing data dimensionality”. Moreover, the researcher also
mentioned “feature extraction/selection still plays an essential role such as improving learning
performance, preventing overfitting, and reducing computational costs”. According to [703],
feature selection denotes the process of deriving a subset from an original feature set based on
specific selection criteria, which identifies the relevant features within the dataset.

Feature selection was significant in this research for several reasons. Initially, this
method decreased the dimensionality of the input space, thereby minimising the risk of
overfitting, lengthened training periods, and inadequate generalisation. Additionally, the
utilisation of feature selection resulted in enhanced model performance. This was achieved by
prioritising the most informative features that have a significant impact on the prediction of the
target variable. In this study, correlation coefficient, the variance threshold, and Recursive
Feature Elimination with Cross Validation (RFECV) techniques were utilised to identify and
select key features. These techniques involved identifying how strong, weak, irrelevant, and
redundant features were in the dataset.

In the context of the 2022APS dataset, these techniques are applied to identify the
relevance of features; the correlation coefficient technique was used to identify the features’
strengths. Further, to identify relevant features, the variance threshold technique and the

statistical variability of each feature are identified in Table 5.2. Another technique, RFECV,
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applied to identify relevant features, is present in Table 5.3. This study utilised features
identified from the RFECV technique because it integrates the significant benefits of recursive
feature elimination with the approach's robustness of cross-validation.

The correlation coefficient quantifies the degree of linear relationship between pairs of
variables. When two features demonstrate a substantial correlation, they signify corresponding
information, potentially resulting in redundant information. Within the domain of feature
selection, the correlation coefficient functions as an important technique for identifying and
potentially discarding one of the features that demonstrate significant correlation, thus
minimising multicollinearity and enhancing the model's complexity optimisation. In the
variance threshold, the approach discards features distinguished by negligible variance, which
are simply of minimal relevance to the predictive effectiveness of the model. Features
illustrating a near-zero variance among samples often possess negligible informative value, as
they provide inadequate differentiation between distinct classes or outputs. The variance
threshold represents a simplistic yet effective technique for eliminating low-variance features,
thereby optimising the dataset's structure. Recursive Feature Elimination with Cross-
Validation (RFECV) represents an advanced technique within the domain of feature selection
related to machine learning models. RFECV technique establishes feature ranking when
combined with model validation to determine the most important subset of features. Starting
with all the features, it systematically eliminates the least consequential feature(s) based on the
effectiveness of a specified model utilising the tree-based model. Cross-validation is used at
each phase to ensure that the selection process demonstrates a substantial level of generalisation,
thereby providing RFECV with an effective technique for determining the most pertinent

features for the predictive endeavour.
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5.1.2.1.1 Correlation Coefficient

This study examined the effectiveness of correlation coefficient feature selection. This
technique was used to analyse the relationship between each feature and the target variable by
measuring their strength and direction. The primary rationale for identifying a linear
relationship was to meet the requirements of the detection system, which relied on computing
numerical linear statistics to detect intrusions. Numerical variables possess a crucial role in
detection systems for various reasons. Primarily, linear features provided a quantitative
understanding that enabled the ML and DL models to quantify the intrusions.

The quantitative data were used to learn the operation of the system and promptly
identify intrusions. The correlation coefficient measured the strength of the linear connection
between two variables. This linear measure offered valuable insights into the robustness and
perspective of the relationship within different data features. The Pearson correlation
coefficient of 1 indicated a positive linear relationship, whereas —1 indicated a negative linear
relationship, and 0 implied no linear relationship between the variables. Figure 5.1 presents a

heatmap that determines the association or similarities of paired signals.
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Figure 5.1
Correlations Computed Between One Feature and Others in the Feature Section Process.
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The different colours in Figure 5.1 symbolise a range of proximity from +1 to —1. An
analysis was conducted to examine the relationships between each feature and assess their
utilisation in data prediction and modelling. This analysis was conducted using numeric linear
feature correlations that enabled the understanding of noteworthy features in the feature section
task and, subsequently, classification tasks. The process required the computation of the
correlation coefficient between each feature and the target variable. Features that show a high
absolute correlation coefficient (close to 1 or —1) were strongly correlated with the target and
were usually kept for further analysis. On the other hand, features with low absolute correlation
coefficients (close to 0) were seen as weakly correlated and could be ignored or more carefully
examined. By establishing a predetermined threshold, such as an absolute correlation
coefficient surpassing 0.5, features that exhibited strong correlations with the target variable

were included in the model.

5.1.2.1.2 Variance Threshold

In this study, the variation threshold was implemented to identify and eliminate features
that have low or no variation. The variance threshold technique started by estimating the
variance for each feature in the dataset. The variance threshold served as an index for removing
features that failed to meet the required level of variance. The constant, O-variance features
were removed, as they showed insufficient variation. The variance was calculated as the
average of the squared deviations between each data point and the mean of the dataset. The
objective of this computation was to assess how much the values of each attribute deviated
from their corresponding means. Features exhibiting low variance were identified as those
characterised by data values that demonstrated a high degree of consistency and low variation
from the mean. The features with low or no variance were removed for the predicting modelling
task. Table 5.2 presents all features with their variance; a total of 48 features were provided in

the feature selection phase and the variance threshold technique selected 20 features.
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Table 5.2

Feature Selection Outcome Based on Variance Threshold Technique.

No. Feature Variance
1 arp.opcode 0.005439
2 contentle_http 15307.09
3 response_ http 0.011022
4 ack_tcp 1.36E+17
5 connection.rst_tcp 0.108296
6 connection.syn_tcp 1667.048
7 connection.syn.ack_tcp 0.034254
8 flags.ack_tcp 27982.53
9 seq_tcp 8.31E+10
10 stream_udp 0.31096
11 time.delta_udp 1299.988
12 gry.name_dns 0.029729
13 gry.name.len_dns 0.029729
14 gry.qu_dns 10862.4
15 gry.type_dns 0.174915
16 con.flag.cleansess_maqtt 0.02023
17 len_maqtt 23.66471
18 msg.type_mqtt 4.161976
19 proto.len_mqtt 0.323678

20 topic.len_mqtt 2.235919

Table 5.2 provides a statistical overview of the variability represented by each feature.

The labels of the individual features are listed in the column and each row refers to a distinct
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feature. Features with low or no variances were removed, as they contained uninformative or
noisy data for the ML task. High variance features were selected, as they contained significant
information for the modelling task. This technique enhanced the effectiveness of the ML task
by eliminating features that were assessed as unlikely to significantly impact the modelling
process. The removal of low-variance features reduced the risk of overfitting, a phenomenon

in which models learn to include noise or irrelevant patterns from the dataset.

5.1.2.1.3 Recursive Feature Elimination with Cross Validation

The Recursive Feature Elimination with Cross Validation (RFECV) technique was
applied in the feature selection phase to identify relevant features for the modelling task. While
using the REFCV technique, an ML model was applied to identify the effectiveness of each
feature in the 2022APS dataset. The DT model was applied for cross validation to examine the
importance of individual features in the dataset. The cross-validation process in the RFE
technique split the dataset into five folds (the k-fold). The 2022APS dataset contained 48
features with 109,360 instances of normal and different attack samples; these instances offered
abundant data for training and testing. This technique selected the numeric features to identify
the importance of each feature. The training process used k — 1 of the folds for model training
with the remaining fold being allocated for testing purposes. This process iterated five times,
which enabled a thorough evaluation of the model’s accuracy across various subsets of data.

Table 5.3 presents the computed accuracy of each fold.

Table 5.3
Accuracy of 1:5-Folds Using Recursive Feature Elimination with Cross Validation to Show

the Features’ Importance.

No. Features name Split0 Splitl Split2 Split3 Split4
accuracy accuracy accuracy accuracy accuracy

1 arp.opcode 93.032 93.109 87.756 92.899 92.712
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No. Features name Split0 Splitl Split2 Split3 Split4

accuracy accuracy accuracy accuracy accuracy
2 checksum_icmp 94.545 94.614 94.595 94.399 94.239
3 seq.le_icmp 94.586 94.641 94.691 94.408 94.312

4 timestamp.transmit_icmp 98.852 99.094 99.044 98.824 98.710

5 contentle_http 82.822 98.518 95.331 98.408  98.710
6 response_ http 83.005 98.692 95.487 98.683 98.893
7 ack_tcp 83.005 98.692 95.487 98.683  98.893
8 connection.rst_tcp 83.005 98.692 95.487 98.683 98.893
9 connection.syn_tcp 83.005 98.692 95.487 98.683 98.893
10 connection.syn.ack_tcp 83.005 98.692 95.487 98.683 98.893
11 flags.ack_tcp 83.005 98.692 95.487 98.683 98.893
12 seq_tcp 83.005 98.692 95.487 98.683 98.893
13 stream_udp 83.005 98.692 95.487 98.683 98.893
14 time.delta_udp 83.005 98.692 95.487 98.683 98.893
15 gry.name_dns 83.005 98.692 95.487 98.683 98.893
16 gry.name.len_dns 83.005 98.692 95.487 98.683 98.893
17 gry.qu_dns 83.005 98.692 95.487 98.683 98.893
18 qry.type_dns 83.005  98.692 95487  98.683  98.893
19 retransmission_dns 83.005 98.692 95.487 98.683 98.893
20 retransmit_request_dns 83.005 98.692 95.487 98.683 98.893

21 con.flag.cleansess_maqtt 83.005 98.692 95.487 98.683 98.893

22 len_maqtt 83.005  98.692 95487  98.683  98.893
23 msg.type_mqtt 83.005  98.692 95487  98.683  98.893
24 proto.len_maqtt 83.005  98.692 95487  98.683  98.893

25 topic.len_mqtt 83.005 98.692 95.487 98.683 98.893
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No. Features name Split0 Splitl Split2 Split3 Split4

accuracy accuracy accuracy accuracy accuracy
26 ver_mqtt 83.005 98.692 95.487 98.683 98.893
27 attack_label 83.005 98.692 95.487 98.683 98.893

Table 5.3 shows the RFECV results of 1:5 folds, showing the highest and lowest
accuracy attained during the cross-validation procedure. The highest level of accuracy attained
across all folds indicates the significance of the features. The RFECV technique iteratively
performed this evaluation of the model’s efficacy with mean test accuracy and standard
deviation of accuracy over the folds. The mean test accuracy was calculated across all folds
during the cross-validation procedure. The model involved training and evaluation five times
using k-fold cross validation. The mean test accuracy obtained by averaging the accuracy
across all folds, provided a comprehensive evaluation of the model’s performance using the
selected feature subset. The standard deviation measured the degree of variation in the test
scores indicating the model’s performance metrics. Using k-fold cross validation, the standard
deviation was calculated by analysing the five test scores obtained from each fold. Table 5.4

presents the computed mean test accuracy and standard deviation.

Table 5.4

Mean Test Accuracy and Standard Deviation Shows the Features’ Importance.

No. Features name Mean test accuracy Standard deviation
1 arp.opcode 91.901 0.020
2 checksum_icmp 94.478 0.001
3 seg.le_icmp 94.528 0.001
4 timestamp.transmit_icmp 98.905 0.001

5 contentle_http 94.758 0.060
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No. Features name Mean test accuracy Standard deviation
6 response_ http 94.952 0.061
7 ack_tcp 94.952 0.061
8 connection.rst_tcp 94.952 0.061
9 connection.syn_tcp 94.952 0.061
10 connection.syn.ack_tcp 94.952 0.061
11 flags.ack_tcp 94.952 0.061
12 seq_tcp 94.952 0.061
13 stream_udp 94.952 0.061
14 time.delta_udp 94.952 0.061
15 gry.name_dns 94.952 0.061
16 gry.name.len_dns 94.952 0.061
17 gry.qu_dns 94.952 0.061
18 gry.type_dns 94.952 0.061
19 retransmission_dns 94.952 0.061
20 retransmit_request_dns 94.952 0.061
21 con.flag.cleansess_maqtt 94.952 0.061
22 len_maqtt 94.952 0.061
23 msg.type_mqtt 94,952 0.061
24 proto.len_mqtt 94.952 0.061
25 topic.len_mqtt 94.952 0.061
26 ver_mgqtt 94,952 0.061
27 attack _label 94.952 0.061

A high mean accuracy, along with a low standard deviation, indicates consistently high

performance across all folds that demonstrate the reliability of the selected feature subset. The
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test accuracy and standard deviation offered valuable insights into the overall performance and
consistency of the model using the chosen feature subset in RFECV with k-fold cross
validation. The outcome of RFECV has shown the importance of the features. Subsequently,
these features represent the important features to use for classification tasks in the detection
models of the H-IDS. The mean test accuracy outcome of the RFECV technique for feature

selection is shown in Figure 5.2.

Figure 5.2
Mean Accuracy of Features Using the Recursive Feature Elimination with Cross Validation

Feature Selection Technique.

Figure 5.2 presents the validation accuracy of each feature. The cross-validation results
show the importance of features with an accuracy maintained at 90%, an upper accuracy of
98.905, and a lower accuracy of 91.901. These features were selected using RFECV feature
selection. By selecting the most relevant features during the training process, the model’s

predictive performance improved while mitigating the risk of overfitting.
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5.1.3 Dimensionality Reduction

In this study, dimensionally reduction techniques, including PCA, t-SNE, and UMAP
were utilised and compared for the intrusion detections in the APS devices. The dimensionality
reduction process was essential for enhancing intrusion detection within APS devices, as this
technique contributed to the simplification of high-dimensional data and enhanced the
effectiveness of detection processes. Dimensionality reduction techniques lessen
computational challenges by reducing the number of features while retaining crucial

information. These techniques are discussed in sections 5.1.3.1, 5.1.3.2, and 5.1.3.3.

5.1.3.1 Principal Component Analysis

PCA was used for linear representation to show the relationship between two or more
feature variables in the 2022APS dataset. In this technique, a new set of orthogonal axes
(uncorrelated) divided the multivariate dataset into a series of orthogonal components. These
components were selected to maximise the amount of variation; the process is described in the

following subsections.

5.1.3.1.1 Standardisation of the 2022APS dataset

The standardisation stage transformed the original data into a uniform scale and range
with a mean (average) of 0 and a standard deviation of 1 to maintain the same scale. As
previously mentioned, the 2022APS dataset has 109,360 samples consisting of 48 features. The
feature selection techniques were used to identify the most relevant features, and the RFECV
technique identified 27 features that were used for dimensionality reduction in the PCA
algorithm. The features of the 2022APS dataset were standardised by subtracting the mean of

each feature and dividing by the standard deviation of that feature for i in the range of 1 and n.

Sio = Rio — Hi/ ol (5.1)
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In Equation 5.1, S is a standardised value, i is the feature, and o is the observation in
the dataset. Further, p;is the mean, R is the raw value of i-th feature and o-th observation, and

ol is the standard deviation of the i-th feature across all observations.

5.1.3.1.2 Covariance Matrix
In this study, the covariance matrix identified principal components as a part of PCA
for dimensionality reduction. The mathematical expression used to compute the covariance

between two features, X and Y, is:

CX,Y)=@1/(n-1)Y _[802] *n * (xi —X) * (yi— T) (5.2)

Where n is the number of observations, xi and y;i are discrete features; X and ¥ represent
the means of X and Y, respectively. The covariance matrix C computed correlation among the
various features available in the dataset. The components (eigenvectors) are utilised to

determine the patterns that include the maximum variance in the data.

5.1.3.1.3 Eigenvectors and Eigenvalues

Eigenvectors found directions of maximum variance (principal components) within a
dataset, whereas eigenvalues measured the corresponding magnitudes (length) of variance
along these directions. The eigenvectors and eigenvalues calculation were formulated with C
as the covariance matrix, A as the eigenvalue, vi as the correlate with eigenvectors, and I as the

identity matrix.

(C—AD)vn=0 (5.3)

5.1.3.1.4 Explained Variance
The calculation of explained variance for a principal component can be expressed as

the ratio of the eigenvalue associated with that component to the total sum of all eigenvalues.
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Equation 5.4 measures the explained variation of the i-th principal component can be computed

by dividing the i-th eigenvalue by the sum of all eigenvalues:

EV(i) = Eigenvalue(i) / Y. _[802]*n * Eigenvalue(t) (5.4)

In this equation, EV(i) represents the explained variance associated with the individual
i-th principal component. Eigenvalue(i) represents the individual i-th eigenvalue related to the
i-th principal component. Eigenvalue(t) represents the eigenvalue related to the total t-th

principal component.

5.1.3.1.5 New Features

PCA computed the covariance matrix, which was then followed by the process of
eigenvalue decomposition. The process of decomposition facilitated the system in discerning
the principal components. These components were determined as linear combinations of the
initial attributes. The explained variance was then computed to observe the optimal principal

component. The outcome of the explained variance is shown in Figure 5.3.
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Figure 5.3
Principal Component Analysis Results: Explained Variance with Different Numbers of

Principal Components.
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In Figure 5.3, the y-axis denotes the ratio, and the x-axis represents the count of
principal components. As the number of principal components increases, the percentage of
explained variance progressively increases. The 95% retention of information was achieved

with 10 components. The 99.47 retention of information was achieved with 14 components.

5.1.3.2 t-Distributed Stochastic Neighbor Embedding

Four steps were involved in the t-SNE. First, pairwise similarities were computed in
the high-dimensional space using a Gaussian distribution. Second, similarities within the low-
dimensional space were identified. Third, a similarity metric for the low-dimensional map was
determined, and similarities were computed among the points inside the low-dimensional space.
Fourth, the similarity between the high- and low-dimensional maps was optimised through the
utilisation of the gradient descent technique to minimise the Kullback-Leibler divergence. The

process of the t-SNE is described in the following subsections.
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5.1.3.2.1 High-Dimensional Pairwise Similarities
This step calculated conditional probabilities that could accurately represent the
probability of one data point selecting another as its neighbour. Equation 5.5 was used to

compute high dimensional conditional probabilities.
P(i, j) = exp (—||xi —xj|| "2/ (2672)) / ¥ _k # 1 exp (= ||xi —xk[|*2/ (26"2))  (5.5)

The variable p(i, j) represents the conditional probability in higher dimensional space
that data point i would select data point j as its closest point. The variables xi and xj represent
the data points of the high dimensional. The parameter o is used to calculate the width of the

Gaussian distribution to compute similarity.

5.1.3.2.2 Low-Dimensional Pairwise Similarities

The second step of t-SNE involved the formation of pairwise similarities within the
low-dimensional space using a Gaussian kernel algorithm. The low-dimensional space was
utilised to facilitate the embedding of the data to determine conditional probabilities. These
conditional probabilities described the similarities between a mapped data point and its
selection of another data point as its neighbour based on their relationships within this newly
formed space. The mathematical equation to compute the low dimensional conditional

probabilities is:

q(i, j) =exp (—|lyi —vi[|*2) 1 T _k # i exp (~||yi - yk]|*2) (5.6)

The variable q(i, j) denotes the conditional probability that, inside the lower-
dimensional space, data point i shows similarity to data point j. The variables yi and yj represent

the squared Euclidean distance between the low-dimensional coordinates.
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5.1.3.2.3 High- and Low-Dimensional Differences

The third step of t-SNE minimised the Kullback-Leibler divergence (relative entropy)
to compute probability distribution and further understand how one point differs from another.
The minimisation of relative entropy measured the dissimilarity of probability distributions,

specifically the high dimensional conditional probabilities.

C=X_1>_jp(i j)*log(p(i j) /q( j)) (5.7)

The variable C computed dissimilarity or disparity between two probability

distributions.

5.1.3.2.4 Visualise Low-Dimensional Embedding
In the context of this low-dimensional embedding, each data point was defined by a
specific collection of coordinates. These coordinates were computed through the optimisation

process conducted in Step 3 (Section 5.1.3.2.5).

5.1.3.2.5 t-Distributed Stochastic Neighbour Embedding Outcomes

The number of nearest neighbours chosen throughout the iterative updating process
represented the degree of perplexity. In general, a bigger sample set involves a higher degree
of perplexity. Figures 5.4 and 5.5 show the dimensionality reduction in 3D representation,
where different numbers of perplexities are applied. The t-SNE technique enabled a lower-
dimensional space and provided numerous advantages for classification tasks. Primarily, t-SNE
greatly improved visualisation by reducing high-dimensional data to a lower-dimensional
space while maintaining the similarities between data points. In addition, t-SNE effectively
eliminated any extraneous noise and irrelevant fluctuations in the data by placing a high value
on maintaining the similarities between data points. The feasibility of generating scatterplots
or other visualisations in a low-dimensional environment was achieved by lowering the

dimensionality of the data.
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Figure 5.4

3D Visualisation of t-Distributed Stochastic Neighbor Embedding Dimensionality Reduction

with Perplexity Set to 20.
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Note. A = a dataset of normal and brute force attacks comprising 3D clusters. B = a dataset of normal and
Trojan attacks with a 3D cluster representation, C = a dataset of normal and DDoS attacks with the 3D cluster,
and D = a dataset of normal and MITM attacks.
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Figure 5.5
3D Visualisation of t-Distributed Stochastic Neighbor Embedding Dimensionality Reduction

with Perplexity Set to 40.
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Note. A = a dataset of normal and brute force attacks comprising 3D clusters. B = a dataset of normal and
Trojan attacks with a 3D cluster representation, C = a dataset of normal and DDoS attacks with the 3D cluster,
and D = a dataset of normal and MITM attacks.

5.1.3.3 Uniform Manifold Approximation and Projection
The 2022APS datasets were visualised with a high dimensional by projecting them

onto a lower-dimensional space. The UMAP process is described below.
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5.1.3.3.1 Uniform Distribution

In this initial stage, neighbourhood identification involved the calculation of neighbour
interactions among data points within a domain of high dimensionality. This calculation was
performed to determine the nearest neighbours of each data point using the Euclidean distance
measurement. The nearest neighbour of a data point was established based on its closest
neighbours. Subsequently, the fuzzy topological representation set was constructed using the
similarities between data points in this local neighbourhood that represented the local structure

of the data.

5.1.3.3.2 Fuzzy Topological Representation

The next step involved creating a fuzzy simplicial set acting as a mathematical
representation of the local relationships among data points. The mathematical representation
quantified the probability of a connection between two data points in the graph founded around

the similarity or proximity.

5.1.3.3.3 Low-Dimensional Optimisation

The low-dimensional optimisation consisted of two key tasks. The first task was to
maintain the basic fuzzy topological structure that belonged in the high-dimensional space. The
lower-dimensional visualisation of a fuzzy simplicial set maintained the proximity of highly
interconnected points. The second task was to discover a reduced-dimensional representation
that maintained the embedding within the fuzzy simplicial set. The optimisation task was aimed
to minimise a cost function that quantified the degree of correlation between the fuzzy
simplicial set in the high-dimensional space and the set’s equivalent in the lower-dimensional

space.
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5.1.3.3.4 Dimensionality Reduction

The UMAP proceeded to embed the given data into a lower-dimensional space
represented in 3D. The UMAP captured intricate relationships and manifold structures that
exist within high-dimensional data. Figure 5.6 shows the dimensionality reduction in 3D

representation.



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 306

Figure 5.6
The 3D Visualisation of Uniform Manifold Approximation and Projection Dimensionality

Reduction.
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Note. A = a dataset of normal and brute force attacks comprising 3D clusters. B = a dataset of normal and
Trojan attacks with a 3D cluster representation, C = a dataset of normal and DDoS attacks with the 3D cluster,
and D = a dataset of normal and MITM attacks.

The t-SNE and UMAP visualisations presented in this study constitute three-
dimensional representations of the data, wherein features are clustered according to their
interrelations and proximity to one another within the decreased dimensional structure. In the

t-SNE visualisations, the emphasis lies on maintaining the validity of local relationships among
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data points. Consequently, points that exhibit proximity in the original high-dimensional space
continue to remain combined in the three-dimensional representation.

Conversely, the UMAP visualisations effectively maintain the validity of both local and
global structures. UMAP not only adeptly preserves the coherence of local clusters but also
enhances the representation of the overarching relationships among clusters with greater
devotion in comparison to t-SNE. Through the examination of these visual representations,
data scientists or analysts can discern patterns, including compact clusters, distinct groupings,
and any intersections, which can be analysed within the framework of the ML models. The

insights are thoroughly examined in Chapter 6.

5.1.4 Hyperparameter Tuning

The hyperparameter tuning technique was applied to determine the most optimal
combination of hyperparameters for the H-IDS. Hyperparameters determined the behaviour
and effectiveness of the model while exerting a profound influence on its capacity to obtain
knowledge and generate accurate predictions of parameters. The hyperparameter tuning
technique was chosen to mitigate the occurrence of underfitting or overfitting phenomena.
Several common instances of hyperparameter tunning involve the optimisation algorithm’s
learning rate, the neural network’s number of layers and neurones, the strength of
regularisation, the batch size, and the depth of DTs. Each of these parameters carried a pivotal
role in shaping the model’s performance. The process of hyperparameter tuning consisted of
pivotal steps. The first step in this process was to establish a search criterion with a
comprehensive range or set of values for each hyperparameter. This process defined the
parameters to investigate potential hyperparameter configurations. Subsequently, the second
step in this process was to select a search technique that encompassed an array of approaches
ranging from the systematic grid search to randomised search. The third and fourth steps of

this process were to evaluate the matric and cross validation, respectively.
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5.1.4.1 Justification of Hyperparameter Tuning

Hyperparameter tuning significantly enhances ML and DL model performance by
optimising the balance between model accuracy, generalizability, and computational efficiency
[803-811]. Through the systematic tuning of hyperparameters, the model's decision boundaries
can be thoroughly refined to identify even the most complex patterns that indicate the presence
of intrusions [812-815]. The tuning process enhances precision and decreases the occurrence
of false positives [816], a factor of crucial significance in detection systems, wherein the failure
to detect intrusions or the generation of excessive false alerts may pose considerable risks.

In the context of the MLP model, the tuning process primarily emphasises the
adjustment of the learning rate and batch size to enhance both the speed of convergence and
the stability of the model [817]. Managing the learning rate to an ideal parameter facilitates
consistent weight adjustments without overshooting [691, 818]. These tuning adjustments
yielded a model capable of more effectively discerning nuanced intrusion patterns with a
reduced number of epochs, representing a considerable benefit for identifying complex
patterns. The significance of hyperparameters within the MLP model is fundamental, not solely
in identifying medjacking patterns but also across various domains, including medical
diagnosis [809, 811, 819].

The optimisation of hyperparameters for the DT model generally encompassed the
maximum depth and the minimum number of samples requisite for node splits [820, 821].
Tuning the DT not only enhances interpretability but also aids in the identification of attack
structures, which has demonstrated effectiveness in discerning the different types of attacks.

The tuning of SVM demonstrates the significance of the regularisation parameter (C)
and the kernel function [822, 823]. Through the adjustment of parameter C, which is subject to
evaluation within the range of 0.1 to 100, the model can achieve a balance between margin

width and classification accuracy, resulting in a resilient framework capable of identifying
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anomalies [824], in a comparable manner, SVM can be optimised for threats such as
medjacking. The adjustment of hyperparameters significantly improves the sensitivity of the
SVM to different attack patterns, thereby diminishing noise and minimising false positives
[825]. According to literature illustrates the significance of hyperparameters within the
SVM model, particularly concerning the effectiveness of attack detection.

Ultimately, in the context of XGBoost, hyperparameters, including maximum depth,
learning rate, and the number of estimators, can be adjusted to allow balanced tree development
for discerning complicated attack patterns [826, 827]. Moreover, the adjustment of subsample
and feature sampling ratios creates a form of regularisation, thereby facilitating robust
generalisation across various attack types [828, 829]. These adjustments can fine-tune the
XGBoost model to achieve satisfactory precision in medjacking patterns.

The adjustment of hyperparameters across each ML and DL model resulted in
developing a more identifying and resilient detection system capable of identifying complex
and medjacking-oriented intrusions with satisfied precision. These tuning enable the models to
generalise effectively while preserving a high sensitivity to various complex and advanced
attack patterns. Every tuning decision is pivotal in enhancing detection rates, diminishing false
positives, and optimising computational efficiency, all essential for establishing a reliable

detection system.

5.1.4.2 Grid Search

This study applied grid search, also known as Grid search cross validation
(GridsearchCV), that identified a set of hyperparameters for the prediction models. During the
grid search process, the model conducted training and testing for every combination of
hyperparameters and subsequently measured the accuracy. The ensuing procedure of optimal
parameters involved the specification of potential values or alternatives for each

hyperparameter. The ranges were carefully constructed to accommodate significant
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improvements with the potential to improve the performance of the model. For example, the
study examined learning rates at specific constant and adaptive values. The hyperparameter

grid is presented in Table 5.5, where different instances were set to identify optimal

hyperparameters for the classification tasks in the H-IDS.

Table 5.5

Model and Hyperparameter Grid Used to Identify Optimal Hyperparameters.

Model Dimensionality reduction Hyperparameter Grid
Name Description
MLP PCA, t-SNE, and UMAP Hidden layers [(10,), (20,), (59,),
(50,50,50), (50,100,50),
(100,)]
Activation [‘tanh,’“relu,’“sigmoid’]
Alpha [0.0001, 0.05]
Learning_rate [‘constant’, ‘adaptive’]
Cross validation k-fold
DT PCA, t-SNE, and UMAP Max_depth [10,20,30,40,50]
Min_samples_split  [2,3,4]
Max_leaf nodes [3,4,5,6]
Criterion [‘gini,’entropy’,
‘log_loss’]
Splitter [‘best,” ‘random’]
Cross validation k-fold
SVM PCA, t-SNE, and UMAP Degree [3,4,5]
Max_iter [100,150,200]
kernel [‘poly,” ‘rbf’]
Gamma [‘scale,”‘auto’]

Cross validation

k-fold
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Model Dimensionality reduction Hyperparameter Grid
Name Description
XGBoost PCA, t-SNE, and UMAP Learning_rate [0.005,0.2,0.8]
Num_feature [8,9,10]
Max_depth [50,100,150]
Booster [‘gbtree,’“gblinear,” ‘dart’]

Sampling_method  [‘uniform,’*subsample,’*g
radient_based’]

tree_method [‘auto,’“exact,’“approx,’‘h
ist,”‘gpu_hist’]

Cross validation k-fold

Table 5.5 presents the hyperparameter grid that functioned as a foundation that
comprised all conceivable combinations of the hyperparameters and their corresponding values.
The grid served as a navigational aid for the grid search algorithm and facilitated systematic
exploration of the parameter space. During the grid search procedure, the algorithm
systematically examined all possible combinations inside the grid, conducted model training
and testing using the specific hyperparameters, and afterwards summarised the performance
outcomes. The optimal configuration for the ML models was determined by selecting the
combination of hyperparameters that resulted in optimum model performance.

Cross validation was conducted to identify optimal hyperparameters. Cross validation
divided the dataset across various splits to evaluate the results of the model on each section to
obtain average results of each iteration. In this study, a k-fold cross validation was conducted
to assess the generalisation performance and identify optimal parameters. Cross validation
involved several iterations wherein each iteration consisted of two phases: training and testing.
In each iteration, one of the five folds was designated as the validation set, also known as the

test set. The remaining four folds were allocated for model training. The model completed five
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cycles of training and testing, computed the accuracy performance, and computed the standard

deviation (see Table 5.6).

Table 5.6

The Performance Measure of k-Fold Cross Validation.

Model Dimensionality Mean test accuracy Standard deviation
reduction test score
MLP PCA 89.239 0.006
t-SNE 90.908 0.010
UMAP 90.908 0.010
DT PCA 86.143 0.010
t-SNE 86.143 0.010
UMAP 86.143 0.010
SVM PCA 82.586 0.013
t-SNE 73.081 0.022
UMAP 87.631 0.004
XGBoost PCA 99.158 0.001
t-SNE 99.014 0.001
UMAP 93.645 0.001

Table 5.6 presents the k-fold cross-validation scores that were computed as the average
performance metrics collected over the five rounds. The performance metric provided an in-
depth assessment of the model’s prospective performance on data that are not known. Cross
validation has been considered a more reliable approach for evaluation compared to a single
train—test split. The result was validated based on cross-validation outcomes to capture the

differences in the data split and reduce the probability of getting a biased outcome.
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The optimal hyperparameters were collected for the classification task using a k-fold
cross-validation grid search. The optimal hyperparameters were determined by comparing the
performance of the model across different combinations of hyperparameters and selecting the
combination that provided the best overall performance. Table 5.7 presents the optimal

hyperparameters.

Table 5.7

The Optimal Hyperparameters for Classification Task.

Model Dimensionality reduction Optimal hyperparameters
Name Description
MLP PCA Hidden layers (50, 100, 50)
Alpha 0.0001
Activation tanh
Learning rate Adaptive
t-SNE Hidden layers (50, 100, 50)
Alpha 0.05
Activation Relu
Learning rate Adaptive
UMAP Hidden layers (50, 100, 50)
Alpha 0.0001
Activation Relu

Learning rate Adaptive
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Model Dimensionality reduction Optimal hyperparameters

DT PCA Max_depth 10

Min_samples_split 6

Max_leaf _nodes 2

Criterion Gini

Splitter Best
t-SNE Max_depth 10

Min_samples_split 5

Max_leaf _nodes 2

Criterion Gini

Splitter best
UMAP Max_depth 10

Min_samples_split 6

Max_leaf nodes 2
Criterion Gini
Splitter best
SVM PCA Degree 3
Max _iter 150
kernel Poly
Gamma Auto
t-SNE Degree 3
Max _iter 100
kernel Poly

Gamma Scale
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Model Dimensionality reduction Optimal hyperparameters

UMAP Degree 4
Max _iter 100
kernel Poly
Gamma Auto

XGBoost PCA Learning_rate 0.2

Num_feature 10
Max_depth 50
Booster Gbtree
Sampling_method Uniform
Tree_method Hits

t-SNE Learning_rate 0.2
Num_feature 3
Max_depth 50
Booster Gbtree
Sampling_method uniform
Tree_method approx

UMAP Learning_rate 0.005
Num_feature 3
Max_depth 50
Booster Gbtree
Sampling_method Uniform
Tree_method approx

Table 5.7 presents the optimal hyperparameters for the classification task. The process

of identifying the optimal hyperparameters involved exhaustively exploring all possible
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combinations of hyperparameters within the predefined grid, and each combination was
evaluated using cross validation. The optimal parameters led to the highest cross-validated
performance score. These hyperparameters were then utilised to train the final model on the
complete training dataset, and the performance of the model was assessed on an individual test

dataset to ensure its ability to predict effectively.

5.1.4.3 Hyperparameters Limitations

This study acknowledges the limitation of not examining alternative hyperparameter
optimisation techniques, including randomised search or Bayesian optimisation. The Grid
search technique was chosen for this study due to hyperparameters configuration was unknow
to the dataset. In this study, Grid search was used to identify a systematic and comprehensive
examination of the hyperparameter space, thereby developing confidence that the most optimal
combination of parameters for the specified dataset and models was determined. Although grid
search was selected for its systematic and comprehensive examination of the hyperparameter
space, alternative techniques may possibly yield similar outcomes. The study did not include
the examination of randomised search or Bayesian optimisation techniques. Future studies may
focus on the comparative analysis of all hyperparameters within the framework of enhancing
the effectiveness of ML models. The rationale for choosing grid search was to provide a
systematic and exhaustive examination of the hyperparameter space. According to [813], the
random search technique uses a specified range of values and randomly selects parameter
configurations to determine the optimal settings. Grid search is primarily advantageous when
the optimal parameter configurations remain unidentified, whereas random search is more
appropriate for enhancing performance in accordance with user-specified metrics [813].

Grid Search systematically investigates combinations of hyperparameters to determine
the optimal configuration settings for ML models [830]. In [831], researchers compared various

hyperparameter techniques, specifically greedy search and swarm intelligence, and determined
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that optimisation strategies, including random search and grid search, demonstrate significant
potential [831]. In the research presented in [832], the researchers conducted a comparative
analysis of Grid Search and Random Search techniques for hyperparameter tuning within the
framework of the Extreme Gradient Boosting algorithm aimed at predicting chronic kidney
failure. The researchers determined accuracy and F-measure values based on hyperparameters.
The results have shown that when a dataset was without normalisation and oversampling, the
grid search yielded an accuracy of 98.75%, whereas the random search achieved an accuracy
of 96.78%. Dataset with min-max normalisation, a grid search that achieved an accuracy of
98.75%, while a random search yielded an accuracy of 96.78%. Dataset with Z-score
normalisation, a grid search accuracy of 98.75%, while the random search achieved an
accuracy of 96.78% [832].

The randomised search technique, for example, investigates a random subset of the
hyperparameter space, thereby enhancing computational efficiency in extensive search
domains while concurrently maintaining a substantial probability of identifying near-optimal
configurations [833]. Comparably, Bayesian optimisation utilises probabilistic models to
systematically enhance the search process through iterative refinement grounded in previous
evaluations [834, 835]. The choice of hyperparameters may depend on either improving the
model accuracy based on the user's preferences or identifying the best optimal parameters for

realistic configuration when parameter configuration is unknown [813].

5.2 The Detection Engine

The H-IDS integrated both anomaly and signature detection techniques, which utilised
supervised and unsupervised learning techniques. This system is referred to as hybrid due to
the use of anomaly and signature methods during its development as a proof of concept. In
cybersecurity, anomaly uses unsupervised techniques while signature uses supervised

techniques. The H-IDS development investigated different supervised and unsupervised
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techniques separately to provide a systematic investigation of each technique based on different
factors such as the hyperparameter tunning and different dimensionality reduction techniques.
The H-IDS development provided a mechanism for learning from results. This study
investigated each model separately to learn from the results and improve where required in
future research.

Anomaly-based detection tested an unsupervised ML technique, where the DL method,
namely the autoencoder, was trained and tested to detect any abnormalities or deviations from
the established typical behaviours acquired during the training phase of the autoencoder.
Signature-based detection tested supervised ML techniques in which different supervised ML
models were tested separately to identify the best model for the hybrid approach. The signature
detection approach utilised ML and DL models that were trained using the 2022APS dataset.

The effectiveness of pattern classification and discrimination between normal and
attack occurrences was assessed by calculating the performance of both detection strategies for
the APS prototype. The hybrid method proved effective in detecting the vulnerabilities that are
commonly linked with medjacking. The H-IDS technique enabled the system to rapidly adapt
to constantly evolving threat environments while also preserving its capacity to identify

persistent threats through the application of existing signatures.

5.2.1 Anomaly Detection

In the formulation of a proof of concept for the detection of anomalies in the APS. This
study used an autoencoder, a type of neural network unsupervised learning. Employing Mean
Squared Error (MSE) as the principal evaluative metric, this proof of concept was examined to
determine the autoencoder's effectiveness in identifying attack behaviours through the
reconstruction of normal data patterns. The MSE is the principal metric for detecting anomalies,
quantifying the difference between the original input and the reconstructed output. Critical

performance metrics such as training accuracy, validation accuracy, training loss, and
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validation loss provided the model's effectiveness throughout the training phase. In this proof
of concept, five distinct steps were undertaken: 1. data collection and processing, 2.
development of the autoencoder model, 3. training of the model, 4. anomaly detection utilising
mean squared error, and 5. evaluation.

The process of anomaly identification utilised an autoencoder with the TensorFlow
framework. The initial step was the acquisition of the 2022APS dataset, which comprised
normal and attack patterns. The collected data was subsequently processed through
preprocessing; in this process, MinMaxScallar was applied to transform the 2022APS dataset.

In step two, the design of the autoencoder model, the model development comprised an
input layer, an encoder, a bottleneck layer, a decoder, and an output layer. The encoder
effectively condenses the input data into a reduced-dimensional space, capturing key behaviour
patterns. The bottleneck layer functions as a condensed representation of the input data. The
decoder subsequently reconstructs the input data from this condensed representation while the
output layer attempts to align with the original data. The autoencoder was trained to minimise
the MSE, a metric that quantifies the average squared deviation between the original input and
its reconstruction.

In step three, the model training, upon establishing the autoencoder architecture, the
subsequent step involved training of the model utilising the training dataset comprised of
normative data. The dataset was subsequently split into two subsets: a training set and a test
set. The training set consisted of normal patterns, whereas the test set had a combination of
both normal and anomalous patterns. The autoencoder architecture was designed to align with
the distinct features presented by the 2022APS dataset. The autoencoder model was developed
using a loss function, such as MSE, and an optimiser, such as ‘adam.’

The subsequent phase involved training the autoencoder using the 2022APS dataset

training set. During the training process, the neural network aimed to minimise the MSE loss



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 320

function, which served as a measure of the difference between the input data and the
reconstructed output derived by the autoencoder. To detect anomalies, the loss function for an
autoencoder was applied to set the threshold for the anomaly detection approach. The MSE
loss function was used in the autoencoder to measure the differences between the original input

and the remodelled output. The MSE loss function is presented in Equation 5.8:

MSE = 1/n* sum((x_i — x’_i)*2) (5.8)

Where n is the number of samples in the dataset, x_i is the original input, and x’_i is the
remodelled output. The goal of training the autoencoder was to minimise the MSE loss function
by balancing the weights and biases of the DL.

Step 4: Anomalous detection utilising MSE, the trained autoencoder employed on the
test set, encompassing both normal and anomalous data instances. The reconstruction error was
quantified as the MSE computed for each instance. Following the completion of the training
process, the model completed evaluation using the test set. The autoencoder completed training
and was employed to reconstruct the data originating from the test set. Subsequently, the
reconstruction error was calculated for each data point utilising the mean MSE metric. Step 5:
Evaluation of the developed model assessed in accordance with the subsequent performance
metrics, Training accuracy, Training validation, training loss, and validation loss are discussed

in Chapter 6.

5.2.1.1 Justification of Autoencoder

The autoencoder model provides significant adaptability and can be utilised across
various domains, such as cybersecurity [836], healthcare [837], manufacturing [838], and
finance [839]. In the context of cybersecurity, autoencoders serve as an essential application
for anomaly detection, especially in recognising unusual patterns that could indicate anomalous

behaviour. For example, in a study [730], the researcher developed an anomaly detection model
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utilising an autoencoder to identify malicious attacks in cyber-physical systems. The
researchers employed MSE to detect anomalous behaviour. Similarly, in another study [840],
the researchers focused on an anomaly detection model that utilised an autoencoder for
identifying probing and DDOS-Smurf attacks. Another study in [841] also conducted a study
on autoencoders and proposed anomaly detection in simulated nuclear data. Current literature
shows that autoencoders are considered a competitive method, particularly in the field of
anomaly detection. Conventional anomaly detection techniques such as K-Means may
be obstacles when dealing with high dimensionality of features or complex relationships
among features [842].

Autoencoders demonstrate the feasibility of reconstruction-based anomaly detection
throughout the training process to reconstruct patterns. Deviations from established patterns
lead to increased reconstruction errors in the output phase. This anomaly detection approach
operates unsupervised, indicating that it does not necessitate labelled data for its functionality.
The capability to identify anomalies through reconstruction errors positions autoencoders as a
feasible choice, particularly in contexts where labelled anomaly data is limited or insufficient.
Another reason autoencoders demonstrate strong performance is their scalability with neural
networks. When constructed with deep neural network architectures, autoencoders can manage
extensive datasets comprising variables, effectively capturing a diverse range of normal

behaviours.

5.2.1.2 Rationale for Autoencoder

The autoencoder model defines a paradigm of unsupervised learning [843].
Autoencoders, functioning as unsupervised deep learning models, acquire efficient
representations of data through the compression of input data into a latent space, subsequently
reconstructing it [844, 845]. The learning capacity of this autoencoder is paramount for

detecting anomalies within internet traffic, including MITM attacks, DDoS attacks, brute force
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attempts, and trojan intrusions, all of which frequently manifest in complex patterns that
diverge from conventional data patterns. Autoencoders provide substantial benefits in
identifying cybersecurity threats, attributable to their intrinsic architecture and operational
efficacy in tasks pertaining to anomaly detection. For instance, one investigation [730]
formulated an anomaly detection model using an autoencoder, while another research [840]
similarly designed an anomaly detection model utilising an autoencoder.

In hijacking instances, attackers may illicitly acquire access to sessions, IP addresses,
or alternative communication channels [846-848], frequently exploiting user credentials or
system privileges to evade detection. Hijacking attacks are generally delineated by divergences
from established patterns of behaviour, encompassing irregular login instances, unforeseen
session lengths, and unusual resource access [849]. The autoencoder model demonstrates
important effectiveness attributable to its fundamental architecture: it is systematically trained
to reconstruct standard patterns precisely. In the context of intrusion detection, autoencoders
exhibit a capacity to reconstruct legitimate activities with considerable precision, thereby
yielding a minimal reconstruction error. In the framework of using autoencoders to detect
cyber-attacks, the MSE metric assumes a crucial function as the principal measure of
reconstruction error, facilitating the identification of anomalous patterns that may indicate an
attack [850-852]. Throughout the training phase, the autoencoder is refined to minimise the
mean squared error between the input and the reconstructed output. The autoencoder achieves
minimal MSE values for normative data patterns, signifying that the reconstructed data strongly
resembles the original dataset.

An additional benefit of autoencoders lies in their capacity for scaling across diverse
data types [853, 854], providing the autoencoder model particularly adept at identifying many
hijacking attack variations. Hijacking attacks can manifest across various network protocols

and user interactions [855], and the autoencoder demonstrates effectiveness in managing
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multiple data inputs, including IP packet attributes, session characteristics, and user
authentication information.

The autoencoder's ability in unsupervised learning represents a significant benefit in
the field of intrusion detection, particularly in scenarios where attack data is limited or
unlabelled [856-858]. This is particularly relevant considering the frequently limited
availability of labelled data for certain cyber-attacks, such as hijacking incidents. Unsupervised
training enables the autoencoder to effectively illustrate standard behaviour without
dependence on explicit labels, a critical capability given that hijacking attacks might manifest
as entirely novel patterns that were not encountered during the training phase. Consequently,
an autoencoder can identify novel or variant hijacking attempts, even when such variations

have not been explicitly annotated during the model's development phase.

5.2.1.3 Autoencoder Justification for APS

The autoencoder model presents considerable benefits in identifying medjacking
attacks, especially within the context of APS devices. The autoencoder model involves the
compression and reconstruction of data throughout the training process [844, 845], as an
autoencoder is an unsupervised neural network [813]. Thus, insights are acquired into the basic
structure and normal behavioural patterns inherent in APS device data. In the context of insulin
pumps and CGM devices, the observed data patterns may signify systematic trends in the
management of diabetes or the interactions with associated devices.

One of the fundamental techniques used with the autoencoder model for the anomaly
detection objective involves assessing reconstruction errors, which are frequently quantified
through the metric of MSE. The MSE metric is pivotal as the primary indicator of
reconstruction error, enabling the detection of anomalous patterns that may signify an attack
[850-852]. Through the processes of data compression and reconstruction training, the

autoencoder formulates a model that aims to minimise reconstruction errors. Any variations
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from this acquired behaviour, such as unauthorised access or commands generated by
medjacking, result in an increased reconstruction error, signifying an anomaly.

Moreover, the autoencoder model effectively recognises general anomalies and
discerning complex deviations from established data patterns, using MSE as a pivotal metric
[579, 838, 840, 841, 850, 851, 859]. The autoencoder model demonstrates exceptional
feasibility in discerning deviations from the established patterns within the compressed data
representation, thereby facilitating the detection of subtle anomalies. For instance, an
unforeseen increase in command frequency or unusual connection attempts to the pump or
CGM may precipitate a visible reconstruction error, thus facilitating the precise identification
of attacks.

Another merit of the autoencoder model lies in its capacity for adaptation to the
dynamic environments of the IoMT. Devices within the IoMT frequently undergo firmware
updates [105, 107], communicate with other devices, and facilitate the integration of new
devices, sensors, applications, and solutions within the ecosystem [254]. Furthermore, loMT
devices might encounter new data types or experience data diversity [860, 861]. The
autoencoder model can be retrained or fine-tuned [862] on updated data, thereby facilitating its
adaptation to evolving usage patterns or emerging modalities of medjacking attacks. Utilising
MSE as the metric for anomaly detection, the autoencoder's inherent adaptability facilitates its
capacity to identify emerging threats, thereby sustaining a proactive security paradigm as threat

models progress in line with innovations in loMT technologies.

5.2.1.4 Results and Performance of the Autoencoder Justification

The performance metrics of the autoencoder model, encompassing training accuracy,
validation accuracy, training loss, and validation loss, indicate the effectiveness of the
autoencoder in anomaly detection. Numerous studies have investigated the identification of

anomalies through the application of autoencoders across various contexts, including medical
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diagnosis, image classification, fault detection, and security breaches [851, 863-869]. Similarly,
these performance metrics can also be employed to assess the model's effectiveness in relation
to medjacking attacks on IoMT devices, such as insulin pumps and CGMs. Each metric
illustrates the model's generalisation capabilities and robustness to deviations that may signify
a security breach. Utilising these performance matrices, researchers can evaluate the
effectiveness with which the autoencoder recognises complex anomalies that represent
medjacking attacks, wherein illicit commands or access endeavours compromise the expected
functionality of the device.

This study evaluated autoencoder performance, encompassing both training and
validation accuracy as well as loss metrics. The training accuracy assessed the autoencoder’s
ability to reconstruct the training data accurately, while the validation accuracy examined its
ability to distinguish between normal and attack data. The training loss quantifies the difference
between the original training dataset and its corresponding reconstructions during the training
procedure. Comparably, the validation loss evaluated the difference within the validation set,
encompassing both normal and attack instances. A decreased validation loss denotes the
autoencoder's ability to differentiate between normal and attack inputs, simultaneously
decreasing the loss associated with normal data during the training phase. The findings of the
autoencoder model employed for detecting medjacking attacks will be discussed in section 6.1,

titled Anomaly Detection Performance.

5.2.2 Signature Detection

In this study, signature detection used supervised ML and DL techniques to detect
intrusions. The supervised ML and DL techniques involved feature engineering to select,
transfer and create input data variables. The 2022APS dataset was utilised for signature
detection during the ML and DL model’s development. To enhance detection effectiveness,

feature engineering was required to convert unstructured data into a structured form, and to
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determine the most useful features. Finally, structured form data were transformed into more
effective patterns.

Feature selection, dimensionality reduction, and hyperparameter techniques were used
to transform the dataset for the next phase. This study focused on the most relevant features,
which enabled the model to perform optimally to detect intrusions. The sub-phase of feature
engineering was dimensionality reduction, which reduced the dimensionality while
maintaining important information. A grid search technique was used to identify
hyperparameters. Ultimately, classification models were essential for signature detection.

The ML and DL models such as DT, SVM, MLP and XGBoost can be used to detect
the known signatures as discussed in Table 2.7 (Chapter Two), every ML and DL model in the
cybersecurity field has its own set of trade-offs. Selecting the right model requires considering
interpretability, processing resources, and task complexity. In this study, four classification
models, MLP, XGBoost, DT, and SVM, were trained, tested, and compared to evaluate the
effectiveness of the H-IDS. The models were trained on a training set to assign class labels to
new instances. During the testing, performance matrices evaluated the effectiveness of the
model and proved the model’s suitability. The testing phase played an essential part in

validating the accuracy and precision of the model’s forecasting.

5.2.2.1 Justification of Signature Detection

According to [622], signature-based techniques are instrumental in safeguarding
against various attacks, and these techniques are initially assessed and preserved on the device
within the 10T, with each signature associated with a particular type of attack. Signature-based
techniques are commonly used and require a distinct signature for each attack [622]. The
implementation of signature-based detection can be considered as a low-complexity technique
for resource-constrained 10T devices. In [870], the researchers proposed a signature-based

technique for the detection of malware within 10T environments. The researchers stated that
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signature-based detection enhanced the system by identifying and storing common signatures
associated with a malware group. The signature-based detection technique shows numerous
advantages compared to current solutions, encompassing elevated accuracy, no false alarms,
and reduced memory resource requirements [870]. According to [871], the most common
technique for malware detection is signature-based detection, which is esteemed for its minimal
false alarm rate, rendering it crucial and extensively employed in anti-malware tools [871].

The incorporation of signature detection within an APS system, which is principally
designed to identify medjacking attacks, including zero-day vulnerabilities like medjacking, is
fundamentally rooted in its function as a foundational layer that strengthens and increases the
comprehensive detection architecture. In establishing foundational defence mechanisms,
signature detection proficiently discerns and minimises recognised threats. By tackling
recognised attack patterns, the system is equipped to eliminate common and repetitive assaults
(such as brute force and DDoS), which enables ML and DL models to focus solely on the more
specific and unusual anomalies that may signify zero-day threats. As indicated in [872],
signature-based components consistently demonstrate a significant degree of accuracy in
identifying known threats, thereby rendering them an indispensable asset within any intrusion
detection system [872]. In [873], the researchers investigated the foundational performance of
a signature-based intrusion detection system, aiming to evaluate the advantages and
disadvantages of the ML-based technique. The researchers replicated a research study, using a
deep neural network model for intrusion detection. The researcher suggested a comparative
analysis of ML models to assess the broader relevance of ML techniques [873]. This study
designed and compared four ML models with three dimensionality reduction techniques for
the medjacking in the APS, as a proof of concept for first baseline protection.

In the context of rapid attack detection, signature detection using ML

approaches illustrates excels in determining established attack patterns, a capability that proves
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especially advantageous in scenarios where known vulnerabilities may be present. The rapid
attacks detection of frequently known threats can significantly minimise the risks associated
with acknowledged threats. In the context of low false positive rates, signature based with ML
techniques frequently observed exhibit greater accuracy. As highlighted in [874], signature-
based detection has long been the preferred approach among researchers and security
professionals due to its numerous advantages. Signature-based detection demonstrates
effectiveness in identifying established worms, viruses, and instances of attacks while
maintaining an exceptionally low rate of false positives [874]. Although signature detection
has conventionally concentrated on established patterns, its integration within a zero-day
detection system is pivotal for establishing fundamental security, enhancing resource
efficiency, and strengthening a comprehensive, multi-layered defence architecture. These
factors, in collaboration, improve the system's capacity to identify both known and
unknown medjacking threats within the APS.

In this research, the H-IDS using ML and DL techniques is developed and tested as a
proof of concept, wherein the anomaly detection component was trained to identify deviations
from normal behaviour. The anomaly detection methodology did not involve feature
engineering to the 2022APS dataset. The anomaly detection component facilitates the model's
autonomous evaluation of unknown attacks, as feature engineering has not been implemented,
thereby allowing it to recognise anomalies that do not conform to established patterns, thus
enabling the detection of zero-day vulnerabilities. In contrast, the signature-based component
functions primarily as an initial filter for recognised medjacking, wherein feature engineering
is employed to identify pertinent features. The study outlines a proof of concept and a
preliminary validation of the proposed techniques. The proof of concept elucidates the essential

functionality and establishes a basis for subsequent advancement.
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5.2.3 Model Development Pipeline

The pipeline performed a crucial role in the model development by outlining the steps
involved in feature classification tasks, such as training and testing sets, and hyperparameter
tuning. The process involved extracting features and subsequently dividing the feature data into
a training set (75%) and a testing set (25%). The training set data were utilised to train the
model, whereas the test data were used to assess the performance of the trained model. After
dividing the data into two parts, the mode carried out a basic normalisation process. Table 5.2

illustrates the data samples and details for training and testing splits.

Table 5.8

The Data Samples and Split Details

Data sample Total samples Training Testing
Insulin 18565 13923 4641
CGM 18227 13670 4556
Brute force 18313 13734 4578
DDoS 18141 13605 4535
MITM 18012 13509 4503
Trojan 18102 13576 4525

The purpose of normalisation was to ensure that all features utilise a standardised scale.
This split training and testing set strategy was applied for anomaly and signature detection.
One of the challenges encountered while collaborating with different ML classifiers was the
optimisation of hyperparameters. Hence, it was imperative to determine the hyperparameter
that would result in the optimal classification performance for both normal and attack
classification. To avoid the issue of classification overfitting, this study employed grid search

cross-validation to fine-tune the hyperparameters for each classification model. During the grid
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search, the dataset was divided into training and testing sets with 75% allocated for training
and 25% for testing. The hyperparameters were cross validated using a k-fold approach, and
the mean accuracy was calculated for the optimal hyperparameter.

This study used cross-validation in sections 5.1.2.1.3 and 5.1.4, to find the optimal
features, and to determine the most appropriate hyperparameters, respectively. However, after
identifying the most effective features and hyperparameters, cross-validation was not
conducted on the classification models. The choice was made because the grid search method
determines the optimal combination of hyperparameters that produces the highest average

performance across the cross-validation folds.

5.2.4 Summary

The development of H-IDS was accomplished in this chapter. The feature selection
process was applied to choose a subset of pertinent features. Utilising feature selection
techniques significantly enhanced the performance of the H-IDS by reducing data
dimensionality and eliminating redundant or irrelevant features. After the selection of optimal
features, dimensionality reduction techniques were applied to reduce the number of features
while still maintaining essential information. The process of model preparation involved fine-
tuning the hyperparameters to mitigate the risk of overfitting or underfitting scenarios. A grid
search cross-validation technique was utilised to thoroughly explore a designated subset of
hyperparameter combinations to identify the most optimal configuration for an ML model.
After identifying the optimal features, the ML classifiers were applied to predict the intrusion
cases. These classifiers acquired and used knowledge from the input data to make predictions
about the class labels of unseen instances. To identify anomalies, an autoencoder was utilised
to train on unlabelled datasets, enabling them to acquire a compressed understanding of typical

behaviour. The deviation from acquired knowledge revealed the existence of anomalies.
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ML and DL models, such as autoencoder, MLP, DT, SVM, and XGBoost, can
autonomously identify intrusions in APS devices. These models efficiently acquire knowledge
of patterns to detect anomalies. Within the context of anomaly detection, the autoencoder
model can compress and accurately reconstruct normal operational data from APS devices as
demonstrated in this study. Signature detection involved training classification models such as
MLP, DT, SVM, and XGBoost to automatically identify attack patterns using the 2022APS
dataset containing both normal and attack behaviour. This study primarily aimed to
demonstrate the feasibility of automatically detecting intrusions using ML and DL models in
simulated APS devices. ML and DL models possess the capability to make intelligent decisions
based on recognisable patterns, enabling them to differentiate between normal and attack
patterns. Ultimately, the specific production preferences are determined by the manufacturer
or software development company, who may decide which logs, user interface, and graphical
interface to incorporate. The fundamental idea was to differentiate between normal and attack
patterns using ML and DL models without any human supervision. There is an opportunity for
improvement in the detection models, depending on the preferences of APS manufacturers or

software development for the final production.
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Chapter 6. Analysis and Comparison of Results

Chapter 6 reports the analysis of results and comparison of the performed experiments
in the Hybrid Intrusion Detection System (H-IDS). This analysis is an essential component in
extracting valuable insights, validating each test, and engaging in quantitative data-driven
choices across the context of scientific pursuits. This assessment allows for an estimation of
strengths and weaknesses in various H-IDS configurations, such as different dimensionality
reduction techniques, that improve current methods while developing optimal detection
strategies. The effectiveness and efficiency of H-IDS were evaluated using quantitative metrics
that provided objective measures: accuracy, precision, recall, and the F1 score. Data
visualisation helped to present the findings in a visually captivating and easily understandable
way, making it easier to spot patterns, trends, and anomalies in the data. This chapter will

specifically answer the third, fourth and fourth (a) research questions:

3. What machine learning and deep learning techniques as proactive defences techniques
can be used to detect medjacking vulnerabilities in an APS?
4. What dimensionality reduction technique can be performed optimally in the
development of a machine learning model for medjacking detection in the APS?
a. What differences can be experienced with and without dimensionality reduction
techniques in the development of a machine learning model for medjacking

detection in the APS?

6.1 Anomaly Detection Performance

An autoencoder performance evaluation, consisting of training and validation accuracy
and loss, was computed in this study. Training accuracy evaluated the autoencoder’s
effectiveness in accurately recreating the training data, whereas validation accuracy evaluated

its effectiveness in determining between normal and attack data. Training loss measured the
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difference between the original training data and their reconstructions throughout the training
process. Similarly, validation loss assessed the difference for the validation set, which
comprised both normal and attack cases. A low validation loss signifies the autoencoder’s
accurate discrimination between normal and attack input, while simultaneously minimising the
loss for normal data throughout the training process.

Four medjacking attacks, brute force, DDoS, MITM, and Trojan attacks, were tested
using an autoencoder technique to detect the anomalies. The unlabelled dataset was utilised in
this process. As discussed in Chapter 5, the 2022APS dataset consisted of normal and attack
instances, and the dataset was subsequently split into two subsets: a training set and a test set.
Four experiments were performed, and each test computed the performance of the autoencoder.
In experiment 1, normal and brute force attacks were examined; the autoencoder consisted of
an encoder and a decoder. The autoencoder model used a Mean Squared Error (MSE), and an
adam optimiser to detect the anomalies, the MSE loss function was used in the autoencoder to
measure the differences between the original input and the remodelled output. Experiment 2
examined the DDoS attacks, Experiment 3 examined MITM attacks, and Experiment 4

examined Trojan attacks.

6.1.1 Anomaly Detection Brute Force Attacks

In the brute force attack, the autoencoder focused on learning knowledge about the
distinguishing features of valid login attempts, and the autoencoder subsequently detected
anomalies by measuring the disparity between the initial data and reconstructed data forms.
The autoencoder effectively identified brute force attacks when the login attempts made by an
attacker deviate from the learned pattern of normal logins. The training and validation accuracy

are shown in Figure 6.1.
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Figure 6.1

Anomaly Detection Brute Force Attacks Training and Validation Accuracy.
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Figure 6.1 illustrates training accuracy in approximately the 80%-82% range and
validation accuracy in the 76%—-88% range over 25 epochs. The training accuracy serves as an
indicator of the model’s aptitude in accurately reproducing typical instances from the training
dataset. The validation accuracy assessment computed the ratio of correctly reconstructed
instances, encompassing both normal and anomalous data. The high validation accuracy
indicated the model’s adeptness in reconstructing both normal and anomalous instances and
effectively discerning anomalies.

In the context of anomaly detection using an autoencoder, the primary metrics
employed for evaluation included training and validation loss. The training loss metric
quantified the difference between the original and reconstructed training data. The assessment
of validation loss, computed on normal and brute-force attack data, served as an indicator of
the model’s ability to generalise novel and previously unseen data. The training loss and

validation loss are shown in Figure 6.2.
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Figure 6.2

Anomaly Detection Brute Force Attacks Training and Validation Loss.
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Figure 6.2 illustrates the training loss ratio in approximately the 0.080-0.004 range and
the validation ratio in the 0.018-0.004 range over 25 epochs. The outcome minimised both
losses and ensured that no overfitting occurred in the autoencoder model. The low losses also
indicated the autoencoder’s capacity to effectively capture typical patterns and discern

anomalies within the 2022 APS dataset.

6.1.2 Anomaly Detection Distributed Denial-of-Service Attacks

The process of anomaly detection brute force attacks computed and computed the
performance; similarly, the normal patterns and DDoS attack patterns, the learned patterns
during training, and the testing of the 2022APS dataset were evaluated in this experiment and
computed the performance. The process of monitoring the reconstruction error during the
training phase successfully detected deviations. Training and validation accuracy are shown in

Figure 6.3.



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES

Figure 6.3

Anomaly Detection DDoS Attacks Training and Validation Accuracy.
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Figure 6.3 depicts a training accuracy of 78%—-82% and a validation accuracy of 70%—

88%. The model’s training accuracy has shown its ability to reproduce typical cases from the

training dataset. The validation accuracy evaluation measured the ratio of normal and

anomalous cases that were properly reconstructed. The model’s high validation accuracy

showed its ability to recreate normal and anomalous occurrences and identify abnormalities.

The autoencoder model’s performance for anomaly detection, using the 2022APS dataset,

computed the training loss and validation loss as shown in Figure 6.4.
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Figure 6.4

Anomaly Detection DDoS Attacks Training and Validation Loss.
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Figure 6.4 shows a training loss ratio of 0.030-0.003 and a validation loss ratio of
0.014-0.003 over 25 epochs. The autoencoder's minimal losses showed its ability to capture

common patterns and identify dataset anomalies.

6.1.3 Anomaly Detection Man-In-the-Middle Attack

The model’s encoder and decoder were trained. Reconstruction error was monitored
during training, and a threshold analysis detected anomalies. Instances beyond the threshold
were identified as an attack. The training accuracy and validation accuracy are shown in

Figure 6.5.
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Figure 6.5

Anomaly Detection MITM Attacks Training and Validation Accuracy.
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Figure 6.5 shows a training accuracy of 75%-82% and a validation accuracy of 85%—
94%. The training accuracy indicated the model could recreate typical situations from the
training dataset. Figure 6.6 shows the autoencoder model’s anomaly detection performance,

computed training, and validation losses.

Figure 6.6

Anomaly Detection MITM attacks Training and Validation Loss.

0.025 4 —— Training loss
Validation loss
0020 1
w0015 1
(%)
5
2010 1
0.005 L
——
T T T
0 5 10 15 20 5

Epochs



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 339

Figure 6.6 illustrates the training loss ratio of 0.080—0.003 and the validation loss ratio
of 0.025-0.003 over 25 epochs. The autoencoder model’s minimal losses exemplified its

effectiveness in capturing patterns and discerning anomalies within the dataset.

6.1.4 Anomaly Detection Trojan Attacks

In the last experiment, the autoencoder model was evaluated for its effectiveness in
detecting both normal behaviour and Trojan attacks. The foundation of a predetermined
threshold facilitated the detection of possible Trojan attacks during real-time analysis.
Instances that exceed the established threshold could indicate the existence of a Trojan attack.

The training accuracy and validation accuracy are shown in Figure 6.7.

Figure 6.7

Anomaly Detection Trojan Attacks Training and Validation Accuracy.
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Figure 6.7 shows a training accuracy of 75%-91% and a validation accuracy of 83%-—
92%. The training accuracy indicates that the model could recreate typical situations from the
training dataset. The model’s high validation accuracy indicated it could replicate normal and
abnormal events and identify anomalies. Figure 6.8 shows the autoencoder model’s anomaly
detection performance using the normal and DDoS dataset to compute training and validation

losses.
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Figure 6.8

Anomaly Detection Trojan Attacks Training and Validation Loss.
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The autoencoder model’s performance metrics were evaluated for different medjacking
attacks. With the brute-force attack patterns versus normal patterns, the model predicted
anomalies with accurate pattern reconstruction and low training and validation losses. Similarly,
the DDoS, MITM, and Trojan attacks generated low losses. The autoencoder exhibited
consistent effectiveness in terms of accuracy and loss across a range of attacks, thereby

indicating its versatility in detecting anomalies and maintaining resilient performance in normal

instances.

6.2 Signature Detection Performance

Signatures are unique characteristics associated with normal and medjacking patterns;
the ML and DL techniques were implemented and tested for automated detection of intrusions.
The 2022APS dataset was used for the development of the ML and DL models. The dataset
was transformed using MinMaxScalar and LabelEncoder; feature selection was made,
dimensionality reduction was performed, and grid search cross-validation techniques were
applied to identify optimal hyperparameters. These processes were used to prepare classifiers
for prediction intrusions. Automated responses to detected medjacking patterns were made

possible through classification. The classifiers accurately predicted the intrusion patterns, and
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their performance was thoroughly evaluated using performance metrics. As discussed in
Chapter 5, the MLP, XGBoost, DT, and SVM classification models were tested and compared
for the H-IDS. The accuracy, precision, recall, and F1 scores for each classifier were computed
and compared with different classifiers to determine which classifier performed optimally for
the H-IDS. The results from testing the four classification models are discussed in

Sections 6.2.1, 6.2.2, 6.2.3, and 6.2.4.

6.2.1 Multi-Layer Perceptron

Preparing the MLP classifier involved feature engineering, including data
transformation, feature selection, and dimensionality reduction of the 2022APS dataset. The
dataset was then divided into separate sets for training, validation, and testing. The training set
was utilised to train the model, while the validation set was utilised to fine-tune
hyperparameters and evaluate model performance during training. Ultimately, the test set was
utilised to evaluate the performance of the trained model. The MLP classifier performance was
computed based on the non-dimensionality reduction and with PCA, t-SNE, and UMAP
dimensionality reduction techniques to compute the differences and performance of each
technique. The MLP model was compared with 10 PCA components and 14 PCA components
to examine the impact of dimensionality reduction on the outcomes. Furthermore, the MLP
model was evaluated in the absence of dimensionality reduction techniques. These five

experiments are outlined below.

6.2.1.1 Multi-Layer Perceptron with 10 PCA Components

In the MLP model development, PCA (10 components) was used for dimensionality
reduction, grid search was used for hyperparameter optimisation to validate optimal features,
and TensorFlow for DL capabilities was used in the preparation of MLP classifiers to detect

intrusions. The 2022APS dataset for this study was prepared by following a series of steps.
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First, the data were read from a CSV file using pandas. Next, the data were split into features
(x) and the target variable (y). Finally, the dataset was further divided into training and testing
sets using the split function from the scikit-learn framework. This study incorporated various
preprocessing steps and the MLP model into the construction of the model pipeline. The MLP
model was built using the TensorFlow framework with DL capabilities. The pipeline included
a standard scaler for scaling the features and PCA (10 components) for reducing dimensionality.
This study outlined the parameters that need to be adjusted during the grid search, as discussed
in Chapter 5. The outcome of the MLP classifier’s confusion matrix using PCA (10

components) and optimised hyperparameters is shown in Figure 6.9.

Figure 6.9

Confusion Matrix Results of Multi-Layer Perceptron with 10 PCA Components.
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Figure 6.9 depicts the confusion matrix of the MLP model using PCA (10 components),
typically represented as a five-by-five matrix, where the actual class labels exist in a row, and
the predicted class labels exist in the columns. The four confusion matrices: TP, FP, TN, and

FN, were obtained to examine the model’s performance. The overall performance of the MLP
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classifier with PCA computed accuracy was 79.142, precision was 89.868, recall was 79.142
and the F1 score was 78.262. These performance matrices were computed using the four

confusion matrices.

6.2.1.2 Multi-Layer Perceptron with 14 PCA Components

Section 6.2.1.1 evaluated the MLP model’s performance using 10 PCA components.
This section compared the effectiveness of the MLP model using 14 PCA components to
determine how PCA dimensionality reduction impacted the findings. Figure 6.10 depicts the

MLP model's confusion matrix with 14 PCA components.

Figure 6.10

Confusion Matrix Results of Multi-Layer Perceptron with 14 PCA components.
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The confusion matrix of the MLP model using 14 PCA components is shown in Figure
6.10, displayed as a five-by-five matrix, with the predicted class labels in the columns and the
actual class labels in the row. The four confusion matrices TP, FP, TN, and FN were gathered

to assess the effectiveness of the model. With 14 PCA components, the performance of



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 344

the MLP model calculated accuracy of 79.261, precision of 90.182, recall of 79.261, and F1

score of 78.428.

6.2.1.3 Multi-Layer Perceptron with t-SNE

The outcome of MLP experiment with t-SNE provides a comprehensive understanding
of the data’s structure and sheds light on the MLP model’s classification behaviour when
applied to the transformed data. The data from the t-SNE transformation and MLP
classification performance were analysed through visualisations of the decision matrices and
computing performance metrics. This analysis indicated the effectiveness of t-SNE for
reducing dimensionality and the MLP model’s capability to detect intrusions. The performance
of the MLP model was subsequently tested using the testing dataset. A multitude of assessment
measures encompassing accuracy, precision, recall, and the F1 score, were computed to
validate results. Through the integration of t-SNE with hyperparameter optimisation, the MLP
model was developed. The model effectively captured pertinent data patterns and was fine-
tuned for the normal and attack pattern classification tasks. The outcome of the MLP model’s

confusion matrices using t-SNE and optimised hyperparameters is shown in Figure 6.11.
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Figure 6.11

Confusion Matrix Results of Multi-Layer Perceptron with t-SNE.

Figure 6.11 depicts the MLP model that used confusion matrices and t-SNE to obtain

an accuracy of 90.138, a precision of 90.413, a recall of 90.138, and an F1 score of 90.028.

6.2.1.4 Multi-Layer Perceptron with UMAP

In the MLP experiment with UMAP, the 2022APS dataset was transformed, followed
by a phase of processing through feature engineering. After completing the model training,
MLP with UMAP assessed the performance of the MLP model on the testing set by calculating
various performance metrics. Through the integration of UMAP dimensionality reduction with
grid search hyperparameter tuning, the MLP model was developed for the normal and attack
pattern classification task, resulting in improved classification results and overall model

efficacy. The outcome of the MLP model’s confusion matrix is shown in Figure 6.12.
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Figure 6.12

Confusion Matrix Results of Multi-Layer Perceptron with UMAP.

Figure 6.12 depicts the MLP model that used confusion matrices and t-SNE to obtain an

accuracy of 86.809, a precision of 86.972, a recall of 86.809, and an F1 score of 86.600.

6.2.1.5 Multi-Layer Perceptron without Dimensionality Reduction

The MLP model, both with and without the application of dimensionality reduction
techniques, was trained and tested, yielding results that indicated only negligible differences in
the performance of PCA with 10 and 14 components. The outcome of the MLP model without

dimensionality reduction confusion matrix is shown in Figure 6.13.
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Figure 6.13

Confusion Matrix Results of Multi-Layer Perceptron without Dimensionality Reduction.
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The performance of the MLP model was evaluated and compared for medjacking detection in
the APS. The model’s effectiveness was evaluated based on different dimensionality reduction

techniques, the MLP evaluation scores are presented in Table 6.1.

Table 6.1
Performance of the Multi-layer Perceptron with PCA (10 and 14 components), t-SNE, and

UMAP Dimensionality Reductions Techniques, and without Dimensionality Reduction for

Medjacking Detection.

Model Dimensionality ~ Accuracy Precision Recall F1 Score
Reduction
MLP 10 PCA 79.142 89.868 79.142 78.262
Component
14 with 79.261 90.182 79.261 78.428
Components
t-SNE 90.138 90.413 90.138 90.028

UMAP 86.809 86.972 86.809 86.600
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Model Dimensionality  Accuracy Precision Recall F1 Score
Reduction
None 85.881 88.965 85.881 84.835

6.2.2 Decision Tree

In this study, a DT model, using with and without dimensionality reduction techniques,
and grid search technique, was examined for medjacking detection. The DT model started with
the 2022APS dataset at the root node. As specified by the root node determination rule, the
model chose the 2022APS dataset features to split into subgroups and generate tree branches.
Each branch was a tree route that represented a feature value. The DT model was constructed
by recursively splitting the dataset to create a hierarchy of decision rules used to discriminate
the normal or anomalous patterns. Five experiments were performed to investigate the DT

model for the medjacking detection, these experiments are presented below.

6.2.2.1 Decision Tree with 10 PCA Components

In DT with PCA (10 components), the model was developed to detect the medjacking.
The DT model utilised PCA for dimensionality reduction, and grid search for hyperparameter
tuning. The performance of the trained DL model on the testing set was evaluated for its
accuracy, precision, recall, and F1 scores. The DT model effectively captured pertinent data
patterns in the classification task. The DT model’s confusion matrix using PCA (10

components) and optimised hyperparameters is shown in Figure 6.14.
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Figure 6.14

Confusion Matrix Results of Decision Tree with 10 PCA Components.
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The DT model used confusion matrices that were computed with an accuracy of

95.459, a precision of 95.722, a recall of 95.459 and an F1 score of 95.421.

6.2.2.2 Decision Tree with 14 PCA Components

Section 6.2.2.1 analysed the results obtained with 10 PCA components. This section
tested the DT model using 14 PCA components to examine how different numbers of PCA
component dimensionality reduction affected the outcome, providing a thorough evaluation of
the model's effectiveness. The confusion matrix of the DT model, which has 14 PCA

components, is shown in Figure 6.15.



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 350

Figure 6.15

Confusion Matrix Results of Decision Tree with 14 PCA Components.
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The DT model with 14 PCA components used confusion matrices computed with an

accuracy of 96.964, a precision of 97.207, a recall of 96.964, and an F1 score of 96.910.

6.2.2.3 Decision Tree with t-SNE

In DT with t-SNE, optimised hyperparameters were used in the development of the DT
model for the medjacking classification task. The evaluation of the classification performance
on the testing data involved analysing accuracy, precision, recall, and the F1 score to assess the
effectiveness of the DT mode. Figure 6.16 illustrates the result of the confusion matrix for the

DT model.
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Figure 6.16

Confusion Matrix Results of Decision Tree with t-SNE.

Figure 6.16 depicts the DT model that used confusion matrices to compute an accuracy
of 47.970, a precision of 46.733, a recall of 47.970, and an F1 score of 46.792. The
effectiveness of t-SNE dimensionality reduction in comparison to PCA demonstrated
inconsistency. The t-SNE algorithm for the dimensionality reduction in the 2022APS dataset
was not performed optimally as compared to PCA. The DT model’s performance in predicting

the medjacking could be limited when using t-SNE; however, PCA performed optimally.

6.2.2.4 Decision Tree with UMAP

The DT model’s performance was also evaluated using UMAP and optimised
hyperparameters. In this test, the performance of the trained DT model on the testing set was
evaluated to assess its effectiveness in the classification task. The outcome of the DT model’s

confusion matrix using UMAP and optimised hyperparameters is shown in Figure 6.17.
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Figure 6.17

Confusion Matrix Results of Decision Tree with UMAP.
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Figure 6.17 depicts the DT model that used confusion matrices to compute an accuracy

of 62.961, a precision of 69.664, a recall of 62.961, and an F1 score of 63.519.

6.2.2.5 Decision Tree without Dimensionality Reduction

The DT model was trained and tested with and without dimensionality reduction,
resulting in minimal differences in performance observed when using the DT model. The
outcome of the DT model without dimensionality reduction confusion matrix is shown in

Figure 6.18.
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Figure 6.18

Confusion Matrix Results of Decision Tree without Dimensionality Reduction.

- 4000

Actual Classs

3000

2000

1000

Brute Force DDeS_TCP MITM Normal Trajan
Predictad Class

Figure 6.18 depicts the DT model without a dimensionality reduction approach that
used confusion matrices to compute an accuracy of 98.509, a precision of 98.549, a recall of
98.509, and an F1 score of 98.488. The DT model’s development with PCA (10 and 14
components) demonstrated optimal performance in comparison to UMAP and t-SNE. PCA
performed better due to a range of factors. Primarily, the DT model inherently relied on linear
binary splits along feature axes that were highly suitable for capturing linear patterns in the
data. PCA, being a linear technique for reducing dimensionality, effectively maintained the
linear associations among variables, thereby facilitating a consistent integration with the
decision-making mechanism of the DT model during the classification task. The DT model

evaluation scores are presented in Table 6.2.



MEDJACKING ATTACKS ON ARTIFICIAL PANCREAS DEVICES 354

Table 6.2
Performance of the Decision Tree with PCA (10 and 14 components), t-SNE, and UMAP
Dimensionality Reductions Techniques, and without Dimensionality Reduction for

Medjacking Detection.

Model Dimensionality ~ Accuracy Precision Recall F1 Score

Reduction

DT 10 PCA 95.459 95.722 95.459 95.421
Components

14 PCA 96.964 97.207 96.964 96.910
Components

t-SNE 47.970 46.733 47.970 46.792

UMAP 62.961 69.664 62.961 63.519

None 98.509 98.549 98.509 98.488

DT with PCA (10 and 14 components), t-SNE, and UMAP were important for
determining the DT model’s effectiveness when using different dimensionality reduction
techniques. A hierarchical framework of decisions was established based on the relative
significance of various features. The PCA technique with 10 and 14 components in the DT
model development simplified this procedure by offering distinct and comprehensible principal
components that facilitated the DT model’s execution of logical and transparent divisions. With
PCA 10 and 14 components, the differences observed are negligible. Results were also
captured without dimensionality reduction, and the DT model was observed to perform better
without dimensionality reduction. However, UMAP and t-SNE, despite their adeptness in
capturing intricate non-linear patterns, frequently produced less comprehensible outcomes. The
advantages of PCA over UMAP and t-SNE, when used in conjunction with DT model
development for normal and attack pattern classification, could be attributed to several factors.

First, PCA exhibits a high level of compatibility with the linear characteristics inherent in the
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DT model. Second, PCA offers optimal performance in terms of interpretability, allowing for
a clear understanding of the underlying patterns and relationships within the data. Third, PCA

demonstrated effective capabilities in reducing the dimensionality of the data.

6.2.3 Support Vector Machine

The SVM model was tested in the classification task of discriminating normal and
attack patterns. The 2022APS dataset was trained according to the SVM model’s philosophies.
During the development of the SVM model, three experiments were performed with different
dimensionality reduction. Optimal parameters were also identified using the GridSearchCV
technique, and finally, outcomes were evaluated to assess the effectiveness of the SVM model.

These experiments are presented below.

6.2.3.1 Support Vector Machine with 10 PCA Components

The model development of the SVM comprised PCA for dimensionality reduction and
grid search for hyperparameter tuning. The 2022APS dataset was split into a training set to
train the SVM for the classification task, and the testing set was used to evaluate the
effectiveness of the SVM model’s performance in detecting medjacking. The SVM model’s

confusion matrix using PCA and optimised hyperparameters is shown in Figure 6.19.
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Figure 6.19

Confusion Matrix Results of Support Vectors Machine with 10 PCA Components.
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Figure 6.19 depicts the SVM model that used confusion matrices to compute an
accuracy of 73.194, a precision of 87.505, a recall of 73.194, and an F1 score of 70.309. Three
other experiments were performed using different dimensionality reduction techniques to

compare the optimal performance of the SVM model for detecting the medjacking.

6.2.3.2 Support Vector Machine with 14 PCA Components

Section 6.2.3.1 examined the SVM model’s performance using 10 PCA components.
This section compared the effectiveness of the SVM model using 14 PCA components to
determine how the PCA technique impacted the findings. Figure 6.20 depicts the SVM model's

confusion matrix with 14 PCA components.
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Figure 6.20

Confusion Matrix Results of Support Vectors Machine with 14 PCA Components.
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Figure 6.20 depicts the SVM model that used confusion matrices to compute an accuracy of

73.925, a precision of 89.076, a recall of 73.925, and an F1 score of 71.444.

6.2.3.3 Support Vector Machine with t-SNE

In this experiment, the SVM model was developed using t-SNE. In the model
development pipeline, the 2022APS dataset was split into a training and testing set for the SMV
model training phase, and the testing set was used to evaluate the SMV performance. The
performance of the SVM model’s confusion matrix using t-SNE and optimised

hyperparameters is shown in Figure 6.21.
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Figure 6.21

Confusion Matrix Results of Support Vectors Machine with t-SNE.
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Figure 6.21 depicts the SVM model that used confusion matrices to compute an
accuracy of 16.893, a precision of 17.812, a recall of 16.893, and an F1 score of 15.103. The
confusion matrices presented in Figure 6.16 show the worst performance when using t-SNE in
the SVM model, and other performance matrices have shown unsatisfactory outcomes. The use
of PCA in the SVM model was satisfactory compared to t-SNE. PCA was used with the SVM
model’s linear nature since SVM classifiers succeed at linearly separable data. The PCA
technique focused on linear feature relationships, which enabled the SVM model to determine
the best class separation hyperplane. Unlike the SVM model, t-SNE’s non-linear variations
could make data non-linearly separable and less useful. PCA presented interpretable main
components that enabled the SVM model to establish distinct decision limits. However, the
model failed to classify data since t-SNE’s unclear, non-linear embeddings did not match the
idea of clear decision boundaries. Another issue was data density. The t-SNE technique created

different information quantities in the converted space, which might cause unequal class
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distribution. PCA had a better-balanced data density, making the SVM model more robust for

the classification task.

6.2.3.4 Support Vector Machine with UMAP

In this experiment, UMAP was applied, and the 2022APS dataset was split into a
training and testing set for both training and evaluating the efficiency of the SVM model’s
ability to detect the medjacking. The performance of the SVM model’s confusion matrix using

UMAP and optimised hyperparameters is shown in Figure 6.22.

Figure 6.22

Confusion Matrix Results of Support Vectors Machine with UMAP.
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Figure 6.22 depicts the SVM model that used confusion matrices to compute an

accuracy of 36.452, a precision of 36.271, a recall of 36.452 and an F1 score of 35.178.

6.2.3.5 Support Vector Machine without Dimensionality Reduction
The SVM model was trained and tested both with and without dimensionality reduction
techniques, showing that SVM performs better with PCA and performs optimally without

dimensionality reduction. Additionally, the results show negligible differences in performance
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between the PCA with 10 and 14 components. Figure 6.23 illustrates the confusion matrix for

the SVM model without dimensionality reduction.

Figure 6.23

Confusion Matrix Results of Support Vectors Machine without Dimensionality Reduction.
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Figure 6.23 depicts the SVM model that used confusion matrices to compute an
accuracy of 82.923, a precision of 87.384, a recall of 82.923 and an F1 score of 81.589. The
comparison of performance matrices shows the SVM model using PCA (10 and 14 components)
performed better than UMAP and t-SNE in classifying normal and attack patterns, and the
results show the SVM model performed optimally without dimensionality reduction. The SVM

evaluation scores are presented in Table 6.3.
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Table 6.3
Performance of the Support Vector Machine with PCA (10 and 14 components), t-SNE, and
UMAP Dimensionality Reductions Techniques, and without Dimensionality Reduction for

Medjacking Detection.

Model Dimensionality ~ Accuracy Precision Recall F1 Score

Reduction

SVM 10 PCA 73.194 87.505 73.194 70.309
Components

14 PCA 73.925 89.076 73.925 71.444
Components

t-SNE 16.893 17.812 16.893 15.103

UMAP 36.452 36.271 36.452 35.178

None 82.923 87.384 82.923 81.589

The SVM model developed linearly separable data by design, and with PCA (10 and
14 components), the model performed better than other dimensionality reduction techniques.
The SVM model was also trained and tested without dimensionality reduction; the results show
the SVM model performed optimally without dimensionality reduction. UMAP and t-SNE
created non-linearities in the data that impacted the SVM model’s performance. PCA generated
comprehensible principal components, making the SVM model’s decision bounds easier to
define. UMAP and t-SNE developed complex non-linear embeddings with uncertain decision

boundaries that may impact the SVM model’s performance.

6.2.4 Extreme Gradient Boosting

This study examined the effectiveness of the XGBoost model in detecting medjacking.
The XGBoost hyperparameters were determined using GridSearchCV. Following this, the
dataset was divided into separate training and testing sets. Three experiments were performed

to compare the performance with different dimensionality reduction techniques and classifiers.
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Finally, the performance evaluation was conducted and compared using the following three

experiments.

6.2.4.1 Extreme Gradient Boosting with 10 PCA Components

In this experiment, the XGBoost model was developed to classify normal and attack
patterns. PCA was chosen for dimensionality reduction in this experiment. The dataset was
split to train the model, and performance evaluation was conducted to evaluate how accurately
the model predicted the patterns that were trained. For this purpose, the testing set was used in
the model. The performance of the XGBoost model’s confusion matrix using PCA and

optimised hyperparameters is shown in Figure 6.24.

Figure 6.24

Confusion Matrix Results of Extreme Gradient Boosting with 10 PCA Components.
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Figure 6.24 depicts the XGBoost model that used confusion matrices to calculate an

accuracy of 98.975, a precision of 99.004, a recall of 98.975, and an F1 score of 98.968.
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6.2.4.2 Extreme Gradient Boosting with 14 PCA Components

Section 6.2.4.1 computed the XGBoost model’s performance using 10 PCA
components. This section compared the XGBoost model's performance using 14 PCA
components to determine how dimensionality reduction impacted the findings. Figure 6.25

depicts the XGBoost model's confusion matrix with 14 PCA components.

Figure 6.25

Confusion Matrix Results of Extreme Gradient Boosting with 14 PCA Components.
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Figure 6.25 depicts the XGBoost model that used confusion matrices to calculate an accuracy

of 98.985, a precision of 99.012, a recall of 98.985, and an F1 score of 98.978.

6.2.4.3 Extreme Gradient Boosting with t-SNE

In the XGBoost model development to classify normal and attack patterns, the t-SNE
technique was used for dimensionality reduction and grid search for optimal hyperparameters.
The t-SNE performed better with optimal accuracy compared to the DT model (see
Section 6.3.2). The XGBoost model’s confusion matrix using t-SNE and optimised

hyperparameters is shown in Figure 6.26.
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Figure 6.26

Confusion Matrix Results of Extreme Gradient Boosting with t-SNE.

Figure 6.26 depicts the XGBoost model that used confusion matrices to compute
performance metrics. An overall accuracy of 93.416, precision of 93.435, recall of 93.416, and
F1 score of 93.398 was achieved in this test. The performance outcome has shown that t-SNE
and GridSearchCV hyperparameter optimised the XGBoost model’s performance and accurate

detection of medjacking.

6.2.4.4 Extreme Gradient Boosting with UMAP

In the XGBoost with PCA and t-SNE, the performance of the model was optimal. This
experiment examined the UMAP performance in the XGBoost model. The model’s efficiency
was assessed using different performance metrics. The XGBoost model’s confusion matrix

using UMAP and optimised hyperparameters is shown in Figure 6.27.
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Figure 6.27

Confusion Matrix Results of Extreme Gradient Boosting with UMAP.
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Figure 6.27 shows a five-by-five matrix illustrating the XGBoost confusion matrices
with the actual class labels on one side and the predicted class labels on the other. An overall
accuracy of 93.585, precision of 93.618, recall of 93.585, and F1 score of 93.578 was achieved

in this test.

6.2.4.5 Extreme Gradient Boosting without Dimensionality Reduction
The XGBoost model was trained and tested with and without dimensionality reduction,
and the differences in performance were negligible. Figure 6.28 depicts the outcome of the

XGboost model without the dimensionality reduction confusion matrix.
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Figure 6.28

Confusion Matrix Results of Extreme Gradient Boosting without Dimensionality Reduction.

redicted Class

Figure 6.28 depicts the XGBoost model that used confusion matrices to compute an
accuracy of 98.495, a precision of 98.536, a recall of 98.495, and an F1 score of 98.474. This
test was successful in assessing the calculated metrics: accuracy, precision, recall, and an F1

score are presented in Table 6.4.

Table 6.4
Performance of the Extreme Gradient Boosting with PCA (10 and 14 components), t-SNE,
and UMAP Dimensionality Reductions Techniques, and without Dimensionality Reduction

for Medjacking Detection.

Model Dimensionality ~ Accuracy Precision Recall F1 Score
Reduction
XGBoost 10 PCA 98.975 99.004 98.975 98.968
Components
14 PCA 98.985 99.012 98.985 98.978
Components

T-SNE 93.416 93.435 93.416 93.398
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Model Dimensionality  Accuracy Precision Recall F1 Score
Reduction
UMAP 93.585 93.618 93.585 93.578
None 98.495 98.536 98.495 98.474

Results from the performance evaluation demonstrated that the XGBoost model
performed at its best and correctly recognised medjacking when using the PCA, t-SNE, UMAP

techniques, and without dimensionality reduction.

6.3 The Classification Models’ Performance

The performance of each MLP, DT, SVM, and XGBoost model was evaluated and
compared for medjacking detection in the APS. Each model’s effectiveness was evaluated
based on different dimensionality reduction techniques and confusion matrices to identify
various factors for signature medjacking detection. All models in this study, both with and
without the application of dimensionality reduction techniques, were trained and tested, all

evaluation scores are presented in Table 6.5.

Table 6.5
Performance of the Four ML Models with PCA (10 and 14 components), t-SNE, and UMAP
Dimensionality Reductions Techniques, and without Dimensionality Reduction for

Medjacking Detection.

Model Dimensionality ~ Accuracy Precision Recall F1 Score
Reduction
MLP 10 PCA 79.142 89.868 79.142 78.262
Components
14 PCA 79.261 90.182 79.261 78.428
Components

t-SNE 90.138 90.413 90.138 90.028
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Model Dimensionality  Accuracy Precision Recall F1 Score

Reduction

UMAP 86.809 86.972 86.809 86.600

None 85.881 88.965 85.881 84.835

DT 10 PCA 95.459 95.722 95.459 95.421
Components

14 PCA 96.964 97.207 96.964 96.910
Components

t-SNE 47.970 46.733 47.970 46.792

UMAP 62.961 69.664 62.961 63.519

None 98.509 98.549 98.509 98.488

SVM 10 PCA 73.194 87.505 73.194 70.309
Components

14 PCA 73.925 89.076 73.925 71.444
Components

t-SNE 16.893 17.812 16.893 15.103

UMAP 36.452 36.271 36.452 35.178

None 82.923 87.384 82.923 81.589

XGBoost 10 PCA 98.975 99.004 98.975 98.968
Components

14 Components 98.985 99.012 98.985 98.978

T-SNE 93.416 93.435 93.416 93.398

UMAP 93.585 93.618 93.585 93.578

None 98.495 98.536 98.495 98.474

Table 6.5 shows the performance analysis results of the classification models’ ability
to detect medjacking attacks in the APS. The MLP model had satisfactory accuracy scores for
PCA (10 and 14 components), t-SNE, and UMAP compared to the DT and SVM models. The

performance of the XGBoost model was compared with the three other models used in this
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study. Compared to these models, the XGBoost model with all dimensionality reduction
techniques and without dimensionality reduction predicted the medjacking attack with greater
accuracy.

The DT model was outstanding with PCA (10 and 14 components) as well as without
dimensionality reduction, but the DT model performed poorly with a t-SNE accuracy score of
47.970 and a UMAP accuracy score of 62.961. The DT model’s performance when using t-
SNE and UMAP for signature medjacking detection was not satisfied, and it could be
considered unacceptable for medjacking detection. The SVM model performed with a
satisfactory accuracy of 73.194 when using 10 PCA components and obtained an accuracy of
73.925 when using 14 PCA components. The SVM model performed better without
dimensionality reduction with an accuracy of 82.923. However, the SVM model with t-SNE
and UMAP was not able to predict medjacking attacks with very low accuracy scores. The
SVM model’s t-SNE accuracy score was 16.893, and the UMAP accuracy score was 36.452.
These results show that the SVM model failed to detect medjacking; the only chance for the

SVM model to detect medjacking was when using PCA and without dimensionality reduction.

6.3.1 Comparison of Classification Models

The results presented in Table 6.1 show the positive outcome of using ML and DL
models to detect medjacking in the APS. This current study and literature show that the ML
and DL models are more effective in predicting intrusion; however, the model preparation was
critical. This preparation, consisting of hyperparameter tuning and different dimensionality
reduction techniques used for comparison, has not be frequently discussed in current research
literature. In terms of identifying whether the model is more effective in linear and nonlinear
classification, the dimensionality reduction techniques could help understand model
performance with classification tasks in cybersecurity. The linear dimensionality reduction

algorithm PCA worked optimally in ML and DL models. However, hyperparameter tuning
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added more values to identify optimal hyperparameters for each model. The comparison results

presented in Table 6.1 demonstrated that the MLP and XGBoost models could detect

medjacking with all dimensionality reduction techniques. In contrast, the DT and SVM models

only performed well with PCA techniques, but t-SNE and UMAP demonstrated unsatisfactory

results. To validate these results, the accuracy of this study is compared with other studies from

the literature in Table 6.6. This comparison is based on the use of PCA in model development.

All models are compared to understand the effectiveness of detecting attacks.

Table 6.6

Comparison of Machine Learning Models’ Accuracy with the Principal Component Analysis.

Model Reference Proposed Attacks Dataset Dataset Accuracy
System instances
MLP This study H-IDS Brute force, 2022APS 109,360 79.142
DDoS, MITM,
and Trojan
[575] Intelligent  Botnet N-BaloT 7062606 94.000
botnet attack
detection
engine
[875] IDS DDoS, CICIDS2017 225,745 89.000
infiltration, brute
force, and web
SVM This study H-IDS Brute force, 2022APS 109,360 87.505
DDoS, MITM,
and Trojan
[575] Intelligent  Botnet N-BaloT 7062606 90.000
botnet attack
detection
engine
DT This study H-IDS Brute force, 2022APS 109,360 95.459
DDoS, MITM,
and Trojan
[575] Intelligent Botnet N-BaloT 7062606 79.000

botnet attack

370
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Model Reference Proposed Attacks Dataset Dataset Accuracy
System instances
detection
engine

[876] IDS DDoS CICDDoS- 294,627 98.60
2019
XGBoost This study H-IDS Brute force, 2022APS 109,360 98.975
DDoS, MITM,
and Trojan
[579] IDS Malware WUSTL 5213 98.660
EHMS 2020,
PE headers-
Clamp

Table 6.6 presents a comparison of the results obtained in the current study with results
from the literature. The ML and DL models in this study, using hyperparameter tuning and
different dimensionality reduction techniques, achieved a satisfactory level of detection
accuracy when compared to existing literature. Although there are some minor differences in
accuracy scores, these could be attributed to various factors. The primary factor is the
utilisation of optimised hyperparameter tuning during the models’ development. Additionally,
the differences could be attributed to variations in the attack data.

In [575], Saif et al., proposed IDS to detect botnets, their system utilised Linear
discriminant analysis and PCA for the dimensionality reduction phase, and models included
NB, DT, RF, SVM, LR, CAN, MLP and Single-layer perceptron, the size of data was 849,234
instances. In another study [875], Mendonca et al., proposed IDS to detect DDoS, infiltration,
brute force, and web attacks, PCA technique applied, four NB, SVM, RF and MLP models
tested, the size of data was 2,830,743 instances.

DDoS attack detection was proposed in [876] by Kumari & Jain, the researchers
employed PCA, Linear Discriminant Analysis (LDA) in dimensional reduction, and NB, DT,

RF, AdaBoost, and LR models were trained, total numbers dataset instances was 294,627 [876].
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The malware detection was proposed in [579] by Dhanya & Chitra, the researchers employed
two datasets, total number datasetl instances was 16,318 and dataset2 was 5213, XGBoost
model was trained on both datasets.

The study’s findings demonstrated a range of performance levels among the examined
models when employing various dimensionality reduction techniques and a hyperparameter
tuning approach. Although the MLP and XGBoost models with PCA have shown efficacy in
detecting attacks as compared with the current literature, there is a lack of current research
evaluating the effectiveness of t-SNE and UMAP in the field of cybersecurity for medical
devices.

This study has found that DT and SVM models for medjacking detection did not
perform optimally when using t-SNE and UNMAP dimensionality reduction techniques.
However, when comparing the performance of the MLP and XGBoost models with t-SNE and
UMAP, the MLP and XGBoost models performed well with these reduction techniques. These
findings highlight the importance of carefully developing classification models in medjacking
research. This study allows the research community to make the most appropriate techniques

when developing the detection model for medjacking.

6.3.2 Justification of Machine Learning Model Accuracy in Literature

ML models used for classification tasks are contingent upon various factors, including
the dataset, feature engineering, and the model's architecture. Although the accuracies vary, the
majority of optimally set ML models attain an accuracy ranging from 70% to 95% for
conventional classification challenges. As indicated in [877], a substantial number of the
models demonstrate accuracy in identifying cybercrime, exhibiting accuracy rates ranging
from 70% to 90% [877]. Related ML model’s accuracy in [878], illustrates that a performance

exceeding 70% is indicative of a highly effective model. Indeed, an accuracy metric ranging
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from 70% to 90% is optimal. The accuracy ranges from 70% to 90% and is consistent with
industry standards [878].

In [879], the researchers presented a filter-based feature-dropping method and utilised
a range of predictive algorithms, encompassing DT, ANN, LR, K-Nearest Neighbour (KNN),
and SVM. Their findings demonstrated the accuracies in some trained models, ranging from
88.13% to 90.85%. The comprehensive accuracy rates were recorded at 90.85% for DT, 84.4%
for ANN, 77.64% for LR, 84.46% for KNN, and 60.89% for SVM. The accuracy rates for the
multiclass classification were recorded as follows: 67.57% for DT, 77.51% for ANN, 65.29%
for LR, 72.30% for KNN, and 53.95% for SVM. These evaluations were conducted utilising
19 features in the dataset [879].

In [880], researchers proposed IDS employing CNN to identify DoS attacks. Their
findings indicated that the CNN achieved an accuracy of 99.87%, whereas the Naive Bayes
classifier attained an accuracy of 54.42% [880]. In [881], researchers developed the
IDS employing ML approaches to identify malicious attacks. The study involved training eight
ML models. The accuracy metrics were recorded as follows: 98.3 for RF, 98.3 for DT, 97.0 for
XGBoost, 57.3 for Gaussian Naive Bayes, 93.4 for KNN, 56.8 for LR, 82.2 for Gradient
Boosting, and 93.3 for AdaBoost [881].

Contingent upon the nature of the classification tasks, increased accuracy is frequently
achievable through the preprocessing of datasets or the careful tuning of hyperparameters.
Diverse ML models exhibit distinct architectures, resulting in varying levels of accuracy in
their performance. Nevertheless, lowered accuracy may signify the model's failure for tasks or
hyperparameters or features may not support the model's architecture. Hyperparameter tuning
is crucial in enhancing ML models' performance by optimising the balance among model
accuracy, generalisation, and computational efficiency [803-811]. The model's decision

boundaries may be comprehensively optimised through meticulous testing hyperparameters to
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identify even the most complex patterns indicating intrusions [812-815]. The process of tuning
enhances precision and mitigates the incidence of false positives [816], a factor of paramount
importance in detection systems, where the inability to identify intrusions or the increase of
unwarranted alerts may present substantial risks.

Additional factors contributing to accuracy discrepancies may include the approach
used for feature selection and the number of features utilised. According to [701], the feature
selection process is essential in developing ML models for various reasons, as it significantly
impacts the model's performance. The procedure entails identifying and selecting the most
significant features from the dataset, while concurrently discarding irrelevant or superfluous
features. According to [703], feature selection is the process of extracting a subset from a given
feature set predicated on particular selection criteria, which identifies the pertinent features
within the dataset.

In [882], the researcher demonstrated feature selection techniques, highlighting that
several features directly influence the accuracy of the ML model to detect DDoS attacks. The
researchers used various feature selection methodologies to train distinct ML models and
calculated their accuracies. The SVM model used an information gain feature selection
technique, utilising 20 selected features, and achieved an accuracy of 60.19%. In contrast, the
correlation coefficient feature selection method, which incorporated 23 selected features,
yielded an accuracy of 80.61%. The Chi-square feature selection method, employing 24
selected features, yielded an accuracy of 59.45%. In contrast, the forward selection feature
selection technique, utilising 34 selected features, achieved an accuracy of 58.60%. The
backward elimination feature selection method yielded a selection of 34 features, resulting in
an accuracy of 59.62%. In contrast, the recursive elimination feature selection approach
identified 28 features, achieving an accuracy of 89.18%. Lastly, the Lasso feature

selection technique selected 24 features, resulting in an accuracy of 59.79%. A similar
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approach was employed across various models; the accuracies of the Naive Bayes model,
reliant upon diverse feature selections and a variety of features, were calculated at 85.08%,
63.79%, 48.77%, 84.79%, 83.42%, 92.12%, and 69.43%, respectively. In contrast, the
accuracies of the RF model, which used different feature selection techniques and numbers of
features numbers, were determined to be 99.92%, 99.91%, 99.91%, 99.91%, 99.94%, 99.97%,
and 99.90%, respectively. The accuracies of the KNN model, derived from various feature
selection techniques and differing quantities of features, were computed at 99.57%, 99.19%,
99.41%, 98.66%, 98.50%, 98.57%, and 99.54%, respectively. The accuracies of the DT model,
evaluated across various feature selection techniques and differing quantities of features, were
computed to be 99.88%, 99.83%, 99.85%, 99.80%, 99.86%, 99.80%, and 99.83%,
respectively [882].

According to the literature, many factors influence the accuracy of ML models. Various
ML models yield distinct classification accuracies attributable to differences in their
algorithmic architecture, capacity to manage complexity, techniques of feature engineering,
dependence on hyperparameters, and competence in generalisation. The model selection aligns
with the stated criteria to attain maximal efficacy. Comprehending these determinants enables
researchers and industry professionals to effectively select, adjust, and implement models, thus

ensuring accuracy and dependability in classification endeavours.

6.3.3 Justification of Dataset Sizes

In current literature, the variation in datasets, their size, and scope emerges from the
specific features of the problems they tackle, the fields from which they are derived, and the
objective of their study [666-668]. The variations are essential, as datasets are meticulously
designed to align with distinct objectives, contextual environments, and resources during their
research phase with available sources and tools [669-671]. Each dataset has been carefully

designed to address a particular issue, with its architecture and magnitude contingent upon the
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distinct requirements associated with that issue or objective. For example, features specific to
a particular domain significantly influence the composition of datasets. The BoT-loT dataset
[568] primarily focused on identifying botnet attacks. The EHMS dataset [646] focused on a
biometric gathering that includes electrocardiogram readings, blood oxygen saturation levels,
temperature sensor data, and blood pressure metrics. The ECU-IoFT dataset [664] established
drone-related Wi-Fi attacks to identify intrusions within the drone systems.

Datasets are derived from many sources, significantly impacting their size and
configuration. The term heterogeneous data sources signifies that datasets may originate from
diverse devices or environments. Within the context of the loMT, data is generated by devices
such as glucose monitors and heart rate trackers, each exhibiting distinct data generation rates.
For instance, the DAD dataset [663], comprising 10 features and encompassing 101,583
instances, was generated to facilitate the development of cold aisle data centre characteristics
and to gather relevant features. Temperature sensors were incorporated with Duplication,
Interception, and Modification attack scenarios [663]. The ECU-lIoFT dataset [664],
comprising 10 features and encompassing 54,492 instances, was generated to facilitate the
development of drone characteristics and identify attacks related to drone Wi-Fi. The
exploitation of drone devices utilising the Tello API, alongside the techniques for WPA2-PSK
Wi-Fi cracking and scenarios involving Wi-Fi deauthentication attacks scenario [664]. The
0T-23 dataset [661], comprising 19 features and encompassing 280,772,878 instances, was
generated to facilitate the development of botnet features and to identify botnets. The gadgets
utilised comprised a Philips Hue smart lamp, an Amazon Echo, and a Somfy smart door lock.
The utilisation of malware attacks encompassed various entities, including Mirai, Torii, gagfyt,
Kenjiro, Okiru, Hakai, IRCBoT, Hajime, Muhstik, and hide and seek Botnet detections [661].
The WID dataset [665] comprises 254 features and encompasses 6,526,404 instances, which

were generated to develop Wi-Fi-related attributes to identify Wi-Fi-related intrusions. The
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0T devices were vulnerable to a variety of security threats, including Re)Assoc, Disas, Deauth,
Rogue Access Points, SSh vulnerabilities, Kr00Ok, Krack, Botnet formations, SSDP exploitation,
SQL Injection, Malware infiltration, Website spoofing, and Evil Twin attack scenarios [665].

Each dataset exhibits variations in size, features, and contextual scenarios. The aims
associated with utilising datasets profoundly influence their size, features, and scenarios.
Datasets developed for research enquiry demonstrate a particular objective to resolve or
address. According to the literature, no singular dataset can address every domain-specific
issue. For instance, the researcher in [883] stated that Deep Neural Networks, when trained on
a singular dataset (source domain), exhibit poor performance on an alternative dataset (target
domain) that, while different, possesses similar characteristics to the source domain. Domain
adaptation endeavours to mitigate this issue and possesses significant potential for application
in practical contexts, real-world situations, industrial implementations, and various data
domains [883]. In another instance, within the context of a lung cancer detection dataset [884],
the researcher stated the absence of studies concerning negative transfer between the source
domain and the target domain. Theoretically, one can delineate the transfer learning problem
by considering both the source and target datasets, which may exhibit high or low degrees of
similarity. The negative transfer intensifies as the degree of similarity diminishes, resulting in
an increased presence of unrelated samples within the source dataset. The transference of
knowledge from disparate samples to the target model results in an adverse change in the
model's performance [884].

In [652], the researchers undertook an exhaustive examination of the datasets accessible
to the public. The researchers stated that the datasets utilised for examining network packets in
commercial applications are not easily obtainable due to concerns related to privacy.
Nevertheless, numerous publicly available datasets, such as DARPA, KDD, NSL-KDD, and

ADFA-LD, are widely employed as reference points within the discipline. The researchers
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conducted a comparative analysis of the extant datasets, demonstrating their inherent
limitations. The principal constraint identified pertains to the comparative analysis of the
datasets, namely DARPA 98, KDDCUP 99, CAIDA, NSL-KDD, ISCX 2012, ADFA-WD,
ADFA-LD, and CICIDS2017, which lack any evidence of 10T activity [652]. According to the
literature, individual datasets may not address every issue, and their scopes are unlikely to be
uniform owing to variations in domain specifications and the intended aims of the research

direction.

6.4 Results Limitations

This study conducted experiments using several models (ML and DL) and dimensionality
reduction approaches to assess their effectiveness when developing the H-IDS. The approach
was chosen to comprehensively assess the capabilities of different techniques (i.e., grid search)
and identify the most accurate models. However, the wide range of approaches used in the
study has shown the potential results. This study provides a rationale for the limitations to

elucidate the nature of the consistency of results, as follows:

o The utilisation of several models (ML and DL) inherently resulted in
inconsistency. Each model possessed unique advantages and disadvantages, affected
by algorithmic intricacy, adaptability to hyperparameter adjustment, and
appropriateness for the specific characteristics.

o The application of various dimensionality reduction techniques created an extra
degree of inconsistency. PCA, t-SNE, and UMAP utilise distinct mechanisms to
decrease the number of features while retaining crucial information. The inconsistency
in the interpretation of the reduced feature set resulted in further inconsistencies in the

results of different models.
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o The relationship between dimensionality reduction and model performance was
intricate. Each technique added advantages to some models, while others could not
offer the same benefits. As an illustration, the MLP model achieved good accuracy
assessments for PCA, t-SNE, and UMAP compared to the DT and SVM models. The
XGBoost model exhibited better results when tested using all dimensionality reduction
techniques. The relationship between the choice of dimensionality reduction technique
and the resulting outcomes was noticeable, as it contributed a crucial role in the
observed inconsistency in results.

o The grid search approach for hyperparameters has a notable effect on the
consistency of the results. The grid search method effectively investigates each model's
chosen range of parameters to determine the most effective hyperparameters. While the
approach was comprehensive, it might have led to different levels of optimisation
among models, depending on the range and specificity of the parameters used for fine-
tuning. Some models may have reached their ideal configuration easier than others,

resulting in differences in their comparative effectiveness.

The integration of several models, methods for dimensionality reduction, and the
implementation of grid search to optimise hyperparameters ultimately influenced the
consistency of results. This inconsistency results from the inherent disparities in model design,
the intricate interplay between models and dimensionality reduction strategies, the dependence

on hyperparameter adjustment, and the different features.

6.5 Hybrid Intrusion Detection System Findings
This study has developed H-IDS, the phases, and experimental results presented
including a comparison of different studies. A list of phases, accomplished tasks, progress,

comments, and findings are presented in Table 6.3.
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Table 6.7

Hybrid Intrusion Detection System Findings.

380

Phase

Units

Accomplished

Progress Comment

Finding

Requirements

Dataset, and
H-1DS

APS data, and attack data
(brute force, DDoS,

The dataset was
collected and

The simulated APS prototype was
developed. The proprietary device

The 2022APS dataset
was utilised for the

requirements MITM), and tools. processed. can be used in final production. next design phase.
Design Flowchart The details of the H-IDS Tested all Employed open-source tools for The licensed tools
components are provided.  components. cost-efficient purposes. can be used to
investigate further.
Implementation Model Correlation, RFECV, MiniMaxScalar, =~ The unlabelled dataset was trained The most appropriate

preparation

dimensionality reduction,

labelencoder, using autoencoders for anomaly

models investigated.

hyperparameter tuning, RFECV, PCAt-  detection, while the dataset was These initial results

and trained five models. SNE and UMAP,  processed for the MLP, DT, SVM  can be used in the
GridsearchCV, and XGBoost in signature final development.
Autoencoder, detection
MLP, DT, SVM
and XGBoost
were applied.

Testing Performance Feature selection based on RFECV, PCA, t-  The anomaly model trained and All models can
evaluation RFECV with 5-fold, SNE, UMAP, tested. The signature models perform best when

dimensionality reduction
tested for each model,
GirdsearchCV applied,
and five models trained
and tested.

GirdsearchCV, trained and tested.
autoencoder, and
all models’ results

were presented.

using PCA. The final
production must not
consider DT and
SVM with t-SNE and
UMAP.
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Table 6.4 illustrates the final findings of the proposed H-IDS. In the first phase, all
requirements were accomplished, including the normal and attack patterns dataset, tool, and
other formal requirements for building H-IDS. In the second phase, the design of the H-IDS
was created, which included the flowchart representing the preprocessing, feature engineering,
model building, and analysis.

In the third phase, the models' implementation, including model selection and
preparation, was completed. This implementation processed the dataset, identified correlation,
applied the RFECV technique, applied PCA, t-SNE and UMAP, applied GirdsearchCV, and
trained five models to detect the medjacking patterns. The implementation process trained the
five modes to detect medjacking attacks. This study implemented the initial development of
the H-IDS; however, the final product can build the integration of a hybrid approach; for this
purpose, testing was required to compare each model's performance before investing in the
final product development. The choice of models was tested for anomaly and signature
detection. A hierarchical Fusion algorithm can be used for a hybrid approach. Hierarchical
fusion is decision-making logic: if the autoencoder model detects the anomaly and then
prioritises the classification outcome, this can be done in the final development.

In the fourth phase, testing was performed to compare the performance of each model.
The experiments included anomaly detection based on each attack. The MLP and XGBoost
can perform optimally with all dimensionality reduction techniques. However, DT and SVM
can only perform better with PCA to detect medjacking. In signature detection, t-SNE and

UMAP did not perform well in DT and SVM models.

6.6 Summary
Performance and detection accuracy were ideal for the H-IDS. Autoencoder detection

of brute force attacks yielded a training accuracy of 80%-82% and a validation accuracy of
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76%-88%. The DDoS attack findings indicate a training accuracy of 78%-82% and a
validation accuracy of 70%—88%. The training accuracy for MITM attacks was 75-82% and
the validation accuracy was 85%—94%. For Trojan attacks, the training accuracy was 75%-91%
and the validation accuracy was 83%—92%. Different classification models were compared to
determine medjacking detection efficacy. Compared to DT and SVM models, the MLP model
with PCA, t-SNE, UMAP, and without dimensionality reduction predicted medjacking with
satisfactory accuracy. With PCA, the DT model performed well, but with the t-SNE and UMAP
reduction, it performed poorly (47.970 and 62.961, respectively). The SVM model for
medjacking detection worked well with an accuracy of 73.194 while utilising PCA with an
optimised hyperparameter, and worked well without dimensionality reduction. However, the
SVM model with the t-SNE and UMAP techniques failed to predict medjacking assaults with
a very low accuracy score of 16.893 and 36.452, respectively. This research compares the
XGBoost model’s performance to three other models. This study found that the XGBoost
model with all-dimensionality reduction, and without dimensionality reduction predicted the

medjacking attacks better than all other models.
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Chapter 7. Conclusion

The research conducted in this thesis investigated the phenomenon of medjacking in
APS devices; a comprehensive investigation has been conducted to examine medjacking to
develop mitigation solution. The APS prototype was developed using a simulation approach,
and a cybersecurity testbed was developed to exemplify medjacking attacks, ultimately, the
dataset was collected. 2022APS Dataset is a novel dataset that includes the instances of APS
normal and attack features. In this study, normal and attack patterns data were gathered, and
the correlation of different features was conducted using the EDA technique to gain insights
into the patterns. This research has developed the H-IDS to detect medjacking patterns in APS.

In the anomaly detection phase, an autoencoder was used to train on unlabelled
2022APS dataset consisting of four attacks and APS devices. This autoencoder method enabled
the development of a compressed understanding of patterns. The autoencoder model’s
performance metrics were evaluated for Brute-force, DDoS, MITM, and Trojan attacks, the
model predicted anomalies with accurate pattern reconstruction and low training and validation
losses. The autoencoder exhibited consistent effectiveness in terms of accuracy and loss,
thereby indicating its versatility in detecting anomalies.

In the signature detection phase, feature selection was used to choose a subset of
relevant features, including correlation coefficient, variance threshold, and RFECV.
Subsequently, PCA, t-SNE, and UMAP dimensionality reduction techniques were utilised to
determine their optimal performance with medjacking classification. A grid search technique
used for hyperparameters, and MLP, DT, SVM, and XGBoost models, were developed to
detect medjacking. This research compared the performance of classification models with and
without dimensionality reduction techniques. This research's quantitative and theoretical

contribution is to assess the quantitative performance of different classification models’
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effectiveness using the 2022APS dataset. Based on quantitative performance, this study
presents the theoretical findings of each model.

The MLP model has performed exceptionally well with various dimensionality
reduction techniques and without dimensionality reduction techniques. The DT model’s
performance was exceptional when PCA dimensionality reduction was applied with 10 and 14
components, and without dimensionality reduction, the performance was optimal. However,
the DT model’s performance was unsatisfactory when t-SNE and UMAP were used. The
performance of the SVM model when using PCA with 10 and 14 components was satisfactory.
However, the performance of the SVM model when using t-SNE and UMAP was not
satisfactory, and as a result, the SVM model, when using t-SNE and UMAP, was unable to
predict medjacking attacks; this indicates that the model failed to predict the medjacking
instances. These SVM findings contribute to the research community quantitively and
theoretically findings contribution. Another quantitative finding this study has found that the
XGBoost model when using any of the dimensionality reduction techniques, could identify the
medjacking patterns with good accuracy also, when using the XGBoost without dimensionally
reduction, the model performed with satisfactory accuracy.

According to performance analysis, quantitively this study found that the MLP and
XGBoost models, when using all dimensionality reductions, have shown exceptional
performance. However, the DT and SVM models only identified medjacking patterns when the
PCA with 10 and 14 components dimensionality reduction technique was employed. The
signature detection approach proved to be extremely effective and perfectly tailored for
automated medjacking pattern recognition. By utilising predetermined signatures, rapid
identification becomes possible. Once these patterns are identified, the response to attacks can
be promptly executed to effectively minimise the risk of medjacking attacks. By integrating

anomaly- and signature detection methods, the limitations of each approach can be minimised.
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This study has shown the feasibility of automated detection medjacking by integrating
anomaly- and signature detection systems using ML and DL approaches. This proposed system
can be further improved to help end users with early warning. However, early warning can only
be attained in the final development of the software or application, so different actions can be
performed depending on the software or predefined policies.

The significance of this study aimed to investigate weaknesses in an embedded APS.
The wider problem of medjacking is the extent of embedded devices that are vulnerable simply
because of data transfer requirements and current connectivity protocols. Automated detection
methods can reduce medjacking risks and improve evidence-based detection, protect APS

devices from medjacking.

7.1 Future Research

The investigation of medjacking in the APS and the development of the H-IDS
discussed in this thesis provide a foundation for building and examining the effectiveness of
the H-IDS from a practical viewpoint. Potential areas for future research aligned with this thesis
are briefly described below.

This study has presented the details of APS, and the integration of digital technology to
manage diabetes disease. These devices were not easily available to conduct the security
assessment due to preoperative devices, which are a subset of non-free property with
constraints and restrictions. Ethical permission was also required to conduct a thorough
medjacking investigation. Therefore, this study proposes future research to conduct the
medjacking investigation on APS preoperative devices. Future research involving preoperative
devices should not include actual patients unless their participation is thoroughly deliberated
with medical professionals.

This study provided the 2022APS dataset, the dataset consisted of the normal and attack

patterns associated with medjacking. This study showed the correlation between normal and
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attack patterns. To improve correlation, future research could apply this correlation strategy to
compare results from simulated and preoperative devices. This study strongly recommends
future research to collect a dataset from preoperative devices and investigate the correlation
between normal and medjacking patterns.

Exploring the concept of dimensionality reduction problems in ML across different
domains is complex, particularly in the development of ML and DL models for medjacking
detection. This study utilised three algorithms for dimensionality reduction and performance
of classification models were computed without dimensionality reduction techniques. The PCA
algorithm demonstrated outstanding effectiveness in all four ML models analysed for
medjacking detection, and without dimensionality redaction the performance of all models was
optimal. However, t-SNE and UMAP have shown outstanding results specifically with the
MLP and XGBoost models. To gain a deeper understanding of these three dimensionality
reduction techniques, future research can utilise these findings and compare them with the
dataset from the preoperative device. Another aspect worth exploring is the comparison of
feature selection methods in the development of models.

The ML and DL models’ comparisons, based on three dimensionality reductions in
detecting four medjacking attacks, are proposed as a proof of concept. These models showed
variations in accuracy depending on the dimensionality reduction technique. To investigate
these variations further, it is recommended that these developed models be trained using
preoperative devices to compare the differences. This thesis examined the most progressive
and advanced ML and DL models; however, future investigation of the NB, LR, LightGBM,
GRU, and GAN models with PCA, t-SNE, and UMAP dimensionality reduction is
recommended for further research on detecting medjacking.

This research acknowledges the absence of real-world data pertaining to the specific

issue, primarily related to ethical considerations, privacy concerns, and patient safety. To
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mitigate this limitation, synthetic data was used for the training of the ML and DL models.
Although synthetic data can replicate real-world scenarios and serve as a foundation for model
development, the effectiveness of these models in the APS continues to be an important
consideration. The prospective gap between synthetic and real-world data highlights the
necessity of validating model effectiveness on real-world datasets, when accessible, to ensure
both reliability and applicability. Furthermore, transfer learning emerges as an optimal strategy
to tackle this challenge. Through the utilisation of pre-trained models within comparable
domains, these models can be fine-tuned using constrained real-world data to enhance their
generalisation and adaptability. Transfer learning can be one of the future directions, exploring
the intersection of transfer learning and empirical validation can help as an explanation for the

difference between synthetic training contexts and actual implementation circumstances.
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