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Integration of loT and Distributed Ledger Technologies: A
Survey, Challenges, and Future Directions

JUSAK JUSAK, School of Science and Technology, James Cook University - Singapore Campus, Singapore,
Singapore
STEVE KERRISON, School of Science and Technology, James Cook University - Singapore Campus,

Singapore, Singapore

IoT data demands are growing, with Distributed Ledger Technologies (DLTs) offering secure data management,
provided they can meet scaling and efficiency requirements that are more restrictive than in conventional
application environments. This article comprehensively surveys 27 DLTs of varying paradigms and im-
plementation methods, proposes a scoring method for determining DLT-IoT integration suitability, and
then applies that method to the surveyed DLTs. Six DLTs were shortlisted as the most promising, which
were then subjected to in-depth analysis around three IoT use cases: health-IoT, e-commerce and auto-
motive manufacturing. We discuss the viability of lightweight DLTs and identify crucial future research
directions.
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1 Introduction

We are at the centre of the Internet of Things (IoT) revolution. A growing number of sensors,
actuators, and smart devices are becoming ubiquitous in everyday life. These devices collect huge
amounts of data that could completely change businesses, make operations better, and even change
the way we see the world around us. According to a Statista Inc. report [127], the number of
connected devices worldwide was 19.8 billion in 2025 and forecast to be more than 40.6 billion
devices by 2034. Smartphones, televisions, tablets, computers, and other electronic devices are among
them. Hence, the necessity for data management solutions that are secure, efficient, interoperable,
and scalable is critical as the number of connected and automated devices increases.
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Recent investigations show that Distributed Ledger Technologies (DLTs) have evolved as
a way to address numerous challenges in the development of IoT systems [46]. For example, by
removing central intermediaries, DLTs facilitate faster and more secure transactions and data
transfer, reducing operational costs and points of failure inherent in traditional centralised sys-
tems [51, 114]. Some of them are intended to facilitate high transaction throughput and feeless
transactions, making them perfect for IoT situations in which devices routinely transmit small
amounts of information. DLTs also provide a more robust security framework by distributing data
across multiple nodes, making it far more difficult for hostile actors to exploit the system [23, 104].
Despite these profound advantages, the integration of DLTs into IoT environments is challenged
by the severe resource constraints of many IoT devices.

In a 2025 survey [6], respondents identified that while IoT has a key role to play in DLT adoption,
the IoT sector itself benefits from DLT less than a number of other sectors. At the same time, a
majority of the respondents identified DLT (or blockchain) adoption as increasing within their
industry. As such, IoT and DLT will likely be increasingly interlinked in the coming years.

This review article critically advances the understanding of existing DLT frameworks and their
crucial integration within the IoT landscape. While current literature recognises DLT’s potential in
IoT, particularly with blockchain, a significant gap persists in documenting the specific lightweight
characteristics essential for IoT environments and the attendant integration challenges. This article
directly addresses this gap, offering a comprehensive analysis of these emerging technologies and
presenting illustrative use cases to guide the development of robust DLT-IoT systems.

Through this rigorous analysis and focused study, we make the following contributions:

— Our survey provides a thorough overview of existing DLT-IoT options, encompassing
blockchain, Directed Acyclic Graphs (DAGs), hybrid blockchain-DAG, logical clock-based,
and data storing and sharing technologies. This comprehensive coverage aims to facilitate
informed decision-making for researchers and practitioners developing future applications.

— By focusing on DLT integration with IoT systems, we emphasise specific opportunities
and challenges presented by this sector. This analysis will promote further research and
development for lightweight DLTs and their practical application for secure and efficient IoT
systems.

— We introduce a set of criteria for selecting suitable DLT platforms for prospective integration
into the IoT ecosystem.

— We also introduce a weighted scoring technique to identify the most suitable lightweight
DLT platforms for IoT settings. To the best of our knowledge, this is the first study to employ
these specific criteria and weighting metrics to select DLT platforms for IoT integration.

— Three use cases, health-10T, e-commerce and car manufacturing, are then used to study the
architectural considerations for DLT integration and performance compatibility, based on
the data collected from surveyed sources.

— Finally, we highlight the future developments in lightweight DLTs, aiming contribute to
the applicability of DLTs in secure and trustworthy IoT ecosystems, ultimately benefiting
communities, application providers, and the entire IoT ecosystem.

The remaining sections of the article are organised in the following sequence: Section 2 out-
lines previous studies and current challenges facing IoT deployments. In Section 3, we provide
a comprehensive overview of DLTs and investigate potential architectural frameworks for DLT
integration into IoT environments. Section 4 explores taxonomy of various DLT platforms and
presents a curated selection of appropriate lightweight DLT models utilising a weighted scor-
ing methodology. Section 5 takes the top ranked DLTs from the previous section and evaluates
them against three case studies to establish a foundational comprehension of potential integration.
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We examine the future trajectory of factors that will promote the usability of lightweight DLT
platforms in conjunction with IoT systems in Section 6. Finally, conclusions are presented in
Section 7.

2 Comparison with Previous Studies

This study commences with a comprehensive review of existing survey articles on the integration
of DLTs into IoT systems, specifically encompassing blockchain, DAG, and hybrid DLT schemes.
Particular emphasis is placed on identifying and analysing lightweight DLT solutions, crucial for
accommodating the inherent resource limitations of IoT devices. Various survey articles were
obtained from several prominent databases covering publications from 2018 to 2025 with the
following search terms (keywords) on the title and abstract:

—“blockchain”, “iot” and “integration”,

—“directed acyclic graph” and “iot” and “integration”,

—“distributed ledger technology” and “integration”,

—“distributed ledger technology” and “lightweight”,

— “distributed ledger technology” and “lightweight” and “integration”.

Table 1 summarises these existing reviews, outlining various aspects of DLT systems in collation
with IoT system development, and their key features. We also highlight the distinct contributions
and novel focus of the present study in comparison.

In Table 1 it is evident that the predominant focus of contemporary research surveys in this
area focus on the various blockchain architectures and platforms, with a limited number of studies
addressing the integration of the lightweight platforms into IoT systems. Blockchain technology,
through their prevalent use in cryptocurrencies, has led to them being adopted in other areas such as
supply chain, smart city, healthcare, internet of vehicles, and so on. Conversely, DAG architectures
have more recently progressed from a mathematical model to practice. For example, one of the
pioneers in this area is Tangle, developed in 2015 [9, 103]. Given the potential development in this
area, researchers are progressively investigating lightweight models of DLTs as a more appropriate
solution for resource-constrained IoT environments [84, 129, 144].

3 Distributed Ledger Technologies (DLT)

This section explores key aspects of DLT, including their core features and common architectural
patterns for DLT-IoT integration. We’ll examine the two dominant DLT models—blockchain-based
and DAG-based systems—which form the foundation for most existing DLT frameworks, alongside
the challenges and techniques involved in IoT integration. While both blockchain and DAG models
process transactions, this section will also cover decentralised storage frameworks such as the
InterPlanetary File System (IPFS) and Holochain.

3.1 Main Features of DLTs

DLTs serve as a foundation for secure, decentralised, synchronised, and transparent record-
keeping [36, 67, 134]. Unlike traditional centralised systems, a DLT distributes data over a network
of digital devices like computers, mobile phones, IoT embedded devices, thereby reducing the need
for a singular authority to control and validate data. As a result, this decentralised system offers
numerous advantages, establishing DLT as one of the most prominent technologies in a wide range
of businesses.

Decentralised implementation offers several benefits for IoT, including:

— Enhanced security: DLTs offer tamper-proof record-keeping. Data stored on the ledger is
replicated across the network, making it nearly impossible to change or manipulate without
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Table 1. Current Survey Papers on DLT and their Coverage

Paper Block- DAG Light- IoT Main Features and Contributions
chain weight

[110] V X X 4 Review on various issues in the applications of blockchain-IoT

[130] v X X V4 Survey on current blockchain technology in IoT applications

[24] v v X X Explores graph-based DLTs, limited to Tangle and Hashgraph

[40] v X X v Survey on blockchain-IoT integration and architecture

[7] v/ v X 4 Survey on a variety of integration schemes and security

[147] X X X 4 Review on various applications of DLTs to the IoT system

[80] V4 X X v Overview on various architectures of blockchain-IoT systems

[21] v X X v Blockchain models for IoT systems

[126] vV X X V4 A literature review to capture BC-IoT integration emphasising
on 10 archetypes of BC-IoT systems

[50] v v X X Comprehensive review on blockchain for healthcare

[12] V4 v X X Blockchain-based classification in terms of protocol and network,
scalability, and interoperability

[111] vV X X v IoT-Blockchain architecture on the dew computing

[94] 4 X X 4 Key implementation challenges and technical choices for
Blockchain and IoT integration

[9] 4 v v v Comparison on blockchain and IOTA performance and security

[143] vV X X v/ Explores integration challenges and alternative solutions

[10] 4 X X 4 Explores existing integration, security, and privacy challenges

[118] vV 4 4 X Definition on the concept of lightweight blockchain

[73] v X X v A Comprehensive review on blockchain-IoT for Smart cities

[1] v X X v Proposes a blockchain taxonomy for IoT applications

[44] v X X v Integration of blockchain and IoT networks in Industry 4.0

[90] V4 X X v Utilisation blockchain for various IoT applications

[52] V44 X X v Combining IoT, Al, edge cloud, fog cloud, and blockchain

[5] v X X v A blockchain framework for Electronics Health Record (EHR)

[109] vV v X v/ Scalability issues in the IoT and blockchain

[128] X v/ X 4 Evaluation of the DAG-based systems through the lenses of
structure, consensus, property, security, and performance

[64] 4 X X 4 Evaluation on the application of blockchain model and IoT in
the healthcare industry

[91] V4 4 v/ 4 Identification of lightweight blockchains based on their archi-
tecture, consensus algorithm, cryptography model, device au-
thentication, and storage method

[75] 4 X X 4 Blockchain-IoT aspects including scalability, energy use, secu-
rity, regulatory compliance, and integration complexity

[112] v/ v 4 v Survey on DLT features, cloud computing integration, and hy-
brid architecture for secure and scalable computing

[57] V44 X X V44 Benefits, drawbacks, and opportunities in blockchain-IoT

Self V4 V4 V4 V4 Explore various DLT platforms and potential architectural frame-
works for DLTs-IoT integration, introduce the weighted scoring
method for appropriate selection of lightweight DLTs, and assess
the selected DLTs against real use cases.

v: limited coverage; v'v: comprehensive coverage; X:no coverage.

informing all participants. This intrinsic immutability bolsters the security of IoT ecosystems,
reducing the danger of cyberattacks and data breaches [78].

— Transparency and traceability: Every network participant can see each individual transaction
or event that is stored in the DLTs and hence, it can be traced easily to foster transparency
and accountability. This empowers stakeholders to track the provenance of data, identify
potential issues, and build trust in the overall system [101].
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— Improved efficiency: By minimising the centralised intermediaries, DLTs can streamline data
exchange and automate administrative tasks within the IoT network. This leads to increased
efficiency, reducing operational costs and enabling faster response times [96].

— Enhanced automation: DLTs pave the way for smart contracts, self-executing agreements
coded onto the ledger that trigger actions based on predefined conditions. This enables
automatic decision-making and autonomous operation within the IoT network, further
optimising efficiency and reducing human intervention [137].

A DLT is typically characterised by three primary features: it uses cryptographic primitives,
communicates via peer-to-peer networking, and has a consensus process. Each are explained herein.

3.1.1 Cryptographic Primitives. DLTs are heavily reliant on cryptographic primitives to ensure
data security and integrity. The backbone consists of asymmetric cryptography with public and
secret keys. The recipient uses a private key for the digital signature of transactions to verify
ownership and prevent any tampering. These signatures are verified with public keys to ensure
authenticity. In the blockchain system, each ledger block contains a hash of the preceding block,
creating a chain in which changing any data invalidates subsequent hashes, revealing any efforts
to manipulate the record [22, 33, 43, 83].

3.1.2  Peer-to-Peer Networking. Aside from the cryptographic primitives, DLT networks rely on
peer-to-peer (P2P) architecture. A complete replica of the ledger is maintained by each network
node. New transactions are distributed to the network and independently validated by nodes
through the consensus method. This eliminates the necessity for a centralised server, making the
system highly resilient to disruptions and tampering.

3.1.3 Consensus Process. A DLT’s consensus mechanism is essential for ensuring nodes agree
on transaction authenticity and the ledger’s state. The primary features of these mechanisms
involve balancing security, decentralisation, and resource efficiency. For instance, Proof-of-Work
(PoW) provides high security but is limited by significant energy consumption and scalability
constraints [25]. Proof-of-Stake (PoS) offers improved energy efficiency, though it may introduce
centralisation risks if stake becomes overly concentrated. Alternatively, Practical Byzantine
Fault Tolerance (PBFT) focuses on immediate finality and fault tolerance against malicious actors,
though its performance often degrades as network size increases due to communication overhead.
While these represent widely known examples, numerous other mechanisms exist to optimise the
tradeoffs between speed, trust, and resource overhead.

3.2 DLT and IoT System Architecture

Integrating DLT and IoT has attracted significant attention from researchers and practitioners,
leading to numerous publications that explore various architectural models [64, 133]. These models,
depicted in Figure 1, can be broadly categorised into four types: machine-to-machine connection,
direct connection, fog system connection, and hybrid connection. The unique advantages and
challenges addressed by each model is discussed below.

3.2.1 Machine-to-Machine (M2M) Connections. This architecture involves IoT devices communi-
cating directly with one another, to share data and perform collaborative tasks. The devices then
rely on a gateway or edge device to act as a proxy, connecting them to the DLT network. This model
is particularly beneficial for scenarios demanding frequent, real-time interactions among devices,
as the gateway minimises network traffic by aggregating data before submission. For instance, this
architecture is implemented using the IOTA ledger for health-data sharing, incorporating data from
wearable devices and air quality sensors [146].
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Fig. 1. Four models of DLT-loT integration.

3.2.2  Direct Connections. This architecture simplifies deployment by having each IoT device
connect independently to the DLT network via a gateway, with no direct communication between
devices. Each device records its own data as separate, immutable transactions. While this guarantees
transparency and secure record-keeping, it places a higher demand on the DLT’s throughput and
increases network traffic due to the volume of individual transactions. Examples of this model are
a proof of concept of IoT scenarios utilises Raspberry Pi devices connected to the permissioned
network, Hyperledger Fabric [62], applications of DLT on smart cities [147], tracking/tracing on
supply chain distribution using IOTA networks [3], and smart farm framework [8].

3.2.3 Tier-Based (fog/edge) Connections. This architecture establishes an intermediary fog/edge
layer between resource-constrained IoT devices and the DLT network. Devices send data to the
fog/edge layer, which performs initial processing, filtering, and aggregation. This strategy leverages
the computational capabilities of the fog/edge to offload heavy workloads from both the DLT
network and the IoT devices, significantly minimising latency and improving overall system
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Fig. 2. Blockchain-based and DAG-based DLT blocks structure.

efficiency. This tiered approach is currently the most common model and ideal for applications
demanding real-time data processing and decision-making, such as smart cities [73], healthcare
monitoring systems [52], and supply chain [13].

3.24 Hybrid Connection. This architecture integrates components from the M2M, Direct, and
Tier-based models to create a highly versatile and adaptive DLT-IoT framework. IoT devices
can interact peer-to-peer, connect directly to the DLT, or utilise the fog/edge layer based on the
application’s specific requirements. By integrating the strengths of all three designs, the hybrid
model delivers a resilient and scalable solution. This makes it ideal for complex ecosystems, such
as integrated smart city infrastructures and multi-layered industrial IoT systems, where various
devices have distinct connectivity and processing needs [110].

3.3 Blockchain-Based Distributed Ledger

Blockchain’s primary goal was initially to leverage on the security and privacy for digital currencies,
with Bitcoin serving as the first solution to launch in 2009. The blockchain is an electronic ledger
which records transactions and organises them into blocks that are cryptographically interconnected
to form an unchangeable chain.

3.3.1 Blockchain-Based Core Structure. The core structure of a blockchain system is fundamen-
tally a decentralised, distributed ledger composed of a continuously growing list of blocks, each
cryptographically linked to the previous one as shown in Figure 2. Each block contains a bundle of
validated transactions, along with a timestamp, a unique cryptographic hash identifying that block,
and crucially, the cryptographic hash of its predecessor block. This chaining of hashes creates an
immutable and tamper-resistant record in which any alteration to a past block would change its
hash, invalidating all subsequent blocks and immediately being detectable by the network. Multiple
copies of this entire chain are maintained and synchronised across numerous independent nodes in
a P2P network. Through a consensus mechanism, these nodes collectively agree on the validity of
new blocks and the overall state of the ledger, ensuring data integrity, transparency, and resistance
to single points of failure [105].

3.3.2 Transaction Validation Process in Blockchain-Based DLTs. Transaction validation in
blockchain-based DLTs involves block construction and approval in multiple steps. Initially, a
user broadcasts a transaction, which network nodes receive. Before adding the transaction to its
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memory pool of unconfirmed transactions, each node checks its syntax, digital signature, nonces,
and compliance with predefined consensus rules. The consensus process then selects a node, usually
a miner in PoW systems or a validator in PoS systems, to aggregate valid transactions from its pool
into a new block. After broadcasting this proposed block to the network, other nodes independently
validate its transactions and block (e.g., the PoW solution or validator’s stake). The validation
process ensures that no double-spending, fraudulent, or unauthorised transactions are added to
the ledger, preserving the system’s security and trustworthiness. After validation, transactions are
grouped into a block, appended to the existing chain, and propagated across the network, ensuring
immutability and transparency in a decentralised environment. [105].

3.3.3 Challenges and Techniques for Blockchain-loT Integration. Blockchain-based DLT’s
distributed capability could help IoT deployments secure and manage huge networks. However,
combining these two technologies is not without challenges. Many IoT devices have resource
constraints, which is a major issue. Sensor nodes and wearables have low computational
power, memory, and battery life. As a result, traditional blockchain protocols like PoW are
too computationally intensive for these low-resource devices. Furthermore, a heterogeneous
environment with many sensors, actuators, and intelligent devices has many proprietary commu-
nication protocols, operating systems, and processing capabilities, which leads to interoperability
issues [12, 17, 90, 143].

Additionally, device heterogeneity is closely linked to security considerations. Systems that are
intrinsically heterogeneous can result in vulnerabilities due to varying encryption algorithms and
security measures employed by different manufacturers [30, 74]. Taking advantages of these device
differences, attackers may exploit weaker links in the chain to destabilise the entire system [138].
Finally, scalability continues to be a significant issue when integrating blockchain into large-scale
IoT deployments. Existing public blockchains, with their limited transaction processing capacity,
are inadequate for managing the vast data produced by millions of networked devices [69]. While
some limitations have significant challenges for blockchain-IoT integration, several promising
techniques listed in Table 2 have sought to address these issues.

3.4 DAG-Based Distributed Ledger

DAG-based distributed ledgers offer an alternative architecture to traditional blockchains for
recording transactions. Unlike blockchains that rely on a linear or totally-ordered chain of blocks,
DAG:s utilise a causal-ordered structure. In this structure, transactions are no longer confined to
blocks; instead, they exist as nodes within the graph, referencing previous transactions they depend
on Ref. [39]. This approach allows for parallel validation, meaning multiple transactions can be
verified simultaneously, potentially leading to significant speed improvements.

3.4.1 DAG-Based Core Structure. A DAG-based DLT uses a directed acyclic graph structure.
This graph consists of nodes and directed edges as shown in Figure 2. Each node indicates a
transaction that holds the transaction data. Directed edges connect nodes within the DAG, indicating
a dependency. A new transaction references one or more previous transactions that it validates
(parent transactions). This creates a web-like structure where transactions rely on each other for
validation, eliminating the need for miners and complex block validation processes [101].

Numerous variations of a DAG-based DLT system are currently available. One is IOTA Tangle,
the forerunner of DAG networks we use here as an example. A node in the IOTA Tangle is a
network participant that issues, validates, and stores transactions within the ledger. Its core
elements include a local ledger copy, a tip pool of unconfirmed transactions, a validator module
that selects and approves two previous transactions, and a network communication layer for
interacting with other nodes. Nodes also manage consensus processes based on cumulative weight
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Table 2. Emerging Techniques for Blockchain-loT Integration

Techniques

Main Purpose

Relevance to IoT

Examples

Federated Learning
[26, 34, 132, 142]

Decentralised Al
model training with
privacy

No raw data exchange,
blockchain secures
updates

In an Internet of Vehicles (IoV) network, it enables
vehicles to locally train traffic prediction and au-
tonomous driving models while securely record-
ing and verifying model updates without sharing
sensor or location data [106].

Sharding [86, 109] Parallelised by Improves scalability, In smart cities setting, different sectors (transport,
dividing the ledger reduces individual load utilities, public safety) can be assigned different

shards [12].
Sidechaining / Offload to parallel Faster, customisable In alarge supply chain network, a sidechain can be
Subchaining [116] blockchains transactions for IoT dedicated to managing transactions for a specific

product category, while the main chain deals with
overall tracking and settlement [75].

Lightweight Consensus
[118]

Off-chain / Layer-2
Solutions [55]

Reduce computational
and energy costs

Move transactions off
main chain

Fast, secure transactions
on constrained devices
High-frequency,
low-cost IoT interactions

Proof of Authority (PoA), Delegated PoS (DPoS),
Practical Byzantine Fault Tolerance (PBFT)

Lightning Network for Bitcoin or the Plasma
framework for Ethereum [112].

Edge / Fog Computing
[14]

Blockchain
Interoperability
Protocols [75]

Pre-process IoT data
before blockchain
upload

Enable cross-chain IoT
data exchange

Low latency, efficient
data filtering

Integrate various
blockchains in a single
IoT network

Integrating blockchain and edge computing (IBEC)
and Clustered Edge Intelligence (CEI), enhancing
resource usage and security [42, 135].

Inter-blockchain communication (IBC) that en-
ables secure and trustless exchange of data be-
tween diverse blockchains [109].

and tip selection algorithms, with optional services such as permanodes for long-term data storage.
This structure enables scalable, feeless, and decentralised transactions handling ideal for IoT
networks [128].

IOTA’s consensus mechanism uses tip selection, where an incoming new message must approve
two unconfirmed messages, known as tips, before it can be attached to the Tangle. This process
ensures the network’s growth and validation without traditional miners. In IOTA 2.0, consensus
is further strengthened by transaction validators, which are nodes that participate in a leaderless
binary voting protocol to confirm the validity of transactions and maintain the integrity of the
Tangle. These validators are rewarded with Mana, which is a reputation and resource token that
helps with congestion control and anti-spam measures. Nodes also manage a local view of the
ledger, contributing to the security and efficiency of the Tangle [3, 9].

3.4.2 Comparison between Blockchain-Based and DAG-Based Architectures. Compared with
blockchain networks, DAG-based ledgers offer a lightweight and efficient solution for IoT systems
compared with traditional blockchain frameworks [99, 131]. Unlike blockchains, DAGs do not
require centralised mining or the addition of a specific block to the chain. Instead, transactions are
confirmed via a distributed consensus mechanism, allowing for faster transaction processing and
higher scalability. DAGs enable real-time data processing and decision-making with faster transac-
tion confirmation and increased throughput, which makes them ideal for resource-constrained IoT
devices. These benefits make DAG-based ledgers a potential technology for scalable and efficient
IoT applications. These key differences are summarised in Table 3.

3.4.3 Transaction Validation Process in DAG-Based DLTs. Validation begins when a user submits
a transaction, and at this phase, the user initiates a transaction on the network. Based on this
request, the transaction information is collected into a node. This node contains transaction data
(e.g., sender, receiver, amount), timestamps (which record the transaction’s creation and validation
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Table 3. Key Architectural Differences between Blockchain and DAG-Based DLT

Features Blockchain DAG-based DLT

Structure Linear or totally-ordered chain Causal-ordered

Transaction validation Sequential (one block at a time) Paralle]l (multiple concurrent
transactions)

Dependency Each block references previous block Each transaction references par-
ent transactions

Computational load to reach Heavier Lighter

consensus

Consensus mechanisms Proof-of-Work, Practical Byzantine Tangle, Hashgraph

Fault Tolerance, Proof-of-Stake

timestamps), references (parent pointers that link the new node to one or more previously validated
parent transactions), and digital signature, which ensures authenticity by signing the node with
the transaction’s cryptographic key [131]. For example, in IOTA framework, before being attached
to the Tangle, the new message actively participates in validating the network by performing a tip
selection algorithm, often a Weighted Random Walk, to identify and approve two unconfirmed tips
as its direct predecessors, thereby linking itself to the existing graph. Once these references are
established and local checks are passed, the new message is propagated across the peer-to-peer
network via a gossip protocol. As it spreads, other nodes independently validate its content and, by
subsequently attaching their own new messages that also reference it, they collectively contribute
to its growing approval weight, leading to its eventual confirmation, with conflicts swiftly resolved
through Fast Probabilistic Consensus (FPC) among transaction validators.

3.4.4 Challenges and Techniques for DAG-IoT Integration. DAG-based DLTs, while promising
for IoT due to their scalability and feeless nature, face significant integration challenges. These
include the inherent resource constraints of most IoT devices, making direct participation difficult.
Mainly, the complexity of achieving robust and fast consensus within a vast, often intermittently
connected network, resulting a significant challenge to manage the enormous volume and variety
of data generated by IoT devices. Despite security and privacy, other challenges are similar to
blockchain-IoT integration to overcome the lack of interoperability and standardisation across the
fragmented IoT ecosystem. Table 4 outlines available techniques for addressing DAG-IoT integration
issues.

3.5 Specialised Solutions

A smaller number of specialised solutions exist to address particular needs or overcome certain
limitations in more widely used methods. They may combine elements from the previous DLT
models, or introduce new approaches that can sit alongside them.

3.5.1 Hybrid Blockchain-DAG. Hybrid DLTs like blockDAGs [108], including Spectre and Phan-
tasma’s “Phantasm” protocol, combine elements of blockchains and DAG to enhance scalability.
Their principal work as DLTs is to enable significantly higher transaction throughput by moving
away from a linear, single-chain structure. Transaction validation occurs through blocks referencing
multiple previous blocks, forming a graph rather than a sequential chain. This allows for parallel
block creation. In Spectre, validation involves a recursive voting mechanism among blocks to
resolve conflicts and establish a probabilistic ordering [117]. Phantasma, conversely, employs a
blockDAG with two-level colouring and stability thresholds to achieve a more deterministic and
stable ordering, leveraging the DAG’s parallelism for speed while aiming for robust finality [145].
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Table 4. Emerging Techniques for DAG-loT Integration

Techniques Main Purpose Relevance to IoT Examples

Lightweight Reduce computational ~ Allows low-power, IOTA light nodes, simplified
clients / and storage impact on constrained IoT devices to client libraries for embedded
nodes [65] devices interact with the DLT systems.

Optimised Achieve scalable, robust, Essential for high-throughput, IOTA’s Fast Probabilistic Con-
consensus and fast network real-time IoT applications sensus (FPC).

mechanisms [75] agreement with many devices

Improved tip Ensure consistent Critical for reliable and timely ~Advanced algorithms designed
selection confirmation times and  data processing, mitigating for better network throughput

algorithms [107]  network health orphaned transactions in

dynamic IoT environments

and confirmation stability.

Tiered Process data closer to Lowers latency, improves Edge gateways running partial
architectures the source; reduce scalability for massive device ~ DAG nodes, fog computing for
(Fog / Edge)[129] network load deployments by localising localised consensus.

processing

Data stream Efficiently handle Prevents network congestion Local data aggregation, state
management high-volume, low-value from continuous small sensor channels, committing only
(off-chain) [75] IoT data readings proofs / summaries to the DAG.
Decentralised Provide secure, Enhances device IOTA Identity that is built on
Identity (DID) self-sovereign identities  authentication and W3C DID standard.

[101] and verifiable data user-centric identities for IoT

interactions

Lightweight Enable secure operations Allows resource-constrained  Efficient hashing algorithms, op-
Cryptography with minimal overhead  IoT devices to perform timised elliptic curve cryptogra-

[75]

essential cryptographic tasks ~ phy.

3.5.2  Tempo (Radix). Radix’s original DLT, Tempo, utilised a unique approach to achieve massive
scalability. Its core principle involved each network node maintaining a local logical clock, an
increasing integer representing observed events. Transaction validation in Tempo was done using
a form of lazy consensus and sharding. Unlike global block-based consensus, Tempo validated
transactions (i.e., Atoms) on a per-transaction basis. When a node received an Atom, it performed
local validation (e.g., signature checks, double-spend prevention) against its own ledger, associating
its current logical clock value. In case of conflicts, nodes would gather these temporal proofs from
relevant shards to deterministically establish event order. Cryptographic signatures ensured the
integrity of these proofs, enabling efficient, sharded transaction processing without relying on a
slow, global consensus mechanism [68].

3.5.3 InterPlanetary File System. The IPFS is a decentralised file storing and sharing technology
that fundamentally changes how data is accessed and transmitted over the internet [31]. Unlike
standard web systems, which use location-based addressing (URLs pointing to specific servers),
IPFS uses content addressing. This means that each file is identifiable by a unique cryptographic
hash of its contents, known as a Content Identifier (CID). When a user requests a file, the IPFS
network retrieves it from any node where it is stored, rather than a single centralised server. This
design makes IPFS highly resistant to censorship, single points of failure and link failure, as the
content is available as long as at least one node on the network keeps it.

IPFS organises its data using a Merkle Directed Acyclic Graph (Merkle DAG). When a file
is added to IPFS, it is divided into smaller chunks, and each chunk is cryptographically hashed,
yielding a CID [77]. These CIDs then become nodes within the Merkle DAG, with connections
between them illustrating hierarchical relationships, such as a directory’s CID linking to the CIDs
of its contained files and subdirectories. The Merkle DAG structure assures data integrity because
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any change to the content of a file or directory results in a different CID, thus creating a new version
rather than modifying the original. It also allows for efficient data deduplication because identical
files or chunks throughout the network will share the same CID. To maintain data integrity and
security, IPFS uses the SHA-256 cryptographic hash by default.

3.5.4 Holochain. Holochain takes a revolutionary approach to distributed computing, distin-
guishing itself from both blockchain and classic DAG-based systems by emphasising an agent-centric
architecture [79]. Instead of a single, global, continuously replicated ledger that all participants must
validate, Holochain allows each user or agent to maintain their own separate, cryptographically
secure data chain, also known as a source chain. This local chain stores all of an individual’s actions
and data related to a specific application. Holochain’s primary function is to enable distributed
applications (hApps) that are highly scalable, efficient, and respect user autonomy, allowing for
real-time interactions and data control without the need for centralised servers or a universal
consensus method.

Holochain’s structure is based on a distributed hash table (DHT), similar to BitTorrent, and
individual source chains resembling a git repository. Each agent’s source chain is a hash chain,
which ensures that entries are tamper-proof and sequentially sorted by that agent. Public data from
these separate source chains is then gossiped to and validated by a random subset of DHT peers.
This peer validation assures data integrity throughout the network without needing each node
to keep or validate every transaction. This zero-of-N trust model implies that if even one honest
peer evaluates a piece of data against the hApp’s rules, its integrity can be verified, leading to high
scalability as the network’s processing capacity grows with more users. Holochain has a unique
security model which relies largely on public-key encryption (particularly, dual-key cryptography)
to ensure identification, authenticity, and data integrity. A cryptographic hash is often used to
create unique data fingerprints and ensure data immutability on the DHT.

3.6 Comparison among DLT Models

While IPFS and Holochain are sometimes grouped together as decentralised technologies, they
differ fundamentally from traditional blockchain, DAG-based, hybrid blockchain-DAG, and logical
clock-based DLTs. An inherent characteristic of all of these that they are transactional ledgers,
designed to keep an immutable, globally ordered, and cryptographically secure record of events and
state changes, making them ideal for smart contract execution. Their goal is to achieve a shared,
consistent global state among all participants using a consensus procedure.

In contrast, IPFS and Holochain are not designed as global transactional ledgers. The IPFS
functions primarily as a decentralised file storage and sharing protocol, using content-addressing
to distribute data rather than maintaining a global transaction history through consensus. Similarly,
Holochain is an agent-centric distributed application framework where each user maintains a
local data chain, relying on peer validation via a DHT rather than a single, universally replicated
ledger or a global consensus mechanism for all transactions. Thus, unlike blockchain and DAGs
that focus on immutable transactional records, IPFS prioritises decentralised content delivery, while
Holochain emphasises individual autonomy and scalable P2P application functionality.

Table 5 shows a comprehensive comparison of blockchain and DAG against IPFS and Holochain
distributed ledger systems in various aspects, thereby facilitating a clear understanding of the
differences between the DLT models.

4 DLT Platforms with Potential Integration into loT Systems

To date, a substantial quantity of DLT-based systems have been documented in academic publi-
cations or implemented as real-world platforms for distributed applications. Based on the survey
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Fig. 3. A taxonomy of DLT appropriate for the loT context.

Table 5. Comparison between Blockchain/DAG-Based, IPFS, and Holochain Systems

Features Blockchain / DAG-based IPFS Holochain
Primary Transactional ledgers for Decentralised file storage Agent-centric distributed appli-
purpose value/state transfers and sharing cation framework
Global state  Aim for a single, globally No global transactional Local agent chains; no single
consistent, ordered ledger state state; content-addressing global ledger
Data Linear chain of blocks (Blockchain) Merkle DAG for file Agent-specific hash chains; dis-
Structure or interconnected transactions organisation; tributed hash table
(DAG) content-addressed nodes
Consensus Explicit global consensus (PoW, No transactional consensus; Distributed validation via peer
Mechanism  PoS, DAG algorithms) focuses on content integrity ~witnessing and DHT
Transaction  Immutable transactional records on Content immutability for Local chain immutability for
Immutability a shared ledger files; no transactional ledger agents; peer validation on DHT

articles documented in the preceding part, we carefully selected DLT platforms for potential in-
tegration into IoT systems. The selection of DLT systems was based on their robust grounding
in the literature, as well as their widespread acceptance and practical use in industry. Figure 3
displays a horizontal structural diagram that classifies the current IoT-related DLT platforms into
Blockchain-based, DAG-based, hybrid blockchain-DAG-based, logical clock-based, and DHT-based.

The taxonomy of DLTs is mostly determined by the variations in the structure of the DLT
platforms. For example, blockchain is a type of DLTs in which data is stored in blocks that are
chained together, whereas a DAG is a structure made up of nodes that are connected in such
a way that information may only flow from earlier to later nodes, not the other way around.
The logical clock-based DLT features a distinct DLT structure, with each node having its own
logical clock and transactions being sorted according to their timestamps. Finally, the structures
of IPFS and Holochain, both of which use DHT, require special consideration as they inherit
different structures. Whereas Blockchain-based, DAG-based, Hybrid Blockchain-DAG-based, and
logical clock-based DLTs provide a secure and transparent means for recording transactions,
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IPFS and Holochain give a more flexible and efficient approach to storing and sharing data in
distributed networks. Additionally, neither IPFS nor Holochain necessitate a global consensus
mechanism.

When examining the landscape of DLTs for integration with IoT systems, it is crucial to define the
scope of the platforms under consideration. While the term DLT broadly encompasses technologies
that share and synchronise digital data across a distributed network, this article focuses specifically
on blockchain-based, DAG-based, hybrid-based, and logical clock-based ledgers. Therefore, the
IPFS and Holochain systems are intentionally excluded from this analysis. This exclusion is justified
because, while both IPFS and Holochain utilise decentralised and distributed principles for data
storage and management, they do not operate as traditional transactional ledgers with a sequential
block structure in blockchains or a confirmed-by-references DAG structure. Instead, IPFS is primarily
a decentralised file storage and sharing protocol, and Holochain is an agent-centric distributed
computing framework, both of which serve distinct purposes and rely on different core mechanisms
for data integrity and consensus than the transactional DLTs central to this study.

Table 6 presents a comprehensive list of transaction processing DLT platform candidates, en-
compassing blockchain-based, DAG-based, hybrid blockchain-DAG, and logical clock structures.
Each platform is evaluated against six key attributes: throughput in transactions per second
(TPS), time to finality (TTF) in seconds or milliseconds, consensus mechanism, cryptographic
features, and feeless transaction capabilities, along with their existing DLT-IoT integrations. It
is important to note that the TPS and TTF values provided for each platform in the tables are
approximations rather than precise figures, as these can vary based on specific configurations and
network conditions.

We argue that the success of DLT-IoT integration fundamentally depends on aligning the DLT’s
key attributes and architectural needs. For example, for real-time machine-to-machine connections
(Figure 1(a)) or high-volume direct connections (Figure 1(b)), DLTs need to provide high TPS
and near-instant TTF, alongside efficient consensus mechanisms and lightweight cryptographic
features to accommodate constrained devices. On the other hand, the tiered and hybrid architectures
(Figure 1(c) and 1(d)) offer flexibility, with lower-tier components handle local consensus and lighter
cryptography, while the core DLT still requires robust TPS, TTF, and security. Feeless transaction
capabilities have a substantial impact on the economic sustainability of pervasive IoT deployments
across all architectures, removing prohibitive costs of frequent microtransactions. Additionally,
proven DLT-IoT integrations provide possible adoption based on the IoT architecture best practices.

While highly relevant, performance attributes incorporating Artificial Intelligence (Al) into
DLT-IoT integration, such as observability, adaptivity quotient, and computational resource equi-
librium [45], are not the focus of this survey. These emerging features and their associated metrics
are currently in an exploratory development phase, lacking the extensive, formally peer-reviewed
literature required for inclusion here.

4.1 Weighted Scoring the Selected Lightweight DLT Platforms

Based on the DLT platforms given in Table 6, we employed a weighted scoring technique to
determine the best DLT platforms that embody the lightweight characteristics of the intended DLT
frameworks and are most suitable for integration with IoT systems.

First, we define a set of weights, W, for each assessment attribute, a, shown in Table 7, for example
the attribute TPS is given a weight of 0.2. We propose that performance metrics (TPS, TTF), feeless
transactions and prior work that demonstrates the potential for integration with IoT are a higher
priority than the consensus mechanism used or cryptographic features employed.

These attributes are each then scored, utilising a range from 1 to 7 while assigning only odd
numbers, based on criteria described in Table 7 to select A, for a given attribute, g, of a specific
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Table 6. Existing DLT platforms as Candidates for Integration with loT System
DLT Platforms Through-put Time to Consensus Cryptography Fee-  Existing
(TPS)* Finality Mechanism Features less DLT-IoT
(TTF) Txn  Integration
Blockchain-Based
Bitcoin 19, 93] 7 60 min  Proof of Work ECC No No existing
(PoW) (secp256k1) studies
SHA-256
Ethereum [71] 15-45 6-7 min Proof of Stake ECC No Implemented
(PoS) (secp256k1) in various IoT
Keccak-256 systems, e.g.
[41, 119]
Hyperledger 3-20k Seconds Varied, ie, ECC Yes Implemented
Fabric [61] to min- PBFT, Crash (secp256k1) in various IoT
utes Fault Tolerance SHA-256 systems, e.g.
(CFT), Solo, [61, 72, 98]
Kafka and Raft
Orderers
ToTex [122, 123] 2k <1s Roll-Delegated ECC No Implemented
PoS (secp256k1) in several IoT
Keccak-256 systems, e.g.
[100]
10T-Chain [92] 1024 - 1071 10s Verifiable Ran- Multilevel archi- Yes Existing stud-
dom Function tecture, Schnorr ies, e.g. [92]
(VRF) signatures
SHA-256
Elastos [54] 70-80 2-10s PoW with ECC No Existing stud-
sidechain (secp256k1) ies, e.g. [2]
SHA-256
Solana [136] 65k (theo- 10 — 13 s Proof of History ECC (Ed25519) No Existing stud-
retical), 3k (PoH) and PoS  SHA-256 ies, e.g. [13,
(real-world) 47]
Nervos [120] 1k 10-13s Common ECC No No existing
Knowledge Base (secp256k1) studies
(CKB),PoW  Blake2b
DAG-Based
IOTA (Tangle) 1.5k 10-12s  Tangle weighted ECC (Ed25519) Yes Implemented
[49] random  walk Curl-P and SHA- in various IoT
(pre Tangle 2.0), 3 systems, e.g.
Fast Probabilis- [3, 48, 115]
tic Consensus
(Tangle 2.0)
Hedera [4, 121] 10k 3-5s Hashgraph: ECC (Ed25519) No Implemented
Asynchronous SHA-384 in several IoT
Byzantine Fault systems, e.g.
Tolerance (BFT) [121]
ByteBall (OByte) Unspec. Unspec. Similar to Tan- ECC No Existing stud-
[37] gle (secp256k1) ies, e.g. [76]
SHA-256
CoDAG [38] 394 Unspec. PoW ECC No Existing stud-
(secp256k1) ies, e.g. [32]
SHA-256
Nano [81] 1k <1s Open Represen- ECC (Ed25519) Yes Existing stud-
tative ~ Voting Blake2b ies, e.g. [19]
(ORV)
(Continued)
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Table 6. Continued

J. Jusak and S. Kerrison

DLT Platforms Through-put Time to Consensus Cryptography Fee-  Existing
(TPS)* Finality Mechanism Features less DLT-IoT
(TTF) Txn  Integration
TeeDAG [88] 750-2.25k Unspec. Trusted Execu- ECC No New develop-
tion Environ- (secp256k1) ment, existing
ment (TEE) SHA-256 studies, e.g.
[88]
COTI [60] 100k 1-2s Proof-of-Trust ECC No New develop-
(PoT) SHA-256 ment, no exist-
ing studies
Fantom [35] 20k 1-2s Asynchronous ECC No Existing stud-
BFT - Lachesis  SHA-256 ies, e.g. [63]
Sui [29] 10.9k - 297k 430 ms  Delegated PoS ECC (Ed25519, No New develop-
Secp256k1, ment, no exist-
Secp256r1) ing studies
Blake2b
Conflux [82] 3.4k-6.4k 23s Hybrid PoW and ECC No New develop-
PoS (secp256k1) ment, existing
SHA-256 studies, e.g.
[59]
Vite [85] 2k 1-2s  Hierarchical ECC (Ed25519) Yes No existing
DPoS (HDPoS) Blake2b studies
Tolar  (Hash- 200k 1-2s  Improved ECC No No existing
NET) [89] Redundancy SHA-3 studies
Reduced Gossip
Aleph Zero [58] 89k - 90k 400 - 500 Asynchronous Schnorr signa- No No existing
ms BFT tures studies
Blake2b
Vechain [53] 165 10 - 20 s Proof of Author- ECC No Existing stud-
ity (PoA) (secp256k1) ies, e.g. 8, 77,
Blake2b256, 102]
Keccak256
CyberVein [56] Unspec. Unspec. Hybrid  PoW ECC No No existing
and PoS, Proof (secp256k1) studies
of Contribution SHA-256
(PoC)
Blockchain-DAG Hybrid-Based
BlockDAG [108, 10k-15k 3-5min PoW ECC No Existing stud-
140] (secp256k1) ies, e.g. [139]
SHA-256
Spectre [117] Unspec. 10s BlockDAG, PoW ECC No Existing stud-
(secp256k1) ies [141]
SHA-256
Phantasm [145] Unspec. Unspec. BlockDAG, ECC No New develop-
adaptive  scal- (secp256k1) ment, no exist-
able mining SHA-256 ing studies
Logical Clock-Based
Tempo (Radix) IM (over 1k Unspec. Tempo (based ECC No No existing
[68] nodes) on logical (secp256k1) studies
clocks) SHA-256

*: an approximate (not precise) value. Unpsec.: the absence of existing evaluation found in the literature.
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Table 7. Weights (W) Used for DLTs Assessment

& 4 >
Qﬁe“:‘&s& CXQ’@% S \055 c’&oo xe&&‘z&oo
& ¥ Ut &° L R
TPS TTF ¢ R <8 & Total
Weights (W) 0.2 0.2 0.1 0.1 0.2 0.2 1.0
Table 8. The Attributes (A) Scoring Criteria
Score .
(A) TPS TTF Consens.us Cryptography  Feeless ' Potentlall IoT
Mechanism Features Transaction Integration
1 <50 > 61s PoW, RSA-based No No existing stud-
Unspecified  encryption ies
3 51-500 6—60s PoS,DPoS, ECC (secp256k1l) Yes > 1 publication
PoT on DLT analysis
5 501 -1k 1-5s PBFT, ABFT, ECC (Ed25519) — > 1 publication
DBFT, PoV on DLT imple-
mentation
7 >1k <1s PoA, Tangle, Schnorr — -

Tempo, TEE  cryptography

DLT, d. For instance, for the attribute throughput, a low score of 1 is given to a DLT platform that
can generate fewer than 50 TPS. Justification for our scoring criteria of each attribute follows.

4.1.1 Throughput in Transactions per Second (TPS). This is a crucial metric utilised to assess the
efficiency of a DLT platform. It quantifies the number of transactions that a system can process
within a second. High throughput indicates that a system can handle many transactions efficiently
and quickly, which is critical for IoT systems scalability as well.

As a result, a high-throughput DLT may scale more effectively, accommodating the growing data
traffic from IoT devices. This keeps the system efficient and responsive even as the IoT network
grows. To select the most suitable DLT platforms for IoT systems, we will allocate a higher attribute
score for the DLTs that possess intrinsic capacity to generate higher throughput as shown in Table 8,
and this is why in Table 7 a high weighting (0.2) is given to this attribute.

4.1.2  Time to Finality (TTF). TTF refers to the duration required for a transaction to be confirmed
and recorded in the ledger, in other words the transaction is irreversibly confirmed and added to
the ledger, ensuring that it cannot be altered. The shorter the TTF, the more effective the method is
said to be. This involves the process of reaching consensus among the nodes in the network. In the
context of IoT systems, IoT devices frequently operate in real-time contexts and rely on rapid data
transmission for optimal functioning.

A DLT with a short TTF can ensure transaction confirmation on time, which is critical for IoT
systems to function properly. Hence, we will assign a higher attribute score to DLTs that produces
shorter TTF and weight this score with the same importance as TPS.

4.1.3 Consensus Mechanism. This is the mechanism by which all network participants reach an
agreement on the validity of transactions. On the one hand, it maintains the integrity and security
of data transmitted between IoT devices. Hence, the choice of a consensus mechanism in an IoT
system necessitates the careful consideration of both security and energy efficiency.
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The evaluation of this attribute, as depicted in Table 8, will focus on the energy consumption
level associated with each consensus mechanism [11, 15]. Therefore, we allocate a higher score
to a DLT that applies consensus procedure with less energy consumption. However, as a techni-
cal enabler rather than a core metric, we give it a lower weighting (0.1) than the previous two
attributes.

4.1.4 Cryptographic Features. Of utmost significance are signatures and immutable ledgers.
Cryptographic signatures are employed to verify the authenticity of transactions, while the im-
mutable ledger guarantees that a transaction is irrevocable and cannot be altered or deleted once it
has been documented. The effectiveness of cryptographic algorithms implemented in DLT system
not only impacts the level of security but also the computational speed. For example, although
most of DLT platforms shown in Table 8 operate using Elliptic Curve Cryptography (ECC),
studies indicate that the ed25519 elliptic curve is more efficient than secp256k1 [16, 113]. Here, we
will assign a higher attribute score to DLT that applies the ed25519 elliptic curve, and the same
weighting as the consensus mechanism.

4.1.5 Feeless Transactions. A prominent characteristic of certain DLTs, these allow users to
execute transactions without paying any expenses. This is a significant departure from traditional
blockchain networks, which typically require users to pay transaction fees to miners or validators
to process their transactions. By eliminating transaction fees, IoT devices can operate more cost-
effectively, especially for large-scale deployments with numerous devices engaging in regular,
small-scale interactions. The key advantage of feeless transactions in this context is that they make
micropayments economically viable. Without transaction fees, even the smallest payments can be
processed efficiently, enabling new business models and interactions in the IoT ecosystem. For this
attribute, we will assign a higher score for the DLTs that provide feeless transactions. As cost is a
key deciding factor in many systems, we weight this at 0.2.

4.1.6  Potential Integration with loT Systems. This refers to the assessment of existing works
on the DLTs-IoT integration systems, built upon prior research published in the literature. The
existence of proven DLT-I0T applications is a strong indicator of a platform’s maturity, suitability,
and community support for IoT applications. Therefore, we will assign a higher attribute score to
DLTs that have been reported to be used and/or evaluated in the IoT system environment. Similar
to the previous attribute, well-evidenced and lower-risk integration is likely to be favoured by
adopters, hence it receives the same 0.2 weighting.

4.1.7 Overall Score. Finally, each attribute score is multiplied by its weight and summed with
all others to give the DLT’s overall score, S;:

Sa= Y, (Wi Aw). (1)
a€attributes

Figure 4 and Table 9 rank DLT platforms based on weighted scores from highest to lowest. Table 9
details the top six DLTs—those achieving a score strictly greater than 4.0—with a full DLT listing in
Appendix A. DAG-based ledgers, including Nano, IOTA (Tangle), Hedera, and Aleph Zero dominate
the top ranks. Their blockless structures enable high throughput, rapid time-to-finality, and reduced
computational and storage requirements, making them well-suited for IoT applications. On the
other hand, blockchain-based ledgers such as Hyperledger Fabric and IoTex emerge as strong
contenders for IoT integration as these platforms offer high transaction throughput, lightweight

consensus mechanisms, and well-established structures.
Another feature that makes the top ledgers better than others is the feeless transaction feature.
This can improve the scalability of IoT networks, as they reduce the burden on the network and
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Fig. 4. Weighted Score (S) of the DLT platforms appropriate for loT environment, thick bars denoting top
DLTs that will be examined in detail.

Table 9. Weighted Scores of the Top Six DLTs
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DLT platform  TPS TTF ¢ Q‘z & < & «°
Nano 7 7 5 5 3 3 5

IoTeX 7 7 5 3 1 5 4.8

IOTA Tangle 7 3 7 5 3 5 4.8
Hedera 7 5 5 5 1 5 4.6
Hyperledger Fabric 7 3 5 3 3 5 44
Aleph Zero 7 7 5 7 1 1 4.4

A full list of scores for all DLTs is provided in Appendix A.

enable faster transaction processing. It also facilitates integration of IoT devices with DLT networks
by removing complexity of managing transaction fees. Widespread adoption of these platforms in
IoT integrations further solidifies their position and differentiates them from other DLT models
considered in this study. Aleph Zero, while reportedly a highly performant DAG-based DLT, is not
feeless and lacks demonstrable IoT integration at the time of writing, so while it equals Hyperledger
Fabric’s score, it is the lowest ranked of the DAG-based examples.

5 Integration Case Studies

Six DLTs have been identified as the most likely candidates for IoT integration, with some of those
having limited existing work on the topic. We analyse three use cases to provide greater insight
into the architectural and performance implications of adopting DLTs in these scenarios.

The first scenario is health-IoT, which considers a smartwatch or health-monitoring wristband,
samples from which are collected and tracked for the production of health related analysis and
recommendations for end-users. This case study represents the need for high TPS from many
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devices, but a less strict TTF requirement than other use cases due to batched data and more
emphasis on post-collection analysis. The second is transactions in an e-commerce system, where
IoT is used for tracking of inventory. While the total volume is high, the DLT only records event-
driven transactions (e.g., one sale, one payment). The system scales by user base, not continuous
sensor input, however the system must confirm the payment quickly for the user experience. Hence,
e-commerce system reflects low TPS and a fast TTF. The third is an automotive manufacturing
supply chain, in which a complex combination of components across multiple supplier tiers are
tracked through a heavily automated assembly process. In this third scenario, the volume is based
on car manufacturing velocity, where all parts must be processed quickly enough to reconcile the
ongoing production without blocking subsequent steps.

For each of the use cases, an example of their architecture, their alignment with the models
from Figure 1 and key metrics requirements are presented. The metrics are then assessed from the
documented performance figures that have been obtained for the six DLTs.

5.1 Health-loT Case

Smartwatches and other wearables play an increasingly vital role in proactive health management
by continuously collecting a wide array of raw health data, such as heart rate, SpO2, sleep patterns,
activity levels, and so on. The immediate importance and urgency of this data collection lie in
its potential to provide real-time insights into an individual’s physiological state, enabling early
detection of potential health anomalies or trends [66]. For instance, consistent deviations in heart
rate or SpO2 could signal underlying cardiovascular or respiratory issues, prompting timely medical
intervention. Furthermore, this rich dataset empowers users to make informed lifestyle choices,
track fitness progress, and manage chronic conditions more effectively, shifting healthcare from a
reactive to a preventative model. IDC Research reported that in the second quarter of 2024, global
smartwatch shipments was 43.7 million units [27].

The smartwatch acquisition architecture, shown in Figure 5, is designed to efficiently and securely
collect, process, and store this critical raw health data. At its core, the architecture typically involves
the smartwatch itself acting as the primary data source, equipped with various sensors to capture
physiological metrics. This raw data is then transmitted wirelessly to a connected device like
a smartphone/edge gateway or directly to a fog or cloud-based platform, allowing the direct
connection in Figure 1(b) or hybrid connection as in Figure 1(d) utilised.

A crucial component of the architecture is the secure data pipeline, which ensures data integrity
and privacy during transmission and storage. The edge gateway passes this prepared and secured
data to the DLT connector/adapter, which is specialised to interface with the chosen DLT system.
This approach ensures that raw, sensitive health data is efficiently captured, pre-processed at the
edge, and then securely prepared for final and immutable blocks on a DLT, forming the foundational
input for advanced healthcare applications.

Based on the assumption that batches of health data are recorded every 15 minutes, each smart-
watch generates 96 transactions daily (RDD = 96). Given the projected 174.8 million smartwatch
units produced in 2024 (UPY), and assuming all this data is transmitted and processed via a DLT
system, the system would need to handle 194,222 TPS with daily operational hours, OH = 24, as
detailed in Equation (2).

The TTF, which is also a critical metric, must be defined in terms of when the data must be
confirmed as recorded immutably in the ledger. In the case of these batched transactions occurring
every 15 minutes, a reasonable expectation is that the previous transaction has been finalised before
the next one needs to be created. And so a TTF of 15 minutes can be set, assuming that the upload
time for the data is significantly less than this.
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Fig. 5. Example architecture of smartwatches global data acquisition with DLT.

RDD x UPY
TPS= ——— — - =194,222, (2)
OH x 3600
RDD i
TTF = — = 15 minutes. (3)
1440

5.2 E-commerce Case

The rapid growth of e-commerce has become indispensable in our daily lives, offering unparalleled
convenience and accessibility. The integration of IoT systems further enhances this experience, as
well as offering businesses opportunities for streamlined operations and other efficiencies. These
IoT devices enable real-time tracking of goods, automated inventory management, and personalised
shopping experiences through data-driven insights. This synergy between e-commerce and IoT
creates a seamless and efficient shopping ecosystem, revolutionising how people buy and sell
products. The integration of DLTs with this process has been the subject of study [87] and also
emphasises the importance of 10T within the supply chain, particularly for product traceability.

The data flow in the e-commerce model in Figure 6 begins with global data acquisition from IoT
devices, a user’s interactions via app or web browser, and activity within supply chain systems.
Subsequently, this requested data flows through an API Gateway to the core Business Logic and
Microservices. Critical and immutable transactions, such as order confirmations or supply chain
events, are then recorded on the DLT Network, while non-critical or bulk data is stored in off-
chain databases. Both DLT and off-chain data are accessible for analytics and reporting, providing
insights that can feed back into the e-commerce application front-end for improved user experience.
Additionally, payment gateway integrations securely process transactions, with relevant records
also committed to the DLT.

To enhance efficiency and responsiveness, a fog computing layer can be strategically introduced at
the edge gateway stage. This enables localised processing and analysis of data directly at the network
edge, closer to IoT sensors and user interaction points. The integrated e-commerce architecture,
which incorporates fog computing and is depicted in Figure 1(c), is ideal for this application.
Conversely, Figure 1(b) shows an alternative direct connection architecture that operates without a
fog computing layer that can also accommodate this use case.
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Fig. 6. Example architecture of e-commerce global data acquisition from loT devices with DLT.

In the USA alone, the amount of e-commerce transactions (ECT) in the first quarter of 2025
reach a value of 300,226 Million USD [95] with average transaction value (ATV) of 163.54 USD.
This information allows us to estimate the TPS, according to Equation (4), of 232.85 TPS by assuming
daily operational hours of OH = 24 and number of operational days per year, DY = 365. The time to
finality is assumed as the amount of time required for credit card authorisation. The authorisation
phase of a credit card transaction is critical for immediate customer feedback, with industry leaders
consistently reporting processing times of 1 to 3 seconds [148]. Hence, we define our TTF in this
case is 3 seconds by taking the longest acceptable transaction delay.

ECT x4
TPS = = 232.85, (4)
ATV x OH x DY x 3600
TTF = 3 seconds. (5)

5.3 Automotive Supply Chain Case

Car manufacturing is a heavily automated process that involves a deep supply chain of thousands
of parts. Toyota claims that a car comprises more than 30,000 parts, coming both from itself and its
suppliers [124], and that a car can be assembled in 22 hours. In 2024, the company reported that it
manufactured 10.6 million vehicles [125].

Generally, an automotive supply chain contains multiple tiers of suppliers, from those that turn
raw materials into components, through those that create more complex component assemblies,
ending with the manufacturer who assembles and integrates the final product [28]. While some
factories operate shifts over a 24-hour period, others (including Toyota) do incorporate downtime,
resulting in a 16-hour per day duty cycle or similar. For the final product, we can assume a certain
amount of concurrency in parts handling is possible, for example installation of front and rear
lighting assemblies can happen at the same time with no interdependency.

Using this real-world data, combined with reasonable production assumptions and a supply chain
structure, we arrive at Figure 7, which depicts suppliers and a manufacturer and their integration
into a DLT-based supply chain. For example, a manufacturer or higher-tier supplier may create an
order for a part, then that part may be provided by the lower-tier supplier, and finally that part
may be integrated into a larger system.

This structure, which composes multiple independent entities that may have internal M2M
communication during production processes, subsequently transacting based on supplied products,
closest aligns with the fog system shown in Figure 1(c), although this assumes that each supplier
has a similar level of IoT adoption internally.
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In Equations (6) and (7), we determine a reasonable TPS and TTF, that would allow global
production on the scale previously cited with the target production duration, PD = 22, and daily
operational hours, OH = 16. The TPS depends on the parts per unit, PPU = 30, 000, the number
of units produced yearly, UPY = 10.6 million, transactions per part, TPP = 3, and the number of
operational days per year, DY = 365. TTF assumes the transactions on parts must complete during
the time they are handled during assembly and is spread evenly. It uses the number of hours to
produce each unit, HPU = 22 and how many parts are handled concurrently, PC = 10, to estimate
this.

PPU x UPY x TPP

TPS= ——————— =45,377, (6)
DY x OH x 3600
HPU x 3600

TTF= ——— xPC = 8.8seconds. (7)
PPU x TPP

5.4 Analysis and Discussion

The source spreadsheet used to calculate the TPS and TTF requirements for the three cases is con-
tributed as a data publication [70] for future refinement and experimentation. Table 10 summarises
the TPS and TTF figures for each of the six shortlisted DLTs alongside the calculated requirements
of the three use cases. Given that each case has unique requirements and that some DLTs report
ranges of TPS and TTF performance, a means of further analysing this data is proposed.

For both TPS and TTF, we determine whether the stated maximum and minimum stated perfor-
mance figures would meet the requirement for the case, x, represented as 0 or 1, denoted for example
as TTF,, .. If only one figure is provided then both min and max are the same. Additionally, the
DLTs are ranked based on whether their performance metric is within the same order of magnitude
as the requirement. This is done for both minimum and maximum, or jointly if a single value is
provided, again as a 0 or 1, denoted for example as TPS,,;,. This allows DLTs that do not meet
the requirements, but are close to it, to be ranked more highly than those that are a significant
way from meeting the requirements. Finally, each of these metrics — eight in total — are assigned
weights, for example W . normalised. This allows for tuning of the requirements, which are
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Table 10. Top Six DLTs Versus Case Study Requirements

DLT / Case TPS TTF Weighted Score
Nano 10K <1s 5

ToTeX 2K <1s 4.8

IOTA Tangle 15K 10-12s 4.8

Hedera 10K 3-5s 4.6

Hyperledger Fabric 3-20K  2-120s 44

Aleph Zero 89-90K 0.4-0.5s 44

Health IoT 194K 0.026s —

E-commerce 0.2K 3s —

Automotive 45K 88s —

Table 11. DLT Scores for Each Case

DLT Health IoT E-Commerce Car Manufacturing
Nano 50 % 100 % 50 %

IoTeX 50 % 100 % 50 %

IOTA Tangle 50 % 50 % 0%

Hedera 50 % 63 % 63 %

Hyperledger Fabric 50 % 81% 38%

Aleph Zero 50 % 100 % 100 %

available in Ref. [70]. The final score for each DLT in each use case is then a percentage representing
the sum weights of all criteria, C, that were met:

Score = Z (cx W),
ceC
C= {TPsmin’ TPSmaXS TPSomin’ TPSomax’ TTFmin’ TTFmaXS TTFomin’ TTFomax}- (8)

From this we produce Table 11, the raw data for which is provided in Ref. [70]. As presented, the
health-IoT case cannot be met by any of the shortlisted DLTs without enhancements to the DLTs, or
re-architecting or down-scaling of the workload. However, the e-commerce and car manufacturing
cases can both be met by one or more DLTs fully, at least in terms of TPS and TTF, with others
possibly meeting the requirements with refinements or optimisation.

Re-architecting the health-IoT use case might involve side-chains or sharding to distribute the
workload. This would complicate the DLT implementation and poses challenges such as how to
assign a user’s workload to a particular shard or chain.

A number of other factors are not considered within this assessment, including storage require-
ments, bandwidth consumption of transactions and the specification/quantity of nodes required to
provide the DLT. Nor are the more qualitative measures, such as cryptography features and others
covered in Section 4. These can be considered in a separate assessment step when aligning system
architecture with DLT solution, or integrated into a more complex criteria scoring system.

For example, in the e-commerce case, Nano, IoTeX, and Aleph Zero can all meet the functional
requirements of TPS and TTF. If selecting the winning candidate is done based purely on the
weighted scores (Table 9), then Nano would be chosen. However, if there were any additional
constraints placed upon the decision, such as key types, fee types, storage requirements or existing
use case examples, then the outcome may be different. This makes the case for system architects
and decision makers defining their own attribute weights based on our work, rather than directly
applying those used here without further consideration.
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6 Future Directions

This study identifies a critical challenge in integrating DLTs into IoT systems that lies in effectively
managing the enormous volume and diverse variety of data generated by IoT devices. It provides a
comprehensive analysis of DLT integration in diverse IoT applications (Section 5) and the evaluation
of existing DLTs, selected for their lightweight architectures via a weighted scoring technique
(Section 4). Hence, these research findings point to the development of more efficient and readily
integrated DLT systems that are specifically intended to meet these criteria, which is critical for
their practical application in IoT environments with limited resources.

Innovative research on rapid and robust consensus frameworks is critical for dealing with the
massive volume, velocity, and real-time demands of IoT data. This will minimise bottlenecks and
assure resilience against attacks and data corruption across large networks. The key future direction
is continuum-optimised hybrid consensus, which uses the Distributed Computing Continuum
Systems (DCCS) framework to guide design. This requires deploying lightweight consensus at
the edge/fog layer for fast, resource-efficient, localised agreement, and reserving a more rigorous
consensus for finality at the cloud layer. This stratified approach maximises performance and
scalable trust throughout the computational continuum [45].

Aside from reaching rapid and robust consensus, another critical aspect for integrating DLTs
into IoT, particularly for health data use cases, is restructuring the DLT infrastructure to manage
data volume and variety effectively. To deal with the overwhelming, constant data streams such
as from health-IoT devices, solutions such as adding side chains or sharding become critical for
dividing the workload, as does batch processing. Current sharding concepts often involve static
partitioning. Future DLT architectures could implement adaptive sharding, where the sharding
strategy dynamically reconfigures based on real-time IoT network load, data types, and device
density. This could be coupled with dynamic resource allocation for shards, ensuring computational
and storage resources are optimally assigned based on the immediate demands of specific IoT data
streams, preventing bottlenecks and maximising throughput.

Future DLTs could also implement a tiered architecture that incorporates intelligent edge agents
powered by AI that can dynamically learn patterns in IoT data streams. These agents would
not just batch, but semantically filter data by identifying and discarding redundant or irrelevant
information before it even touches the DLT. This would drastically reduce on-ledger data volume
while preserving critical information. To offer an overview of the latest works on the Al-enabled
DLT, we listed some of the existing literature that may have significant impact on the future
development of the integration of DLT and IoT systems.

— Al-powered consensus mechanisms. Academic research highlights that Al offers promising
pathways to optimise consensus mechanism by enhancing efficiency, reducing energy con-
sumption, and improving scalability. Studies specifically demonstrate how integrating Al
such as Deep Learning can enable dynamic validator selection and real-time adjustment of
consensus difficulty [18].

— Al for network management and congestion mitigation. Literature confirms the application of
Al in predicting network congestion within DLT ecosystems, which is essential for ensuring
scalability and efficiency [20]. Machine Learning and Deep Learning techniques analyse
historical blockchain data to accurately forecast congestion patterns. This allows for proactive
measures, such as optimising transaction scheduling and resource allocation before congestion
occurs, leading to improved transaction throughput and reduced latency.

— Smart contract optimisation and security. Al can enhance the functionality and performance
of smart contracts through automated testing and analysis, reducing risk of exploits and
making the underlying platform more reliable and robust for high-speed operation [97].
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Finally, we observe that the inherent device heterogeneity, which encompasses various hardware,
proprietary protocols and operating systems, poses a substantial hurdle for DLT integration into [oT
contexts. This fragmentation complicates device interoperability and DLT interfacing, while also
adding to security concerns due to varying processing capabilities and security policy administration.
Future DLT solutions could investigate self-configuring DLT adapters that dynamically adjust
protocols, or Al-driven interoperability agents embedded at the edge to autonomously translate
and normalise data streams for consistent DLT interaction, thereby abstracting and standardising
interactions regardless of device differences.

7 Conclusion

The advancement of sensors, actuators, and other intelligent devices is rapidly permeating several
sectors, including industry, healthcare, and transportation. These devices transmit vast amounts of
data from the field, causing scalability issues for the systems ingesting the data, interoperability
problems across devices, and the system security concerns, including safeguarding user privacy. Re-
cent investigations indicate that DLT have advanced as a solution to many issues in the development
of IoT systems [75, 112, 134].

This review article has examined the current distributed ledger platforms that could potentially
be integrated into the IoT systems. Typically, these ledgers can be classified as blockchain-, DAG-,
hybrid- and logical clock-based. We selected lightweight DLTs, utilising a new weighted scoring
method to determine the most suitable platforms for potential integration with IoT devices, in
which we have utilised various performance indicators encompassing throughput measured in TPS,
TTF, consensus mechanism, cryptographic features, feeless transaction capabilities, and current
implementation of DLT-IoT integration. Many approaches were identified across 27 DLTs, a number
of which have yet to be evaluated in IoT contexts.

Using the proposed scoring system, the top six ranked DLT platforms were identified: IoTex,
Hyperledger Fabric, Nano, IOTA (Tangle), Hedera and Aleph Zero, were identified using this system.
These were then assessed against three use cases: health-IoT, e-commerce and car manufacturing,
each with unique architectural properties, throughput, and delay requirements.

Additional rating was performed based on the numerical criteria of TPS and TTF, identifying
varying suitability for each scenario. This assessment method can be used in determining the
feasibility of a particular system architecture and workload when seeking a suitable DLT and may
also indicate when re-architecting is necessary. For example, the health IoT case was found to not
be feasible with any of the shortlisted DLTs in the form it is presented due to throughput limitations.
Folding qualitative criteria into this assessment approach is a possible area of future work.

To further improve DLT-IoT integration, this study highlights several key research directions.
These include the development of: rapid and robust consensus frameworks for minimising bottle-
necks and assuring data integrity, adaptive sharding for dynamic workload management, Al-driven
intelligent edge agents for pattern recognition in IoT data, and self-configuring DLT adapters for
autonomous data translation and normalisation, ensuring seamless DLT interaction.
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Appendix
A Full Scoring Data
Table 12. Weighted Scores of All DLT Platforms

> 5 @
< 5@&‘: &%& o AQ‘O% o e\ei%é{@ e &‘Z&o“ é@o‘;@b
DLT platform  TPS TTF %\ey S S I e
%

Nano 7 7 5 5 3 3 5
IoTeX 7 7 5 3 1 5 4.8
Iota Tangle 7 3 7 5 3 5 4.8
Hedera 7 5 5 5 1 5 4.6
Hyperledger Fabric 7 3 5 3 3 5 4.4
Aleph Zero 7 7 5 7 1 1 44
SUIL 7 7 3 5 1 1 4
Fantom 7 5 5 3 1 3 4
Vite 7 5 3 5 3 1 4
IoT-Chain 7 3 5 7 1 1 3.6
Solana 7 3 3 5 1 3 3.6
TeeDAG 7 1 7 3 1 3 34
Tempo (Radix) 7 1 7 3 1 3 3.4
COTI 7 5 3 3 1 1 3.4
Tolar (HashNet) 7 5 3 3 1 1 3.4
Conflux 7 3 3 3 1 3 3.4
VeChain 3 3 7 3 1 3 3
Nervos 7 3 1 3 1 1 2.8
BlockDAG 7 1 1 3 1 3 2.8
Ethereum 1 1 3 3 1 5 2.2
Byteball (Obyte) 1 1 7 3 1 3 2.2
Elastos 1 3 1 3 1 3 2
CoDAG 3 1 1 3 1 3 2
Spectre 1 3 1 3 1 3 2
Bitcoin 1 1 1 3 1 1 1.2
CyberVein 1 1 1 3 1 1 1.2
Phantasm 1 1 1 3 1 1 1.2
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