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Abstract 

Despite the effectiveness and increasing proliferation of security controls designed to protect personal and sensi- 
tive information, there is increasing recognition that humans are susceptible to cyber exploitation and thus, individual 
users are deemed a causal element of personal cyber risk. Exposing personal perceptions and capabilities, such as 
cyber awareness and knowledge, is crucial to understanding personal cyber risks and allowing a holistic interpreta- 
tion of an individual’s cyber risk profile. This study uses a survey comprising n = 263 participants to explore to what 
extent awareness influences cyber knowledge and thereby impacts the level of personal cyber risk. We find that per- 
sonal cyber awareness positively influences knowledge and personal cyber risk, whereas awareness independently 
fails to impact personal cyber risk, suggesting that knowledge acts as an influential mediator when determining an 
individual’s personal cyber risk profile. Further, this paper acknowledges the importance of consistent definitions 
and addresses upfront a notable gap by defining personal cyberspace—a critical and foundational prerequisite to 
any research focused on the human cyber condition. The study contributes by proposing a unique definition of per- 
sonal cyberspace, a conceptual model articulating an individual’s personal cyber risk profile, and extending extant 
knowledge about relationships among personal cyber awareness, knowledge, and risk. 

Keywords: personal cyberspace; cyber philosophy; personal cyber awareness; personal cyber knowledge; personal cyber risk; 
personal cyber risk profile 
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ntroduction 

yberspace is a contemporary and intricate phenomenon that im-
oses a complex socio-technical peril on individuals [ 1 ]. The rapid
aturation of digitization, network interconnectedness, and the use
f data—both in depth and breadth—has meaningfully augmented
ur productivity, our capabilities to process and communicate infor-
ation at scale and at speed, and our ability to harness a techno-

ogical eco-system to further drive advancement [ 2 ]. Whilst these re-
nements have notably and measurably improved standards of living
nd streamlined commercial transaction proficiencies, they have also
ntroduced a plethora of cyber vulnerabilities and hazards at the in-
ividual, organizational, and national security levels [ 3 ]. To put these
xponentially growing cyber threats into context, the World Eco-
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omic Forum places cybercrime and cyber insecurity eighth on its list
f most severe global risks anticipated by 2025 and also within the
ext decade, side-by-side with threats such as climate change, natural
isasters, economic warfare, and involuntary migration [ 4 ]. 

Existing research within the cyber domain constitutes two pre-
ccupations. The first is cybersecurity investigation, which is pre-
ominantly technical in nature and focused within computer sciences
nd/or engineering [ 5 ]. The second focus lies within the fields of so-
ial sciences and is centered on human and behavioural subjects such
s cyber criminology, security legislation, cyber ethics, and privacy
 6–8 ]. Although the cyber-themed extant literature is understandably
xtensive, there is significant emphasis on technical cybersecurity and
esearch at the organizational level [ 9 ,10 ]. There is a relative dearth
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of understanding and empirical evidence about individual aware- 
ness and knowledge of and within cyberspace, and how these may 
influence their personal cyber risk profile (PCRP). This paper aims to 
address this gap by exploring a priori what constitutes a definition of 
personal cyberspace, as this articulates fundamentally and logically 
the core baseline and scope upon which robust research and discus- 
sions within this domain are based. Once this genesis understanding 
is articulated, the study aims to examine the relationships between 
an individual’s cyber awareness and knowledge and their consequent 
personal cyber risk (PCR) within the context of a PCRP model. The 
empirical component of the study then focuses on the relationships 
between personal cyber awareness, knowledge, and risk in support 
of the initial aims. 

Thus, the key contributions of this paper to the literature on PCR 

and management are 3-fold. Specifically, the research seeks to answer 
the following research questions: 

� (RQ1) How is personal cyberspace defined from the perspective 
of individual users? 

� (RQ2) How do we leverage this definition to conceptualize a 
PCRP? 

� (RQ3) Does personal cyber knowledge moderate the relationship 
between cyber awareness and PCR? 

The paper is structured as follows. The following section presents 
a review of the literature on personal cyberspace that leads to the 
section ‘A definition of personal cyberspace’. This is followed by an 
examination of the theoretical background, including a conceptual 
PCRP model, and the research hypotheses (section ‘Theoretical back- 
ground’). The research methodology is presented in the section ‘Con- 
ceptual framework and hypotheses’, including the design and proce- 
dures employed. The findings of the statistical analysis are tendered 
in the section ‘Research methodology’, which are subsequently dis- 
cussed in the section ‘Discussion’. The paper concludes (see the sec- 
tion ‘Conclusion, limitations, and future research’) with implications 
for individuals and practitioners, along with the study’s limitations 
and suggestions for future research. 

Literature review 

A focus on personal cyberspace 

The uplift in cyberspace engagement across society—in particular,
with cyber security tools—has led to a growing accumulation of stud- 
ies focused on personal cyber awareness and knowledge in recent 
years. Seungeun and Chua [ 6 ], for example, mapped variables influ- 
encing cybersecurity awareness and knowledge in US users (such as 
education, income, and gender), and Simonet and Teufel investigated 
the influence of social and personal factors on cyber awareness and 
behaviours specifically of home computer users [ 11 ], demonstrating 
a trend towards exploring human factors in cyberspace. 

It is recognized, however, that such extant investigations gravitate 
towards specific population segments. For example, Karagiannopou- 
los et al. and Blackwood-Brown, both explored cohorts of elderly 
participants [ 12 ,13 ], and a study conducted by Limna et al. fo- 
cused on mobile banking users in Thailand [ 14 ]. Or studies are 
role-based—for example, Khader et al. focused on cyber awareness 
amongst academics [ 15 ] and Alquhtani [ 2 ] and LeFebvre [ 16 ] specif- 
ically focused on factors affecting cybersecurity amongst university 
students. The authors recognize that collectively, such studies con- 
tribute meaningfully to the field of personal cyberspace, yet only a 
smaller constellation considers the wider implications of the personal 
cyber condition and how best to offer tangible, more holistic con- 
structs to uplift individual cyber capability at scale (see, for example,
[ 17–19 ]). 

The extant literature offers extensive resources on enterprise- and 
SME-level cybersecurity research, but research regarding personal 
cyberspace—including human factors, cyber-psychology, and prag- 
matic mitigation options such as personal cyber insurance, amongst 
others—is still in its infancy [ 20 ]. The lack of investigation into the 
personal cyber condition is attributed to the availability of, and prior- 
itization of, resources; namely, the very real need of organizations to 
implement robust cybersecurity for operational and regulatory pur- 
poses [ 21 ]. Thus, business and cybersecurity-related research [ 5 ] is 
extensive and correspondingly mature. It is also recognized that many 
foundational concepts within cyberspace are still ill-defined and in- 
consistent (such as cyber ethics [ 22 ,7 ], legislative principles [ 23 ], and 
governance [ 24 ,25 ]), thereby mitigating the benefits of authoritative 
guidance within such a dynamic and unique environment. 

According to Liang and Xue (2010), threat appraisals (of per- 
ceived susceptibility and severity) and coping appraisals (of the ef- 
fectiveness of safeguards and cost, and the principles of self-efficacy) 
were notable indicators of PCR avoidance behaviours [ 26 ]. Com- 
prehensive exploration of home computer security and the personal 
cyber condition has not been subject to in-depth study [ 27 ]; how- 
ever, COVID-19 pivoted focus to the widespread transformation 
from in situ work practices to teleworking and work-from-home 
(WFH) norms [ 28 ,29 ]. This resurgence of research interest has not 
only prompted investigation into the efficiency and technical cyber- 
security of remote working and data security [ 30 ], but also an intense 
focus on how to materially improve user cyber awareness/knowledge 
and accelerate conscientious motivation to promote robust cyber be- 
haviours [ 31 ]. 

It is imperative to emphasize the holistic and multidisciplinary 
complexion of PCR. The authors recognize that comparatively few 

studies have analysed the domain at the individual level, thus sub- 
stantially supporting the rationale that investigation into the personal 
cyber condition presents an under-researched phenomenon. It is un- 
derstood, however, that research within the commercial domain may 
provide direct or indirect insights and benefits analogous to extant 
and future knowledge of PCR and management. 

A definition of personal cyberspace 

Defining core terms and concepts in research is critical. Clarifying key 
definitions avoids confusion about and/or misinterpretation of (often 
subjective) concepts and ideas. Articulating definitions upfront en- 
sures consistency between and comparability across research and es- 
tablishes clear scope and focus, thereby ensuring that studies address 
the specific topics they propose to examine [ 32 ]. Considering the 
embryonic maturity of studies within personal cyber risk and man- 
agement and the corresponding absence of scope definition (specif- 
ically attributable to personal cyberspace), we provide a pioneering 
examination of what constitutes personal cyberspace, thus provid- 
ing a foundational baseline upon which the empirical analysis can be 
based. 

The paradigm of personal cyberspace 

The cyber domain attracts a diverse, disparate and often nebulous 
array of interpretations. A priori , it is necessary to first articulate the 
basic parameters of the personal definition of ‘cyberspace’—a term 

frequently used by practitioners and users alike since the beginning 
of the digital age. The lack of standardized understanding commonly 
introduces semantic confusion as few articulate the true parameters 
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f the cyber domain in a standardized, widely accepted format [ 33 ]—
nd none specifically focus on the perspective of an individual user.
o the best of our knowledge, this is the first study to propose a defini-
ion dedicated to personal cyberspace that extends beyond the tech-
ical or cognitive interpretations and highlights the importance of
ccommodating cyber human-centric elements. For the purposes of
his study, ‘cyberspace’ and the phrase ‘cyber domain’ are considered
ynonyms. The authors support the notion proposed by Medeiros
nd Goldoni [ 34 ] p33, that: 

…The prefix “cyber” followed by nouns such as “war,” “terror- 
ism,” or “space” induces in the reader’s imagination the transpo- 
sition of concepts represented by those nouns to a virtual arena. 
While this practice simplifies and transmits the message to the re- 
ceiver, albeit crudely, it is analytically reductionist, as it does not 
consider conceptual aspects inherent in the cyber domain. 

It is necessary to maintain a wider intellection when conceptu-
lizing cyberspace, considering it as a distinctive yet heterogeneous
omain. Thus, whilst employing the prefix ‘cyber’ enables meaning to
e conveyed quickly and allows people to imagine such elements such
s ‘war’ and ‘terrorism’ to be coupled with the digital environment,
here is a danger that such attachments oversimplifies such concepts
nd misses key and/or specific instances wherein the prefix and noun
re inappropriate or misrepresented. In such scenarios, definitions of
erminology are essential to convey accurate meaning. 

William Gibson originally coined the term ‘cyberspace’ in a short
tory in 1982, whereupon it was subsequently embraced as the ubiq-
itous phrase pertaining to the World Wide Web (www) or inter-
et, or ‘online’ activities. An understanding of user behaviours in cy-
erspace and associated PCRs is logically premised on a clear and
xact definition of cyberspace and what this means at the individual
evel. 

Whilst not interpreting the nature of space itself, Karl Popper
roposed meaningful abstractions representing the phenomenolog-
cal universe. He speculated that human existence comprised three
ayers: (a) objectivity/physicality, (b) subjectivity of emotions, feel-
ngs and dreams, and (c) inter-subjectivity—a realm of real-world,
aterial objects embodied by means of cross-fertilization of intellec-

ualism (thoughts) and personal action [ 35 ]. To situate a definition of
ersonal cyberspace, it is necessary to position the portraiture within
he context of virtual space, which is logically ensconced within inter-
ubjectivity, wherein objects ‘…are patterns of ideas, images, sounds,
tories, data… patterns of pure information’. Similar and parallel to
he real world, digital landscapes require ‘…actors who construct
hrough practices, contests, and interaction’ [ 36 ]. In summary, Pop-
er offers a conceptual framework within which to understand the
verlaps among the physical, human, and digital domains, thereby

dentifying what constitutes those elements that are necessary to de-
ne personal cyberspace. 

According to Lippert and Cloutier, ‘Cyberspace is the domain
here the electromagnetic spectrum is used to store, modify and ex-

hange data’ [ 33 ], and is ‘…clearly a system of systems (SoS)—a
ystem composed of other systems’. Within the cyber domain, cy-
erspace is defined predominantly from the technical and theoretical
acets of computer sciences and systems engineering [ 37–39 ]. Kuehl’s
efinition typifies this focus: 

A global domain within the information environment whose dis- 
tinctive and unique character is framed by the use of electron- 
ics and the electromagnetic spectrum to create, store, modify, ex- 
change, and exploit information via interdependent and intercon- 
nected networks using information-communication technologies. 
[ 40 ]. 
This is considered an apt description but it does not consider
uman involvement. The authors argue that whilst some consider-
tion of human ‘user’ elements is intermittently incorporated within
roposed definitions of cyberspace [ 41 ,42 ], these integral compo-
ents are typically consigned to a subordinate lineage. Cohen [ 43 ]
216, concurs with this conceptual approach, stating that cyberspace
hould be considered ‘…as connected to and subsumed within an
merging, networked space that is inhabited by real, embodied users
nd that is apprehended through experience’, thus emphasizing the
mportance of the individual experience for establishing an under-
tanding of a user’s definition of cyberspace. 

Although traditional domain definitions emphasize the logical,
ystematic construct approach to defining cyberspace, closer inspec-
ion reveals ambiguity when incorporating an individual’s charac-
eristics and functioning. This is understandable insofar as defining
 holistic cyber ecosystem is both challenging and complex (Lip-
ert and Cloutier, 2021) and limiting the scope to quantified, well-
nderstood segments can assist in managing the parameters and min-
mizing or simplifying assumptions. Ning et al. attempted to integrate
he cyber technical and user by proposing a novel definition of cy-
erspace founded on traditional physical, social, and thinking spaces,
xisting in parallel with cyberspace [ 44 ] p1843, thus emphasizing the
ransition from considering cyberspace as a solely digital landscape
o ‘…a completely new environment where cyber-related elements
ermeate all spaces and all aspects of our life, which we call Gen-
ral Cyberspace (GC)’. Similarly, Ventre [ 42 ] interpreted cyberspace
s a context that transcends the traditional ‘natural’ domains. This
mplies that conceptual cyberspace is influenced by the user’s expe-
ience of the digital landscape, thus suggesting that the ‘peopleware’
ayer socializes the nature of cyberspace—aptly divorcing it from a
trictly electronic or mechanistic perspective. 

The increasingly intimate interrelationship and growing interde-
endency between the individual and the cyber domain stimulates
ocial change at scale, thus presenting pragmatic challenges to our
ays of working and daily life. Proposing a definition of cyberspace

hat relies extensively on technology without fully assimilating the
uman condition is circumscribed. To enable investigation into per-
onal characteristics and theorem within cyberspace, it is crucial to
stablish a robust baseline definition of what is considered personal
yberspace, thus allowing insights to be consistently and equitably
valuated. Table 1 offers a sampler of cyberspace definitions, albeit
o specific definitions for personal cyberspace were discovered in the
iterature. 

The purpose of defining cyberspace from the perspective of an in-
ividual is to establish practical parameters relating to their lifestyle,
igital and data experiences (Ning et al. 2018). The technological in-
rastructures, including devices, networked environments, intercon-
ectivity, storage connectivity, the logical components that constitute
ervices and support platforms, and the data properties/logicality,
re integral and foundational aspects of cyberspace [ 38 ]. This study
roposes the following definition of personal cyberspace, specifically
ntended to blend human cognitive characteristics, needs and moti-
ations with cyber constituents to deliver a holistic schema that is
aradigmatic and capable of acting as a common standard for future
esearch: 

Contemporary personal cyberspace is defined by all individualis- 
tic user interfaces and digital touchpoints using secure indepen- 
dent devices or harnessing globally interconnected network in- 
frastructures for the purposes of virtual personal communications, 
conducting or attending social engagements, controlling digitally 
enabled objects, performing data storage activities, or conducting 
commercial and/or other digital transactions. 
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Table 1. Exemplar of recent definitions of cyberspace within the literature. 

Ref Definition Author Source 

1 Cyberspace is the domain where the 
electromagnetic spectrum is used to store, 
modify, and exchange data. It is characterized 
by logically networked systems that reside on 
physical infrastructure. 

Lippert, K. J. 
Cloutier, R. 

2021, Systems, Vol 9(48), 
https://doi.org/10.3390/systems9030048 

2 A global domain within the information 
environment, consisting of an interdependent 
network of information technology 
infrastructures and resident data, including 
the internet, telecommunications networks, 
computer systems, and embedded processors 
and controllers. 

Medeiros, B.P. 
Goldoni, L. R. F. 

Dictionary of Military and Associated Terms 
(DOD) of the Office of the Chairman of the 
Joint Chiefs of Staff (2019: 56) sourced from: 
2020, Contexto Internatcional, Vol 42(1), The 
Fundamental Conceptual Trinity of 
Cyberspace http://dx.doi.org/10.1590/S0102- 
8529.2019420100002 

3 Cyberspace is the domain in which cyber 
operations take place; cyber power is the sum 

of strategic effects generated by cyber 
operations in and from cyberspace. 

Sheldon, J. B. 2011, Deciphering Cyberpower Strategic 
Purpose in Peace and War, Strategic Studies 
Quaterly Vol 5(2) 

4 Cyberspace is ‘a terra nullius in which social 
relations and laws have no historical existence 
and must be reinvented’. 

Choucri, N. 2012, Cyberpolitics in International Relations, 
MIT Press, ProQuest Ebook Central, 
https://ebookcentral.proquest.com/lib/jcu/ 
detail.action?docID=3339542 . 

5 Cyberspace is the digital world created based 
on traditional physical, social, and thinking 
spaces. 

Ning, H. 2018, General Cyberspace: Cyberspace and 
Cyber-Enabled Spaces, Vol 5(3) 

Figure 1. Visualization of the definition of ‘personal cyberspace’. 
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This definition satisfies the aim of RQ1 and will be used as a base- 
line for this (and potentially future) study. It facilitates an understand- 
ing of what accurately constitutes personal cyberspace—avoiding 
conceptual definitions that are habitually embrace technocentric am- 
biguity [ 39 ,44 ,33 ], whilst embracing integration of individual users 
as an intrinsic element of the holistic concept of personal cyberspace.
It is deemed essential also, to pivot towards a definition of cyberspace 
that excludes specificacy of organisational elements often targeted at 
use by entities (i.e. non-individual users) [ 45 ]. Such definitions are 
potentially inappropriate and misleading when employed within the 
context of ‘personal cyberspace’ as presented herewith. 

Figure 1 provides a visual representation of this definition. Con- 
sidering the multifaceted nature of personal cyberspace, the authors 
emphasize that the term cannot be limited to a narrow definition 
insofar as the condensed approach will minimize the depth and ad- 
equacy of a given definition [ 46 ]. It is important to note that user 
(personal) digital devices may be used either independently, offline 
(i.e. not connected to the internet—e.g. a vehicle dashcam) or online 
whilst connected to the internet or networked Wide Area Network 
(WAN) or Local Area Network (LAN). The nature of connectivity 
of each device meaningfully impacts the scope of PCR as discussed 
by [ 47 ] and [ 48 ], coupled with the use of the device (behaviour; such
as the differential between personal virtual communications such as 
one-to-one messaging or email, vs social messaging which is a means 
to broadcast information) and capabilities enabled to mitigate poten- 
tial cyber risk (mitigation). 

Theoretical background 

A unique distinction: our own PCRP 

A key benefit to articulating the parameters of PCR is that it helps 
us delineate the difference between cyber safety and peril. The term 

‘risk’ is a common and well-understood contemporary term that 
is employed extensively to articulate uncertainty at the individual 
and organizational levels. Instinctively, individuals are generally ca- 
pable of perceiving unpredictability and conceptualizing heuristics 
to manage risk [ 49 ]. Conceptually, the abstract notion of risk is 
characterized ‘…as having the capacity to produce harm or loss and 
is measured in terms of likelihood of occurrence and severity of im- 
pact’ [ 50 ]. Within the field of economics, Frank Knight, as cited in 

https://doi.org/10.3390/systems9030048
http://dx.doi.org/10.1590/S0102-8529.2019420100002
https://ebookcentral.proquest.com/lib/jcu/detail.action?docID=3339542
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Figure 2. Constituent elements in situ within a Holistic Personal Cyber Risk Profile (adapted from ISO 310 0 0 0 Enterprise Risk Management Frameworks 

(ISO310 0 0:2018 Risk Management Process) and NIST Cybersecurity Risk Management Framework [ 51 ]). 
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eRoy and Singell, (LeRoy and Singell 1987), differentiated the phe-
omenon of risk and uncertainty thus: ‘Risk …referring to events
ubject to a known or knowable probability distribution, and un-
ertainty, as referring to events for which it was not possible to
pecify numerical probabilities’. Risk, therefore, pertains to circum-
tances whose future possibility can be inferred; in contrast, uncer-
ainty means that it is simply not possible to predict future events. 

The literature on risk and risk management is prodigious, with a
ultitude of conceptual definitions and perspectives, including cyber

isk, although, as noted already, there is little on prescribing PCR.
onsidering this deficiency, the authors propose a definition of PCR
s the probability that an individual user experiences data exposure,
arm or other type of loss related to technical capabilities, psycholog-
cal impacts or reputation resulting from an adverse cyber incident. 

In line with the perpetual and exponential growth of personal
yberspace (as defined above), so too does the complexity and inju-
ious nature of emergent PCR accelerate over time [ 51 ]. By leverag-
ng an understanding of what constitutes both personal cyberspace
nd PCR, this article posits that we need to articulate how these
henomena influence cyber peril at the individual user level. In do-
ng so, we can generate insights that empower a holistic assess-
ent of the personal risk landscape and/or implications threatening

n individual (comprising technical elements and personal comport-
ent/behaviours). According to the National Institute of Standards

nd Technology’s (NIST) Cybersecurity Framework 2.0 [ 52 ], risk
nalysis of threat vectors and their characteristics, both qualitative
nd quantitative, may contribute to defining a risk profile for an or-
anization, activity or individual [ 53 ]. 

Whilst the NIST definition of a risk profile is generic and heav-
ly orientated towards enterprise-level applications, it can also be
sed to identify and analyse individualistic PCR. Therefore, we pro-
ose a PCRP whereby individual users can identify and articulate
he breadth and scope of their cyber vulnerabilities, cyber safety and
rotection objectives, risk profile parameters and the level of per-
onal investment they are prepared to execute in order to secure a
atisfactory profile [ 54 ]. To place the PCRP within the context of
n individual user’s milieu , Fig. 2 presents the foundational elements
nd the sequential nature of analysis necessary to identify, manage
nd mitigate PCR. It is important to note that the PCRP is dynamic
nd depends on the idiosyncrasies of developments within cyberspace
nd cyber risks that are directly pertinent to the individual, and thus
t continually morphs according to an individual’s cyber vivacity (ac-
ivities) and protectionist stance (risk acceptance) [ 55 ]. Similarly, the
epth of PCR analysis necessary to establish meaningful insights will
lso differ per individual, insofar as the parameters and complexity of
yber engagement and transparency are unique to each person [ 56 ]
arranting individualized approaches and divergent preconditions

o identifying/mitigating PCRs. 
Ganin et al. (2020) p183, explored the gap between risk assess-

ent, encompassed by the PCRP, and risk management, thereby
roposing a ‘…structure and transparent process of selecting risk
anagement alternatives’ [ 57 ]. The authors propose that the holis-

ic PCRP model allows individual users to adopt an awareness-
nowledge-risk (AKR) approach that offers objective measures and
etrics tailored specifically to typical individual user cyber capabil-

ties, to cyber risk management decision-making that is based on
nown and/or analysis of their specific PCRs, vulnerabilities and
otential adverse consequences. Figure 2 clearly establishes the im-
ortance of individualistic variables—personal cyber awareness and
nowledge—as the antecedent and necessary basis for understanding
nd ultimately managing PCR. 

onceptual framework and hypotheses 

he above definition of personal cyberspace satisfies the initial aim
f this paper and allows us to explore the conceptual PCRP model,
resented in Fig. 2 , which depicts the relationships between personal
yber awareness, knowledge, and PCR. Both the proposed definition
f personal cyberspace and the PCRP model suggest a dependency on
he foundational personal characteristics of personal cyber awareness
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and knowledge. As such, we proffer a conceptual model and associ- 
ated hypotheses. We hypothesize: 

H1. Personal cyber awareness is positively associated with the miti- 
gation of PCRs 

A crucial element to understanding the personal cyber condition 
is personal cyber awareness, which refers to an individual user’s ex- 
tensive or peripheral exposure to and/or the extent of their percep- 
tion of their unique personal cyberspace [ 6 ]. Rahim [ 58 ], p. 607, pro- 
posed a definition of cyber(security) awareness as follows: ‘…alert- 
ing Internet users of cybersecurity issues and threats, and enhancing 
Internet users’ understanding of cyber threats so they can be fully 
committed to embracing security during Internet use’. Thus, for ex- 
ample, the level of user cyber awareness may necessitate an under- 
standing of what constitutes malicious threats to a ‘safe’ website—
such as SQL injection attacks or cross-site scripting—which are dif- 
ferentiated from a user’s cyber knowledge actions such as employing 
Multi-Factor Authentication and ensuring that software is consis- 
tently updated. Howard and Cambria [ 59 ], p1, espoused the notion 
of ‘situational awareness’ (SA)—‘…such as consistent tracking and 
extrapolation of objects in the user’s environment’—as an essential 
capability for users wishing to achieve a unified view of their sur- 
rounding (cyber) environment and corresponding PCR. This axiom 

also supports the holistic linkages proposed within the PCRP, albeit 
the principle must simultaneously consider the multicentric nature of 
personal cyberspace (namely, the human–technical perspective) to be 
judicious. 

It is posited that cyber awareness is the foundational personal 
trait necessary to reduce adverse cyber incidents experienced by in- 
dividuals, as it allows them to comprehend prospective damages and 
motivates them to uplift understanding (knowledge) to mitigate PCR 

and any associated impacts (see, for example, [ 60 ,61 ] and [ 62 ]. The 
key relationship element between personal cyber awareness and PCR,
is the level of vulnerability to adverse cyber incidents directly at- 
tributable to the individualistic competence to execute tasks that 
will mitigate PCR and improve their holistic PCRP [ 63 ]. There is 
a paradigm shift within the literature from utilitarian and systematic 
cyber security, towards a ‘human centric security design’ [ 64 ] that in- 
herently considers the personal cyber condition, including how per- 
sonal cyber awareness impacts PCR. This is appropriate, insofar that 
the landscape within which users operate and interact with in their 
personal cyberspace is perpetually morphing; thus, the connectivity 
between an individual’s cyber awareness and their associated PCR at 
a point-in-time is constantly in flux—in which awareness of and the 
risk itself interact over time [ 65 ]. 

H2. Personal cyber awareness positively impacts personal cyber 
knowledge. 

We propose that personal cyber awareness and knowledge enjoy a 
synergistic and paradoxically circular relationship, insofar that indi- 
viduals require a precursory degree of cyber awareness as an essential 
antecedent to understanding the need for cyber knowledge—which 
in turn uplifts further cyber awareness, and so on. As society becomes 
increasingly dependent on digital technologies on a day-to-day basis,
the scale of participation in personal cyberspace also soars exponen- 
tially [ 2 ]. Whilst increasing recognition of the need for and the im- 
portance of research focused on the human elements of cyberspace 
is emerging, it is widely discerned that knowledge of the neces- 
sary tools and skills amongst individual users necessary for personal 
protection against adverse cyber threats is languishing in comparison 
(see [ 66 ,67 ]). 
Understanding that the individual user is both the point of suc- 
cess and failure—depending on their level of cyber awareness and 
knowledge—is pivotal when promoting the need to embed these per- 
sonal capabilities and cognitive perceptions [ 61 ]. This will help us de- 
liver a utilitarian norm that not only protects users from adverse cy- 
ber incidents but does so in unison with human behaviours and mo- 
tivations [ 64 ]. This concept offers an opportunity to develop alterna- 
tive methods—assuming an adequate user baseline cyber awareness 
and knowledge—that propose a balanced personal cyber approach 
that avoids a sole isolated point of failure. This could conceivably 
spread the PCR by amalgamating principles of cyber security and 
individual users, thereby leveraging a socio-cognitive-technical solu- 
tion, as proposed by Grobler [ 64 ]. 

H3. Personal cyber knowledge positively impacts PCR 

Erstwhile studies have focused on user security behaviours and/or 
intentions and privacy protection (e.g. [ 68 ,69 ]), but expended min- 
imal attention on cyber knowledge. This is attributed to inconsis- 
tent definitions of these concepts, coupled with a lack of understand- 
ing about how to define the scope of personal cyberspace, as pro- 
posed earlier. This is a disturbing phenomenon, insofar as a multi- 
tude of studies confirm that human error is considered the dominant 
cause of data breaches—prompted by a lack of knowledge, lacklus- 
ter cyber hygiene activities and attitudes toward conscious cyber be- 
haviours [ 70 ]. Individuals who exhibit elevated levels of cyber knowl- 
edge also reveal a preference or motivation for actively countering 
cyber threats [ 71 ,72 ]. Persons whose cyber knowledge and skills are 
perceived as minimal tend to underestimate PCR and the hazards 
that poor cyber behaviours/actions represent [ 68 ]. Such vulnerabili- 
ties are proven to be mitigated by means of cyber(security) awareness 
and proficiency education (see, for example, [ 73–75 ]). 

A study performed by Zwilling (2020) indicated that most par- 
ticipants implemented only basic and insufficient activities (such as 
using antivirus software or strong password characteristics) [ 76 ].
A small minority used more elaborate protective mechanisms and 
tactics, such as regular network and computer security audits or 
avoiding publicly available WiFi networks (or similar, as presented 
by [ 77 ]) that necessitated a more sophisticated knowledge of cy- 
berspace. Zwilling’s findings indicated that respondents who dis- 
played a greater level of computer knowledge, tended to have en- 
hanced appreciation/implementation of cyber security (thereby mit- 
igating their level of PCR)—a viewpoint shared by Ben-Asher and 
Gonzalez [ 78 ]. Paradoxically, Aytes and Connolly studied undergrad- 
uate students’ self-perceptions of cyber expertise and found that 90% 

ranked themselves as knowledgeable or very knowledgeable [ 79 ]. It 
was discovered that regardless of the level of self-perceived expertise,
risky behaviours were prevalent amongst the cohort. Such disparities 
within the literature suggest that other variables, such as regional, de- 
mographic or timing considerations, may influence the relevance of 
extant findings, and that there is a need to conduct further research 
to precisely determine the influence that knowledge has on PCR. 

Knowledge as a mediator for awareness and PCR 

(indirect effect) 

H4. Knowledge mediates the relationship between personal cyber 
awareness and PCR. 

The inherent nature of cyberspace, including personal cyberspace,
is that it is dynamic and increasingly interconnected. The desire of 
individual users to ensure cyber safety is highly dependent on their 
levels of cyber awareness, knowledge and behaviours—all of which 
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Table 2. Study test constructs. 

Awareness To what extent do you agree or disagree that the following are part of ‘cyberspace’. 
A1: Wireless home solutions Your wireless home security and fire detection system 

A2: Internet-connected car Your internet-connected car 
A3: Dark web The ‘dark web’ (i.e. areas of the internet to which you don’t have access) 
A4: IoT devices Any devices you own that are in the Internet of Things (IoT) (i.e. fridges, heaters or ‘smart 

home’ devices that are connected to the internet) 

Knowledge To what extent to you agree or disagree with the following statements about your personal 
cyber risk: 

K1: Technology/data integration The rapid integration of technology and data has increased my personal cyber risk profile 
K2: Third party holding personal 

information 
My personal cyber risk is significantly higher due to third party organisations holding my 
personal information (i.e. banks, electricity providers and your doctor) 

Risk What do you think the biggest challenges are that face personal cyber insurers? 
R1: Cyberspace is dynamic The fact that cyberspace changes all the time. It’s never static 
R2: Data grows continuously The fact that the amount of data just keeps growing. More data equals more risk 
R3: Interconnectivity The fact that our technology is becoming more and more inter-connected. This means that 

the impact of adverse cyber events can spread at scale across networks of linked computers 
very quickly 
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nfluence their PCRP. Cyber knowledge, in particular, is shown in
his study and previous research [ 76 ] to be pivotal in delivering
 secure cyber experience. Cain et al. undertook an investigation
nalysing conceptual cyber knowledge and PCR and discovered sta-
istically significant gender-wise variances in which male participants
resented as more knowledgeable [ 80 ]. 

Arguably, knowledge within the cyber domain is a nebulous and
ver-changing construct. Even users who may be perceived as be-
ng cyber knowledge mature, offer a variety of human vulnerabil-
ties that contribute to lower awareness and consequently higher
CR. Moallem (2019), for example, conducted a study of students
ithin California’s Silicon Valley—a cohort that was considered cy-
er knowledge mature—and found that even ‘…when they were
ware that their actions were being seen and tracked, college stu-
ents were unaware that their data was not safely transported across
niversity systems’ [ 81 ]. Moallem also emphasized that cyber attack-
rs constantly vary attack vectors and techniques, demonstrating the
ngoing challenge for users to maintain their awareness of changes
nd trends within personal cyberspace, a view supported by Taha and
ahabiyeh [ 82 ]. It also demonstrates the need to perpetually invest

n pursuing an adequate level of knowledge to guarantee cyber safety
nd deliver an acceptably secure PCRP standing. 

esearch methodology 

esign 

he study employed a self-reporting online survey distributed
mongst n = 263 Australian consumers and administered via the
nternet-based survey platform Survey Monkey. All questionnaire
onstructs were measured using a 5-point Likert-type scale (plus an
ption for participants to select ‘Prefer not to say or I don’t know’)
s it affords better outcomes and offers a higher level of accurate
ariability than other scales [ 83 ]. The online survey avoided any op-
ortunity to assess personal cyber skills and knowledge because em-
loying self-reporting surveys to evaluate skills can simply result in
n appraisal of an individual’s percipience of their skill level rather
han their actual skill [ 84 ]. 

ata collection 

ubsequent to a survey review by dedicated behavioural science and
cademic professionals to ensure content reliability, validity and that
he survey items adequately represented the construct domain, a
pecialist survey agency, ‘Askable’, was engaged to recruit a mini-
um cohort of 250 Australian-based participants. To ensure data

alidity and quality, ‘Askable’ provides AI fraud detection, veri-
es participant profiles and conducts screener/attention check ques-
ions. Participants were required to be at least 18 years old and
ave access to an internet-enabled device (thus exhibiting techni-
al and cognitive capability to participate in the survey). All ques-
ions about personal cyber awareness, knowledge and risk were
andatory; thus, participation required full completion (100%) of

ll questions by participants. Of the 1200 prospective participants
hat were approached, 391 (32.5%) responded positively, indicating
hat they wished to complete the survey. The total number of respon-
ents was n = 263 (slightly higher than the requested limit), repre-
enting the number of completed surveys submitted within a 24-h
eriod. 

onstructs 

esearch constructs are abstractions that represent phenomena that
re not directly measurable, and thus must be implicitly presumed
rom other measurable variables. Survey instrument constructs are
alidated to ensure the instrument accurately measures the intended
heoretical concepts. Pilot testing was conducted, administering a
raft survey to a small sample (eight responses from ten individu-
ls) representative of the target participants, allowing researchers to
ddress question clarity, avoid ambiguity, and establish insights into
he overall instrument performance. Table 2 presents the variables
mployed in this study. Personal perspectives on each question were
nswered using a 5-point Likert scale that ranged from ‘Strongly dis-
gree’ through to ‘Strongly agree’. In line with best practice, partic-
pants could also select ‘Prefer not to say OR I don’t know’ [ 85 ].
ecognizing that every individual’s personal cyber circumstances and
igital environment are unique, the questionnaire offered partici-
ants a tailored selection of options that were constructed with the
ual purpose of (a) ensuring the selections would be known to re-
pondents, even if they only had a rudimentary knowledge of cy-
erspace, and (b) ensuring their appropriateness to the intent of each
uestion. 

It was recognized that participant responses are dependent on
elf-reported measures of cyber awareness and behaviours, thus in-
roducing potential social desirability bias insofar that responses
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Figure 3. Conceptual model: personal cyber element relationships. 
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are provided in a manner perceived as favorable in lieu of being 
indicative of their actual awareness and behaviours. Questionnaires 
were adjusted to mitigate this bias by ensuring participants were 
aware that their responses were anonymized (thereby allowing par- 
ticipants to respond without feelings of self-incrimination) and that 
all questions were drafted in a neutral, non-judgmental tone, thus 
avoiding potential pressures to respond in a perceivably socially de- 
sirable manner. 

Conceptual model 

The conceptual model for the empirical component of the study is 
presented in Fig. 3 . It reveals the hypothesized relationships between 
(internal) personal cyber awareness, personal cyber knowledge, and 
the associated influences of these variables on the level of personal 
cyber risk (thus, in consequence, impacting an individual’s PCRP).
Our research is predominantly focused on the internal capabilities 
of individual users, thus allowing insights into how these capabili- 
ties and hypotheses could impact the dual motivations to (a) uplift 
personal cyber capability by means of defining a PCRP and, thereby,
(b) secure an opportunity to reduce cyber threats and vulnerabili- 
ties. Whilst most recent studies posit a direct relationship between 
cyber awareness and cyber risk (H1), the authors are interested in 
exploring the synergies between cyber awareness and knowledge in- 
sofar as proven dependencies will greatly influence the context, de- 
sign, and adoption of tools or frameworks intended to mitigate PCR.
The study acknowledges, however, that (H1) the influence of aware- 
ness on risk—as per Fig. 2 —may present via more indirect means 
than direct. 

Statistical analysis 

The data analysis comprises two sequential stages. The prelimi- 
nary stage involved conducting descriptive analysis, followed by a 
secondary stage that applied structural equation modelling (SEM) 
within STRATA v15 to analyse the structural models. The research 
hypotheses were also tested using SEM. The purpose of using SEM 

within this context was to assist in identifying which factors are most 
associated with the outcome and how different factors may interact 
to influence (mediate) the outcome [ 86 ]. Further, adopting SEM as an 
analysis method was appropriate insofar as this modelling technique 
accedes to multiple relationship analyses between variables and la- 
tent variables interacting with multiple observed variables [ 87 ]—a 
functional capability not offered by non-SEM modelling techniques.
SEM allows measurement of the combined effect of variables and en- 
ables concurrently processing dependent links whilst differentiating 

between direct and indirect effects. 
Descriptive analysis 

Table 3 presents the study’s descriptive statistics incorporating the 
mean, standard deviation, and correlation. All correlations have ac- 
ceptable values, well below the 0.80 cut-offs recommended by [ 88 ],
with the greater number indicating 0.63, indicating no multicollinear- 
ity problems. In addition, we assessed the reliability of the knowl- 
edge construct using a standard Alpha Cronbach with results of 0.78,
0.74, and 0.69 signifying internal consistency of the Likert questions.
According to Griethuijsen et al. (2015) and Taber (2018), ‘The ac- 
cepted value of Cronbach’s alpha is 0.7; however, values above 0.6 
are also accepted’. Similarly, ‘Pallant (2001) states Alpha Cronbach’s 
value above 0.6 is considered high reliability and acceptable index 
(Nunnally and Bernstein, 1994). Whereas, the value of Alpha Cron- 
bach is less than 0.6 considered low. Alpha Cronbach values in the 
range of 0.60–0.80 are considered moderate, but acceptable. While 
Alpha Cronbach in the ranges of 0.8 and up to 1.00 is considered 
very good.’ 

As depicted in Table 4 , the population demographics for this 
study consisted of 263 participants comprising a younger cohort 
(67.3% being under 39 years) that presents a majority of female 
(68.8%) respondents. Over 70% were either married or in a ‘rela- 
tionship’. Similarly, the majority–83.3%—were in some form of full- 
or part-time employment. 

Structural model 

Using STATA 15, an SEM model was developed to test the hypothe- 
ses. We applied the maximum likelihood estimation coupled with the 
missing data and adapted the index to accept or reject the model.
Based on this statistical adjustment index, the SEM result was ac- 
cepted insofar that it met the minimum threshold proposed by [ 89 ].
Supplemental goodness-of-fit indices supported the model fit, includ- 
ing the structural model Chi-square, indicating 42.910 and a P - 
value of 0.199. The P -value of the Null Hypothesis (PCLOSE) is 
0.912, with the Root Mean Square Error or Approximation (RM- 
SEA) equaling 0.027, which is below the cut-off value of 0.05 as per 
[ 90 ]. The Tucker-Lewis index (TLI) = 0.989, which is above the ac- 
ceptable value of 0.95 [ 91 ], whilst the comparative adjustment index 
(CFI) also exceeds the acceptable value of 0.95 [ 92 ], demonstrating 
good modelling adjustments. Considering these outcomes, the mea- 
surement model presented in Table 5 is well-adapted to the data. 

Table 6 shows the results of the complete structural model. The 
model indicates to what extent the constructs of personal cyber 
awareness and knowledge affect PCR. Individual hypotheses have 
been tested and subsequently confirmed or rejected based on the im- 
portance/applicability of the relationships using Cohen’s effect sizes 
interpretation, where small (S): β ≤ 0.1, medium (M): 0.1 < β < 0.5 
and large (L): β ≥ 0.5 [ 93 ]. 

The model was tested where H1, H2, and H3 represent the di- 
rect effects, and H4 represent the indirect effects (mediator) through 
knowledge. As presented in Table 5 , H1 is rejected ( β = −0.085,
P = 0.284), whereas H2 and H3 are accepted ( β = 0.181, P = 0.016,
M) and β = 0.336, P = 0.000, M) respectively. The indirect ef- 
fects of personal cyber awareness and PCR through personal cyber 
knowledge show that the indirect effect proffered by H4 is accepted 
( β = 0.067, P = 0.048, S). 

Model robustness 

H2 and H3 state that the effects of awareness of knowledge and 
knowledge on PCR are mediated by cyber knowledge. To ensure an 
acceptable level of robustness, the model was re-estimated using dif- 
ferent sub-samples, including participants who identified as married 
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Table 3. Correlations. 

Mean Std. Error 1 2 3 4 5 6 7 8 9 Age Gender 

A1: Wireless home solutions 4.030 0.068 1 
A1: Internet-connected car 4.034 0.061 0.6329 1 
A1: Dark web 4.340 0.067 0.3335 0.3711 1 
A1: IoT devices 4.051 0.067 0.6208 0.5877 0.3857 1 
K1: Technology/data 
integration 

3.511 0.066 -0.0104 0.0309 0.2181 0.0525 1 

K2: Third party holding 
personal information 

3.672 0.073 0.0855 0.0714 0.1606 0.0996 0.5162 1 

R1: Cyberspace is dynamic 4.528 0.044 0.0883 0.1280 0.1674 0.0974 0.1800 0.2140 1 
R2: Data grows continuously 4.434 0.048 0.0279 0.0779 0.0301 0.0272 0.1598 0.1733 0.4987 1 
R3: Interconnectivity 4.468 0.048 0.0546 0.0760 0.1338 0.0926 0.1816 0.1967 0.4778 0.4857 1 
Age 36.46 0.719 0.0681 0.0382 0.1298 -0.0304 0.1649 0.2020 0.1758 0.1652 0.2556 1 
Gender 1.332 0.031 0.1284 0.1579 -0.0138 0.0354 0.0193 0.0206 -0.0970 -0.0847 -0.0063 0.0593 1 

Table 4. Survey participant demographics. 

Ref Characteristic Frequency 
Cumulative 
frequency Percentage 

Cumulative 
percentage 

1 Gender 
Male 82 82 31.2% 31.2% 

Female 181 263 68.8% 100.0% 

2 Age 
18–29 years 74 74 28.1% 28.1% 

30–39 years 103 177 39.2% 67.3% 

40–49 years 51 228 19.4% 86.7% 

50–59 years 21 249 8.0% 94.7% 

60 + years 14 263 5.3% 100.0% 

3 Relationship Status 
Single 78 78 29.7% 29.7% 

Married 140 218 53.2% 82.9% 

Relationship 45 263 17.1% 100.0% 

4 Work Status 
Full time employment 158 158 60.1% 60.1% 

Part time employment 61 219 23.2% 83.3% 

Not working 34 253 12.9% 96.2% 

Retired 10 263 3.8% 100.0% 

Table 5. Structural model. 

Fit Statistic Value Description/Commentary 

Likelihood Ratio 
Chi-square Х2 MS (36) 42.910 Model vs Saturated 
P > Chi-square Х2 0.199 
Root Mean Square Error of Approximation (RMSEA) ( ∗) 0.027 Root mean squared error of approximation 
P -value of the Null Hypothesis (PCLOSE) 0.912 Probability RMSEA ≤ 0.05 

Baseline Comparison 
Comparative Fit Index (CFI) 0.989 
Tucker-Lewis Index (TLI) 0.983 
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r in a relationship (model 1, β = Married or in a relationship), par-
icipants who were < 30 years of age (model 2, β ≤ 35 years old. The
esults presented in Table 7 reveal that the model fit index range is ac-
eptable, meaning that the data fits the structural model and has valid
alue estimates. By employing alternate samples of the data within
he model, the robustness of the model is established as it persists to
roduce valid results. 
c  
iscussion 

he purpose of the empirical study was to explore the relationships
etween personal cyber awareness, knowledge, and PCR, and the
xtent to which these liaisons influence the individualistic—and all-
ervasive—cyber condition. Our findings show that, overall, knowl-
dge positively acts as a mediator between the constructs of personal
yber awareness and PCR, which is generally consistent with most
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Table 6. Hypotheses test results. 

Ref Hypothesis Descriptor Model β (Sig) Effect Size 
Hypothesis 
Testing 

1 H1 Personal cyber awareness is 
positively associated with the 
mitigation of personal cyber risk 

Personal Cyber Awareness influences Personal 
Cyber Risk ( increase in Awareness causes 
Cyber Risk to decline ) 

-0.085 (0.284) Rejected 

2 H2 Personal cyber awareness 
positively impacts personal cyber 
knowledge 

Awareness influences Cyber Knowledge 
( greater Awareness leads to greater 
Knowledge ) 

0.181 (0.016) Medium 

Interpretation: 
Meaningful 
influence 

Accepted 

3 H3 Personal cyber knowledge 
positively impacts personal cyber 
risk 

Knowledge influences Cyber Risk ( greater 
Knowledge causes Cyber Risk to decline ) 

0.336 (0.000) Medium 

Interpretation: 
Strong Predicator 

Accepted 

4 H4 Knowledge mediates the 
relationship between personal cyber 
awareness and personal cyber risk 

Knowledge is an exogenous variable that 
influences the relationship between personal 
cyber awareness and personal cyber risk 
( Awareness no longer affects Cyber Risk after 
Knowledge has been controlled for ) 

0.067 (0.048) Small 
Interpretation: 
Weak, but 
significant effect 

Accepted 

Age influences Personal Cyber Risk 0.178 (0.016) 
Gender influences Personal Cyber Risk 0.034 (0.627) 
Age influences Personal Cyber Knowledge 0.283 (0.000) 
Gender influences Personal Cyber Knowledge -0.139 (0.042) 

Table 7. Robustness tests. 

Ref Hypothesis Descriptor Model 1 β (Sig) Model 2 β (Sig) 

1 H1 There is a positive relationship 
between awareness and cyber risk 

Awareness influences Cyber Risk 0.233 (0.007) -0.006 (0.956) 

2 H2 There is a positive relationship 
between awareness and cyber 
knowledge 

Awareness influences Cyber 
Knowledge 

0.084 (0.380) 0.264 (0.013) 

3 H3 There is a positive relationship 
between knowledge and cyber risk 

Knowledge influences Cyber Risk 0.442 (0.000) 0.385 (0.001) 

4 H4 There is a positive relationship 
between awareness, knowledge and 
cyber risk 

Awareness influences Knowledge and 
Cyber Risk 

0.039 (0.860) 0.114 (0.082) 

Chi-square Х2 (p- value) 47.91 (0.088) 43.11 (0.1932) 
Root Mean Square Error of 
Approximation (RMSEA) ( ∗) 

0.042 0.039 

P-value of the Null Hypothesis 
(PCLOSE) 

0.631 0.638 

Comparative Fit Index CFI 0.973 0.974 
Tucker-Lewis Index (TLI) 0.959 0.961 
N 185 130 

( ∗) = values less than 0.05 are good, values between 0.05 and 0.08 are acceptable. 
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prior research (see [ 94 ,6 ,76 ]—with the condition that previous stud- 
ies have offered different and/or specific participant cohorts (such as 
role-based) or have focused on enterprise-user environments vs typ- 
ical home computer users; the personal condition has received com- 
paratively scant attention [ 20 ]. The results also reveal that personal 
cyber awareness does not directly influence PCR, suggesting an an- 
tecedent dependency on an individual’s cyber knowledge to enable 
identification and/or understanding of potential PCRs. 

We highlight that the association between the constructs of per- 
sonal cyber awareness, knowledge, and PCR is deemed to be only 
a partial effect, insofar that personal cyber safety is influenced by a 
pluralism of detrimental factors both internal and external to the in- 
dividual. The level of cyber knowledge, all else being equal, influences 
the sophistication—and potential effectiveness—of personal cyber 
protection measures [ 68 ]. This may lead to a more robust PCRP, com- 
pared to persons whose level of cyber expertise may obfuscate their 
actual level of cyber safety, thus contributing to a significantly higher 
level of vulnerability and PCR. Importantly, personal cyber aware- 
ness or knowledge do not translate directly into an uplift in PCRP.
Studies abound that stipulate the necessity of individualistic motiva- 
tion as a prerequisite for delivering robust user security, as suggested 
by [ 95 ] and [ 94 ]. 

Methodologically, the differential modelling effects of personal 
user vis-à-vis enterprise user and/or cybersecurity/technological per- 
spectives on PCR underscore the importance of disaggregating per- 
sonal cyberspace into its constituent components [ 96 ]. This allows 
researchers to holistically and accurately understand the atmospher- 
ics of this dynamic and under-investigated environment. 
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onclusion, limitations, and future research 

onclusion 

yberspace is considered a domain constructed by humans in con-
rast to the other natural domains [ 34 ,97 ]. The cyber landscape is
artly sequestered from tangibly physical space as it subsists within
he electromagnetic spectrum, enabled by digital computers that act
s nodes within an interconnected network of concatenated devices
hat facilitate the movement of logically constructed binary data be-
ween apparatus. Immersing the human condition within such a tech-
ological construct demands new ways of thinking and new mecha-
isms of engagement between cyberspace and its users [ 98 ]. By iden-
ifying key variables and affiliated relationships, and thereby con-
ributing to the general understanding of cyberspace and individ-
al cyber experiences, the structural model permits a theoretical–
nalytical reappraisal of the fundamental axiom of PCR from the
ndividual user’s perspective. 

Against this landscape, this study has important implications for
nderstanding and managing PCR. The findings indicate that cyber
nowledge mediates the relationship between an individual’s cyber
wareness and their level of PCR (H4), and that (H1) cyber aware-
ess does not directly or meaningfully impact PCR. These results sug-
est that to reduce PCR and build a comprehensive understanding of
heir holistic cyber capabilities and exposures, individuals are advised
o actively and consistently maintain cyber awareness (H2) and up-
ift their cyber knowledge, creating the conditions necessary to attain
eaningful and effective cyber safety (H3). This is essential, given

hat the findings show that in the absence of such knowledge, an in-
ividual’s PCR intensifies. The results also underscore the necessity
f employing standard mechanisms to identify, assess and mitigate
CR, such as the PCRP framework, designed to be employed at the
ndividual user level and adapted specifically to accommodate per-
onal cyberspace. 

The AKR model discussed earlier is relevant in enhancing our un-
erstanding of the PCR environment within the context of modern
yberspace and contemporary cyber threats. The model simultane-
usly recognizes the precursors necessary for incentivizing personal
otivation intended to deliver cyber safety. The research supports the

rgument that an individualistic, multidisciplinary and capaciously
olistic approach is required, as recommended by Zimmermann and
enaud (2019), to build an understanding of those variables that

mpact personal cyber perspectives and the resultant PCRP [ 18 ]. To
nable such an understanding of human cyber behaviours, includ-
ng the motivations to adopt sub-standard personal cyber hygiene
ractices and personal cybersecurity missteps or transgressions, it is
rucial to investigate the needs of the individual and clearly artic-
late their constraints (including awareness, knowledge, and conse-
uential nocuous behaviours) to reduce any opportunities for con-
ict between personal cyber safety and the needs of an individual’s
igitally-enabled lifestyle. Such investigation may provide practical
rameworks and/or tools through which individual users can advance
heir personal cyber ‘safety’. This paper provides a baseline under-
tanding upon which further studies that deliver pragmatic value-add
odels can be generated. 

imitations 

hilst this study makes meaningful theoretical and applied contri-
utions, we acknowledge several limitations. Primarily, the research
s conducted at a point in time, so insights are constrained by the
ynamic and consistently transmuting nature of cyberspace. The
uthors anticipate that the findings and conceptual constructs will
hange over time and that the field of PCR and management would
enefit from supplementary longitudinal studies, thereby mitigating
ny latent or actual retrospective bias potentially offered by a cross-
ectional study. The limitation of examining variables at a single
oint in time may not account for temporal variations which have
epercussions in terms of stability, replicability, and representative-
ess of the survey findings. Similarly, considering the study, data were
ollected at only one time point, the data set may not fully reflect the
iversity or dynamics of the personal user population of cyberspace,
hus mitigating the extent to which the results may be extrapolated
hus introducing a potential inability to establish causality between
ersonal cyber awareness, cyber knowledge, and associated cyber
isk. 

In addition, data collection was limited to a defined geography—
ustralia. Whilst Australia is considered to have a moderately well-
stablished and distributed internet infrastructure (taking landmass
nd population size into account [ 99 ]), the survey participants may
ot compare equitably with other populations who do not enjoy sim-
lar internet capabilities or level of socioeconomic positioning (i.e.
merging economies) thereby presenting a risk of generalized find-
ngs to the entire Australian population. It is also important to con-
ider that whilst Australia is a culturally diverse society, other geogra-
hies with distinct indigenous populations, linguistic differences, and
lternative cultural contexts may present divergent perspectives to
he survey participants that are under-represented in the study re-
ults. In addition, the survey over-represented female respondents
68.8% (Appendix 1) vs national average of female respondents
ithin 2021 Census data indicating 50.7% response comparison),
hich may skew survey results if gender influences personal cyber
erception. 

The relatively smaller sample size may affect the robustness
f conclusions drawn regarding PCR. To bolster understanding of
he relationships between personal cyber awareness, knowledge and
CR, as well as extending understanding of the complexities of PCR
cross different population segments and user groups thereby im-
roving the applicability of the PCRP, researchers could broaden
ata collection to include an extended participant cohort. It could
e geographically and/or culturally diverse, and/or explore specific
opulation segments deemed to be cyber vulnerable, such as the el-
erly or individuals with mental health challenges. Employing an ex-
ended variety of data collection instruments, such as face-to-face in-
erviews or focus groups, could also be beneficial as could extending
he scope of cyber behaviours studied which would widen the di-
ension of, and comprehensiveness of, individual cyber-risk profiles.
his may mitigate potential self-reported bias which, despite survey
ata being anonymized, participants may overestimate their actual
yber hygiene practices stemming from a lack of awareness of po-
ential threats, age, overconfidence in their digital skills, or simply a
ailure to keep up with the ever-evolving cyber landscape, as seen in
rior studies [ 100 ,101 ]. 

Considerations pertaining to the wider context of personal cy-
erspace must be factored in, particularly in terms of temporal influ-
nces, insofar that cyberspace is a domain whereby technical, social,
nd behavioural changes consistently and rapidly, thereby this study’s
ndings could become outdated posthaste as new trends, treats, and
echnologies emerge. Emerging threats such as AI-driven phishing ca-
abilities may reshape individual risk profiles faster than standard
yber security awareness applications and cyber intelligence collec-
ion and analysis proficiencies adapt. Pragmatically, this demands a
ovel approach to determining PCRPs by means of a real-time, adap-
ive and holistic architecture that offers individuals a mechanism to
ssess and measure their cyber risk dynamically. 
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Future research opportunities 

Given the study’s limited scope, other variables may be considered 
in future research that extends the potential contributions from per- 
sonal cyber awareness, knowledge, and risk specifically, through to 
exploring potentialities for and incentivization to adopt strategies 
to espouse personal cyber mitigation. In particular, the authors con- 
sider that further investigation into personal cyber behaviours, and 
their correlation and/or mediating influence on PCR would be bene- 
ficial. Some recent studies have focused on cyber risk behaviours (see 
[ 14 ,102 ,103 ] although most have investigated cyber behaviours of 
organizational users in lieu of generic, individual users. The practical 
importance of providing innovative and pragmatic frameworks/tools 
that may be applied day-to-day should prompt future studies into es- 
tablishing standardized PCR assessment criterion and frameworks to 
assist individual users effectively and transparently manage their cy- 
ber capabilities. Such pioneering tools would provide individuals, at 
scale, the ability to attain an individualistically acceptable level of 
personal cyber safety. 

Future research into personal cyberspace and risk could focus on 
additional variables such as habitual technology usage, online habits 
of individual users, and risk-taking tendencies such as repetitive pass- 
word reuse practices or avoiding investment into cyber security ap- 
plications and VPN usage —as well as cultural differences that in- 
fluence perceptions and responses to personal cyber threats. These 
factors may prove to be important mediators or moderators in under- 
standing PCR and resilience strategies. For instance, cultural norms 
pertaining to privacy, authority, and trust could materially impact an 
individual’s cyber security behaviours and personal risk perceptions. 
In particular, replicating this study within regions that exhibit lower 
cyber maturity (in terms of infrastructure, cultural online norms, and 
user capabilities) would be insightful, and offer robust data to sup- 
port government and/or employer usage of PCRP models to promote 
cyber (hygiene) awareness campaigns. 

Longitudinal designs are necessary to test the relationship 
whether knowledge gains sustain risk reduction over time, especially 
given evolving threats such as deep-fake scams and AI-enabled tai- 
lored phishing campaigns. In particular, future studies should inte- 
grate clearly defined behavioural metrics such as audits of password 
strength and adaptation of personal cyber security applications (such 
as Nortons 360 or McAfee) to complement perceptual data regard- 
ing PCR. The value and fidelity of future research would benefit from 

adaptation of a mixed method methodology, particularly by pairing 
surveys and interviews to explore reasons for cyber knowledge gaps.

Incorporating these dimensions could enrich research and devel- 
opment of tailored frameworks for personal cyber safety, ensuring 
they are responsive to a diversity of behavioural and cultural con- 
texts. This approach would augment insights into the complexities 
of personal cyber behaviours and improve the practical applicability 
of interventions across populations. 
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9. Öğütçü G, Testik OM, Chouseinoglou O. Analysis of personal
information security behavior and awareness. Comput Secur 2016;
56 :83–93.

0. Sawyer B, Hancock PA. Hacking the human: the prevalence paradox in
cybersecurity. Hum Factors 2018; 60 :597–609. https://doi.org/10.1177/
0018720818780472 

https://doi.org/10.1504/IJCIS.2020.107265
https://doi.org/10.1017/S0892679418000576
https://doi.org/10.1111/rego.12281
https://doi.org/10.1016/j.cose.2016.02.009
https://doi.org/10.3390/systems9030048
https://doi.org/10.1590/s0102-8529.2019420100002
https://doi.org/10.1016/0040-1625(96)00050-9
https://doi.org/10.4028/www.scientific.net/AMM.427-429.2477
https://doi.org/10.4028/www.scientific.net/AMM.635-637.1599
https://doi.org/10.1002/9781118562666
https://doi.org/10.1016/j.ssci.2020.105143
https://doi.org/10.1007/s00146-019-00916-9
https://doi.org/10.2147/MDER.S50048
https://doi.org/10.1109/MED59994.2023.10185686
https://doi.org/10.3390/risks11060101
https://doi.org/10.1016/j.jfs.2022.100989
https://doi.org/10.1111/risa.12891
https://doi.org/10.1108/K-12-2014-0283
https://doi.org/10.1287/isre.1070.0160
https://doi.org/10.1080/08874417.2015.11645769
https://doi.org/10.1111/ijcs.12724
https://doi.org/10.3389/fdata.2021.583723
https://doi.org/10.1080/0144929X.2012.708787
https://doi.org/10.1016/j.cose.2017.11.015
https://doi.org/10.1177/0018720818780472


14 McGregor et al.

71. Holt TJ, Turner MG. Examining risks and protective factors of on-line 

 

87. Klein A, Moosbrugger H. Maximum likelihood estimation of latent in- 

 

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/11/1/tyaf029/8361918 by guest on 10 D

e

identity theft. Deviant Behavior 2012; 33 :308–23. https://doi.org/10.108 
0/01639625.2011.584050 

72. Mohamed N, Ahmad IH. Information privacy concerns, antecedents 
and privacy measure use in Social networking sites: Evidence from 

Malaysia. Comput Hum Behav 2012; 28 :2366–75. https://doi.org/10.1 
016/j.chb.2012.07.008 

73. Carlton M, Levy Y. Expert assessment of the top platform independent 
cybersecurity skills for Non-IT professionals. In: Proceedings of the 2015 
IEEE Southeast Con . USA, 2015. https://doi.org/10.1109/SECON.2015 
.7132932 

74. Venables A. Modelling cyberspace to determine cybersecurity training 
requirements. Front Educ 2021; 6 ;45–66. https://doi.org/10.3389/feduc. 
2021.768037 [CrossRef] 

75. Zhang-Kennedy L, Chiasson S. A systematic review of multimedia 
tools for cybersecurity awareness and education. ACM Comput Surv 
2021; 54 :1–39. https://doi.org/10.1145/3427920 

76. Zwilling M. Cyber Security awareness, knowledge and behavior: a com- 
parative study. J Comput Inform Syst 2020; 62 :82–97. https://doi.org/10 
.1080/08874417.2020.1712269 

77. Rajasekharaiah KM, Dule CS, Sudarshan E. Cyber security challenges 
and its emerging trends on latest technologies. IOP Conf Ser: Mater 
Sci Eng 2020; 981 :022062. https://doi.org/10.1088/1757-899X/981/2/ 
022062 

78. Ben-Asher N, Gonzalez C. Effects of cyber security knowledge on attack 
detection. Comput Hum Behav 2015; 48 :51–61. https://doi.org/10.101 
6/j.chb.2015.01.039 

79. Aytes K, Connolly T. Computer security and risky computing practices: 
a rational choice perspective. J Organiz End User Comput 2004; 16 :22–
40. https://doi.org/10.4018/joeuc.2004070102 

80. Cain AA, Morgan E, Still JD. An exploratory study of cyber hygiene 
behaviours and knowledge. J Inform Secur Appl 2018; 42 :36–45.

81. Moallem A. Cybersecurity Awareness among Students and Faculty .
Boca Raton: CRC Press, 2019. https://doi.org/10.1201/9780429031908 

82. Taha N, Dahabiyeh L. College students infomraiton security aware- 
ness: a comparison between smartphones and computers. Educ 
Inf Technol 2021; 26 :1721–36. https://doi.org/10.1007/s10639- 020- 1 
0330-0 

83. Taherdoost H. Validity and reliability of the research instrument; how 

to test the validation of a questionnaire/survey in a research. Int J Acad 
Res Manage 2016; 5 :28–36.

84. Clarlton M, Levy Y. Expert assessment of the top platform indepen- 
dent cybersecurity skills for Non-IT professionals. In: Proceedings of the 
2015 IEEE SouthEastCon . IEEE, 2015. https://doi.org/10.1109/SECO 

N.2015.7132932 
85. Glasgow PA. Fundamentals of Survey Research Methodology . Virginia, 

USA: MITRE Product, 2005, 1–28.

86. Kline RB. Principles and Practice of Structural Equation Modeling . 5th 
ed. USA: The Guilford Press, 2023, 494.
© The Author(s) 2025. Published by Oxford University Press. This is an Open Access article
Attribution-NonCommercial-NoDerivs licence ( https://creativecommons.org/licenses/by- n
in any medium, provided the original work is not altered or transformed in any way, and tha
reprints@oup.com for reprints and translation rights for reprints. All other permissions can
teraction effects within the LMS method. Psychometrika 2000; 65 :457–
74. https://doi.org/10.1007/BF02296338 

88. Berry WD, Feldman S. Multiple Regression in Practice . USA: Sage Uni- 
versity Paper, 1985. https://doi.org/10.4135/9781412985208 [CrossRef] 

89. Hu L, Bentler PM. Cutoff criteria for fit indexes in covariance structure 
analysis: conventional criteria versus new alternatives. Struct Equation 
Model Multidiscipl J 1999; 6 :1–55. https://doi.org/10.1080/1070551990 
9540118 

90. Browne MW, Cudeck R. Alterative ways of assessing model fit. Sociologi 
Methods Res 1992; 21 :230–58. https://doi.org/10.1177/004912419202 
1002005 

91. Bentler PM, Bonett DG. Significance tests and goodness of fit in the 
analysis of covariance structures. Psychol Bull 1981; 88 :588–606. https: 
//doi.org/10.1037/0033-2909.88.3.588 

92. Bentler PM. Comparitive fit indexes in structural models. Psychol Bull 
1989; 107 :238–46. https://doi.org/10.1037/0033-2909.107.2.238 

93. Cohen J. Statistical Power Analysis for the Behavioural Sciences . 2nd ed.
New York, USA: Routledge, 1988, 567.

94. Ramlo S, Nicolas JB. The human factor: assessing individuals’ percep- 
tions related to cybersecurity. ICS 2021; 29 :350–64. https://doi.org/10.1 
108/ICS- 04- 2020- 0052 

95. Haney J. Users are not stupid: six cyber security pitfalls overturned. Cy- 
ber Secur 2023; 6 :230–41.

96. McKelvie A, Wiklund J, Brattström A. Externally acquired or inter- 
nally generated? Knowledge development and perceived environmen- 
tal dynamism in new venture innovation. Entrepreneur Theory Pract 
2018; 42 :24–46. https://doi.org/10.1177/1042258717747056 

97. Lambach D. The Territorialization of cyberspace. Int Stud Rev 
2020; 22 :482–506. https://doi.org/10.1093/isr/viz022 

98. Kioskli K. The importance of conceptualising the human-centric ap- 
proach in maintaining and promoting cybersecurity-hygiene in health- 
care 4.0. Appl Sci 2023; 13 :1–16.

99. Australian Government. International Comparison of Fixed Broadband 
Performance . Australia: Department of Infrastructure, Transport, Re- 
gional Development and Communications, 2020.

100. Rundenko Y. Development of Youth Information Hygiene Skills: The 
Gap between the Self-Assessment and Real State . In: Smyrnova- 
Trybulska E. (ed.), Switzerland: Springer, 2025.

101. Barakovic S, Barakovic Husic J. Cyber hygiene knowledge, aware- 
ness and behavioural practices of university students. Inform Secur J 
3034; 32 :347–70.

102. Moustafa AA, Bello A, Maurushat A. The role of user behaviour in 
improving cyber security management. Front Psychol 2021; 12 :1–12. ht 
tps://doi.org/10.3389/fpsyg.2021.561011 

103. Blythe JM, Gray A, Collins E. Human Cyber Risk Management by 
Security Awareness Professionals: Carrots or Sticks to Drive Behaviour 
Change? In: Moallem A (ed.), Switzerland: Springer, 2020, 76–91.
 distributed under the terms of the Creative Commons 
c- nd/4.0/ ), which permits non-commercial reproduction and distribution of the work, 
t the work is properly cited. For commercial re-use, please contact 
 be obtained through our RightsLink service via the Permissions link on the article 

cem
ber 2025

https://doi.org/10.1080/01639625.2011.584050
https://doi.org/10.1016/j.chb.2012.07.008
https://doi.org/10.1109/SECON.2015.7132932
https://doi.org/10.3389/feduc.2021.768037
https://doi.org/10.1145/3427920
https://doi.org/10.1080/08874417.2020.1712269
https://doi.org/10.1088/1757-899X/981/2/022062
https://doi.org/10.1016/j.chb.2015.01.039
https://doi.org/10.4018/joeuc.2004070102
https://doi.org/10.1201/9780429031908
https://doi.org/10.1007/s10639-020-10330-0
https://doi.org/10.1109/SECON.2015.7132932
https://doi.org/10.1007/BF02296338
https://doi.org/10.4135/9781412985208
https://doi.org/10.1080/10705519909540118
https://doi.org/10.1177/0049124192021002005
https://doi.org/10.1037/0033-2909.88.3.588
https://doi.org/10.1037/0033-2909.107.2.238
https://doi.org/10.1108/ICS-04-2020-0052
https://doi.org/10.1177/1042258717747056
https://doi.org/10.1093/isr/viz022
https://doi.org/10.3389/fpsyg.2021.561011
https://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:reprints@oup.com
mailto:journals.permissions@oup.com

	Introduction
	Literature review
	A definition of personal cyberspace
	Theoretical background
	Conceptual framework and hypotheses
	Research methodology
	Discussion
	Conclusion, limitations, and future research
	Author contributions
	Funding
	References

