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Abstract The rapid advancement of financial tech-

nologies has catalyzed the evolution of Blockchain-Based

Open Finance (BB-OpenFi), an emerging paradigm that

integrates the decentralized, trustless nature of Decen-

tralized Finance (DeFi) with the regulatory compliance

and structured oversight of Open Finance (OpenFi).

This paper explores how advanced cryptographic tech-

niques, including Zero-Knowledge Proofs (ZKPs), Se-

cure Multi-Party Computation (MPC), and Homomor-

phic Encryption (HE), address critical challenges in se-

curity, privacy, scalability, and regulatory compliance

in the BB-OpenFi framework. We propose a compre-

hensive cryptographic framework that ensures confiden-

tiality, integrity, and verifiability in financial transac-

tions, overcoming limitations such as key escrow vul-

nerabilities, consensus-driven parameter determination,

and secret parameter protection. By providing formal

cryptographic models, implementation guidelines, and

comparative analyses, our findings demonstrate that

the BB-OpenFi framework is a highly scalable and se-

cure next-generation financial paradigm. This research

not only bridges the gap between traditional finance,

OpenFi, and DeFi, but also sets a new standard for

trust and efficiency in global financial systems, mak-

ing it a valuable reference for academia, industry, and

regulatory bodies.
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Highlights

– BB-OpenFi is a secure, privacy-preserving, and scal-

able evolution of DeFi.

– Advanced cryptographic tools, including ZKPs and

HE, are used to enhance confidentiality, integrity,

and verifiable computing.

– We offer solutions to critical challenges, such as key

escrow, scalability, throughput, and parameter de-

termination in BB-OpenFi systems.

– BB-OpenFi’s achievements in addressing the blockchain

trilemma, regulatory compliance, and user trust, dis-

tinguish it from traditional OpenFi and DeFi.

1 Introduction

Traditional banking systems act as custodians of users’

sensitive financial data, requiring individuals to trust

banks with access to their private information [1]. This

centralized model often gives financial institutions sig-

nificant control, raising concerns about data misuse,

unauthorized sharing, and breaches of confidentiality

[2,3]. While crucial for providing financial services, this

access raises inherent concerns regarding privacy and

security, particularly in an era marked by escalating cy-

ber threats and data breaches [4,5]. As digital transac-

tions increase, the risks associated with this centralized

control continue to grow.

Open banking emerged as a transformative concept,

enabling banks to share user data securely with third-

party financial service providers (FSPs) through Appli-

cation Programming Interfaces (APIs) [6,7]. Under the
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PSD21 (Payment Services Directive 2) standard, reg-

ulated institutions like FinTechs gain access to bank-

ing data, fostering innovation and enhancing financial

services. Open APIs have become pivotal in creating a

collaborative financial ecosystem where banks’ partners

can provide tailored services while ensuring compliance

with established regulations.

Open finance (OpenFi) extends the principles of

open banking by incorporating a wider range of finan-

cial services, including insurance, capital markets, and

tax management [8,9,10]. This includes insurance, cap-

ital markets, taxation, and other related domains, cre-

ating a more comprehensive view of an individual’s fi-

nancial life. With the introduction of the PSD32 stan-

dard and frameworks such as Financial Data Access3

(FIDA), OpenFi offers users a more integrated experi-

ence. By broadening access to financial data, it aims to

deliver diverse, user-centric solutions while emphasizing

interoperability across financial ecosystems.

The expansion of OpenFi necessitates careful con-

sideration of privacy implications, particularly about

the General Data Protection Regulation4 (GDPR). The

regulation ensures users have control over their sen-

sitive information through consent management prac-

tices, emphasizing transparency and accountability. OAuth

2.05, a widely adopted token-based authorization stan-

dard, supports secure data sharing while maintaining

user consent. It enables OpenFi solutions to align with

GDPR requirements and build trust among users.

DeFi leverages blockchain technology to create trans-

parent, trustless, and permissionless financial services,

revolutionizing traditional systems [11,12,13]. Built on

Web3 and decentralized applications (DApps) [14], DeFi
contrasts sharply with centralized, web-based, and app-

based services. Unlike OpenFi, which relies on central-

ized intermediaries, DeFi provides enhanced transparency,

resilience to censorship, and user autonomy, addressing

many limitations of traditional OpenFi models [15,16].

This disintermediation provides users with greater au-

tonomy and control over their assets and data, contrast-

ing significantly with the centralized nature of OpenFi

and the often-opaque operations of traditional financial

institutions.

1 https://ec.europa.eu/commission/presscorner/

detail/pl/MEMO_17_4961
2 https://www.europarl.europa.eu/RegData/docs_

autres_institutions/commission_europeenne/com/2023/

0366/COM_COM(2023)0366_EN.pdf
3 https://finance.ec.europa.eu/document/download/

d8c27557-05cd-4d03-9db7-d195baa18cbc_en?filename=

finance-events-230905-presentation_en.pdf
4 https://gdpr-info.eu/
5 https://oauth.net/2/

In the digital era, data is recognized as a paramount

asset, fueling innovation and economic growth across

various sectors [17,18]. For example, data is a criti-

cal asset, underpinning sectors like healthcare, telecom-

munications, and finance. Open data initiatives have

driven the emergence of the Open Economy, where ac-

cessible and interoperable data fuels innovation and col-

laboration [19]. Standards such as OpenID6, developed

by consortiums, facilitate secure identity verification,

demonstrating how shared frameworks can promote pri-

vacy and trust in an increasingly interconnected world.

DeFi applications face unique challenges in aligning

with GDPR requirements for data ownership, usage,

and processing [20]. The decentralized nature of DeFi

conflicts with GDPR’s emphasis on centralized data ac-

countability, creating tensions around compliance. The

pseudonymity inherent in blockchain also raises con-

cerns about identifying data subjects, thus creating a

need for novel solutions to reconcile the decentralized

nature of DeFi with the regulatory requirements of data

privacy frameworks like GDPR [21,22]. While DeFi pro-

motes user control and anonymity, reconciling these fea-

tures with GDPR’s demand for transparency and con-

sent remains a critical area of exploration.

1.1 Motivation contribution

The inherent security and transparency of blockchain,

coupled with its capacity for disintermediation, can ad-

dress many of the privacy and security concerns associ-

ated with traditional OpenFi paradigms [15,16]. DeFi

has the potential to reshape OpenFi by addressing se-

curity and privacy challenges through advanced crypto-

graphic tools [13]. These tools can enhance trust, safe-

guard sensitive data, and ensure regulatory compliance

without sacrificing decentralization. By integrating these

technologies, DeFi can offer a robust alternative to cen-

tralized financial systems, fostering an inclusive and se-

cure financial ecosystem.

Advanced cryptographic tools such as Multi-Party

Computation (MPC) [23], Homomorphic Encryption

(HE) [24,25], Searchable Encryption (SE) [26], and Zero-

Knowledge Proofs (ZKPs) [27] offer promising solutions

to address the privacy challenges inherent in OpenFi

and DeFi. These technologies enable secure data shar-

ing, private computations, and verifiable interactions,

ensuring that DeFi applications meet stringent privacy

and regulatory requirements. Moreover, they enable data

processing and sharing without revealing the underly-

ing sensitive information, allowing for the implementa-

tion of various GDPR aspects, such as data minimiza-

6 https://openid.net/developers/specs/

https://ec.europa.eu/commission/presscorner/detail/pl/MEMO_17_4961
https://ec.europa.eu/commission/presscorner/detail/pl/MEMO_17_4961
https://www.europarl.europa.eu/RegData/docs_autres_institutions/commission_europeenne/com/2023/0366/COM_COM(2023)0366_EN.pdf
https://www.europarl.europa.eu/RegData/docs_autres_institutions/commission_europeenne/com/2023/0366/COM_COM(2023)0366_EN.pdf
https://www.europarl.europa.eu/RegData/docs_autres_institutions/commission_europeenne/com/2023/0366/COM_COM(2023)0366_EN.pdf
https://finance.ec.europa.eu/document/download/d8c27557-05cd-4d03-9db7-d195baa18cbc_en?filename=finance-events-230905-presentation_en.pdf
https://finance.ec.europa.eu/document/download/d8c27557-05cd-4d03-9db7-d195baa18cbc_en?filename=finance-events-230905-presentation_en.pdf
https://finance.ec.europa.eu/document/download/d8c27557-05cd-4d03-9db7-d195baa18cbc_en?filename=finance-events-230905-presentation_en.pdf
https://gdpr-info.eu/
https://oauth.net/2/
https://openid.net/developers/specs/
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tion, consent management, and secure data analysis [20,

21,22]. These tools represent a crucial area of research

and innovation for developing privacy-preserving finan-

cial technologies. By leveraging these tools, DeFi can

offer solutions that uphold user privacy while promot-

ing transparency and accountability.

This study introduces a novel cryptographic frame-

work tailored for the BB-OpenFi framework, address-

ing key security, privacy, and scalability challenges that

hinder the adoption of blockchain-based financial ecosys-

tems. Unlike existing DeFi and OpenFi models that

struggle with either security vulnerabilities or regula-

tory misalignment, our proposed framework ensures com-

pliance, efficiency, and decentralization through state-

of-the-art cryptographic primitives. This work makes

several notable contributions to the field of blockchain

and cryptographic research:

1. A comprehensive cryptographic framework: We for-

mally define and integrate ZKPs, MPC, HE, and

threshold cryptography, demonstrating how these

tools can mitigate risks such as unauthorized data

exposure, key escrow issues, and non-compliant fi-

nancial interactions.

2. Enhanced security and privacy measures: By lever-

aging zk-SNARKs, zk-STARKs, and post-quantum

cryptographic schemes, our approach ensures robust

user anonymity, data protection, and transaction

confidentiality, setting a higher security standard

compared to traditional OpenFi models.

3. Scalability without sacrificing security: We introduce

Layer-2 solutions, off-chain verifiable computing, and

efficient consensus mechanisms, significantly improv-

ing throughput and cost-effectiveness while main-

taining a decentralized trust model.

4. Regulatory compliance and interoperability: Our frame-

work aligns with GDPR, PSD2, and FIDA while

preserving decentralization, enabling real-world adop-

tion and regulatory approval.

5. Real-world applications and industry adoption: The

research findings pave the way for secure digital as-

set management, privacy-preserving financial trans-

actions, decentralized identity verification, and scal-

able cross-border payments, reinforcing the BB-OpenFi

framework’s viability in both academic research and

industry deployment.

These contributions collectively position the BB-

OpenFi framework as a robust, scalable, and regulation-

aware financial ecosystem, enabling financial institu-

tions, fintech innovators, and policymakers to embrace

decentralized financial models without compromising

security or compliance. Key motivators include:

– Future-Proof Design: Its compliance-ready, secure,

and scalable architecture ensures long-term viabil-

ity.

– Competitive Edge: Early adopters gain an advantage

by offering superior financial services.

– Global Impact: The democratization and accessibil-

ity of the BB-OpenFi framework align with ethical

and inclusive economic goals.

We believe the BB-OpenFi framework represents the

pinnacle of blockchain innovation and is an opportunity

to lead the next generation of financial systems.

1.2 Outlines

The rest of the paper is organized as follows. Section 2

outlines the paper’s preliminaries and background tech-

nologies. Section 3 addresses several advanced crypto-

graphic tools that can applied in the background of the

BB-OpenFi framework. Section 4 identifies the methods

to reach security and privacy features using the afore-

mentioned tools in the the BB-OpenFi framework. Sec-

tion 5 proposes the achievements of the the BB-OpenFi

framework. Section 6 addresses several important chal-

lenges of developing the BB-OpenFi framework and of-

fers possible solutions. Section 7 provides a general com-

parison between outlined cryptographic tools if they

have been applied in the BB-OpenFi framework, and il-

lustrates the output of experimental results. Ultimately,

Section 8 concludes this study and determines future

directions for both academia and industry sectors.

Table 1 shows the acronyms used in this study.

2 Preliminaries and background technologies

The rapid evolution of financial technology (FinTech),

coupled with advancements in blockchain technology,

has reshaped the global financial landscape. This sec-

tion delves into the foundational paradigms that under-

pin these advancements, focusing on OpenFi, Blockchain,

and the innovative integration of the two, namely BB-

OpenFi. A comprehensive comparison of these paradigms

is provided in Table 2.

2.1 Open banking

Open Banking represents a transformative shift in the

financial services landscape, emphasizing transparency,

democratization, and the responsible use of customer

data [28,29]. By enabling secure access to banking and

financial information through APIs, Open Banking fos-

ters innovation and competition. At its core, this paradigm
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Table 1 The list of acronyms and notations

Acronym
and

Notation

Description

c
≈ A computational indistinguishability
A A PPT adversary
A An access mechanisms to APIs

AML Anti-Money Laundering
API Application Programming Interface

AVISPA Automated Validation of Internet Security Protocols and Applications
BB-OpenFi Blockchain-based Open Finance

C A commitment
CeFi Centralized Finance

CeDeFi Centralized-Decentralized Finance
CT Confidential Transaction
DA Data Anonymity

DApp Decentralized Application
DAO Decentralized Autonomous Organization
DB A database
Dec A decryption function
DeFi Decentralized Finance
DC Data Confidentiality

DGK Distributed Key Generation
DP Data Protection

ECC Elliptic Curve Cryptography
ECDSA Elliptic Curve Digital Signature Algorithm
EdDSA Edwards-Curve Digital Signature Algorithm
Enc An encryption function
F An ideal computable functionality

FHE Fully Homomorphic Encryption
FIDA Financial Data Access
FSP Financial Service Provider

GDPR General Data Protection Regulation
H A random oracle (an ideal hash function)
HE Homomorphic Encryption

HLPSL High-Level Protocol Specification Language
ILP Interledger Protocols
IOP Interactive Oracle Proof

IND-CPA Indistinguishability under chosen plaintext attack
λ A security parameter
L1 Layer 1 of blockchain
L2 Layer 2 of blockchain

LWE Learning With Errors
M secret lattice matrix

MPC Multi-Party Computation
NIZK Non-Interactive Zero-Knowledge Proof

OFMC On-the-Fly Model Checker
OpenFi Open Finance
P Prover

Pbaseline The success probability under random guessing
PK Public key
PKI Public-Key Infrastructure
PoS Proof-of-Stake
PoW Proof-of-Work
PSD Payment Services Directive
PQC Post-Quantum Cryptography
R(., .) A relation function
RC Regulatory Compliance
RO Random Oracle
S A real-word simulator

SE Searchable Encryption
SC Smart Contract

SDP Sensitive Data Protection
SK Pribate key
SRS Structured Reference String
SSI Self-Sovereign Identity
SVP Shortest Vector Problem

SWOT Strengths - Weaknesses - Opportunities - Threats
T Threshold of corruptions tolerated
T The set of transactions in a rollup mechanism

TSS Threshold Signature Scheme
U The set of users

UC Universal Composability
UP User Privacy
V Verifier

V iewA All information seen by adversarial parties
YOSO You Only Speak Once
w A private witness
x A public input or a plaintext/message
xi Private input of party Pi (the i-th party)
y Output of the computation f(x1, x2, ..., xn)

zk-STARK Zero-Knowledge Scalable Transparent Argument of Knowledge
zk-SNARK Zero-Knowledge Succinct Non-Interactive Argument of Knowledge

ZKP Zero-Knowledge Proof

embodies the principles of OpenFi, open data, and global

financial impact, driven by the FinTech sector.

2.1.1 Open finance

OpenFi extends the concept of Open Banking to a broader

financial ecosystem, encompassing insurance, investments,

pensions, and beyond [6,7]. Formally, let U be the set

of users, and F the set of financial services, and A the

access mechanisms to APIs. OpenFi ensures:

– ∀u ∈ U , ∃f ∈ F such that A(u, f) is governed by

transparent policies.

– Democratic access via P (f), where P represents platform-

agnostic operations.

As a brief distinguish of OpenFi from Open bank-

ing, 1) OpenFi also includes non-banking services, while

Open Banking is bank-centric, 2) OpenFi demands broader

API standards, and 3) OpenFi enhances user empow-

erment through broader data control.

2.1.2 Centralized Finance (CeFi)

CeFi refers to traditional, bank-led financial systems

[30]. While CeFi boasts reliability, scalability, and reg-

ulatory compliance, it suffers from concerns over trust,

data misuse, and limited user autonomy [31,32].

2.1.3 Key escrow (in OpenFi and CeFi)

Key escrow mechanisms [33,34], such as Enc(k,m) = c

with a trusted k-recovery authority, enable key recovery

but raise privacy concerns. For examples, 1) Public-key

infrastructure (PKI) supports key escrow by default,

and 2) MPC and zero-knowledge proofs avoid key es-

crow, ensuring user autonomy.

2.1.4 Security and privacy

In the OpenFi services, several security and privacy key

aspects exist [31,32,35,36]; The most important ones

are listed in the following.

– Data Confidentiality (DC): Achieved via HE schemes

[24,25].

– User Privacy (UP )): Enabled by zk-SNARKs [37,

38] and MPC [23].

– Regulatory Compliance (RC): Governed by GDPR

[21,22], ensuring lawful access L(D).

Advanced cryptographic tools like zk-SNARK [37,

38], zk-STARK [39,40], HE [24,25], and SE [26] (for

details see Section 3) fortify OpenFi by addressing key

challenges in user privacy, data protection, and compli-

ance.
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Table 2 The summary of addressed paradigms in Section 2

Item OpenFi Blockchain A trade-off
Provider(s) of

infrastructure/platform
Banks and financial organizations Decentralized Autonomous Organizations

(DAOs)
Government and leading blockchain compa-
nies

Emergence as. CeFi (Centralized Finance) DeFi (Decentralized Finance) CeDeFi (Centralized-Decentralized Fi-
nance)

Key escrow aspect(s) High reliance on key escrow for access re-
covery

Lacks key escrow, prioritizing user
sovereignty

Hybrid, with optional escrow mechanisms

Expected security and
privacy features

Transparent data sharing, compliance with
regulations

Data confidentiality, anonymity, and decen-
tralization

A balance between transparency and pri-
vacy

Provided security and
privacy features

Encryption and basic access control mecha-
nisms

Advanced cryptographic tools: zk-SNARK,
MPC, and secret sharing

Integration of blockchain and CeFi security
models

Important weakness(es)
and challenge(s)

Centralized trust and potential abuse by in-
termediaries

Scalability and regulatory uncertainty Complex integration and governance issues

Scalability High due to centralized systems Limited in current blockchain solutions Intermediate, leveraging hybrid architec-
tures

Throughput High due to optimized infrastructures Limited by consensus mechanisms Balanced, with dynamic optimization
User control and

sovereignty
Limited due to intermediaries High due to decentralization Conditional, depending on design

Implementation
challenges

Regulatory adherence Scalability and security optimization Combining the best of both paradigms

2.2 Blockchain

Blockchain technology represents a paradigm shift in

data integrity [41], transparency [42], and decentralized

trust. Applications span financial services, insurance,

healthcare, and data storage.

2.2.1 Decentralized Autonomous Organization (DAO)

A DAO is a blockchain-based entity governed by smart

contracts (SC) with operations O defined as O(SC) =

Autonomous−Governance [43,44]. In this regard, ad-

vanced cryptographic tools can play critical roles. For

example, secret-sharing protocols s = s1 + s2 + ... +

sn ensure distributed control [45,46], and in threshold

cryptography, k-out-of-n signature is an exciting tool

for crowd decision-making [48,49].

2.2.2 Decentralized Finance (DeFi)

DeFi platforms leverage blockchain to provide services

like lending, borrowing, and asset management [11,12,

13]. To enhance the DeFi application, cryptography

can provide many benefits, such as making confidential

Transactions (CT ) via zk-SNARKs [37,38], supporting

Data Anonymity (DA) via MPC schemes [23], and en-

abling Sensitive Data Protection (SDP ) via HEs [24,

25].

2.2.3 Key escrow (in DAO and DeFi)

Most blockchain-based services, including DeFi [13] and

DAOs [50], inherently reject key escrow mechanisms.

This is due to the decentralized nature of blockchain,

which prioritizes user sovereignty and eliminates re-

liance on trusted third parties. Non-escrow properties

of blockchains and the role of advanced cryptographic

tools enable this user-friendly property.

2.2.4 Security and Privacy

Security and privacy in blockchain-based paradigms like

DeFi and DAO are critical for user trust and adoption

[51,52,53]. The three important ones are now listed be-

low.

1. Confidentiality: Provided via zk-SNARKs [54] or zk-

STARKs [55], ensuring transaction details remain

hidden while maintaining verifiability Proof π: {0, 1} ←
V erify(x, π).

2. Anonymity: Achieved through Mixers [56] or MPC

[23], ensuring user identities cannot be linked to

transactions.

3. Integrity: Guaranteed via blockchain’s immutable

ledger [57], defined as H(L) = H(L1‖L2‖...‖Ln),

where H is a random oracle (or an ideal crypto-

graphic hash function).

2.3 Blockchain-based open finance (BB-OpenFi)

BB-OpenFi merges the transparency and accessibility

of OpenFi with the decentralized and cryptographically

secured infrastructure of blockchain. It offers a novel ap-

proach to democratizing global finance while addressing

critical challenges in security, privacy, and scalability.

2.3.1 Entities and players

Below are the key entities within BB-OpenFi and their

roles:

– Blockchain: Provides the foundational infrastructure

for secure, decentralized operations.

– SC: Automated scripts ensuring tamper-proof and

transparent execution of agreements.

– DAO: Acts as the governing body for decentralized

decision-making.
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– DeFi: Delivers blockchain-based financial services

like lending, borrowing, and trading.

– Miners/Validators: Validate transactions and secure

the network.

– Service Owners and Developers: Design and deploy

DApps.

– Users ui): Participate in financial activities and gov-

ernance, benefiting from transparency and auton-

omy.

– DApps: Enable user interaction with blockchain-based

services.

– Regulatory Nodes: Facilitate compliance with legal

frameworks while preserving decentralization.

2.3.2 Applications

As a newly-proposed paradigm, the BB-OpenFi frame-

work can provide many state-of-the-art applications and

enhance DeFi applications. Four important with the

most famous projects (not limited to) are listed in the

following.

– Lending and Borrowing: Platforms like Aave7 utilize

DeFi to connect lenders and borrowers seamlessly.

– Insurance: Nexus Mutual8 provides decentralized in-

surance solutions.

– Healthcare: MediBloc9 leverages blockchain for se-

cure patient data sharing.

– Data Storage: Filecoin10 offers decentralized and se-

cure data storage solutions.

2.3.3 Expected features

The BB-OpenFi framework is expected to meet ad-

vanced security and performance requirements. Below

is a formal definition of its key features:

– Data Protection (DP ): Ensures sensitive data re-

mains secure using HE schemes.

– UP : Enabled via zk-SNARKs, ensuring private yet

verifiable transactions.

– CT : Uses zk-STARKs to keep transaction details

hidden.

– Scalability : Achieved via Layer 2 (L2) solutions like

rollups.

– Throughput: Enhanced using sharding mechanisms.

– Interoperability: Facilitates seamless integration with

traditional finance.

Regarding several advanced cryptographic tools out-

lined in Section 3, features identified in Table 3 are also

expected from the BB-OpenFi framework.

7 https://aave.com/
8 https://nexusmutual.io/
9 https://medibloc.com/

10 https://filecoin.io/

Table 3 Advanced cryptographic tools to improve BB-
OpenFi

Tool Purpose Enhancement via
PQC

Enhancement via
zk-STARK

zk-SNARKs Confidential
Transactions

Quantum-safe proof
variants

Transparent setup
and scalability

Homomorphic
Encryption

Secure Computations Lattice-based HE for
efficiency

Verifiable and
scalable evaluations

Threshold
Cryptography

Shared Control Quantum-safe
secret-sharing

Fault-tolerant
decentralized security

Table 4 A comparison between OpenFi and BB-OpenFi

Feature OpenFi BB-OpenFi
Service Provider

Type
Banks/FSIs Blockchain/DAOs

Preliminaries Centralized infrastructure Decentralized blockchain
Advanced Tools Basic encryption, APIs zk-SNARKs, MPC, HE

Expected
Features

Transparency, data sharing Privacy, scalability,
anonymity

Implementation
Challenges

Data centralization risks Scalability, regulatory
compliance

Highlighted
Benefits

Easy adoption, trust in FSIs User sovereignty, secure
transactions

Government
Access

Mandatory Optional, based on design

User Control Limited High

2.3.4 Comparison (OpenFi v.s. BB-OpenFi)

This section provides a brief comparison between two

innovative services, OpenFi and BB-OpenFi. Gener-

ally, OpenFi is considered as bank-in-the-background

provided by FSIs as App-based or Web-based services;

On the other hand, the BB-OpenFi framework services

are assumed as blockchain-based paradigms provided

by DeFi developers as DApp-based or Web3-based ser-

vices. This comparison is shown in Table 4

2.4 A good trade-off

A balanced approach combining the strengths of OpenFi

and BB-OpenFi can address limitations inherent to both

paradigms. This trade-off, termed Centralized-Decentralized

Finance11 (CeDeFi) [13,58], represents a hybrid model

enabling scalability, compliance, and decentralization.

– Government and leading companies: Governments

and leading firms like Chainalysis12 and Consen-

Sys13 play pivotal roles in CeDeFi, facilitating reg-

ulatory frameworks and interoperability standards.

– CeDeFi: CeDeFi bridges centralized trust with de-

centralized innovation, leveraging advanced crypto-

graphic tools such as MPC and zk-SNARKs to en-

sure both compliance and privacy.

– Key escrow: CeDeFi supports optional key escrow

mechanisms for regulated services while preserving

user sovereignty for non-regulated ones.

11 https://www.cedefi.org/
12 https://www.chainalysis.com/
13 https://consensys.io/

https://aave.com/
https://nexusmutual.io/
https://medibloc.com/
https://filecoin.io/
https://www.cedefi.org/
https://www.chainalysis.com/
https://consensys.io/
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– Security and Privacy: Advanced tools ensure confi-

dentiality (HE and ZKPs) and integrity (using cryp-

tographic hash functions) while addressing compli-

ance with frameworks like GDPR.

3 Advanced cryptographic tools/schemes

This section systematically provides formal definitions,

protocol details, and security features of important cryp-

tographic schemes that are more popular to apply in the

BB-OpenFi framework background.

3.1 Multi-party computing

An MPC protocol allows n parties P1, P2, ..., Pn to

compute a function f(x1, x2, ..., xn) over their private

inputs x1, x2, ..., xn such that no party learns anything

about other inputs beyond what is implied by f(x1,

x2, ..., xn) [23].

Each MPC scheme involves three main algorithms

in addition to the Setup and KeyGen.

1. Input Sharing ({si,1, ..., si,n} ← Share(xi)): Each

party Pi secret-shares xi using a secret sharing scheme

Share(xi) = {si,1, ..., si,n}, where si,j is the share

sent to Pj .

2. Distributed Computation: Parties collaboratively com-

pute the shares of y without reconstructing interme-

diate secrets. This is achieved using arithmetic on

the shared values f(x1, x2, ..., xn) = g(s1,1, ..., sn,n),

where g is the function represented as a circuit.

3. Reconstruction (y ← Reconstruct({y1, ..., yn})): Each

party P1 sends its output share yi to all others, and
the final result y s reconstructed usingReconstruct({y1,

..., yn}) = y.

The security features of MPC schemes are formal-

ized as follows.

– Correctness: An MPC protocol is correct if the out-

put of the protocol is equal to the value of the func-

tion f(x1, x2, ..., xn) computed on the private inputs

of the parties. Formally ∀x1, x2, ..., xn, Pr[f(x1, x2,

..., xn) = Reconstruct(y)] = 1, where y is the re-

sult of the computation on shared inputs, and the

probability is over the randomness of the protocol.

– Privacy: Privacy guarantees that no subset of adver-

sarial parties PA (of size |A| ≤ τ) can learn anything

about honest parties’ inputs beyond what is infer-

able from the output. Formally, there exists a sim-

ulator S such that V iewA(PA, xA, y)
c
≈ A(xA, y),

where
c
≈ denotes computational indistinguishability,

and V iewA includes all information seen by adver-

sarial parties.

– Robustness: Robustness ensures that the protocol

functions correctly even if up to T parties act ma-

liciously. This is achieved by verifying shares via

error-detection techniques such as polynomial con-

sistency checks Pr[Reconstruct fails | |A| ≤ T ] = 0.

If the protocol relies on cryptographic primitives

modeled in ROM (e.g., hash functions), the adversary’s

view includes oracle queries. Privacy is guaranteed as

long as the adversary cannot invert or find collisions in

the oracle.

3.2 Threshold cryptography

A threshold cryptosystem enables a group of n parties

to jointly perform cryptographic operations (e.g., en-

cryption or signing) such that a threshold T < n of

parties is required to complete the operation and less

than T parties learn no information about the secret

[48,49,59,60]. As a generic example, a threshold signa-

ture scheme is designed through the four below algo-

rithms (SK is a secret key distributed across n parties

as shares {sk1, ..., skn}, and PK is the public key known

to all parties).

1. Setup ({sk1, ..., skn} ← Share(SK)): A dealer dis-

tributes shares of SK to all n parties.

2. Sign (σi ← Sign(ski,m)): A subset of at least T

parties computes a partial signature σiSign(ski,m).

3. Aggregation (σ ← Combine({σ1, ..., σn})): Partial

signatures are combined into a full signature.

4. Verification ({0, 1} ← V erify(σi, PK)): The signa-

ture σ is verified using PK.

Regarding the threshold signature scheme discussed

above, the security features are generally defined in the

following.

– Unforgeability: A threshold cryptographic scheme is

unforgeable if no A controlling up to T − 1 par-

ties can produce a valid cryptographic output (e.g.,

signature or ciphertext) without collaboration from

honest parties. Formally Pr[Forge(PK) = 1| |A| <
T ] ≤ negl(λ), where negl(λ) is a negligible function

in the security parameter λ.

– Correctness: For any message m, if at least T parties

generate valid shares, the protocol correctly com-

bines these shares to produce the cryptographic re-

sult R. Formally Pr[V erify(PK,R,m) = 1] = 1.

– Privacy: Privacy guarantees that no A controlling

less than T parties learns anything about SK where

{sk1, ...skn} ← Share(SK) so that |A| < T . Hence,

V iewA(PA) is computationally indistinguishable from

a uniformly random distribution V iewA
c
≈ Uniform.
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Threshold schemes in ROM derive security from the

collision resistance and pseudo-randomness of the ora-

cle. Simulation is possible by answering oracle queries

consistently.

3.3 Digital Signatures

Digital signatures are a fundamental cryptographic prim-

itive that ensures data authenticity, integrity, and non-

repudiation in financial and blockchain-based applica-

tions [61,62]. In the BB-OpenFi framework, digital sig-

natures are critical for validating transactions, enforc-

ing access control, and securing communications.

In addition to the Setup algorithm, a generic digital

signature scheme consists of the three following algo-

rithms:

1. Key Generation ((PK,SK)← KeyGen(λ,UserID)):

A user (or a certificate authority) generates the key

pair (PK,SK), where PK is the public key and SK

is the private key.

2. Signing (σ ← Sign(m,SK)): Given a message m,

the signer computes a signature σ using its private

key.

3. Verification ({0, 1} ← V erify(PK, σ,m)): The ver-

ifier checks the validity of σ using m and the public

key PK. The V erify algorithm returns 1 is σ is

valid; Else, it returns 0.

A secure digital signature scheme satisfies the fol-

lowing properties:

– Unforgeability: TheA with access to a signing oracle

cannot generate a valid signature on a previously

unseen message m with a non-negligible probability.

The advantage of A is formalized as ADV ForgeA =

Pr[A(PK, Sign(SK, .)) → (m,σ)| V erify(PK, σ,

m) = 1] < negl(λ).

– Non-repudiation: A signer cannot deny having signed

a message because only they possess SK.

– Integrity: Any modification to m invalidates σ, pre-

venting tampering.

Several digital signature schemes exist, each with

different efficiency and security guarantees. Several im-

portant ones are now listed below:

– RSA Signatures [63]: It designed based on integer

factorization hardness, where signing and verifica-

tion involve modular exponentiation.

– ECDSA (Elliptic Curve Digital Signature Algorithm)

[64]: The ECDSA signature algorithm provides stronger

security per key length compared to RSA, making

it efficient for blockchain applications.

– EdDSA (Edwards-Curve Digital Signature Algorithm)

[65]: This algorithm has been optimized for speed

and security, used in privacy-focused applications

like Monero14.

In the BB-OpenFi framework, digital signatures au-

thenticate transactions, secure multi-party computations,

and validate smart contract executions. We believe that

the combination of threshold signatures with the BB-

OpenFi framework ensures decentralized control, pre-

venting single points of failure.

3.4 Homomorphic encryption

Homomorphic encryption allows computation on en-

crypted data such that Enc(f(m1,m2)) = f(Enc(m1),

Enc(m2)), where Enc is the encryption function and

f is a computable function [24,25]. The four below al-

gorithms define a generic HE scheme, where SK and

PK are secret and public keys and m is considered as

a plain message.

1. Key Generation ((PK,SK) ← KeyGen(1λ)): Ac-

cording to the security parameter λ, which deter-

mines the security level of the encryption, this algo-

rithm generates the public and secret keys (PK,SK)

needed for the encryption and decryption processes.

2. Encryption (c← Enc(PK, x)): Using PK and x as

an input message, the Enc algorithm encrypts the

plain message x and returns c.

3. Homomorphic Evaluation (cf ← Eval(PK, f , c1,

c2, ...)): On access to PK and computable function

f , which could be arithmetic, logical, etc., the Eval

algorithm allows the computation of a function f

over encrypted data. The f is applied to encrypted

inputs (ciphertexts) c1, c2, ... resulting in an en-

crypted output cf .

4. Decryption (mf ← Dec(SK, cf )): This algorithm

decrypts the ciphertext cf , which represents the en-

crypted result of applying f on the encrypted inputs

using SK.

Homomorphic encryption thus supports secure com-

putations on encrypted data, allowing privacy-preserving

operations without revealing the underlying sensitive

information.

HE schemes are considered secure if the following

features provided properly.

– Correctness: For any plaintexts m1, m2, and a func-

tion f the scheme guarantees that decrypting the

evaluated ciphertext equals the plaintext result of

f(m1,m2).

14 https://www.getmonero.org/

https://www.getmonero.org/
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Formally, Pr[Dec(SK, Eval(PK, f , Enc(PK, m1),

Enc(PK, m2))) = f(m1,m2)] = 1.

– CPA Security: Homomorphic encryption is indis-

tinguishability under chosen plaintext attack (IND-

CPA) secure if no A can distinguish encryptions of

two chosen plaintexts m0 and m1.

Formally, Pr[A(Enc(PK,mb)) = b] ≤ 1
2 + negl(λ),

where b ∈ {0, 1} is chosen uniformly at random.

– Homomorphism: Security ensures that computation

on ciphertexts reveals no additional information about

the plaintexts.

The V iewA = {c1, c2, Eval(PK, f , c1, c2)}, is indis-

tinguishable from the simulator’s view, which pro-

duces random ciphertexts without knowledge of the

plaintexts.

The scheme’s security relies on the pseudo-randomness

of ciphertexts and the hardness of lattice-based or number-

theoretic assumptions.

3.5 Secret sharing protocols

A secret s is divided into n shares such that any τ ≤ n
shares can reconstruct s and fewer than τ shares reveal

nothing about s [45,46,47]. Each secret sharing proto-

cols involves two below steps.

1. Sharing: Generate random coefficients a1, a2, ...,

aτ−1 and compute si = f(i) = s + a1i+ a2i
2+

...+ aτ−1i
τ−1.

2. Reconstruction: Use τ shares to solve for s using

Lagrange interpolation.

Each secret-sharing protocol should be supported

by the following security properties to be considered

secure.

– Correctness: Any T -sized subset of shares can recon-

struct the secret s. Let {s1, s2, ..., sn} ← Share(s).

Then, for any S ⊂ {1, 2,..., n}, |S| = T :Reconstruct(S) =

s.

– Privacy: For any S ⊂ {1, 2,..., n}, |S| < T , the

shares reveal no information about s. Formally Pr[s|S] =

Pr[s], meaning the distribution of s is independent

of the adversary’s view of the shares.

– Robustness: The scheme ensures that malicious par-

ties providing invalid shares do not disrupt recon-

struction. Verification ensures correctness of shares

using consistency checks.

The privacy of shares is guaranteed by pseudo-randomness

derived from a random oracle. Adversarial attempts to

guess s are infeasible due to polynomial hardness.

3.6 Searchable encryption

Searchable encryption enables search over encrypted

data. For keyword w, the protocol computes Trapdoor(w)→
Search(Enc(DB), T rapdoor(w))→ Enc(Result), where

DB is a database that should be encrypted [26,67,68,

69]. According to this notation, the SE schemes are de-

fined in three main algorithms.

1. Setup ({Enc(d1), Enc(d2), ..., Enc(dn)← Enc(DB)):

This algorithm takes as input a database DB =

{d1, d2, ..., dn} consisting of n plaintext documents.

It outputs the encrypted database Enc(DB), where

each document di is individually encrypted as Enc(di).

This ensures that the data remains secure while en-

abling the search functionality.

2. Trapdoor Generation (tdw ← Trapdoor(PK,w)):

This algorithm generates a trapdoor for a specific

keyword w using a public key PK. The trapdoor

tdw serves as a search token that allows the query-

ing entity to perform a search for w within the en-

crypted database Enc(DB) without revealing the

actual keyword or other sensitive information.

3. Search (Result ← Search(Enc(DB, tdw))): This

algorithm takes the encrypted database Enc(DB)

and the trapdoor tdw as input. It performs a search

operation to locate all encrypted documents con-

taining the keyword w. The output Result is typi-

cally an encrypted representation of the search re-

sults, preserving the privacy of the documents and

the query.

Each SE scheme should provide security features

which query security and IND-CKA security are the

most important ones.

– Correctness: For any keyword w and encrypted database

Enc(DB), the protocol guarantees that searching

with trapdoor tdw retrieves all matching documents

di. Formally, Pr[Search(Enc(DB), tdw) = Enc({di|
w ∈ di})] = 1

– Query Privacy: Query privacy ensures that the trap-

door tdw leaks no information about the keyword w

beyond search results. Formally, there exists a sim-

ulator S such that V iewA(tdw)
c
≈ S({Enc(di)|w ∈

di}).
– IND-CKA Security: The scheme is secure against

chosen keyword attacks if no adversary can distin-

guish trapdoors of two chosen keywords w0 and w1:

Pr[A(tdwb
) = b] ≤ 1

2 + negl(λ).

Query privacy relies on the pseudo-randomness of

trapdoors and encrypted database elements. The A’s

inability to distinguish trapdoors reduces to oracle collision-

resistance assumptions.
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3.7 Post-Quantum Cryptography

The advent of quantum computing presents a funda-

mental challenge to classical cryptographic schemes, ne-

cessitating the development and adoption of post-quantum

cryptographic (PQC) mechanisms [70]. Traditional asym-

metric cryptographic primitives, such as RSA [63] and

Elliptic Curve Cryptography (ECC) [64,65], rely on

hardness assumptions like integer factorization and the

discrete logarithm problem. These assumptions become

ineffective in the presence of Shor’s algorithm, which en-

ables polynomial-time solutions to these problems on

a sufficiently large quantum computer. To ensure the

long-term security of the BB-OpenFi framework, cryp-

tographic protocols must be transitioned to quantum-

resistant alternatives that rely on computational prob-

lems conjectured to be hard even for quantum adver-

saries.

The following discusses several mathematical struc-

tures that serve as the foundation for post-quantum

cryptographic schemes.

1. Lattice-based cryptography: Lattice-based cryptog-

raphy, one of the most promising approaches, builds

security on problems such as the Learning With Er-

rors (LWE) problem and the Shortest Vector Prob-

lem (SVP), which are believed to be intractable even

for quantum computers [71,72]. Formalized as fol-

lows, the LWE problem assumes that given a matrix

A ∈ Zm×nq , a secret vector s ∈ Znq , and a noise vec-

tor e ∈ Zmq , recovering s from b = As + e mod q

is computationally infeasible. This problem forms

the basis of schemes such as Kyber for public-key

encryption and Dilithium for digital signatures [73].

2. Code-based cryptography: Another approach is code-

based cryptography, which derives security from the

hardness of decoding random linear codes [74,75].

The McEliece cryptosystem, an example of such an

approach, employs error-correcting codes and has

remained secure for decades despite extensive crypt-

analysis.

3. Multivariate polynomial cryptography: This type of

calculation constructs cryptosystems based on solv-

ing nonlinear systems of polynomial equations over

finite fields, where security arises from the NP-hard

nature of solving these equations [76]. An example

is the Rainbow signature scheme, which has been

proposed as a quantum-resistant alternative to tra-

ditional digital signatures.

4. Hash-based cryptography: Hash-based cryptography

provides an alternative approach by leveraging the

security of cryptographic hash functions [77,78]. Un-

like number-theoretic cryptographic primitives, hash

functions remain resistant to quantum attacks be-

yond Grover’s search algorithm, which only provides

a quadratic speedup for brute-force attacks. One

example is the SPHINCS+ signature scheme [79],

which constructs secure signatures using Merkle trees

and one-time signatures, ensuring quantum resis-

tance without relying on computational number-theoretic

assumptions.

To integrate post-quantum cryptography into the

BB-OpenFi framework, several modifications to exist-

ing cryptographic protocols are required.

– Traditional digital signature schemes, such as ECDSA

[64], must be replaced with quantum-resistant alter-

natives like Dilithium [73] or SPHINCS+ [79].

– The adoption of lattice-based zero-knowledge proofs,

particularly in zk-STARK constructions [39,40], en-

sures verifiable and scalable cryptographic proofs

while maintaining post-quantum security.

– Hybrid cryptographic frameworks that employ both

classical and quantum-resistant schemes in parallel

provide a viable transition strategy, allowing inter-

operability between legacy financial systems and fu-

ture quantum-secure infrastructures.

– Furthermore, threshold cryptographic mechanisms

must be adapted to post-quantum settings by em-

ploying lattice-based secret-sharing and signature

schemes to maintain the integrity of multi-party fi-

nancial transactions.

Given that post-quantum cryptographic schemes gen-

erally incur greater computational and communication

overhead compared to their classical counterparts, op-

timizing their implementation within the BB-OpenFi

framework is crucial. Lattice-based cryptographic prim-

itives, while computationally intensive due to polyno-

mial multiplications in high-dimensional spaces, offer

efficient key generation and verification times. In con-

trast, hash-based signatures such as SPHINCS+ [79]

introduce large signature sizes, which can impact stor-

age and bandwidth efficiency. A comparative evalua-

tion of these post-quantum schemes in the context of

the BB-OpenFi framework requires a trade-off analysis

between security, efficiency, and scalability.

To future-proof the BB-OpenFi framework against

quantum adversaries, our framework integrates lattice-

based encryption schemes such as NTRUEncrypt [80]

and Kyber [81], alongside hash-based signatures like

SPHINCS+ [79]. These cryptosystems are resilient against

Shor’s and Grover’s algorithms, ensuring security in

a quantum era [82,83]. Specifically, we propose a hy-

brid approach that utilizes lattice-based zero-knowledge

proofs (ZKPs) [84] within zk-STARK constructions to

maintain verifiable and scalable cryptographic proofs.
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Formally, let P (x) =
∑n
i=0 aix

i, where P (x) repre-

sents a polynomial evaluated for zero-knowledge proof

commitments. The proof system satisfies transparency

and computational efficiency by leveraging Merkle proof

structures C = h(P (x))+r. Implementing these quantum-

resistant primitives in the BB-OpenFi framework miti-

gates the risks of future quantum attacks and enhances

overall system resilience.

3.8 Zero-knowledge proof

This section addresses a well-known but advanced cryp-

tographic tool called ZKP. This tool involves several

subgroups that bring different features to apply in the

blockchain-based systems. In this regard, five important

subcategories of ZKPs are addressed below, and their

applicability in the BB-OpenFi framework is discussed.

To complete this review, Tables 5 and 6 provide a com-

prehensive comparison between the five subcategories

of ZKPs and SWOT (Strengths - Weaknesses - Oppor-

tunities - Threats) analysis for using each of them in

the background of the BB-OpenFi framework.

3.8.1 Generic ZKP

A generic ZKP system is defined as a tuple (P, V) where

P (Prover) convinces V (Verifier) of the truth of a state-

ment without revealing any information beyond its va-

lidity [27].

– Input: Public input x, private witness w, and a re-

lation function R(x,w) so that R(x,w) = 1 if w is

a valid witness for x.

– Protocol steps:

1. Commitment (C ← Comm(r)): The P generates

a commitment C using a random number r.

2. Challenge (V e−→ P): The V sends a random e.

3. Response (P z=F(x,w,r,e)−−−−−−−−→ V): The P responds

with z, computed from x, w, r, and e.

4. Verification ({0, 1} ← V erify(z, (x, c, e))): The

V checks z using x, c, and e.

– Output: The V accepts (1) or rejects (0) the proof.

Each generic ZKP scheme provide three main secu-

rity features as follows.

1. Completeness: Every honest P always convinces V
if R(x,w) = 1.

2. Soundness: No malicious P∗ can convince V with

non-negligible probability if R(x,w) = 0.

3. Zero-Knowledge: The P’s responses leak no infor-

mation about w. Formally, there exists a simulator S
that can produce indistinguishable transcripts with-

out access to w.

Generic ZKP systems provide a fundamental build-

ing block but are often computationally expensive. They

are typically not practical for blockchain applications

without optimizations such as non-interactive proto-

cols.

3.8.2 NIZK

NIZK transforms a ZKP into a non-interactive form

using the Fiat-Shamir heuristic in the random oracle

model [85].

– Input: Similar to the generic ZKP; x, w, andR(x,w).

– Protocol steps: In the NIZK schemes, two main steps

should be passed.

1. π ← NIZK.Prove(x,w): The P generates a

proof π = NIZK.Prove(x,w) using a random

oracle H.

2. {0, 1} ← NIZK.V erify(x,w): The P checks π

using NIZK.V erify(x,w).

– Output: The V accepts (1) or rejects (0) the proof.

Security features of NIZK schemes are as follows.

1. Soundness: Secure against forgery under the ran-

dom oracle model.

2. Zero-Knowledge: The simulator S exists, producing

π∗ indistinguishable from valid proofs.

Highly suitable due to the non-interactive nature,

reducing communication overhead. Widely used in smart

contract verifications and decentralized identity schemes.

3.8.3 zk-SNARK

Zero-Knowledge Succinct Non-Interactive Argument of

Knowledge (zk-SNARK) involves [37,38]:

– Algorithms: In zk-SNARK schemes three algorithms

Setup, Prove, and V erify are defined.

– Input: x, w, and R(x,w).

– Protocol steps: Three below steps exist in zk-SNARK

schemes.

1. Setup ((pk, vk)← Setup(1λ, R)): Generate prov-

ing and verification keys ((pk, vk)), using Setup(1λ,

R).

2. Proof Generation (π ← Prove(pk, x, w)): Com-

pute proof π = Prove(pk, x, w).

3. Verification ({0, 1} ← V erify(vk, x, π)): Check

validity with V erify(vk, x, π).

Important features of zk-SNARK schemes are listed

in the following.

1. Succinctness: Proof size and verification time are

logarithmic in x.

2. Completeness and Soundness: Same as NIZK, with

structured reference string (SRS) assumptions.
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Table 5 A Comparison between the subcategories of ZKPs

Feature Generic ZKP NIZK zk-SNARK zk-STARK MPC-in-the-Head
Computational Cost High Moderate Low Moderate Moderate

Communication Overhead High Low Low Moderate Low
Complexity Low Moderate High High Moderate
Limitation Interactive Trusted Setup Trusted Setup Hash-based High Computation

Security Highlight Generality Non-interactivity Succinctness Transparency Efficiency
Blockchain Usability Limited Good Excellent Excellent Moderate
Completeness Level High High High High High

Soundness Level High High High High High
Perfect Soundness Moderate High High High Moderate

Post-Quantum Security No No No Yes Yes

Table 6 The SWOT analysis of subcategories of ZKPs if used in the background of BB-OpenFi

Strengths Weaknesses Opportunities Threats
Generic ZKP Foundational, flexible High overhead, interaction

required
Fundamental building block

for other protocols
Inefficiency in practical

applications
NIZK Non-interactive, efficient for

blockchain
Random oracle model

reliance
Smart contracts, token

verifications
Vulnerabilities in random

oracles
zk-SNARK Succinctness, efficient

verification
Trusted setup requirement Scalable OpenFi Dependence on SRS

zk-STARK Transparent setup,
post-quantum security

Larger proof size High-throughput systems Complexity in
implementation

MPC-in-the-Head Efficiency in
privacy-preserving tasks

Computationally intensive Secure multiparty systems Less suitable for lightweight
blockchain tasks

3. Zero-Knowledge: Achieved via cryptographic bilin-

ear pairings.

zk-SNARKs are highly efficient, making them ideal

for scalability in OpenFi applications. However, reliance

on trusted setup is a potential drawback.

3.8.4 zk-STARK

Zero-Knowledge Scalable Transparent Argument of Knowl-

edge (zk-STARK) [39,40] replaces SRS with transpar-

ent setup [86,87]

– Input: x, w, R(x,w).

– Protocol steps: Similar to previous, three below steps

should be passed.
1. Setup: Transparent randomness via public ran-

domness beacons.

2. Prove: Generate proof using polynomial IOPs

(Interactive Oracle Proofs).

3. Verify: Efficiently verify the proof using Merkle

commitments.

The zk-STARK schemes provide different security

features outlined in the following.

1. Post-Quantum Security: Uses cryptographic hash

functions instead of pairings. For scalability and quan-

tum resistance, zk-STARK formulas are derived from

polynomials with commitments like Ci = H(f(xi))+

r.

2. Transparent Setup: No trusted third-party assump-

tions.

3. Scalability: Supports large computations.

zk-STARKs are advantageous for transparency and

scalability, suitable for DeFi with high throughput re-

quirements.

3.8.5 MPC-in-the-head

MPC-in-the-Head combines secure MPC with ZKP [88,

89,90]

– Input: x, w, R(x,w).

– Protocol steps: Three steps of MPC-in-the-head schemes

are as follows.

1. Simulate an MPC protocol within the P’s head.

2. Generate commitments and responses for virtual

MPC participants.

3. V checks consistency and correctness.

Security features of MPC-in-the-head schemes are

in the following.

1. Efficiency: Reduces communication costs compared

to traditional MPC.

2. Zero-Knowledge: Achieved through masking inputs

and outputs.

Good for complex privacy-preserving computations

but less practical for lightweight applications due to

higher computational overhead.

3.8.6 PQC and Quantum-Safe zk-STARKs

The PQC is critical for protecting the BB-OpenFi frame-

work against quantum adversaries. Lattice-based schemes,

such as NTRUEncrypt, provide efficient public-key en-

cryption, and hash-based signatures like XMSS ensure

tamper-resistant records [61,62]. Lattice-based encryp-

tion can be modeled as H(x) = g(x.M) mod p, where

M is a secret lattice matrix. PQC’s compatibility with

zk-STARKs enables scalable, transparent, and quantum-

secure proofs.
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zk-STARKs not only eliminate the trusted setup

but also exhibit strong quantum resistance due to their

reliance on hash-based cryptographic primitives. The

proof generation process, formalized using polynomi-

als, is as P (x) =
∑n
i=0 ai.x

i, where P (x) represents a

polynomial evaluated for zero-knowledge proof commit-

ments. Hash-based Merkle proofs reinforce the trans-

parency and scalability of zk-STARK implementations.

zk-STARKs can be employed for high-throughput

transaction proofs without relying on trusted setups.

Formal Representation of zk-STARK Proof is P (x) =∑n
i=0 ai.x

i ⇒ c = H(P (x)) + r.

3.9 Analyzer models for proving the security of

cryptographic schemes/protocols

Cryptographic protocols are central to modern secu-

rity mechanisms, necessitating rigorous analysis to en-

sure their robustness under diverse adversarial settings.

Over the decades, the cryptographic community has de-

veloped a variety of heuristic, formal, and simulation-

based methods to analyze these protocols, each catering

to different dimensions of security. This article delves

deeply into these methods, offering precise definitions,

mathematical rigor, and an exhaustive discussion of

their applicability and limitations, ensuring a compre-

hensive perspective suitable for advanced research audi-

ences. A perspective of this section is provided in Table

7.

3.9.1 Heuristic (non-provable category)

The game-based security paradigm formalizes the secu-

rity of cryptographic schemes through adversarial inter-

action within structured games [91]. A scheme is secure

if A cannot achieve a specific goal, quantified as an ad-

vantage, over a negligible threshold in computational

terms.

To define in a mathematical framework, let S repre-

sent a cryptographic scheme, defined by a tuple (Setup,

KeyGen, Encrypt,Decrypt). Based on the four-algorithm

tuple, a general game is outlined in the four following

steps.

1. The challenger initializes the system using Setup()

and shares public parameters with A.

2. The adversary queries the system (e.g., encryption

oracles) to gather information.

3. The challenger issues a challenge (e.g., ciphertext of

a chosen plaintext).

4. The adversary responds, attempting to achieve its

goal.

In the generic game defined above, the advantage of A
is defined as AdvGameA = |Pr[A succeeds] − Pbaseline|,
where Pbaseline is the success probability under random

guessing.

3.9.2 Model-based and formal methods

As many formal models proposed to analyze security

protocols/schemes, important ones are addressed in the

following.

– BAN logic [92]: Burrows, Abadi, and Needham in-

troduced BAN logic, a formal logic framework for

analyzing authentication protocols. It focuses on com-

municating parties’ beliefs regarding the authentic-

ity and freshness of messages.

These four notations construct BAN-based proofs:

(i) P | ≡ X means principal P believes X, (ii) P | ⇒
X means P sees X, (iii) P | B X means P has ju-

risdiction over X, and (iv) X# means X is fresh.

Additionally, the two below key inference rules are

defined in the BAN logic framework.

1. Message Meaning Rule: If P | ⇒ {X}K and P | ≡
K ←→ Q, then P | ≡ Q| ≡ X.

2. Freshness Rule: If P | ≡ X# then P assumes X

was not replayed.

– Random Oracle (RO) model [93]: The RO model

abstracts cryptographic hash functions as a theo-

retical entity, the random oracle H, which provides

random and consistent outputs for each input. It

bridges the gap between idealized proofs and real-

world hash functions.

Two formal structures exist in this model. (1) An

ideal hash function which is defined asH : {0, 1}∗ →
{0, 1}n, and (2) a random oracle queries H(x) which

returns uniformly random y ∈ {0, 1}n such that

H(xi) = H(xj) iff xi = xj .

The security condition of the RO model says that

if A interacts with H, its advantage is calculated as

AdvROA = |Pr[A(H)⇒ 1]− Pr[Baseline]|.
– Universal Composability (UC) framework [94]: The

UC framework ensures that a cryptographic proto-

col retains its security properties even when com-

posed with arbitrary other protocols in a shared en-

vironment.

This model includes two main assumptions, (1) Real-

world protocol π interacts with A and an environ-

ment Z, and (2) Ideal-world functionality F inter-

acts with a simulator S and Z.

For the security assumption, the π UC-realizes F if

∀A,∃S: Pr[Realπ,A,Z = 1] = Pr[Idealπ,A,Z = 1].
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Table 7 A perspective of security protocol/scheme analyser models/tools

Framework/Tool Model Type Strengths Limitations
Game-Based Heuristic Intuitive, widely applicable Non-compositional, informal
BAN Logic Formal Simplicity in reasoning Limited expressiveness
RO Model Formal Facilitates practical designs Unrealistic abstraction

UC Framework Formal Compositional security guarantees Complex formalism
AVISPA Simulation Automated, scalable Limited protocol coverage
ProVerif Simulation Symbolic and scalable Over-approximations

CryptoVerif Simulation Computational rigor Higher complexity
TAMARIN Simulation Comprehensive symbolic-computational model High expertise required

3.9.3 Simulation-based

Simulation-based tools provide automated, rigorous, and

often formal verification methods for analyzing crypto-

graphic protocols. These tools are rooted in well-defined

theoretical models, including symbolic representations

(e.g., the Dolev-Yao model [95]) and computational set-

tings. They allow researchers to simulate adversarial be-

haviors, test security properties, and analyze both sim-

ple and complex cryptographic protocols under various

attack scenarios.

Below is a detailed exploration of four widely used

simulation-based tools—AVISPA15, ProVerif16, Cryp-

toVerif17, and TAMARIN Prover18—highlighting their

theoretical underpinnings, functionalities, and capabil-

ities in cryptographic protocol analysis. A general com-

parison between these simulation-based tools is pro-

vided in Table 8

– AVISPA tool: The Automated Validation of Inter-

net Security Protocols and Applications (AVISPA)

is a symbolic analysis tool for the formal verifica-

tion of security protocols. It is designed to analyze

large-scale and industrially relevant protocols using

a symbolic representation of cryptographic opera-

tions. This tool operates within the Dolev-Yao sym-

bolic model, where cryptographic primitives are as-

sumed to be perfect (e.g., encryption is unbreak-

able without the key). Protocols are specified in the

High-Level Protocol Specification Language (HLPSL),

which formalizes the interactions among principals,

the adversary, and the network.

Protocols, in the AVISPA tool, are described in HLPSL,

which defines roles (e.g., initiator, responder), mes-

sage formats, and security goals (e.g., confidential-

ity, authenticity). And HLPSL specifications are trans-

lated into intermediate formats understood by back-

end solvers. Moreover, four back-end tools perform

the analysis:

15 https://www.avispa-project.org/
16 https://bblanche.gitlabpages.inria.fr/proverif/
17 https://bblanche.gitlabpages.inria.fr/

CryptoVerif/
18 https://tamarin-prover.com/

1. On-the-Fly Model Checker (OFMC): Exhaustive

search of execution paths.

2. CL-AtSe: Constraint logic-based symbolic explo-

ration.

3. SATMC: SAT-based model checking.

4. TA4SP: Specialized for timed security protocols.

– ProVerif: ProVerif is a state-of-the-art formal anal-

ysis tool for verifying cryptographic protocols, fo-

cusing on symbolic representations of messages and

adversaries. It is particularly well-suited for secrecy,

authentication, and other security properties. ProVerif

employs the Dolev-Yao model for symbolic analysis.

It encodes protocols as a set of Horn clauses (a type

of logical formula), which are then analyzed for sat-

isfiability. ProVerif’s symbolic approach enables it

to explore all possible protocol executions and ad-

versarial strategies.

ProVerif verifies several security properties, such as

secrecy (ensures that sensitive data are not leaked),

authentication (confirms the identity of protocol par-

ticipants), and forward secrecy (guarantees that ses-

sion keys remain secure even if long-term keys are

compromised).

– CryptoVerif: CryptoVerif has bridged the gap be-

tween symbolic and computational models by pro-
viding a tool for analyzing protocols under compu-

tational assumptions. Unlike symbolic tools, it has

proved security properties in the standard computa-

tional model, leveraging the probabilistic nature of

cryptographic constructs. This advanced tool works

in the asymptotic security model, where the adver-

sary’s advantage is analyzed as a negligible func-

tion of security parameters. It employs the Game-

Based Framework, defining protocols as sequences

of games (this tool can be considered as the formal-

ized form of the game-based model described in Sec-

tion 3.9.1), and evaluates adversarial success prob-

abilities.

Protocols, analyzed through in CryptoVerif frame-

work, are written in a dedicated language similar

to ProVerif which many probabilistic aspects (e.g.,

random sampling) are included explicitly.

The CryptoVerif translates the protocol into a se-

quence of games and each game step approximates

https://www.avispa-project.org/
https://bblanche.gitlabpages.inria.fr/proverif/
https://bblanche.gitlabpages.inria.fr/CryptoVerif/
https://bblanche.gitlabpages.inria.fr/CryptoVerif/
https://tamarin-prover.com/
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Table 8 Summary comparison of simulation-based tools

Tool Model Security Properties Strengths Limitations
AVISPA Symbolic (Dolev-Yao) Confidentiality, Authentication Automated, scalable for industrial

protocols
Symbolic-only, no computational
guarantees

ProVerif Symbolic (Dolev-Yao) Secrecy, Authentication, Forward
Secrecy

Automated, supports complex cryp-
tographic primitives

Over-approximations can lead to
false positives

CryptoVerif Computational Secrecy, Authentication, Reduction-
ist Proofs

Computational guarantees, rigorous
proofs

Requires expertise, less automation

TAMARIN Prover Hybrid Stateful protocols, Privacy (Trace
Equivalence)

Combines symbolic and computa-
tional analysis

Steep learning curve, interactive
proof complexity

the behavior of the protocol under adversarial strate-

gies in addition to providing computational security

guarantees for proof generation is automatic.

– TAMARIN prover: TAMARIN Prover is a versatile

tool for analyzing cryptographic protocols, combin-

ing the symbolic analysis of tools like ProVerif with

the ability to model complex stateful protocols and

advanced properties such as trace equivalence. This

security prover extends the Dolev-Yao model to sup-

port reasoning about state transitions and global

constraints. It uses rewriting rules to represent pro-

tocol operations, where rules capture message gen-

eration, key exchanges, and adversarial capabilities.

TAMARIN Prover is empowered by several unique

features, such as (i) stateful protocols, to model pro-

tocols with long-term states (e.g., secure channels,

session resumption), (ii) trace equivalence to verify

indistinguishability of protocol executions, crucial

for privacy properties like anonymity and unlinka-

bility, and (iii) interactive proofs to allows manual

intervention to refine proof strategies for complex

properties.

4 Reaching security and privacy aspects using

cryptography

The proliferation of the BB-OpenFi framework has ne-

cessitated advanced security and privacy frameworks to

protect users, ensure compliance with regulations, and

promote system integrity. Cryptographic tools are foun-

dational to achieving these objectives. They provide a

mathematical and protocol-based approach to securing

sensitive information, ensuring transactional integrity,

and enabling trustless interactions in decentralized sys-

tems.

By leveraging tools such as ZKPs, HE, and thresh-

old cryptography, the BB-OpenFi framework achieves

unparalleled security and privacy. These tools enable

confidentiality, integrity, verifiability, and resilience against

traditional attack vectors. A summary of these methods

is provided at the end of this section, addressing techni-

cal aspects, challenges, and benefits for both users and

developers and is presented in Table 9.

4.1 Confidentiality

Confidentiality ensures that sensitive user data, trans-

actional information, and identity remain private, even

in an open, decentralized environment. In the BB-OpenFi

framework, confidentiality must address:

4.1.1 Data Protection (DP)

Protecting sensitive financial data can be achieved us-

ing HE schemes [24,25]. For example, data D is en-

crypted as Enc(PK,D), allowing computations on en-

crypted data. Formally, for an operation⊕, Enc(PK, d1⊕
d2) = Enc(PK, d1) ◦ Enc(PK, d2), where ◦ represents

the homomorphic equivalent of ⊕.

Encrypted user data stored on decentralized nodes

allows computation without revealing raw data.

4.1.2 Identity Privacy

Ensuring user anonymity while interacting with the sys-

tem generally can be provided through ZKP schemes

[27]. A P demonstrates knowledge of a secret x with-

out revealing it. For a statement S(x) it is defined as

1← V erify(π, S).

This tool enables users to prove eligibility (e.g., cred-

itworthiness), in the BB-OpenFi framework, without

revealing their identity.

4.1.3 Confidential Transactions (CT)

The zk-SNARK schemes are generally considered tools

for maintaining transactional privacy without compro-

mising transparency [37,38]. This tools enables verifi-

able transactions as ∃w: Prove(w, T,R)∧V erify(w, T,R).

Using zk-SNARK schemes in the BB-OpenFi frame-

work ensures transaction details remain private while

proving compliance with rules.

4.2 Integrity

Data integrity ensures that stored or transmitted data

is tamper-proof [41]. In the BB-OpenFi framework, in-

tegrity is essential for (1) preventing fraudulent activ-

ities, (2) building trust in financial systems, and (3)
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Table 9 The summary of Section 4

Aspect Confidentiality Integrity Verifiable Computing Multiserver
Cryptographic Tools HE, zk-SNARKs Hashing, Merkle Trees zk-SNARKs, YOSO Models Threshold Cryptography, MPC

Challenges Scalability, key management Collision resistance Dynamic allocation High latency
Benefits Privacy, data protection Fraud prevention Efficient outsourcing Fault tolerance

GDPR Aspects Anonymization compliant Integrity requirements met Meets transparency mandates Distributed data minimization

Table 10 Comparison of YOSO Models

Model Computation
Distribution

Collusion
Resistance

Challenges

Static
YOSO

Predefined node roles Moderate Limited
scalability

Dynamic
YOSO

Roles assigned
dynamically

High Role allocation
complexity

ensuring regulatory compliance. In the following, three

fundamental cryptographic tools that can provide the

mentioned properties are addressed.

1. Hash Functions: This tool is generally considered

the main tool to provide a secure way to verify data

integrity. For a message m, H(m) ensures any mod-

ification results in H(m′) 6= H(m) [96]. However,

finding a collision-resistant hash function in high-

throughput environments (an ideal hash function)

is a challenge.

2. Merkle Trees: Merkle tree is defined as a two-to-one

hash function and formally shown as h : {0, 1}2l →
{0, 1}l. It efficiently verifies the integrity of large

datasets [97]. Leaves are hashed, and parent nodes

are recursively computedMerkle−root =H(HL1‖HL2)

which the verification of a leaf requires to calculate

only log(n) hashes.

3. Digital Signatures: Digital signature schemes are used

for user authentication and content verification [98].

In these cryptographic schemes, message m is signed

using SK as σ = Sign(SK,m). On the other side,

everyone can check the validity using PK through

V erify(PK, σ,m). Although all types of digital sig-

nature schemes are popular tools, key management

in decentralized environments is challenging.

4.3 Verifiable computation

A client outsources computation to a server and verifies

the result without re-executing the computation [99,

100]. Formally, for a function f(x): 1← V erify(f, x, y)

iff y = f(x).

Verifiable computing provides many applications in

the BB-OpenFi framework, such as efficient contract

execution via zk-SNARKs, ensuring correctness in off-

chain computations, and privacy-preserving audits of

financial operations. Moreover, You Only Speak Once

(YOSO) Models [101,102] in the BB-OpenFi framework

distribute computation tasks among multiple nodes, en-

suring no single node holds complete sensitive data (see

Table 10 for comparison between YOSO models). For

example, YOSO models can enhance security, and re-

sistance to collusion by leveraging secret-sharing and

threshold cryptography.

4.4 Multiserver and removing point of failure

Multiserver architectures eliminate single points of fail-

ure by distributing responsibilities [101]. In the BB-

OpenFi framework, this increases resilience, ensures con-

tinuous service availability, and enhances trust via re-

dundancy.

Threshold cryptography ensures distributed control

over sensitive operations. For t-out-of-n scheme f(x) =∑t
i=1 ci.x

i, reconstruction from t shares. And MPC en-

ables secure MPC [103] without exposing individual

data. Applying these advanced cryptographic tools in

the BB-OpenFi framework provides many benefits, such

as increasing fault tolerance and enhancing user trust

due to decentralized control.

4.5 Cross-layer security mechanisms

A cross-layer security mechanism integrates Layer 1

(for consensus) [116] and Layer 2 (to enhance scala-

bility) [107,117] frameworks [115]. By leveraging zk-

STARK proofs on L2, the BB-OpenFi framework can

maintain verifiable computation integrity without over-

loading the base blockchain. An example of layered ex-

ecution is V erify(L1, L2) = ZKP (
∑n
i=0 L2i), where

L2i corresponds to off-chain computations aggregated

via zero-knowledge proofs. This integration enhances

throughput and ensures robust tamper-resistance across

layers.

Additionally, integrating AI for automated crypto-

graphic parameter tuning using reinforcement learn-

ing can optimize cryptographic protocols dynamically

based on transaction throughput and user privacy re-

quirements.

5 Achievements for BB-OpenFi

The BB-OpenFi framework emerges as a revolution-

ary evolution in the decentralized financial landscape,

transcending the limitations of traditional OpenFi and
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DeFi. Table 11 provides a brief comparison of BB-OpenFi’s

achievements with DeFi and OpenFi. BB-OpenFi’s achieve-

ments lie in its seamless integration of advanced cryp-

tographic techniques, enhanced scalability, compliance

mechanisms, and robust security frameworks. This sec-

tion explores these achievements comprehensively, em-

phasizing the distinct advantages of the BB-OpenFi

framework and its motivation for developers and in-

dustry leaders.

Table 12 summarizes the provided futures of cryp-

tographic tools in the BB-OpenFi framework. As we

predict the BB-OpenFi framework will be used in the

future, several quantum-side achievements, relying on

the power of the applied quantum cryptographic tools,

are briefly proposed in Table 13.

5.1 Enhanced Security and Privacy

Security and privacy are paramount in financial sys-

tems and the BB-OpenFi framework leverages cutting-

edge cryptographic tools to provide unparalleled pro-

tections. Unlike OpenFi and DeFi, which often rely on

traditional methods or lack robust privacy features, the

BB-OpenFi framework achieves:

1. Confidentiality: Advanced cryptographic tools like

zk-SNARKs [37,38], HE [24,24], and Ring Signa-

tures protect user identities, transaction details, and

sensitive data [104,105,106]. Hence, users can inter-

act with financial platforms without fearing identity

theft or unauthorized data exposure.

2. Data Integrity: The use of Merkle Trees [97], Hash

Functions [96], and Digital Signatures [98] ensures

data immutability, tamper resistance, and account-

ability. As an achievement, the BB-OpenFi frame-

work prevents fraud, promotes transparency, and

builds user trust in BB-OpenFi systems.

3. Resilience Against Attacks: Threshold Cryptogra-

phy [59,60] and MPC [23,103] eliminate single points

of failure and mitigate risks from cyberattacks. There-

fore, high availability and robustness that are es-

sential for mission-critical financial applications are

provided by the BB-OpenFi framework.

4. Quantum security: The BB-OpenFi framework can

adopt XMSS or SPHINCS signatures [66] for tamper-

proof data validation. These systems generate cryp-

tographically secure Merkle trees [97] for verifica-

tion.

5.2 Advanced Scalability and Efficiency

The BB-OpenFi framework addresses scalability chal-

lenges that have long hindered OpenFi and DeFi adop-

tion, particularly for global-scale financial operations.

1. L2 Solutions: Integration with L2 solutions (e.g.,

rollups [107], sharding [108]) enables the offload-

ing of computations while maintaining the security

guarantees of Layer 1 (L1). Relying on this basis, the

BB-OpenFi framework achieves higher throughput

and lower transaction costs.

2. Optimized Verifiable Computing: By employing state-

of-the-art verifiable computing frameworks such as

zk-SNARKs [37,38] and YOSO models [101,102],

the BB-OpenFi framework ensures efficient and prov-

ably correct off-chain computations. This reduces

computational overhead on the main blockchain, im-

proving system responsiveness.

5.3 Regulatory Compliance and GDPR Alignment

One of the significant barriers for DeFi platforms has

been their inability to align with regulatory frameworks

and data protection laws like GDPR. the BB-OpenFi

framework overcomes these challenges through the fol-

lowing consideartions.

1. Built-in Anonymization Mechanisms: Leveraging ZKPs,

the BB-OpenFi framework allows systems to demon-

strate compliance (e.g., KYC/AML checks) without

exposing private user data [56,109,110]. This ad-

vanced tool ensures regulatory approval while pre-

serving user privacy.

2. Data Minimization: Using distributed architectures

and cryptographic primitives, the BB-OpenFi frame-

work achieves GDPR-compliant data storage and

processing. Hence, it reduces service providers’ lia-

bility and fosters trust with users.

3. Auditability: Transparent and immutable records on

the blockchain enable verifiable audits while safe-

guarding sensitive data [111,112]. This property of

blockchain enhances trust with regulators and users.

5.4 User-Centric Design and Accessibility

The BB-OpenFi framework empowers users by offer-

ing greater control, inclusivity, and fairness compared

to OpenFi and DeFi. Therefore, the following achieve-

ments increase the user-friendly aspects.

1. Democratized Access: Decentralized and permission-

less architectures reduce barriers to entry, making

financial services accessible globally. This level of
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Table 11 Distinguishing BB-OpenFi from OpenFi and DeFi

Aspect BB-OpenFi DeFi OpenFi
Privacy Advanced tools (zk-SNARKs, HE) Limited anonymity Minimal privacy measures

Regulatory Compliance GDPR alignment, auditability Limited compliance frameworks Typically unaligned
Regulatory Alignment Full GDPR and AML compliance Limited frameworks PSD2-compliant

Scalability L2 and verifiable computing Scalability challenges Moderate scalability
Throughput High (10k TPS with L2) Low (1k TPS max) High (¿10k TPS)

Security Threshold cryptography, MPC Basic cryptographic tools Centralized controls
Quantum Resistance zk-STARKs, Lattice Cryptography Not quantum-safe Not applicable

Ecosystem Integration Cross-chain interoperability Limited composability Fragmented ecosystems
Energy Efficiency PoS and zk-Rollups Energy-intensive PoW Not optimized for eco-friendliness

Table 12 Futures provided by cryptographic tools in BB-
OpenFi

Tool Use Case Limitations
Addressed

Scalability
Potential

zk-STARKs Verifiable
computation

Trusted setup in
zk-SNARKs

High

Homomorphic
Encryption

Confidential data
sharing

Lack of data
privacy

Moderate

Lattice
Cryptogra-

phy

Post-quantum
security

Vulnerability to
quantum attacks

High

Threshold
Cryptogra-

phy

Decentralized
control

Single points of
failure

Moderate

Table 13 Post-Quantum Impact Analysis

Aspect Pre-PQC
BB-OpenFi

Post-PQC
BB-OpenFi

Scalability Moderate (Rollups) High (zk-STARK +
Lattice HE)

Security Classical
Cryptography

Quantum-Resistant
Algorithms

Privacy zk-SNARKs zk-STARKs + Lattice
Encryption

accessibility promotes financial inclusion, especially

in underbanked regions.

2. User Sovereignty: Integration of Self-Sovereign Iden-

tity (SSI) systems [113,114], where users control

their data and decide what to share. Therefore, SSI

redefines the relationship between users and finan-

cial platforms, increasing autonomy and satisfac-

tion.

3. Lower Fees: Efficiency gains from advanced crypto-

graphic methods and L2 technologies significantly

reduce transaction costs [107,108]. So, a cost-efficient

service makes financial services affordable for small-

scale users.

5.5 Interoperability and Composability

The BB-OpenFi framework is designed to operate in a

diverse ecosystem of financial systems and blockchains,

fostering collaboration and innovation [115]. The fol-

lowing high-tech technologies can provide much help to

this issue.

1. Cross-Chain Operability: The BB-OpenFi framework

can employ atomic swaps, Cross-Chain Bridges, and

Interledger Protocols (ILP) to facilitate seamless trans-

actions across different blockchains. Relying on these

technologies encourages ecosystem synergy and ex-

pands the scope of financial applications.

2. Composable Smart Contracts: The modular design

of smart contracts allows developers to build on ex-

isting protocols, enhancing innovation speed and ac-

celerating the development of novel financial prod-

ucts and services.

The BB-OpenFi framework requires scalability solu-

tions beyond traditional blockchain limitations. We in-

troduce a hybrid L2 framework integrating zk-Rollups

and Validium to enhance transaction throughput while

preserving decentralization. zk-Rollups leverage off-chain

computation while maintaining on-chain validity through

succinct proofs, where transactions T are batched and

verified via π = Prove(T , R). Additionally, Validium

supports high-volume data storage off-chain while en-

suring data availability through commitment schemes

C = h(D). Our proposed hybrid approach optimises

scalability and security, ensuring the BB-OpenFi frame-

work supports large-scale financial operations efficiently.

5.6 Sustainability and Eco-Friendliness

The BB-OpenFi framework adopts mechanisms to re-

duce the environmental footprint of blockchain opera-

tions, addressing growing concerns about energy-intensive

systems. There are two main ideas to address this.

1. Proof-of-Stake (PoS) and Alternatives: Transition

to PoS and energy-efficient consensus mechanisms

reduces energy consumption compared to Proof-of-

Work (PoW) [116]. This idea aligns with global sus-

tainability goals, making the BB-OpenFi framework

attractive to environmentally-conscious companies.

2. Optimized Resource Usage: Cryptographic techniques

like zk-Rollups [117] reduce on-chain storage and

computational needs and cause increase efficiency

and minimize waste.

3. Decentralized Energy Credits Management: Incorpo-

rating blockchain-based carbon credit trading sys-

tems in the BB-OpenFi framework using crypto-
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graphic auditing [111,112] can be considered an ex-

cellent achievement.

5.7 Economic and Business Advantages

BB-OpenFi’s technical advancements translate into sig-

nificant business opportunities and economic benefits,

such as:

1. Innovative Revenue Models: The BB-OpenFi frame-

work enables new financial instruments (e.g., privacy-

preserving DeFi, tokenized assets) and attracts both

traditional and crypto-native investors.

2. Developer Incentives: Transparent frameworks for

rewarding developers who contribute to protocol im-

provements and accelerate ecosystem growth.

3. Enterprise Adoption: This paradigm enhanced se-

curity, scalability, and compliance making the BB-

OpenFi framework suitable for large-scale enterprise

applications and bridging the gap between tradi-

tional finance and decentralized systems.

6 Background challenges and possible solutions

The adoption of the BB-OpenFi framework introduces

a multitude of challenges that stem from both the un-

derlying blockchain infrastructure and the integration

of financial services into a decentralized ecosystem. This

section delves into several critical challenges inherent

to the BB-OpenFi framework and proposes advanced

cryptographic and technical solutions to address them.

The summary of this section is presented in Table 14.

6.1 Key Escrow and Protecting Secret Parameters

We have divided this section into two following subsec-

tions.

6.1.1 Key Escrow

Key escrow remains a major challenge in decentralized

systems, as the ability of a third party to access private

keys undermines user trust and system decentraliza-

tion. Private keys become a single point of failure and

a target for attacks if held in escrow by a centralized au-

thority. Hence, compromising escrowed keys could lead

to unauthorized access to sensitive data or funds. To

face this challenge, two general solutions are now listed

below:

1. Threshold Cryptography [59,60]: Threshold cryptog-

raphy divides the private key SK into n shares sk1,

sk2, ..., skn using a secret sharing scheme such as

Shamir’s Secret Sharing. A predefined threshold t

allows reconstruction of the key only if t or more

shares are combined.

To do that, SK should be divided into shares as

P (x) = a0 +a1x+ ...+at−1xt−1, where P (0) = SK

and each participant i holds ski = P (i).

To reconstruct SK, at least t shares are required,

using Lagrange interpolation as SK =
∑t
i=1 ski

Πj 6=i
xj

xj−xi
.

2. Distributed Key Generation (DKG) [118,119]: DKG

eliminates the need for a trusted party during key

generation. Using protocols like Pedersen’s DKG, all

participants jointly compute a public key PK and

their private shares without ever exposing SK.

To do that, each participant Pi commits to a poly-

nomial fi(x): Cij = gfi(j), ∀j. As the result, PK =

Πig
fi(0), and shares ski = fi(0) remain secret.

6.1.2 Protecting Secret Parameters

In the BB-OpenFi framework, secret parameters such

as cryptographic keys or private data must be safe-

guarded against unauthorized access. Secure computa-

tion involving private data is challenging in a decen-

tralized. Hence, storing sensitive parameters on-chain

is infeasible due to transparency [120]. To avoid this,

we offer possible solutions based on the power of ad-

vanced cryptographic tools.

1. HE [24,25]: HE enables computations on encrypted

data without decrypting it. For example, given ci-

phertexts c1 = Enc(PK,m1) and c2 = Enc(PK,m2),

it holds that Dec(SK, c1.c2) = m1 + m2. This tool

protects user data during computations in the BB-

OpenFi framework while ensuring privacy.

2. ZKP [27]: ZKPs allow a P to demonstrate knowl-

edge of a secret parameter x satisfying f(x) = y,

without revealing x. zk-SNARKs can prove that a

user holds sufficient funds bal > t without disclosing

bal. Formally, a zk-SNARK proof π ensures V erify(PK,

π, y) = 1 if ∃x : f(x) = y.

6.2 Determining critical and public parameters

Deciding critical and public parameters (e.g., consen-

sus configurations, token supply) requires both domain

expertise and adherence to decentralized governance

principles. The two below technologies can polish these

types of decisions.

1. DAO [50]: DAOs use smart contracts to enable gov-

ernance through token-holder voting. To do this,

voting power Vi is proportional to token holdings
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Table 14 The summary of Section 6

Challenge Problem Description Proposed Solutions Key Benefits Implementation Challenges
Key Escrow Centralized key storage

creates a single point of
failure.

1. Threshold Cryptography: Split SK into
n shares with t threshold reconstruction. 2.
Distributed Key Generation (DKG): Joint

key generation without exposure.

- Eliminates single point of
failure. - Improves security and

trust in BB-OpenFi.

- Increased computation and
storage overhead. - Complexity in

protocol implementation.

Protecting
Secret

Parameters

Ensuring private data
and keys remain

confidential during
processing and storage.

1. HE: Computation on encrypted data. 2.
ZKPs: Privacy-preserving verification of

statements.

- Enables privacy in public
blockchain settings. - Supports
secure computations without

exposing data.

- Heavy computational load for HE.
- Designing efficient ZKP circuits

for specific use cases.

Determining
Critical

Parameters

Identifying
knowledgeable

individuals or groups to
establish critical
parameters in a

decentralized way.

1. DAOs: Governance through token-based
voting. 2. Multi-Signature Schemes:

Collective approval for parameter updates.

- Ensures decentralized
decision-making. - Aligns with
blockchain transparency and

governance principles.

- Token-weighted governance risks
centralization. - Multi-signature
schemes may introduce latency.

Scalability Limited transaction
capacity and high

latency in blockchain
systems.

1. L2 Solutions (e.g., zk-Rollups): Offload
computations to L2. 2. Sharding: Partition

blockchain into parallelizable shards.

- Increases throughput without
compromising security. -

Reduces transaction costs.

- Designing secure shard
communication. - zk-Rollups

require efficient proof generation.

Throughput Inability to handle high
transaction volumes

required by BB-OpenFi.

1. Parallel Processing: Execute
independent transactions concurrently. 2.
Optimized Consensus (e.g., Tendermint):

Fast finality consensus.

- Supports high-frequency
financial transactions. - Reduces

transaction latency for
end-users.

- Requires high-performance
computing infrastructure. -

Optimized consensus may reduce
decentralization in large networks.

Interoperability Ensuring compatibility
between BB-OpenFi and

other blockchains.

Cross-chain solutions like atomic swaps
and blockchain bridges.

- Enhances usability by enabling
asset movement across chains. -

Supports multi-platform
integration.

- Risk of bridge vulnerabilities. -
High latency for cross-chain

transactions.

Energy
Efficiency

High energy
consumption in

proof-of-work-based
systems.

Transition to PoS consensus mechanisms. - Reduces environmental
impact. - Lowers operational

costs.

- Initial migration effort. - Security
concerns in early-stage PoS models.

Usability Complex interfaces
hinder user adoption.

Simplified UI/UX with cryptographic
abstraction layers.

- Improves user experience. -
Attracts non-technical users to

BB-OpenFi.

- Balancing simplicity with the
need for transparency. - Designing

accessible yet secure interfaces.
Governance

Disputes
Resolving conflicts in

decentralized
decision-making

processes.

Hybrid governance models combining
on-chain voting and off-chain expert

arbitration.

- Improves dispute resolution
without compromising

decentralization. - Ensures fair
representation.

- Defining the arbitration
framework. - Risk of governance

capture by powerful entities.

Ti as Vi = Ti

ΣjTj
. The consensus on parameter P is

achieved if
∑
i Vi.δ(Pi = P ) > Threshold.

2. Multi-Signature Schemes [121,122]: Multi-signature

wallets require multiple approvals before parameter

changes are finalized. In this scheme, P is valid if

Signatures− received > Threshold.

6.3 Scalability

The scalability trilemma (security, decentralization, scal-

ability) is a persistent challenge for blockchain systems

[115], including the BB-OpenFi framework. The two fol-

lowing ideas are assumed as the most famous solutions

to face this challenge.

1. L2 Solutions [107]: zk-Rollups are off-chain transac-

tions to L2 while maintaining security [117]. In zk-

Rollups, for n transaction T1, T2, ..., Tn: Commit =

H(T1‖T2‖...‖Tn), and finally, On-chain only the com-

mitment is stored.

2. Sharding [108]: Divide the blockchain into shards,

each processing a subset of transactions. Transac-

tions are routed to shard sk based on H(T ) mod

k.

6.4 Throughput

High throughput is critical for financial systems to han-

dle large transaction volumes [115]. There are two in-

novative ideas to increase throughput.

1. Parallel Processing: Use parallel execution engines

to process transactions simultaneously. Let T1 and

T2 be independent; execute Exec(T1‖T2).

2. Optimized Consensus Algorithms: Algorithms like

Tendermint reduce consensus overhead, achieving

sub-second finality.

6.5 Other challenges

Beyond the primary challenges, the BB-OpenFi frame-

work faces marginal yet significant obstacles that re-

quire consideration and tailored solutions.

– Interoperability: Employing atomic swaps and cross-

chain bridges ensures cross-chain compatibility.

– Energy Efficiency: Transitioning to PoS causes re-

duced energy usage.

– Usability: Designing simplified UI/UX designs with

abstracted cryptographic details improves complex

interfaces and deters adoption.

– Governance Disputes: Hybrid models combining on-

chain voting and experts can resolve conflicts in de-

centralized governance.
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7 Comparison and experimental results

This section provides a comparative analysis of the ad-

vanced cryptographic primitives used in the BB-OpenFi

framework, evaluates computational costs, and presents

experimental results.

– Computational complexity analysis: The computa-

tional efficiency of cryptographic primitives in the

BB-OpenFi framework is critical for practical im-

plementation. Table 15 presents a comparison of key

schemes.

– Communication overhead: Cryptographic tools im-

pact communication efficiency. Table 16 compares

their network requirements.

– Comparative analysis of BB-OpenFi features: The

BB-OpenFi framework integrates cryptographic prim-

itives to balance security, efficiency, and compliance.

Table 17 illustrates and compares these features.

– Experimental results: The following experimental re-

sults compare the performance of BB-OpenFi’s cryp-

tographic primitives with prior works.

We benchmarked key cryptographic primitives in

the BB-OpenFi framework simulation using a dataset

of 10,000 transactions. The results are shown in Ta-

ble 18. Additionally, the BB-OpenFi framework op-

timizes transaction throughput while maintaining

security. The related results are illustrated in Ta-

ble 19.

All in all, lattice-based PQC (e.g., Dilithium) is

more efficient than classical cryptographic primitives

while being quantum-safe. The zk-STARKs and HE

schemes increase privacy but introduce higher compu-

tational costs. The BB-OpenFi framework ensures com-

pliance while preserving decentralization.

8 Conclusion and future directions

This paper has introduced a secure, scalable, and privacy-

preserving framework for Blockchain-Based Open Fi-

nance (BB-OpenFi), demonstrating how advanced cryp-

tographic techniques can revolutionize decentralized fi-

nancial systems. By integrating ZKPs, MPC, HE, and

threshold cryptography, we have proposed a compre-

hensive cryptographic infrastructure that successfully

addresses critical challenges, including key escrow elimi-

nation, confidential transaction execution, scalable con-

sensus mechanisms, and regulatory compliance.

Our analysis highlights that the BB-OpenFi frame-

work is not just an incremental improvement over ex-

isting OpenFi and DeFi models, but rather a trans-

formational shift that enables a trustless, regulation-

compliant, and high-performance financial ecosystem.

The proposed methodologies ensure that transactions

remain tamper-proof, auditable, and quantum-resistant,

positioning the BB-OpenFi framework as a future-proof

financial architecture.

Future directions: As blockchain adoption accel-

erates in financial sectors, BB-OpenFi’s ability to bridge

traditional finance with decentralized models makes it

a compelling framework for financial institutions, fin-

tech startups, and regulators. Future research direc-

tions include enhancing quantum resistance, integrat-

ing AI-driven fraud detection, and optimizing decen-

tralized financial contracts to further advance the scal-

ability, security, and usability of the BB-OpenFi frame-

work ecosystems. With these advancements, the BB-

OpenFi framework is poised to become a cornerstone

of next-generation global finance, redefining how users

and institutions interact in a trustless and decentralized

digital economy. In this regard, we offer several future

directions for both academia and industry sectors who

want to innovate in this area of technology.

– Academia

1. Advanced Cryptographic Schemes: Future research

should explore optimized and scalable implemen-

tations of cryptographic tools like ZKPs, SNARKs,

and fully homomorphic encryption tailored to

BB-OpenFi systems.

2. Formal Verification Frameworks: Developing for-

mal verification tools to ensure the correctness

and security of the BB-OpenFi framework pro-

tocols will be a critical research direction.

3. Blockchain Trilemma: Investigating innovative

consensus mechanisms or hybrid architectures

that address the trilemma of scalability, security,

and decentralization in the BB-OpenFi frame-

work.

4. AI in Cryptography for BB-OpenFi: AI-driven

cryptography can detect anomalous patterns in

BB-OpenFi operations by integrating machine

learning models trained on blockchain transac-

tion data. For instance, reinforcement learning

models can optimize gas usage in high-throughput

systems, while neural networks classify potential

fraud. This fusion of AI and cryptographic tools

ensures proactive threat management.

– Industry

1. Interoperability Solutions: Developing robust cross-

chain communication frameworks to enable seam-

less integration of the BB-OpenFi framework with

existing financial systems and other blockchain

networks.

2. Regulatory Compliance: Building GDPR-compliant

systems that balance user privacy with trans-
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Table 15 The comparison of the computational efficiency of the cryptographic tools if applied in BB-OpenFi

Cryptographic
tool/scheme

Key size (bit) Signature size
(byte)

Verification time Computation cost Security level

RSA-2048 2048 256 High O(Log n) exponentiations Classical
ECDSA-256 256 64 Moderate O(1) scalar multiplications Classical

Dilithium-III (PQ) 1952 2420 Low Polynomial multiplications Post-Quantum
SPHINCS+ 256 17 K Moderate Hash-based signing Post-Quantum

Table 16 The comparison of the communication overhead
of the cryptographic schemes if applied in BB-OpenFi

Cryptographic
tool/scheme

Communication
Overhead

Scalability Impact

zk-SNARKs Low High
zk-STARKs Moderate High

HE High Moderate
Threshold
Signatures

Moderate High

Table 17 A comparison between balance security, efficiency,
and compliance

Feature OpenFi DeFi BB-OpenFi
Privacy Low High Very High

Scalability High Low High (L2, zk-Rollups)
Compliance High Low High (GDPR, FIDA)

Security Moderate Moderate Very High (Threshold
Crypto, PQC)

Table 18 A comparison between computational benchmarks

Method Avg. signature gen
time (ms)

Avg. verification
time (ms)

Computational
Overhead (%)

ECDSA 1.2 0.8 100
Dilithium 0.9 0.6 75

SPHINCS+ 1.5 1.1 130

Table 19 A comparison between computational benchmarks

Framework TPS Latency (ms)
OpenFi 10,000 5

DeFi 1000 120
BB-OpenFi 8,500 15

parency, ensuring widespread adoption by regu-
lated industries.

3. Scalable Infrastructure: Implementation of L2 so-

lutions and sharding techniques to enhance scal-

ability and throughput for large-scale financial

transactions in the BB-OpenFi framework.

We believe both academia and industry must work col-

laboratively to refine and implement the BB-OpenFi

framework technologies, ensuring they meet the demands

of future financial ecosystems while upholding the prin-

ciples of security, privacy, and decentralization.
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117. Lavaur, Thomas, Jérôme Lacan, and Caroline PC
Chanel. ”Enabling blockchain services for ioe with zk-
rollups.” Sensors 22, no. 17 (2022): 6493.

118. Groth, Jens, and Victor Shoup. ”Fast batched asyn-
chronous distributed key generation.” In Annual Inter-
national Conference on the Theory and Applications of
Cryptographic Techniques, pp. 370-400. Cham: Springer
Nature Switzerland, 2024.

119. Abraham, Ittai, Philipp Jovanovic, Mary Maller, Sarah
Meiklejohn, Gilad Stern, and Alin Tomescu. ”Reaching
consensus for asynchronous distributed key generation.”
In Proceedings of the 2021 ACM Symposium on Prin-
ciples of Distributed Computing, pp. 363-373. 2021.

120. Benhamouda, Fabrice, Craig Gentry, Sergey Gorbunov,
Shai Halevi, Hugo Krawczyk, Chengyu Lin, Tal Rabin,
and Leonid Reyzin. ”Can a public blockchain keep a se-
cret?.” In Theory of Cryptography: 18th International
Conference, TCC 2020, Durham, NC, USA, Novem-
ber 16–19, 2020, Proceedings, Part I 18, pp. 260-290.
Springer International Publishing, 2020.

121. Ohta, Kazuo, and Tatsuaki Okamoto. ”Multi-signature
schemes secure against active insider attacks.” IEICE
Transactions on Fundamentals of Electronics, Commu-
nications and Computer Sciences 82, no. 1 (1999): 21-31.

122. Yi, Lijang, Guoqiang Bai, and Guozhen Xiao. ”Proxy
multi-signature scheme: a new type of proxy signature
scheme.” Electronics Letters 36, no. 6 (2000): 527-528.


	Introduction
	Preliminaries and background technologies
	Advanced cryptographic tools/schemes
	Reaching security and privacy aspects using cryptography
	Achievements for BB-OpenFi
	Background challenges and possible solutions
	Comparison and experimental results
	Conclusion and future directions

