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Jamming precoding in AF
relay-aided PLC systems
with multiple eavessdroppers
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Enhancing information security has become increasingly significant in the digital age. This

paper investigates the concept of physical layer security (PLS) within a relay-aided power line
communication (PLC) system operating over a multiple-input multiple-output (MIMO) channel based
on MK model. Specifically, we examine the transmission of confidential signals between a source and
a distant destination while accounting for the presence of multiple eavesdroppers, both colluding and
non-colluding. We propose a two-phase jamming scheme that leverages a full-duplex (FD) amplify-
and-forward (AF) relay to address this challenge. Our primary objective is to maximize the secrecy
rate, which necessitates the optimization of the jamming precoding and transmitting precoding
matrices at both the source and the relay while adhering to transmit power constraints. We present a
formulation of this problem and demonstrate that it can be efficiently solved using an effective block
coordinate descent (BCD) algorithm. Simulation results are conducted to validate the convergence
and performance of the proposed algorithm. These findings confirm the effectiveness of our approach.
Furthermore, the numerical analysis reveals that our proposed algorithm surpasses traditional
schemes that lack jamming to achieve higher secrecy rates. As a result, the proposed algorithm offers
the benefit of guaranteeing secure communications in a realistic channel model, even in scenarios
involving colluding eavesdroppers.

The power line channel has gained significant attention in the realm of communication networks due to its uti-
lization of existing power line infrastructure, thus avoiding the need for additional infrastructure deployment!’.
Power line communication (PLC) has established itself as a mature technology, finding applications in various
domains such as indoor, outdoor, and in-vehicle communication systems“. Meanwhile, PLC system in the
home automation?, smart grid>~’, smart city® and remote sensing’ and other fields, PLC is a strong competitor
of wireless communication system. In addition, the application of PLC is not limited to the above fields, in the
vehicle'®!!, aviation equipment'?, ship'*'* and train'® communication environment, PLC has the value of applica-
tion. However, the transmission of high-frequency signals over power lines, which were not originally designed
for communication purposes, poses challenges in terms of considerable attenuation over long distances. In addi-
tion to attenuation, other detrimental factors such as multipath effects resulting from impedance mismatching,
distortion caused by impulsive noise'®"%, and coupling loss (when PLC is connected to the electric power grid)
further degrade the quality of data transmission in power line system'®.

In addition to the aforementioned challenges faced by power line communication (PLC), the strict limitations
on transmit power spectral density imposed by electromagnetic compatibility regulations further hinder its cov-
erage capabilities. These limitations overlook the negative factors affecting PLC, thereby constraining its potential
for reliable and high-capacity communication over long distances®. As a result, achieving robust and efficient
PLC under unpredictable channel conditions becomes even more challenging. To overcome these limitations
and enhance the reliability and reach of PLC networks, researchers have explored the application of relay-aided
communication®'. By leveraging relay nodes, which serve as intermediaries between the source and destination,
relay-aided PLC offers promising opportunities for long-distance transmission in the high-frequency band*.

Previous research efforts have made significant strides in the development of long-distance transmission
techniques for power line communication (PLC) systems employing relay nodes**-2°. However, it is impor-
tant to note that the majority of these studies primarily concentrate on the decode-and-forward (DF) relaying
protocol*?*, with only a limited number exploring amplify-and-forward (AF) relay-aided PLC systems*. In
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comparison to DF relaying, AF approaches utilize simpler relay nodes that do not necessitate additional time
for decoding, quantization, or digital signal processing. Through the straightforward process of amplifying and
forwarding the received signals, AF relays can reduce the overall end-to-end transmission delay. Consequently,
the performance of PLC systems based on AF relaying schemes has become an intriguing area of investigation,
warranting further exploration.

The establishment of a reliable power line communication system necessitates the improvement of coverage
and the guarantee of data rates, both of which are challenging due to power and bandwidth limitations”. In
addition to the introduction of relay nodes, one practical approach to enhance data rates within a given channel
quality is to improve spectral efficiency. In this regard, in-band full-duplex (IBFD) technology has showed up as
a viable solution, originally explored in the realm of wireless communication®-*!. IBFD enables simultaneous
transmission and reception of signals within the same frequency band*?. Furthermore, the application of IBFD
can enhance the overall relaying capacity of a multi-hop network by enabling full-duplex relaying. This approach
mitigates the repeating delays associated with each relay node, effectively doubling the data throughput®*. IBFD
has recently garnered significant attention in the context of PLC**. As a result, the development of IBFD technol-
ogy holds great promise in enhancing the performance of long-distance PLC systems®”.

Another significant issue in communication is to enhance security against potential negative factors
The cheap and ubiquitous power line system is not perfect. How to enhance the security of the communica-
tion system based on power line is a serious problem with the electromagnetic radiation in the power line and
the existence of malicious wired users***. Despite the incorporation of relays and in-band full duplex (IBFD)
communication, long-distance power line communication (PLC) systems are inherently more vulnerable to
security risks compared to conventional wireless communication. These vulnerabilities arise from factors such
as impedance mismatch and non-Gaussian noise, which are characteristic of power line channels. Furthermore,
in a relay-aided PLC system, the presence of malicious users who can potentially eavesdrop on messages trans-
mitted between the source and relay nodes poses significant security threats. The security of such systems is
further compromised by imperfect channel state information (CSI), which can deteriorate the overall security
posture. It is important to note that power line channels and wireless channels share similarities, including fre-
quency selectivity, frequency-dependent attenuation, and an open nature that allows any wireless or PLC device
to intercept the exchanged messages. Consequently, both types of communication channels are susceptible to
exploitation by malicious users*>*!. In light of these shared vulnerabilities, it becomes possible and necessary
to leverage well-investigated wireless communication technologies and security mechanisms in the context of
PLC. Existing research has already demonstrated the feasibility and importance of applying established wireless
communication technologies to enhance the security of PLC systems***2,

The security of power line communication (PLC) can be achieved through two primary approaches: cryp-
tographic protocols and physical layer security (PLS). While cryptographic protocols are effective in securing
data transmission, PLS leverages the quality of the channel to protect against eavesdropping attacks. Compared
to cryptography-based methods, PLS techniques have lower complexity and have attracted recent research
interests**. The concept of PLS was initially introduced in the 1970s*-*¢ and has since undergone extensive
research. Initially, studies focused on the degraded wiretap channel*, followed by investigations into the non-
degraded wiretap channel*>*. More recently, research has delved into the analysis of fading wiretap channels**
and multiple-input-multiple-output (MIMO) wiretap channels*->!. PLS has also found applications in other
communication scenarios, such as fiber optical networks®?. In the context of PLC, research efforts have explored
the application of PLS in different system configurations. Studies initially concentrated on PLS for single-input,
single-output (SISO) PLC systems®’, followed by investigations into PLS techniques for MIMO-based PLC
systems™.

At present, there are some related fields of research as showed in Table 1. For example, a comprehensive study
examines the ergodic secrecy achievable rate of an in-home system in the presence of an adjacent malicious wire-
less device®*. Subsequently, a separate investigation analyzes the effective secrecy throughput utilizing an experi-
mental dataset®. In order to enhance security, a scheme is proposed that incorporates artificial noise to improve
the hybrid channel®. Furthermore, the research explores the PLS of cooperative relaying PLC systems under the
presence of an eavesdropper”. To address channel noise, a scheme based on full-duplex communication with
artificial noise injection is introduced®®. Additionally, the research delves into the analysis of secrecy rates for a
MIMO system, employing the IBFD jamming technique to secure the transmitted data®. The effective secrecy
throughput is studied under the scenario of passive colluding wireless eavesdroppers, considering both in-home
and broadband PLC systems®. Furthermore, PLS in the presence of passive eavesdropping is investigated, taking

36,37

Contributions This work | ** > ° 7 8 0 ol > 2
Log-normal channel model MK model | v v v v v v v v
Bernoulli-Gaussian impulsive noise | v v v
Imperfect CSI v v v v v v v
Multi-hop system v v v

Relay AF AF AF

Multiple Eves v v v v

Proposing scheme ' v v v v v v

Table 1. Overview of the existing literature.
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into account the impact of Bernoulli-Gaussian impulsive noise®’. Finally, the study provides a thorough analysis
of secrecy rate, secrecy outage probability, and secrecy capacity of a broadband system®2.

To the best of our knowledge, there is currently a research gap regarding relay-aided PLS in the presence of
multiple eavesdroppers. Motivated by previous studies on cooperative precoding to enhance channel quality
for legitimate users® and cooperative jamming to impair channel quality for unauthorized users in wireless
communication®-%, we propose a novel cooperative jamming and precoding PLS scheme for IBFD DF relay-
aided PLC systems. Unlike other studies assuming perfect channel information®”°, our proposed approach
takes into account imperfect channel information and aims to design the precoding matrices at the legitimate
nodes. The objective is to maximize the secrecy rate of AF relay-aided PLC systems with imperfect channel
information in the presence of multiple eavesdroppers. To achieve this, we utilize an efficient BCD algorithm to
iteratively optimize the precoding matrices. By jointly optimizing these matrices, we aim to enhance the secrecy
rate by leveraging the cooperative capabilities of the relay and introducing intentional jamming to disrupt the
eavesdroppers’ reception. The proposed scheme addresses the challenges posed by multiple eavesdroppers and
imperfect channel information, which are critical considerations in practical PLC systems.

To ensure the proposed scheme accurately models real-world power line channels, this paper conducts
a characterization of the statistical MIMO PLC channel based on an analysis of a set of experimental field
measurements’’. The analysis takes into account various factors that impact data transfer, including fading effects,
multipath propagation, and signal frequency. In addition, the noise in PLC is modeled as Bernoulli-Gaussian
impulsive noise””. Previous research on PLS has considered different scenarios involving imperfect knowledge
of CSI, ranging from passive eavesdroppers with unknown CSI*>~”6162 to those with estimation errors®”>. We
consider a system with globally imperfect channels to provide a more comprehensive and realistic approach.
In this scenario, all CSIs are partially known by the legitimate nodes in the PLC system due to channel estima-
tion errors. Furthermore, we extend the study from a single-eavesdropper scenario to a multiple-eavesdropper
scenario, considering two types of eavesdropping scenarios: non-colluding and colluding. In the non-colluding
scenario, the eavesdroppers operate independently and do not share information, while in the colluding scenario,
all eavesdroppers collaborate to intercept the legitimate transmission. Specifically, we investigate the severe col-
luding case to gain deeper insights into the security performance of the proposed scheme.

The subsequent sections of this paper are organized as follows. “System model” presents a detailed description
of the system model. In “Simulation and results”, the proposed optimization problem is proved to be solvable by
a series of transformations. net section showcases the numerical results obtained from the proposed scheme.
Finally, “Conclusion” concludes the findings and provides insights for future research directions.

Notations: To simplify the formulation, we denote AA™ as AX and the vec(A) denotes the vectorization of
a matrix A.

System model
We consider a secure transmission system as shown in Figs. 1 and 2, where a source tries to transmit confiden-
tial information to legitimate users via an FD relay in the presence of multiple eavesdroppers eavesdropping in
different time phases. More specifically, we assume all the eavesdroppers can be divided into two sets by their
eavesdropping time. The first one can only eavesdrop on messages in the first time phase and the second one can
only eavesdrop messages in the second time phase. Because the relay runs in the full-duplex model, self-interfer-
ence should be involved. In addition, considering the huge attenuation of signals over long distances in the PLC
system, the direct link from the source to the legitimate users can be ignored. In the system, the source(S), the
relay(R) and the users(D) are involved Ns, N and Np ports, respectively. Two sets of eavesdroppers are equivalent
to two multiple-ports eavesdroppers (E; and E,). Here, both sets of eavesdroppers are equipped with Ng ports.
In the system, channels are described by channel transfer function (CTF) H;; x as the matrix of coefficients,
where 7, j and k denote the transmitter, receiver and transmission time phases, respectively. Note that Hgp,; refers
to the self-interference matrix , and Hj; x stays constant in the transmission process. In this paper, considering the
multipath effect, frequency-selective effect, and time delay of power lines, this paper adopts the MK model”* to
model the channel, with channel noise characterized as a Bernoulli-Gaussian pulse noise. Due to the impreci-
sion of channel estimation/feedback and the stealthiness of eavesdroppers, it is challenging for the transmitter
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Figure 1. Phase 1 in PLC system.
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Figure 2. Phase 2 in the PLC system.

to obtain accurate channel state information between the receiver and the transmitter. Therefore, we consider
all channels to be imperfect channels.
The imperfect channels are described by the deterministic uncertainty model:

Aijkl| < 8} (1)

where Aj;x and Hyjx denote the CTF error and the mean CTF, respectively.

The PLC system is operated over two-time phases with the relay in the AF model. In the two time slots,
confidential information is transmitted via a source and a relay. While one of the legitimate nodes propagates
the information forward, the other sends jamming signal to deal with possible eavesdroppers. By considering
the possible worst-case scenario, the model introduces two groups of eavesdroppers who eavesdrop on two time
slots respectively and considers the effect of self-interference at the relay.

In the first time phase, the source broadcasts confidential messages to the relay and the messages are inevitably
eavesdropped by E1. More accurately, the confidential messages are modeled as symbols S € CA/(0, 1) mapped
by vector W € CNs* 1.

HjjceHijk= {HijxHj= Hijpt Ajik,

X, = WS, 2)
Next, we consider the messages emitted by the relay which only emits jamming:
Xg = VZ, ©)

where V € CN**land Z € CN/(0, 1) denote jamming vector and symbol.
With self-interference, the messages received by the relay can be formulated:

Yr1 = Hsg,1 WS + Hrr,1 VZ + ngy, 4)

where np; is actually PLC noise based on the Bernoulli-Gaussian noise model at the relay.
Meanwhile, E; receives the messages from both the source and the relay:

Yg1 = Hsg 1 WS + Hrg 1 VZ + ngy, (5)

where ng; is Bernoulli-Gaussian noise at Ej.
In the second time phase, the source emits the jamming precoded from the relay:

Xs, = AZ, (6)

Meanwhile, the relay is working in the AF mode so it amplifies and forwards the messages it received to both
the users and Ej:

Xg2 = GYgr1 = G(Hgr1 WS + Hrr1 VZ + ng1), 7)

where G € CN**Nk denotes the amplifying matrix.
Because of the distance, the jamming from the source will not interrupt users but Ej, i.e.

Yr2 = HsppAZ + Hpg G(Hgr 1 WS + Hrr1 VZ + ng1) + ng2 (8)

Yp = HrpXg2 + np = HrpG(Hsp,1 WS + Hgr 1 VZ + ngy) + np, 9)

where np is Bernouil-Gaussia noise at the users and ng; is Bernouil-Gaussia noise at Ej.
Above all, we can calculate the signal-to-noise ratio (SNR) at all the receivers.

¥p = (Hrp2GHsr 1 W)X Qp', where Qp = (Hrp2GHrr,1 V)X + 0 (Hrp2G)X + o1 (10)

ye1 = (Hse i W)X Qg}', where Qpr = (Hre, 1 V)X + 071 (11)
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Y2 = (Hrp2GHsr1 W)X Qgy, where Qg = (Hsg2A)X + (Hrp2GHrr 1 V)X + 02 (Hrp2G)X + 01

(12)
and o; is the amplitude of the corresponding Bernouil-Gaussia noise n;.
The achievable rate of the legitimate users is as follows:
Rp =log|I+ ypl, (13)

However, the situation for eavesdropping is more complicated, because the eavesdroppers can collude or not.
In the colluding case, the eavesdroppers can utilize maximum ratio combining (MRC) to combine their received
information. In this typical collusion strategy, the eavesdropping SNR is the sum of all the eavesdroppers. So the
achievable rate of the eavesdroppers is as follows:

Rg = log |1+ yE1 + vE2| (14)

Jamming precoding scheme
In this work, the goal is to maximize the secrecy rate of the system. With the transmit power constraint, the
optimization problem can be formulated as follows.

max min Rp — Rg
W.V.AG HyeHjx (15)

st [WI* < Ps, A" < Ps, [IVI* < Pr, tr((GHsgi W)™ + (GHrea V)® +03G") < P VHiik € Mk
(16)
Because of the high non-convexity of the function log ||, the problem is hard to solve. To make the problem
solvable, (15) is transformed into an equivalent form through WMMSE algorithm, which can be solved with the
BCD algorithm. We first introduce WMMSE algorithm.
Lemmal”: Define the MSE matrix

M 2 (DH-DX + DRD"

— Rg =1log|Q| — log|Q + PX|

=log I+ [GEZ(HRE’IV)K 0 H
0 o5 l(Hsp2A)K + (Hrp,GHrr,1 V)X + 02 (Hrp 2 G)X]
_ _ K
710g I+ |:UE2(HRE,1V)K 0 :| |:0'E 1P1:|
0 o [(Hsg2A)K + (Hpp,GHer, V)X + 03 (HreG)X] oz ‘P,

= log ]1 v ogz<HRE,IV)K( +log \1 + 0 [(Hsg o A)K + (HrpyGHgr V)X + a,%(HRE,ZGVﬁ)

CE1 Cr2
-2 K -1 K
+710g I+ |:O'E (HRE,IV) 0 :| |:O'E P1:|
0 op “[(Hsg )X + (Hre2GHer,1 V)X + 0 (Hre 1 G)X] o P,
MEg3
Ces
(17)
where R > 0. Then we have
—log|M| = max log S| — tr(SM) + tr(I) log ‘I + R_IHK‘ = max log|S| — tr(Sl\A/I) +tr(@ (18)
$>0 $>0,D

Furthermore, auxiliary matrices S;, M;, D; are introduced to reformulate the part of log |-|in the objective
function in (15) as follows.

Rp = SDIE&)]()D lOg ISp| — tr(SpMp) + tr(I) (19)
where
Mp = (DpHrpGHsr1W — DX + DpQpDE (20)

However, (14) is hard to explicit the Lemmal directly. As a result, we need to transform (14) in a more
compatible form.

log |1+ yg1 + vg2| = log [T+ PXQ7!| (1)

where
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Q= Qe 0O _ | P Hgg 1 W
0 Qg |’ P HrpGHsp 1 W

Then we have (17), where Rg are divided as Cg, Cg; and Cgs for subsequent transformation. Thus, in order to
formulate the achievable rate of the eavesdroppers in the colluding case, Cg; and Cg; is equivalent to

Cp1 = o nax log |Sg1| — tr(Sg1Mg1) + tr(D) 22)
Cpx = o nax log Sg2| — tr(Sp2Mp2) + tr(D) (23)

where
Mgi = (DpiHge V= DX + 0Df,
Mp, = (DE21HSE)2AX =+ DgzzHRE,zGHRR,IVX —+ URDE23HRE,2G — I)K + O‘é (D§21 + D§22 + D§23>

f £1log|Sp| — tr(SpMp) + log Sg1| — tr(Se1ME1) + log [Sg2| — tr(Sg2Mg2) + log [Sg3| — tr(Sp3MEs3)

249
A
g =log|Sp| — Bp +log[Sk1| — Be1 + log|Ska| — Br2 + log [Sk3| — Bes (25)
Note the decomposition Dg; = [DEzl Dy DEzﬂandX = [1 0} € CI*Nr,
Then to solve Cg3, we also apply Lemmal :
Cps = max log |Sg3| — tr(SgzMgs3) + tr(D) (26)

After substituting (22)-(26) into (15), the secrecy rate of the system with the colluding eavesdroppers can
be rewritten as

ma min W,V,A G, S;,D;), s.t.(16
w,v,A,G,§§>o,DiH,-j,keH,-j,kf ( - D1) (16) (27)

where f(W,V,A,G,S;,D;)is defined in (24).
The max-min problem and constrain tr((GHsg 1 W)X + (GHgp 1 V)X + GI%GK) < Pjg can be transformed
into an optimization problem by introducing constraints with slack variables g; as follows.

tr(SiMi) < Bi, VH;jx € Hijk (28)
The problem (27) can be further transformed as

Wy AR oD, gW,V,A,G,S;,Dj), s.t.(16), (26) (29)

where g(W,V, A, G, S;, Dj) is defined in (25).
However, (25) is still convex because of the semi-infinite constraints (28). Fori = D, tr(SpMp) can be rewrit-
ten as

2

vec(Fp(DpHRrp, 2 GHsr 1 W — 1))
vec(FpDpHRrpGHRg 1 V)

tr(SpMp) = vec(orFpDpHRrp,2G) (30)
vec(opFpDp)
D
where S, = FSFD and the equality tr(AK) = ||vec(A)|?is applied.
Especially note that for i = E3, to obtain similiar form as (30), Fg3 should be divided as
Fps = [Fgs) Frz ], Fpap, Fpsp € CNEXNE G
So we have
vec(Fg31) :
vec(Fg32)
Vec(UEllFE31HRE,1V)
vec(og Fps2HsppA)
tr(Sg3Mes) = g (32)

vec(o; 'Fr3Hrp2GHrr 1 V)
VeC(UE_ 1 URFESZHRE,ZG)
vec(og 'Fz1Hsg, i W)
vec(oy 'Fr3Hrp2GHsr W)

Focusing on the uncertain CTF, (30) can be rewritten as follows.
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¢p=¢p+ Y _ Qpjvec(A)) + Y axvec(Apr)vec” (Ajp)
i k

j (33)

Ap Ap

where the identity vec(ABC) = (CT ® A)vec(B) is applied. Ap and Ap s the linear part and the quadratic part
of the CTF uncertainty, respectively. Actually the quadratic part is negligible. Then, we only consider asymptotic
form of ¢p as

¢p = dp + Z Qpjvec(A))

/ (34)
Ap
where
WT ® FpDpHrp,,G (GESR,IW)T ® FpDp 0
s = 0 Qpspy — | CHRIVT @FoDp | o | VI ® FoDpHzp G
’ 0 ’ ’ O'RGT ® FDDD ? ? 0
0 0 0

(35)
For other situations and for the constraint tr((GHsg ; W)X + (GHgg 1 V)X + O’I% GK) < Pg, similiar formulas
can be obtained through the same method. While the power constraint does not involve any quadratic part of
the CTF uncertainty, so the original problem constraints are not relaxed.
With (30) and (34) and by exploiting the Schur complement lemma?®, (28) can be rewritten as matrix inequal-
ity .
%29
¢p 1 Ap O
The constraint (36) still contains the uncertainty Ap. The sign-definiteness lemma is applied to eliminate
this uncertainty.
Lemma 27% Given a Hermitian matrix A and arbitrary matrices pair {P;, Q;}, i € {1,2,..., N}, the semi-
infinite Linear Matrix Inequality (LMI)

N
A> Y (PIYiQi+ QY[R Vil < i (37)

1

holds if and only if there exist nonnegative real numbers 11, /2, . . ., Ay such that

A— Zi] )»iQ;‘HQi - SIP{I cee — 5Npg
—81P1 811 .- 0
: >0 (38)
_(SNPN 0 N )Ne |
h £ 2log |Fp| — fp + 2log|Fei| — Be1 + 21log [Fra| — Bra + 2log 3| — Brs (39)

Appropriately choose the parameters as below

TH
p= {gﬁ ¢’f },Qm,QDZ,QDS =[—10],Pp; = [0 @8, |, Pp2 = [0 @, . Pps = [0 @554, ]
(40)
Apply lemma 2 and insert (40) to (36) , and we have
Bp—AD1—/D2—/.D3 oH pH
ép I b >0 (41)
6p diag(Ap1L, Ap21, ApsI)
where 6p = —[3DSR,1P1T)1> 8 DSD,ZPITJZ, (SDRR)lPl];y]T. Similarly, other inequalities tr(S;M;) < B; can be transfered
into the same form as following.
i
Bi— > Ak & oH
fz . i -0 (42)
1
0; [}vll, s ijl]

With all components, the problem is equivalent to
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max h(W,V,A,G,F;, Dy, /i, B1), st (16), (40), (41) 3
W.,V,A,G,F;>0,D;,4;>0,8; ( )
where the function h(W, V, A, G, F;, Dy, 4;, B;) is defined in (39).

Although (43) is still non-convex. However, it is convex with respective to F; or any one in W, V, A, G, D;. As
aresult, (43) can be solved via BCD algorithm as below.

set I= 0, W=W©O V=V A=AO F, = FI(.O),G = G©and an accuracy parameter ;

repeat
1:Solve (42) to update D; with other parameters fixed;
2:Solve (42) to update F; with other fixed parameters which are found in previous steps;
3:Solve (42) to update W, V, A with other fixed parameters which are found in previous steps;
4:Solve (42) to update G with other fixed parameters which are found in previous steps;

until |y(i) - y(i‘1)| < e,where y denotes optimum value of (42) in ith iteration

Algorithm 1. Jamming precoding scheme to solve problem (43).

The variables to be optimized in the optimization problem are divided into the following groups.
Do = {4, Bi}, D1 = {Dj, Po}, D2 = {F;, Do}, 3 = {W,V, A, Do, }, Py = {G, o} (44)

By optimizing the problem in order ®; — &, — ®3 — D4, we denote y,ii) as the optimal value optimized
to @y in the ith iteration. Since the variables to be optimized always meet the constraints in the optimization
process, the optimal value will not decrease :

(i—-1) (i—-1)
Z¥s =2

Obviously with constraints (16), the secrecy rate is bounded and the objective function value increases in

each iteration, which proves the convergence.

' i i ‘ ' i— i—1 i—1
Y=y = = =) =y =Y =yl (43)

Simulation and results

In the simulation parts, the statistical MIMO PLC channels are generated by formula (1) in reference’’, and
the specific parameters are shown in Table 2. And the noises in PLC are also modeled as a Bernoulli-Gaussian
impulsive noise.

In this section, numerical results are presented to prove the effectiveness of precoding jamming scheme in
terms of average secrecy rate. In this part, without specific definition, we consider Ny = Nx = Np = N = N = 2.
Besides, for the simplicity, the CTF uncertaninty bound §;; x are related to corresponding determinant of mean
CTF with one certain coefficient, or 8, = M”Hij)k H Apparently, it accords with the natural assumption that
CTF with larger determinant tends to be more uncertain.

Figures 3 and 4 illustrate the relationship between the average secrecy rate and the number of iterations,
assuming power constraints Ps = Pr = P = 10 dB. Notably, the average secrecy rate consistently stabilizes after
approximately 40 iterations. This indicates that heightened CTF uncertainty detrimentally impacts the secrecy
rate. Moreover, the proposed approach exhibits superior performance with an increased number of legitimate
user ports and a reduced number of eavesdropper ports. This distinction becomes particularly pronounced in
scenarios characterized by larger CTF uncertainty. In essence, the number of ports directly correlates with the
capacity for receiving or intercepting information.

We examine the characteristics of the proposed scheme under varying transmit power levels in Figs. 5 and 6.
The analysis reveals an increase in the average secrecy rate as the transmit power is raised. However, beyond a

Path loss parameter | Model Parameters
A N(ia, 0, na = —50.1dB
dB $1,D1 (1a,04) o = 156dB
0 51 38
AdB sm,Dn 2.9 5.7 5.2
mell,23] Agg smon = Adgss1.01 + N (0,05m,0n) losm: Dn] = | o 2'a 69 |dB
4.6 59 5.1
Adps4,0n Adpsa,pn = 0.5 X Aggs1,p1 — 30 + N(0, 054,01)
Hay = 1.04 x 1072
a Eqhife (4ag > 8ag) 3
8ay = —6.7 X 10
ai Constant ay =4x10710
K Wiak, Bx) ag =57 x 1072
Bx =577
Lyax Constant Lyax = 800 m
A Constant A=02m!

Table 2. Parameters of the PLC channels’’.
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Figure 6. Average secrecy rate versus power constraint comparison of different ports number and CTF
uncertainty.

transmission power of 10 dB, especially in scenarios with more eavesdropper ports and increased CTF uncer-
tainty, the secrecy rate experiences only marginal improvement. This is attributed to the fact that elevating
transmit power enhances not only the capacity of legitimate users but also that of eavesdroppers colluding to
boost their eavesdropping rate. Consequently, this simultaneous enhancement leads to only a slight alteration
in the overall secrecy rate. Additionally, when the numbers of legitimate user ports and eavesdropper ports both
increase from 2 to 3, there is a notable decrease in the average secrecy rate. This observation suggests that in
collusion scenarios, the expansion of the eavesdroppers’ port number has a more substantial impact on the PLC
system than the growth in the number of legitimate users’ ports.

We assess the influence of jamming by showcasing the numerical outcomes of our proposed schemes along-
side a comparable one lacking jamming signals in Fig. 7. This figure shows improvements achieved by the
proposed algorithm compared to the traditional one. As shown in Fig. 7, the proposed algorithm achieves
higher secure rates than the traditional algorithm when p = 0.05 or u = 0.075, and the advantage increases
with increasing power. Specifically, when u = 0.05 and the transmission power is 20 dB, the secure rate of the
proposed algorithm can reach 0.85 bit/s/Hz, while the traditional algorithm achieves 0.61 bit/s/Hz. In contrast
to the jamming-free scheme, our proposed approach demonstrates superior performance, particularly regarding
the average secrecy rate, especially under conditions of lower CTF uncertainty and increased transmit power. This
suggests that, to a certain degree, jamming has the capability to disrupt the interception efforts of eavesdroppers,
even in scenarios characterized by higher CTF uncertainty.

Figure 8 depicts how the ports of eavesdroppers affect the PLC system, where Ns = Ng = Np = 2. It suggests
the ability of eavesdroppers increases with the growth of their ports, especially in few ports.
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Figure 7. Average secrecy rate versus power constraint comparison of different schemes.
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Conclusion

The paper introduces a precoding jamming scheme aimed at bolstering the security of AF relay-aided PLC sys-
tems when faced with the challenge of multiple colluding eavesdroppers, while also considering CTF uncertainty.
The numerical results unequivocally establish the superiority of our proposed scheme compared to a jamming-
free alternative. Notably, the effectiveness of the proposed scheme is underscored, especially in scenarios char-
acterized by elevated CTF uncertainty.

Data availability
The datasets generated and/or analysed during the current study are available in the github repository, https://
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