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Abstract

Current swift technological advances are significantly impacting how organizations

operate and services are provided. Even with the multiple benefits for organizations

that undergo digital transformation, the majority of transformation initiatives fail due

to the challenges that arise. A primary reason for these failures links back to the

lack of effective governance framework to support effective digital transformation

efforts. This paper proposes such a framework through a system of systems engi-

neering approach to understand the various constituent systems involved in digital

transformation efforts and their interactive and emergent behaviors. The application

and usefulness of the framework were demonstrated as part of a digital transforma-

tion initiative in an Australian Large Government Agency and documented as a case

study.
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1 INTRODUCTION

In today’s rapidly changing world, digital transformation has a major

impact on society, playing an increasingly important role in engineer-

ing efforts, particularly demonstrated in the context of the recent

and evolving disruptions arising from COVID-19. Organizations can

reap numerous benefits when they undergo digital transformation.

Short term benefits include the measurable growth in availability

of new services (online and through digital channels) while long

term benefits include the improved effectiveness and client satis-

faction with the products and services provided by an organization.

Further advantages encompass cultural changes within the organiza-

tion from a bureaucratic top-down structure to a relationship driven

shared decision-making structure.1 To derive more benefits, it is rec-

ommended incorporating complexity into the digital transformation

modelling, planning, and engagement to allowvarious autonomous sys-
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tems involved in digital transformation to naturally interact with each

other and generate emergence. This includes the way information and

data are collected, stored, and analyzed to support decision making in

addition to the development of models and plans, focusing on cross

and multidisciplinary methods and embedding these changes into the

organization while encouraging feedback.2 However, to benefit more

fully fromdigital transformations, organizationsneed tobeprepared to

improvemore than just their engineering and infrastructure practices.

Thepurposeof this research is to propose a SoSEgovernance frame-

work used to support effective digital transformations. The framework

requires the user/organization to consider the constituent systems

(e.g., clients, employees, and businesses) as autonomous decentralized

systems, while also viewing what happens when they come together

as a collective and interact as a system of systems, working towards

a common goal. Through the application to a case study, this paper

argues that the success of the Australian Large Government Agency’s
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digital transformation was largely due to the application of the SoSE

framework. Within this case study, it becomes clear that digital engi-

neering is the digital transformation of engineering practices which

includes infrastructure updates, along with interfaces, processes, and

procedures. The case study sets a benchmark for effective digital

transformation in large organizations, highlighting a number of best

practices and lessons learned.

This effort requires effective governance of multiple integrated

systems working together and sharing one common objective to suc-

cessfully support digital transformation. Recently, System of Systems

Engineering (SoSE) has emerged as a discipline to enable such efforts.3

This includes digital engineering, which incorporates the integration

of new technologies with models, systems, infrastructure, simula-

tions, and components at a point in time and across the digital

lifecycle.3 Literature shows that by implementing digital engineering

approaches, organizations can develop and support multidisciplinary

simulations along with visualization opportunities and platform-based

approaches.3 This can subsequently provide a more detailed model

of the current and future states. Within digital transformation, a data

and client centric approach is supported by digital engineeringmodels,

which is a collaborative way of working that utilizes digital processes

to create productive methods for planning, designing, and maintaining

assets and outcomes throughout a lifecycle.2

Digital engineering is defined as “an integrated digital approach that

uses authoritative sources of systems data and models as a continuum

across disciplines to support lifecycle activities from concept through

disposal”.2 For many organizations, digital engineering represents or

forms a key part of a transformation in terms of how they normally

conduct their engineering systems and transforming them digitally.3 In

addition, according to MerriamWebster, engineering is defined as the

design, building and use of machines, engines, and various structures.4

Therefore, digital engineering can be described as the digital trans-

formation of engineering and can be supported by understanding the

multiple different systems and factors that can potentially influence it.

Digital engineering provides continuous insight and oversight

through a single source of truth shared among stakeholders involved

in the system.3 When design is integrated and validated multidi-

mensionally as part of both modelling and transformations in digital

engineering, organizational design, analysis, and optimization can be

improved through continuous internal and external feedback.3 Digital

engineering is a form of digital transformation. Successful digital engi-

neering endeavors require organizations to have a mechanism, which

encourages and supports high quality outcomes that involve stake-

holders, and are safe, cost effective and efficient. Unfortunately, it is

a challenging task due to the many systems involved and as a result,

an approach is needed that can consider each of these systems indi-

vidually along with specific organizational performance outcomes. The

domain of SoSE allows for the integration of multiple systems that

come together to meet one common objective. SoSE is defined as a set

of developing tools, methods and processes that are used for planning,

adapting, and implementing system of system solutions.5 The purpose

of this research is to identify and apply best practices from SoSE on

digital transformation processes.

Digital transformation requires taking into considerationmore than

just technology since it is vital to include other systems impacting

the outcomes such as business processes, organizational structure,

and stakeholder engagement, among others.6 Utilizing the proposed

framework, organizations can consider the various constituent sys-

tems, including cognitive, social, digital, infrastructure, business, and

policy. The framework can further assist in answering a number of key

questions regarding the different systems such as what, where, why,

who, when and how. A productive digital transformation requires an

organization to have a supporting environment, policy, and cognitive

systems (people). Amore integrated and inclusive SoS approach can be

instrumental in gaining a deeper understanding of each element as part

of this effort.

Using a case study, this paper outlines the application of the frame-

work in the Australian Large Government Agency, which used the

framework to effectively support their ongoing digital transformation.

Through the application of the framework, readers can understand

the different factors for consideration and how they were addressed

for each constituent system (internally and externally). The findings of

this research also present several different outcomes as well as best

practices and lessons learned.

The structure of this paper is broken into seven sections. The first

section is the introduction to the research. The second section sum-

marizes published material on digital transformation and the third

section provides an overview of the literature specific to SoS. This is

followed by section four presenting the SoSE framework. Section five

thendescribes theapplicationof the framework toa case study. Section

six is the conclusion and finally, section seven outlines future research

for consideration.

2 DIGITAL TRANSFORMATION

2.1 Benefits

The benefits for organizations undergoing digital transformation often

link back to the ultimate drivers influencing the initial organizational

transformation to take place. One of the key benefits can be improve-

ments to inefficiencies within business models through the growth of

digital capabilities in staff and digital maturity of the organization that

can have an impact on the business models and strategies that develop

over time.7 Economic benefits can include enhanced profitability (new

or improved revenue growth), customer satisfaction and increased

operational efficiency.8 Economic benefits can further flow on savings

to clients and the broader business. As part of digital transforma-

tion, client engagement can expand through the provision of digital

services, convenience, standards of service, agility, and competitive

advantage to other organizations. Therefore, digital transformation

can lead to improvements to customer focus, specifically in value

creation and appropriate client support.7 Thus, organizations can be

better equipped to respond to adapting client needs and expectations.

Organizational efficiency is often improved by digital transforma-

tion, through the automation of manual tasks and integration and
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streamlining data use, workflow, and productivity.9 Consequently,

among key benefits can be optimization of business strategies, reduc-

tion of costs, and encouragement of client interactions through digital

platforms. However, for these benefits to be realized, there needs to be

more than just technologies driving the change. Ongoing digital capa-

bility enhancement, strategic development, organizational culture, and

talent development/acquisition must be undertaken in conjunction.10

Even with the significant number of benefits associated with an orga-

nizational digital transformation, a number within an organization,

there are also a number of challenges that need to be considered and

addressed in order for the benefits to be realized.

2.2 Challenges

Although there are benefits to transforming digitally, specifically orga-

nizational performance improvement using technology,11 there are

challenges to beovercome in undergoing digital transformation.Digital

transformation involves the application of technologies which impact

all aspects of business and society.12 A challenge arises from the

efficiency of current processes, including the cost benefit of legacy

system improvements, compared to the need to focus on meeting

client needs.13 This challenge links back to the difficulty of balancing

the need for efficiency with the requirements to meet client expecta-

tions, encourage loyalty and improve overall satisfaction.14 Efficiency

becomes an additional challenge when it is prioritized incorrectly and

influences overall quality.

Another noteworthy challenge is the difficulty integrating digital

structure into the DNA of the organization, which includes services,

business models and skills.15 This encompasses the implementation

of technology, along with the development of skills and expertise in

the area.16 Therefore, culture and skills form additional challenges

associated with education, talents, and the digital environment.17 In

response, a significant effort needs to go into understanding require-

ments of clients, the organization, and staff, and providing resources,

time, and support to everyone involved to upskill and move with the

transformation. In addition, organizational challenges around digital

transformation link back to knowledge management (e.g., accessibility

of information and documentation) and to the issues of visibility and

transparency.18 Hence, both organizational andmarket challenges can

often be connected back to a lack of visibility and transparency into the

purpose and process of the digital transformation.

Economic challenges may present where new digital processes and

technologies cause significant changes to the requirementsof skills and

expertise of staff.19–25 In response, this can require costs of upskilling

current staff, employing new staff and potential redundancies of staff

no longer required. Furthermore, there has been a rise in the impacts

of societal challenges that link back to social issues such as environ-

mental sustainability, specifically related to resource efficiency and

energy consumption.26,27 Linking back to the need for integrating dig-

ital structure into the organizational DNA can support overcoming the

presented challenges while reaping the benefits. With the significant

number of challenges impacting digital transformation, a framework is

needed to address the challenges and realize the benefits of the pro-

cess within an organization. In response, the aim of this paper is to

respond to the lack of a framework to support effective digital trans-

formation through the introduction of a SoSE governance framework.

2.3 Architecture

Digital architecture is used to refer to other aspects of architecture

that feature or utilize digital technology in order to achieve business

outcomes.28,29 Digital architecture does not always include tangible

materials (e.g., bricks and mortar), instead housing much of its archi-

tecture though intangible connections and formats.28 As a discipline it

redefines the solution and design process, while shifting the focus from

a business problem solving process to one focused on client and staff

experiences.29 As a result, digital architecture involves shifting the

paradigms with internal stakeholders away from solutions to incorpo-

rate the needs and expectations of external stakeholders.29 This links

to other research, which highlights that digital projects and transfor-

mations cannot be run separately from the rest of the work occurring

as part of an organization. The architecture and infrastructure behind

the digital transformation needs to consider the purposes of technolo-

gies, new solution development and business development.30 Thus, the

term architecture within digital engineering includes organizational

processes, structure and constituents that can be within and outside

the organization. It is important to understand the different processes

within an organization, to effectively manage any transformation

process implemented.

2.4 Processes

The digital transformation process is a method of utilizing digital

technology to support thedevelopmentof business processes andopti-

mization of various workflows. It focuses on improving the processes,

activities and tasks that involve human interactions.31 However, the

process should find the right balance between providing generic digital

transformation phases and maintaining a certain degree of flexibility

that would allow for adapting it to different organizations.32 Due to

the complex and strategic nature of digital process improvement, there

needs to be strong leadership and strategy to develop a more holis-

tic and interconnected initiative rather than individual and isolated

initiatives. Through fundamental changes to organizational manage-

ment, the processes can improve and support development of new

business models to encourage greater growth opportunities.33 Differ-

ent organizational structures impact how organizations manage their

day-to-day operations including their internal processes and architec-

ture, the organizational structure also can have significant impacts on

the effectiveness of digital transformation efforts.

2.5 Structure

Effective digital transformation of an organization requires overar-

ching strategic alignment.34 Strategic alignment supports consistency
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across organizational structure and processes, technology strategy

and information system infrastructure.35 Additional research has iden-

tified the importance of organizational structure. This includes the

impact of flattening the structure, decentralizing the decision making,

encouraging collaboration, developing new knowledge, transferring

processes between employees, networking across teams and areas,

proactive communication andorganizational flexibility and agility.36–39

The development of neworganizational structure should be completed

early in the transformation, rather than maintaining rigid internal

and external boundaries.40 The organizational structure informs the

boundaries within and outside the organization, indicating which

stakeholders are important and how to identify them. In addition,

the structure also supports the way constituents are identified, man-

aged, and engaged with before, during and after an organizational

transformation process.

2.6 Constituents

The goal of digital transformation can vary across organizations and

can have an impact on the environment outside of the organization.

By highlighting the importance of sharing the purpose of digital trans-

formation externally, an organization can obtain buy-in and support

for the transformation and generate innovations that could occur as

a result.41 This section outlines the important constituent systems

identified within the proposed framework.

The first constituent system, is the cognitive system, also referred

to as an individual mental system, consists of multiple interrelated

assumptions, beliefs, ideas, and knowledge.42 This system consists of

an individual’s worldviews and determines how individuals act, think

and filter information and cues from the outside world. The cogni-

tive system influences the beliefs and attitudes of the staff and clients

affected by the transformation, along with their willingness to adapt

to change. The second constituent system identified is the social sys-

tem composed of elements associated with the various interactions

between the actors within the population. Social systems include per-

sons within populations who adapt to their environment in order to

survive and thrive, including ability to adapt to the environment and

community.43,44

The third identified constituent system, is the digital system, which

is an open, loosely coupled, demand-driven, domain-clustered, agent-

based, self-organized collaborative environment (or a system).45,46

Digital systems capture relationships between dynamic networks of

interrelated complex systems.45 The behaviors within the digital sys-

tems are similar to organisms within the biological system, including

mitigation, ongoing evolution and the use of hybrid environments.47,48

The digital system links into the infrastructure set up to support any

digital materials within and outside of the organization. The fourth

identified constituent system is the infrastructure system, which are

referred to as the backbone of services and digital systems. They incor-

porate the basic physical systems of information technology, electricity

systems and communication networks.49,50 Infrastructure includes the

fundamental facilities and systems which serve a country, state, or

region, and includes various facilities and services required for a gov-

ernment and economy to function.49 The different components within

an infrastructure system are broad, as it incorporates both public and

private physical improvements. This system forms the foundation of

the transformation.

The fifth constituent system identified is the business system,which

focuses on the micro-economic view of business networks as well as

the macro-economic perspective.51,52 The business system highlights

the different views and considerations of different groups and individ-

uals within the market, affecting infrastructure, cognitive and social

systems while also being affected by them. The sixth constituent the

system identified is the policy system, which is a deliberate system

of principles, based on specific policies of an organization, country,

or international entity. Policies are defined as a statement of intent,

implemented as a procedure or protocol.53,54 This system impacts the

environment in which the organization operates and what an organi-

zation needs to comply with in order to run lawfully. Each identified

constituent system provides a view of the different considerations and

interdependencies which impact the outcomes of digital transforma-

tion efforts. These systems highlight the importance of understanding

the role of technology and the role of people within a transformation.

2.7 Role of technology/digital engineering

Understanding the role of technology within a digital transformation

is crucial, especially as it forms the infrastructure and encourages

ongoing changes in the organizational processes. One of the most sig-

nificant external pressures come from changes in technology in line

with the environment.1 Theperceptions anduse of technology are con-

strained by organizational requirements while endorsed technology

influences the organization. The role of technology differs depending

on theorganizationand the individuals (e.g., staff and clients)within the

organisation.1 Research suggests that technology does not necessarily

change an organization, and instead, the manner in which organiza-

tions work and use their technologies to changework practices.55,56 In

addition, the use of technology creates a feedback loop whereby tech-

nology is utilizedand further influences internal andexternal processes

and changes how technology is used by the organisation.57 Technology

is critical to triggering the digital transformation process, but it is not

enough to establish the long-term effects.1

To support successful digital transformation, organizations need to

consider technology along with human factors. Technology and engi-

neering enable change. Yet, this change must be supported by the

organization and stakeholders. Research highlights four elements that

can support transformation and are captured in digital engineering

approaches, including (1) models should be adapted to the nature of

theworkforce, (2) processes should remain adaptive (e.g., riskmanage-

ment methods), (3) the focus should be on the result of the process, (4)

knowing who produces what and when, in conjunction with common

language (supports the how).58 The implementation of new technology

into an organization is only a small part of a digital transformation since

there are also considerations of the integration with legacy services
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and how people and human factors will be considered and responded

to.

2.8 Role of people/human factor

It is not sufficient to consider technology in isolation. There is a need

for skilled employees to implement the change and skilled clients to

utilize new or upgraded services.16,59 When updating technology and

services provided to staff and clients, organizations need to consider

the usability, satisfaction, wearability, safety, and aesthetics of what

is provided.60 Research suggests that digital transformation incor-

porates cultural and organizational transformation, which includes

organizational cultural change such as structure, terms, processes,

attitudes, beliefs, and behaviours.61 In addition, organizational and cul-

tural transformation is vital to the successful implementation of new

technology through the establishment of digital culture and cultural

change.62,63

Human factors around innovative culture, risk tolerance, team col-

laboration, trial and errormentality and agility have significant impacts

on the effectiveness of digital transformation endeavors within an

organisation.64–66,10 This includes ensuring that leaders encourage

digital maturity within the organization and encompasses people,

processes, technology, engagement models, structures, and business

models.67 Furthermore, this change and leadership requires support-

ing staff to implement the transformation and encouraging clients

to utilize new technology and services, thus ensuring organizational

readiness to implement changes, and making ongoing adjustments

to the business models.67 Therefore, digital transformation necessi-

tates strong and clear leadership to sustain and drive change in an

organization, and a vision for what the organization needs and wants

to transform.65 To benefit from digital transformation, organizations

need people who are open to change and collaborative, take risks

and innovate to improve the way they work, collaborate, and execute

business processes.65 With advancements to technology and the ser-

vices offered and provided by organizations, the internal and external

boundaries canbeblurred.As a result, theneed tounderstand thevary-

ing needs and expectations of clients and staff, along with the impacts

of changing environments to the acceptance of change.

2.9 Role of supporting environment

Culture is an important component in any transformation. If there is

not support from theusers and the employees, the likelihoodof success

is very low. Research demonstrates that 70%of digital transformations

fail, this failure can be linked to several factors within the organi-

zation and surrounding environment.69 However, a primary cause of

failure within digital transformation efforts has been identified as not

having a supportive environment both internally and externally.69 Con-

sequently, in order to respond to the rapidly changing environment,

there is a need for organizations to understand the critical role of a

supportive environment. This requires a fundamental transformation

and restructuring of a business model to respond and survive within

a disruptive environment.69 Organizations are affected by changes

fromtheexternal environment,which includespolitical, social, andeco-

nomic factors.70 Theexternal conditions influence andaffect thedevel-

opment of the organization, and often, this encompasses the following

five elements: technological, economic/business, infrastructure, social

and political.71 In addition, when the external environment is consid-

ered, performance can be measured in accordance with the changing

conditions. This includes the attractiveness of the organization to

clients and potential employees.72,73 As a result, a supportive environ-

ment is encouraged by seeking buy-in and input from external sources

such as clients, social groups, technological firms, political figures, and

broader groups outside of the organisation.68 The effectiveness of a

digital transformation can be improved by having a supporting envi-

ronment, this includes where new innovations are implemented, and

legacy services are modified or phased out to support new service

offers.

2.10 Innovation and legacy

As the digital transformation often occurs progressively and overtime,

a key consideration iswhat rolewill legacy systems and interfaces have

in future improvements. A legacy system is often defined as an out

of date or old method, technology, system, or program, which is still

in use, paving the way for the standards and expectations of future

systems.74 It is commonplace that when a system is referred to as

legacy, that the system is out of date and may require replacement.74

Research suggests that successful digital transformations often limit

the continuation of legacy systems wherever possible, instead of mak-

ing improvements to outdated systems by replacing them with newer

and more efficient options.75 Legacy improvements or modifications

are often required to innovate user interfaces (services), business

models and upgrades to technology, business processes and tools.76

Therefore, although short-term investments in legacy systems may

be necessary, greater focus on the scaling of innovation across the

organization is vital for long term success.77

Especially in the beginning, it can be challenging for organizations

to foster innovation when attempting improvements to their service

offers or legacy systems. These challenges can include technology,

processes, and culture However, by utilizing the legacy systems as a

minimum viable service standard, innovation can be encouraged and

supported.78 It is important to note that a legacy system provides a

level of stability as it is pre-established and can serve as a core to sup-

porting systems when implementing innovations and improvements

into the future.79 Innovation is defined by the practical implementa-

tion of ideas or concepts that result in the introduction of new or

improved services, systems, or processes.80 Progressive innovation

can often support cultural changes, skill development and technology

purchases overtime, rather than pushing a radical change and focused

commitment.76 For radical innovation to be successful, leadership

needs to stress the importance of change management, especially as

failure becomes more likely when this does not occur progressively.78

Thus, the need for up-to-date technology, a supportive environment
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and role of human capital cannot be ignored. To implement successful

digital transformation, each of the constituent organizational systems

must be considered holistically, which can be done through a system of

systems engineering approach.

3 DIGITAL TRANSFORMATION AS A SYSTEM
OF SYSTEM (SOS)

Complexity grows with digital transformation as many large organiza-

tions seek to integrate various systems that work together to develop

and accomplish their organizational goals. Within SoS approaches,

accomplishing organizational goals cannot be achieved by the con-

stituent systems alone. It is the integration of these constituents

working together to meet their goals which is referred to as a sys-

tem of systems.81 SoS are based on the coordination and integration

of multiple constituent systems that jointly perform a function, pur-

pose or behavior that the individual constituent systems are unable to

perform on their own.81 A SoS is more complex than a system due to

the additional requirements for integration, and the different emphasis

and approach for design and validation.82 Therefore, the SoS approach

focuses on the system as a whole, and not on independent parts.83

There are multiple definitions of SoS, but it is commonly defined

as a network of systems functioning together to achieve a common

purpose.84 SoS’s are naturally observed, as they are derived from sys-

tems interoperating with other systems.85,86 Hence, as SoS comprise

numerous constituent interdependent systems and are integrated

complex systems, they provide a different perspective to understand-

ing the complexities of an environment.86,88 Systems are autonomous

and heterogenous.85 However, when they form part of a SoS, their

interactions produce capabilities of unintended consequences as a

result of emergent behavior which does not originate from a sin-

gle constituent system.88 SoS are most commonly referred to as the

combination of components that are themselves significantly complex,

enough so that they may be regarded as systems assembled into a

larger system.89

SoSperformswithin a dynamic environment, and thus, a governance

toolset is needed to address the complexproblemsof both industry and

academia more effectively.90 Through the SoS lens, decision-makers

canmanage their systemmore effectively.90 The categorization of sys-

tems can be based on certain attributes of systems such as flexibility,

adaptability, agility, or resilience.90 SoS are task-oriented systems that

pool their resources and capabilities together, which in turn creates

an additional, more complex system.91 This system offers additional

functionality and performance than the sumof the constituent parts or

systems.91 A SoS views multiple, dispersed, and independent systems

within the context as part of a larger andmore complex system.92

Research suggests that focusing on the characteristics of a SoS

is more beneficial than seeking a definition. According to Boardman

and Sauser, there are five distinguishing characteristics of a system

of systems.92,93 Firstly, autonomy, defined as the ability of a system

to make independent choices, including but not limited to manage-

rial and operational independence while accomplishing the purpose

of the SoS.86,94 Secondly, belonging, defined as constituent systems

that have the right and ability to choose to belong to the SoS, based

on their own needs/beliefs and/or fulfillment. Thirdly, connectivity

is the ability to stay connected to other constituent systems.94,95

Fourth, diversity is the evidence of visible heterogeneity. Increased

diversity in system of systems capability is achieved by released auton-

omy, committed belonging and open connectivity. Fifth, emergence

is the formation of new properties as a result of developmental or

evolutionary processes.96 The SoS approach provides an avenue for

understanding the various constituent systems impacting the organi-

zation or SoS under review. The approach can assist in understanding

and determining whether systems (e.g., infrastructure, social, politi-

cal, business, or cognitive) are interrelated and, if interrelated, their

common goal or objective.

Although there are various definitions of SoS across the field, the

shared finding is that a SoS is composed of multiple autonomous and

heterogenous constituent systems that work individually and choose

to come together for one joint goal. Constituent systems are defined as

part of one or more SoS, each a system on their own. They have their

own development, management goals and resources, while also inter-

acting with the SoS to meet a common objective.5 Therefore, due to

the number of different systems impacting digital transformation, the

authors argue that for it to be effective the identification of the primary

constituent systems is required. This research highlighted the most

important systems as cognitive, social, digital, infrastructure, business,

and policy. As individual systems they highlight important roles and

views within the organization and external to it that could impact the

outcomes of digital transformation.

4 SoSE GOVERNANCE FRAMEWORK

4.1 Framework

The SoSE Framework outlined in figure 1 highlights the most influen-

tial constituent systems impacting successful digital transformation.By

understanding the various constituent systems and the SoS as awhole,

a systemic and more holistic picture of the systems affecting digital

transformation emerges. For this framework, a system is defined as a

collection of interrelated elements, including relationships and inter-

actions that are often the result of emergence.97–99 Furthermore, the

definition of emergence is the result of the cumulative actions and

interactions of themultiple constituent systemswithin the SoS, involv-

ing both understanding and supervising emergent behavior affecting

the success of the SoS.99 The use of constituent systems allows for

emergent properties to appear which is more representative of the

problem space. The identified systems are not all inclusive. There are

a number of external factors that should be considered as having an

impact on the efficiency and efficacy of digital transformation. These

external factors can bewithin or outside of the reach and control of the

organization undergoing the transformation, by understanding individ-

ual constituent systems these factors can be better understood and

identified.
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PAPAVASILIOU ET AL. 7

F IGURE 1 SoSE Governance framework for effective digital transformation.103

The next stage is to build an easy to understand and adopt represen-

tation of the constituent systems that influence digital transformation

processes in the public sector in a vertical and layered manner to

provide a separate view of each system. Vertical integration is an

arrangement often of a supply chain, within a company, which is owned

by that specific company.100,101 Within vertical integration, eachmem-

ber of the supply chain is responsible for producing different elements

or components of a product or service, and the combination of the

elements are used to satisfy a common goal or need.100,101 Vertical

integration represents the systems interacting vertically, with arrows

pointing in the direction in which the system or component has impact

on the broader system.100 However,with balanced vertical integration,

the arrows move in both directions and are able to skip levels, and the

interactions can go in any direction.102 The balanced vertical integra-

tion approach was applied to the presentation of this framework, as

it provides a vertical visualization and does not limit the interactions

between constituent systems in either direction. Similar to vertical

integration, the constituent systems are independent and autonomous.

In addition, like vertical integration,whenaconstituent systemchooses

to be part of the system of system, they give up a portion of their

autonomy to join andmove towards a common goal or purpose.

Digital transformation is most effective when adequate incentives

that encourage joining the SoS for each constituent system are pro-

vided. It should be noted that the whole SoS is greater than the sum

of its parts as a result of integration of system interactions within and

between one another. This is a paradox since through participation
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8 PAPAVASILIOU ET AL.

TABLE 1 Description of key questions of the guidelines for
application.

Questions Purpose

What? These questions highlight the approach and purpose of

each constituent system and how they relate to different

measures of success, specifically related to the

constituent systems and the system of systems under

review.

Who? These questions outline the various actors involved,

specifically the decision-makers, users, and service

designers and how they relate to the constituent system

and the system of systems under review.

How? These questions summarize by whatmeans the

performancewill bemeasured and actors will be

identified and engaged in each constituent system and

the system of systems under review.

When? These questions highlight at what time performance

reviewswill occur and how feedback provisions will

improve the approach, and how they relate to the

constituent system and the system of systems under

review.

Where? These questions determine the boundaries of the

constituent system and system of systems under review

andwhere the approachwill be located, and how that

relates to the specific constituent system and the system

of systems under review.

Why? These questions outline themotivation behind the

approach being applied and how it relates to the specific

constituent system and the system of systems under

review.

in the SoS, the constituent systems are both collaborating and com-

peting with one another in order to develop and work together for a

unified SoS direction. Consequently, the autonomous constituent sys-

tems with separate goals and purposes integrate as part of a system of

systems to achieve the common goal. Therefore, the representation of

the framework shown in Figure 1 demonstrates how each constituent

system changes how the entire SoS operates. The representation also

demonstrates how they remain independent simultaneously, achieving

the shared goal of bringing about effective digital transformation.

Figure 1 further shows cycles within the constituent systems and

across the broader SoS. The cycles highlight the need for agility and

flexibility across each constituent system, which includes asking the

questions at different stages of the transformation and utilizing dif-

ferent resources and stakeholders to support interpretability across

different constituent systems and the SoS as a whole.

4.2 Explanation

The purpose of the SoSE governance framework is to identify the key

components, issues and opportunities within the various constituent

systems and SoS. Table 1 summarizes the purpose of each of the pri-

mary questions, providing guidance on the purpose of each of the

sub-questions within the constituent systems and SoS. The process of

answering these questions assists in gaining a more comprehensive

understanding of the dynamics within the SoS, thus recognizing the

multiple needs and beliefs of the involved stakeholders.

Figure 2 outlines the guidelines for applying the governance frame-

work. Each question guides the service designer and policymakers to

identify and consider the diverse views and stakeholders that are rel-

evant to the transformation in various ways. These questions should

be responded to for each of the constituent systems and at the SoS

level, while also being considered at multiple different stages of the

transformation to support a holistic understanding of the environment

in its current state and any interventions required to improve the

effectiveness of the digital transformation.

Through the application of this framework, digital engineering pro-

cesses can be supported within an organization (e.g., supported by

the workforce and infrastructure) while also considering the exter-

nal impacts on clients and vendors (e.g., client service expectations).

The following sections will outline the application of the framework on

a real-life case study within a Large Australian Government Agency.

Within this agency, the framework was developed in response to the

digital transformation efforts across multiple cycles. This case study

identified that in order for digital transformation to occur and be

successful, organizations require a holistic and integrated approach,

thus encouraging research into constituent systems to ensure the

transformation is as effective and efficient as possible. With the aim

to identify and create a solution on how to integrate all systems, a

number of methods were tried and tested, until the adoption of this

SoSE approach. As a result, this research proposes the framework and

approach that facilitates the integration of systems through the SoS.

The trigger for this research and development of the approach was to

assist the Agency in becoming a leading service provider, known for

being client centric and offering a broad scope of applicable and useful

services.

5 CASE STUDY

5.1 Introduction

In 2015, the Australian Government implemented the Digital Continu-

ity 2020 Policy, which mandated the implementation and creation of

digital services for all public sector services. This required all federal

government organizations to upgrade their services, systems, tech-

nologies, and infrastructure to support digital first service provision. A

centralized Digital Transformation Agency was established to provide

support and governance to the process.104 However, each govern-

ment agency was responsible for the development of their own digital

transformation process and framework to address the needs of the

staff, clients, and infrastructure. Each agency took adifferent approach.

Within this case study, the focus will be on the Australian Large Gov-

ernment Agency (LGA), which has been defined as the industry leader

in its approach to the creationof newdigital services for clients.105 This

is in large part due to the extensive planning, consultation and support

obtained during the initial discovery and planning phases. The LGA is
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PAPAVASILIOU ET AL. 9

F IGURE 2 Application of the SoSE framework for effective digital transformation.103

F IGURE 3 How the LGA operates.

one of the largest government agencies in Australia in both number of

clients and employees. The services were historically completed using

legacy systems (e.g., paper, phone and intermediary), thus requiring an

improvement.

The LGA is the central revenue collection agency in Australia and as

such, it is responsible for the collection of income and business taxes

fromentities registered inAustralia. There aremultiple different entity

types under the law. However, for simplicity, in this paper they will be

referred to as business or individual (income earners). The system is

outlined in figure 3. Income earners are required to interact annually

with the LGA to complete their income tax returns. These returns can

be completed via online services (digitally) for individuals or through an

intermediary on their behalf via online services for Agents. Businesses,

however, have monthly or quarterly interaction requirements, in addi-

tion to their annual income tax requirements. These interactions can

be completed through business online services or through an interme-

diary. As Australia has a self-assessment tax authority, individuals are

responsible for ensuring their reporting is correct, and the LGA utilizes

data and models to assess all interactions. All the revenue collected is

returned to the government for distribution to key agencies.

The LGA developed the 2015 Reinvention Program, which outlined

significant changes to the operations of the agency.106 Starting with a

shift to client experience, requiring developing a greater understand-

ing of the needs and expectations of the various clients, including

skills, access to infrastructure and willingness to participate. In addi-

tion, the use of data to support decision-making and advancemodelling

was increased.106 This provided more information about the histories

of clients, trends across locations (e.g., states, postcodes, Local Gov-

ernment Areas), occupations and business market segment. Through

the use of data, more accurate profiling was enabled, which provided

faster responses to disasters or adverse events, supporting clients bet-

ter during COVID-19 and Bushfires. Another key component of this
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10 PAPAVASILIOU ET AL.

TABLE 2 Definitions of constituent systems and SoS.

System Description

Cognitive Individual taxpayers (who are income earners in Australia). In 2020–21, this population comprised 11.8million clients.107

Social Social system consists of 1million employers, 209,000 not for profit organizations and 37,000 registered tax agents.107

Digital Online/digital service interfaces provided to clients to interact with the LGA:

Online services for individuals

Online services for agents

Online services for businesses

Alex Virtual Assistant

ATO.gov.au

Infrastructure Infrastructure supporting the LGA’s digital transformation:

Single Touch payroll—enabling streamlined reporting for employers.

Australian Business Registry service

MyGovID

MyGov online platform

National BroadbandNetwork

Business Business system includes 4.3million small businesses, 201,000 privately owned groups and 39,000 public andmultinational

businesses across multiple industries and locations.107

Policy The LGA is responsible for the administration of the Income Tax Assessment Act 1936 (ITAA 1936) and the Income Tax

Assessment Act 1997 (ITAA 1997). The Agency is operating under the Public Governance, Performance and

Accountability Act 2013, within the Treasury portfolio, and is accountable under the Public Service Act 1999

Reinvention was building of community confidence using insights and

tailoredengagement techniques. This required the combinationof data

and modelling, along with client experience requirements to develop

clear engagement strategies to support and encourage participation

within the system. The process examined and addressed the needs and

expectations of clients, by seeking feedback, responding to complaints,

measuring use of services provided, andoffering support to clientswho

required it.

The Reinvention Program was not only focused on clients, but an

additional focus was on the future requirements of the workforce

and employees. This included a staff experience lens, which aimed to

improve the available tools and process offered to staff (both respond-

ing to clients and completing operational work), responding to issues

raised, implementing staff innovations, and providing greater oppor-

tunities for development and growth within the organisation.106 By

using this approach as the starting point for undertaking their digital

transformation, there were already considerations for the constituent

factors outlined within the framework. The framework was based on

the insights observed and documented as part of the ongoing digital

transformation cycles within the LGA and lessons learned. Due to the

exponential growth in technology and engineering, the LGA has had to

transition quickly in order to keep upwith the paradigm shift, to ensure

the Agency remained effective and continued providing quality ser-

vices. This called for new approaches to understanding and responding

to a variety of challenges. One of the major obstacles for all organi-

zations undergoing digital transformation is effectively transitioning

to advanced technology making sure it is supported by systems. As

new interfaces are developed, organizations need to be confident that

the various constituent systems’ views and needs are integrated. As a

result, although much of the transformation is driven by technological

advances, there is still a need to effectively manage the integration of

systems’ developing views and needs.

In addition, digital transformation efforts rarely begin from scratch.

Often efforts focus on improvements to existing platforms (or legacy

systems) and the progressive introduction of the evolving technology

into the organization. A comprehensive framework is thus required,

which allows digital transformation to occur, including managing and

leveraging both benefits and rising challenges. The framework applied

within this case study demonstrates how the interpretation of con-

stituents as autonomous decentralized systems as part of SoS was

necessary. To support the digital transformation effort, it is interesting

to note that each constituent system chooses to be part of the SoS, in

order to achieve the shared goal of effective transformation efforts.

5.2 Framework application

The application was made during the initial Reinvention state of digi-

tal transformation and supported the development of new services and

improvements to existing legacy services. The LGA applied the frame-

work by identifying the purpose of the overarching digital transfor-

mation initiative and the impacts it may have on different stakeholder

groups (e.g., employees, users, and policy makers) (Figure 3). Using this

framework, the organization was able to identify and interpret the

relationships between the constituent systems. This view supported

improvements to the historic approach that was utilized to implement

new services, which focused on the individual systems rather than

the relationships between. In order for the LGA to properly support

digital engineering, it needs to understand the constituent systems

beyond technology, including people involved, supporting factors and

policy. This paper will focus on the external client facing framework

application.

The digital transformation SoS at the LGA consists of a number of

constituent systems outlined in Table 2. These presented definitions
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PAPAVASILIOU ET AL. 11

TABLE 3 What does the organization need to do to externally support the transformation (e.g., clients)?

Sub system Considerations Responses

Cognitive

system

Ability What skills are available?What skills need to be

developed?

Are clients technologically ready?

A simple interface required, with clear steps and

explanatory descriptions. Skills developmentmay

need to be considered into the future.

Attitudes What are the attitudes clients have towards new

services and changes to services?

Are they comfortable learning new skills?

Some clients are change averse. Maintaining legacy

systems for a duration and limiting their access.

Allowing clients to progressively use new services

andwhere necessary, continue to use legacy services.

Willingness The clients/user’s willingness to participate in the

system, both digitally and legacy services.

Incentivize the use of digital services bymaking

interactions easier to use, while obtaining faster

responses (e.g., faster refunds).

Beliefs What are the beliefs and concerns (e.g., security

concerns) that would prevent adoption?

Provide assurances regarding the provision of

assurance on security provided (e.g., two factor

authentication).

Social system Culture What is the culture around adoption, use and supports? The culture can be difficult to read, so ensuring that

there are available supports for the different needs of

cultural needs and expectations.

Social norms What are the societal expectations and norms around

interactionwith government services and completing

mandatory interactions?

Sharing percentage details of those not completing

their mandatory obligations.

Human

resources

What are the client contact services that the LGA

provides to their clients?

Availability of volunteer tax help services (free service),

telephony services andwebchat. Outside of the LGA

there are intermediaries that can complete

interactions (paid service).

Community What are the impacts are of the tax and superannuation

system on the community?

Provide clients with a receipt of where their tax dollars

are spent within their community, including a

breakdown of percentages.

Digital system Supports What supports are required to interact with the new

and existing digital services provided?

Availability of volunteer tax help services (free service),

andwebchat.

Interface What feedbackmechanisms are provided to clients?

When are they responded to and how frequently?

The development of inbuilt feedbackmechanisms

(feedback and complaints). This allows clients to voice

concerns and receive a response.

Digital literacy What is the proportion of the clients who have

identified having high or low digital literacy? Are

there specific Local Government Areas that require

assistance or support?

Provision of additional mobile support to these areas

throughmobile teams to support digital literacy

development.

ICT

technology

Havewe consideredwhat the requirements of the client

ICT technology needs to be for interactions with

digital services?

Provide low bandwidth services that can be used on

older technology and operating systems.

Infrastructure

system

Technology What proportion of the population has access to the

technology needed for interacting with digital

services?

Utilizing Australian Bureau of statistics data to

understand the access to technology, ownership and

internet access/availability.

Support Do clients have access to support for their ICT

technologywhere they are located?

ICT support is outside of the control of the organization,

However, having knowledge of areas with limited

access, the LGA can expand access to different

services, where possible.

Products Are there specific products required? Ensure the digital services provided do not require

downloading or specific products and can be run

through anyweb browser.

Computing

power

What are theminimum computing power levels

required to interact with the digital services?

Provide access to digital services that account for

varying computing powers.

Bandwidth What are the accesses to the internet? In some areas

there are bandwidth and connection issues. How can

we respond to this?

Availability of community ICT technology and access to

non-digital services (e.g., legacy) where needed.

(Continues)
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12 PAPAVASILIOU ET AL.

TABLE 3 (Continued)

Sub system Considerations Responses

Business

system

Industry What do industry clients require from the services

provided?

Obtain data from different sectors to pre-fill into the

digital services and simplify interactions.

Innovations How dowe incorporate new innovative ideas/feedback

provided by clients?

Implementation of client feedback and innovations.

Private sector What are the client expectations of services provided by

the private sector?

The banking sector provides a benchmark for expected

services. Providing similar services to banking (where

possible), includingmobile apps andwebpages.

Universities What opportunities can be leveraged through

universities to encourage participation and service

creation?

Working with university students to develop new

services and innovations and attending relevant

events to share the importance of interactingwith the

LGA.

Policy system Legislation Do clients understand the legislation and how it affects

their interactions?

Development of web pages, outlining in plain language

how to read and respond to the legislative

requirements.

Government Do clients understand the impacts of changing

governments and new agencies/legislation on their

interaction requirements?

Development of web pages outlining in plain language

how to read and respond to the legislative

requirements.

National

interest

How does taxation serve the national interests of the

country?

Ensuring that clients are aware of the impact of their

interactions with the taxation system (through above

receipt of wheremoney is spent).

Mandatory

services

As compliance to legislation is mandatory, services need

to be accessible.

Maintain legacy service offers (e.g., paper and

telephony) to support clients who need additional

time or cannot digitally comply.

Legacy

services

What legacy services are required tomaintain long

term? Do clients like any specific elements?

describe the inclusions for each of the constituent systems, identifying

the stakeholders’ needs and how they individually and collectively can

impact ongoingdigital transformation effectiveness. This highlights the

need for a SoS view to integrate the multiple autonomous decentral-

ized systems which are working together on a common goal. The key

findings from the framework question “what the organization needs

to do externally to support the successful digital transformation” with

clients, is shown in Table 3. The table shows the constituent system and

the subsystemswithin it, in addition to the considerations or questions

that needed to be responded to in order to successfully transform dig-

itally. The table outlines the importance of interacting with clients to

understand their needs and expectations, considering how to incorpo-

rate their needs and feedback into the development of new services

and improvements to existing/legacy services. Through the application

of the SoS framework, the LGA was able to provide improved client

experience and expand their digital service offering to suit the needs

and expectations of the various constituent systems.

Table 4 demonstrates the outcomes of having an overarching

and end-to-end understanding of the services being provided, with

required updates to technology and skills developments. The table

shows the implementation of a number of solutions developed in

response to the application of the framework. As a result of the

implementationof the framework and these solutions, theoverall orga-

nization saw an increase in the number of interactions from 91% to

98.2%, for individual tax return lodgements.107 For all client groups,

94% of the overall inbound transactions were completed digitally

(in 2020–21). Finally, fewer complaints associated with digital ser-

vices (20% decrease in the number of complaints from clients) were

recorded.

5.3 Lessons learned

Through the application of the framework, and the resulting inter-

pretability and integration of the constituent systems and SoS, sig-

nificant improvements were identified in the long-term digital service

offer. Key Performance Indicators for Australian Public Sector Agency

Service Provision are made public every year, outlining the perfor-

mance of each agency on specific performance expectations. Table 5

outlines the results for the 2015–16 financial year in which the digi-

tal transformation began and the most recent data from the 2020–21

financial year. The results demonstrate an increase in the number of

key service interactions occurring digitally between the 2015–16 to

2020–21. A similar trend can be identifiedwith the increase in the per-

centage of individuals lodging their tax return digitally. A significant

increase from 2015–16 to 2020–21 was demonstrated in the deci-

sion point at time of online interaction. Furthermore, a progressive

decrease of themedian cost of compliance has been identified, having a

positive impact on client experience. Additional improvements to digi-

tal service offerings have been identifiedwith the increased availability

of prefill data to simplify client interactions and ongoing improve-

ments to overall digital system availability. In 2015–16, progressive
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PAPAVASILIOU ET AL. 13

TABLE 4 Outlines examples of the application of the framework
and outcomes.

Constituent

system Examples of application

Cognitive In 2018 programs for teaching and learning about

tax at schools reachedmore than 20,000

students.108

Decreased cost of compliance withmanaging tax

affairs by 3% from 2020 to 2021.107

Social All clients are provided a receipt of where their tax

moneywas used across different community

services.109

Expansion of the Tax Help volunteer program run at

community centers, libraries, and schools to

support taxpayers complete their tax return.

These services can now be used for both

non-digital and digital services.110

Digital The implementation of Alex Virtual Assistant

through the LGAwebsite hasmore than 2million

conversations a year, leading to an 8%–10%

reduction in calls for support and an 88% first

time contact resolution for issues raised.111

More than 85million pieces of prefill data were

obtained to support the completion of digital tax

returns.107

The implementation of prompts within digital

income tax provides support for more than

360,000 transactions by highlighting when

information is missing or incorrect within a

return.107

Infrastructure The cost of printing and postage (decreasing to

between 1.2% and 3.6% of the operating

budget).107

Development of online chat functions (webchat) to

support clients in their preferred format.110

Business Feedback provided by 56% of the survey

respondents indicated that they believe the tax

system unfairly advantages big business and

wealthy people.113 In response the LGA

broadened their sharing of corporate tax

collections data outlining whether big business is

paying their taxes.114

The National Tax Clinic Program has been

developed in collaborationwith universities

across Australia, providing a free service for tax

help and support.115

Policy The LGA has 100’s of webpages and supporting

documents outlining and explaining policy and

legislation in language that is an

easy-to-understand language, across multiple

common languages spoken in Australia.

implementation of new services across and in addition to legacy

systemswas underway.

A number of lessonswere learned from the application of the frame-

work to the internal and external stakeholders to support successful

digital transformation. The responses to the various questions within

the framework and the relevant constituent systems demonstrate how

different approaches are required to respond to the different sys-

TABLE 5 Key performance indicators LGA 2015/16 to
2020/21.108,112

Key performance indicator 2015–16 2020–21

Proportion of key service interactions

occurring digitally

85% 94%

Individual digital tax return lodgment 91% 98.2%

Decision at point of online application 73.5% 96%

Proportion of items that use prefill data N/A 89.5%

Digital system availability Excluding planned
outages

N/A 99.9%

Proportion of self-preparing clients lodging

digitally

25.3% 31.1%

Median cost of compliance 7.2% decrease from

2015 to 2021

tems. Through a system of system engineering approach, it is easier

to identify various roles and interactions. Understanding the sys-

tems separately and as a whole, supports improvement to the overall

transformation and risk management, assisting skills development and

driving interactions with one-time and ongoing services.

By utilizing the SoSE approach to understand the whole system,

organizations can understand the different autonomous constituent

systems individually along with the goals and requirements of the

system as a whole. Therefore, the framework creates value for

digital transformation through identifying and integrating multiple

autonomous decentralized systems to bring about effective digital

transformation. Many of the emergent properties that occur as the by-

product of the systems’ interactions can be captured within the whole

system through the framework. The framework offers organizations,

digital service designers, and policy makers the ability to obtain more

knowledge on how different systems influence digital transformation,

allowing them to create more dynamic services and generate higher

levels of productivity and preparedness in responding to unforeseen

circumstances. However, further research is suggested in different dig-

ital transformation settings to validate the framework across various

sectors.

5.4 Best practices

The importance of understanding the various constituent system

needs and a holistic system of systems lens. As a result, feedback loops

are needed to ensure that clients and staff are empowered to provide

positive and negative feedback to support innovation and participa-

tion. Stakeholder engagement is a key part of this and can be achieved

by understanding the constituent systems, addressing client and staff

needs, andencouraging theuseof feedback loops. Best practiceswithin

the case study show the importance of strong leadership to promote

transformation culture within an organization while supporting skills

development. At the same time, incorporating check inpoints, to assure

quality of the process and related requirements for the delivery of the

transformation. Therefore, best practices indicate the importance of
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a supportive culture, which is based on innovation and measuring risk

taking (whereby risks can be taken in a safe space), while also providing

a broader understanding of stakeholder needs and expectations (both

internal and external) to support client experience.

6 CONCLUSION

In summary, this paper provides a contribution to the current body of

knowledge in the field of systems engineering by introducing a SoSE

governance framework to support effective digital transformation

and engineering efforts. Through the presented framework, organiza-

tions can consider all the autonomous and decentralized constituent

systems involved and how they interact within the SoS. By apply-

ing the framework and asking specific questions in order to better

document the various interactions, needs and requirements of each

system, organizations can develop amore comprehensive understand-

ing of the different systems involved. The questions raised outline

different elements that will support digital engineering and transfor-

mation within and outside the organization. Lessons learned from the

case study highlight the importance of understanding those systems

and the impact that can have on the overall digital transformation

experience. In addition, best practices reveal that successful digital

transformations require more than just technological and infrastruc-

ture improvements. Organizations also need to consider internal and

external processes, procedures, practices, and people. The findings

and insights gained from this research have broad applications across

domains and industries.

6.1 Future research

Future research is recommended in exploring the role of organizational

culture as a supportive mechanism to effective digital transformation.

This includes examining the importance of a continuous lifecycle as

part of digital transformation projects in order to improve develop-

ments onanongoingbasis. In addition, further research canbevaluable

in testing the in-depth application of this framework across industries

in order to assess its generalizability. Finally, it would be beneficial to

investigate the use of artificial intelligence in the development and

application of modelling and simulation to automate the framework

application.
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