IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received November 21, 2019, accepted December 7, 2019, date of publication December 17, 2019,
date of current version January 14, 2020.

Digital Object Identifier 10.1109/ACCESS.2019.2960286

Impact of Imperfect Angle Estimation on Spatial
and Directional Modulation

HONGYAN ZHANG !, YUE XIAO"!, YANPING XIAO !, AND WEI XIANG 2

National Key Laboratory of Science and Technology on Communications, University of Electronic Science and Technology of China, Chengdu 611731, China
2College of Science and Engineering, James Cook University, Cairns, QLD 4878, Australia

Corresponding author: Yue Xiao (xiaoyue @uestc.edu.cn)
This work was supported in part by the National Science Foundation of China under Grant 61671131, in part by the Fundamental Research

Funds for the Central Universities under Grant ZYGX2018J092, and in part by the Sichuan Science and Technology Program under Grant
2018HHO138.

ABSTRACT In this paper, we investigate the impact of imperfect angle estimation (IAE) on spatial and
directional modulation (SDM) systems, assuming that the signal experiences line of sight (LoS) propagation.
In SDM systems with IAE, the variation is analyzed in detail, when there is a mismatch between the
beamforming and precise channel matrices. Based on the union bound and statistics theory, the average bit
error probabilities (ABEPs) for both the legitimate user and eavesdropper are derived. In addition, the ergodic
rate is also quantified with IAE. Simulation results are presented to show that the achieved theoretical ABEPs
are useful in quantifying the potential performance penalty. We also show that the mismatch between the
beamforming and precise channel matrices will become greater with the increase in direction measurement
error (DME), which affects the detection for both the legitimate user and eavesdropper. On the other hand,
due to the effect of IAE, the SDM requires more signal-to-noise ratio (SNR) gain to achieve a stable ergodic
secrecy rate.

INDEX TERMS Spatial and directional modulation, imperfect angle estimation, bit error rate, ergodic

secrecy rate.

I. INTRODUCTION

Owing to the rapid development of 5G [1] and beyond 5G
[2] wireless systems, the key communication technologies,
such as massive multiple-input multiple-output (MIMO) [3],
millimeter wave (mmWave) communications [4], unmanned
aerial vehicles (UAVs) [5], satellite communications [6], and
narrowband internet of things (NB-I10T) [7], desire to improve
the security in addition to higher throughputs. Directional
modulation (DM) [8]-[10], as a novel secure wireless trans-
mission technique for 5G and IoT systems [11], [12], is capa-
ble of transmitting the modulated signal along a specified
spatial direction, while scrambling the constellation formats
of the signals in the other directions of line of sight (LoS)
propagation.

There are a number of methods focusing on synthesiz-
ing DM signals and evaluating their performance [13]-[22].
More specially, previous works in [13]-[16] developed an
analog DM architecture for synthesizing the modulated sig-
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nals at the expense of implementation complexity, due to
the process of designing constellation signals in the analog
domain. Recently, for the sake of reducing the implemen-
tation complexity, DM baseband synthesis methods have
been widely developed for the additive white Gaussian noise
(AWGN) channel [17]-[22]. Particularly, in [20], the silent
antenna hopping (SAH) technique was developed alongside
a theoretical analysis of the bit error rate (BER) performance
and security capacity in millimeter-wave communication sys-
tems. However, when the eavesdropper and legitimate user
are located along the same direction, the security perfor-
mance may be deteriorated. To address this issue, improved
DM schemes with the aid of distributed receivers were
developed [21], [22]. In [21], directional modulation with
cooperative receivers was designed to prevent eavesdropping
irrespective of the eavesdropper’s direction, with only one
data stream. Subsequently, spatial and directional modulation
(SDM) with scrambling was considered in [22], where each
modulated symbol is subjected to phase scrambling. Particu-
larly, through combining spatial modulation (SM) [23]-[26]
and DM, the resultant system is capable of offering higher
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spectral efficiency, in addition to an enhanced security perfor-
mance. However, for SDM systems, the perfect angle knowl-
edge is always assumed to be available at the transmitter, such
that the impact of imperfect angle estimation (IAE) may be
neglected in practical transmission condition.

In the literature, it is of prime significance to con-
sider the impact of TAE, which has attracted considerable
research interests in recent years (see [27]-[31] and ref-
erences therein). More specially, some robust methods on
designing the beamforming vector of the transmission signals
and the projection matrix of the artificial noise have been
widely investigated in the presence of the direction measure-
ment error (DME) [28]—[31]. In [28], a closed-form expres-
sion for the artificial noise projection matrix was derived by
assuming that DME is uniformly distributed in the single-
desired-direction scenario. Subsequently, the authors of [29]
considered a robust multibeam DM broadcasting system in
various scenarios, where only one information stream can
be transmitted to multiple legitimate users. To overcome this
limitation, combining the main-lobe-intergration and leakage
in the presence of DME was considered in [30], where multi-
stream transmission is realized. Additionally, the authors of
[31] proposed two novel schemes, which are capable of pro-
viding an improved secrecy sum-rate in the multicast sce-
nario. Despite the influence of IAE has been studied in the
aforementioned DM systems, it so far has not been considered
for quantifying the performance of SDM systems.

In SM, although it is capable of transmitting information
bitstream by the index of the activated antennas, it suffers
from eavesdropping under the LoS channels. Meanwhile, DM
has the ability to guarantee the transmission security, while
the signals are modulated by traditional amplitude phase
modulation (APM) symbols. By combing the advantage of
SM and DM in the context of LoS channels, the SDM system
not only inherits the benefit of high spectrum efficiency,
but also achieves the information security. More specially,
the authors of [24] considered the effect of channel estimation
on SM systems, and the authors of [28]-[31] considered the
effect of IAE on DM systems. However, the impact of IAE
has not been evaluated for SDM systems. Therefore, in this
paper, we study the effect of IAE on SDM systems in an
LoS channel with a single antenna eavesdropper. The primary
contributions of this paper can be summarized as follows:

1) We analyze the system model and digital transmitter
architecture of SDM systems, with cooperative com-
munications among multiple single-antenna receivers
at the legitimate user. Specially, we introduce a scram-
bling factor into the beamforming vector for the sake
of achieving DM characteristics. Subsequently, we take
into account the impact of IAE during the whole trans-
mission process, to quantify the performance degrada-
tion caused by the mismatch between the beamforming
and precise channel matrices;

2) We derive the average bit error probability (ABEP)
union-bounds for both the legitimate user and eaves-
dropper in the presence of DME, respectively.
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FIGURE 1. System model of SDM.

Furthermore, we provide the corresponding ergodic
rates of both the legitimate user and eavesdropper as
well as the ergodic secrecy rate of SDM systems. Our
simulation results demonstrate that upon increasing the
maximum value of DME, the mismatch between the
beamforming matrix and the precise channel matrix
increases, while the BER performance of the SDM
decreases. On the other hand, when DME increases,
the SDM needs more SNR gain to reach the upper
bounds of the legitimate user’s and eavesdropper’s

ergodic rates, respectively. ]
The remainder of this paper is organized as follows.

In Section II, the SDM system is introduced alongside the
SDM digital transmitter architecture described in detail.
Section III presents the variation in the SDM system with
TAE, where the beamforming and precise channel matrices do
not match, which consequently results in uncertainty in detec-
tion at the legitimate user. Section I'V analyzes both the ABEP
union-bounds and ergodic rates associated with the legitimate
user and the eavesdropper, as well as the system ergodic
secrecy rate in the presence of DME. Simulation results are
presented in Section V, while the concluding remarks are
drawn in Section VI.

Notation: Throughout this paper, bold upper and lower
case letters are used to represent matrices and vectors, respec-
tively. In addition, ()", Re (-), Im (-), E (), |-|, ||-|| refer to
the conjugate transpose, real operation, imaginary operation,
expectation operation, absolute value operation, and Frobe-
nius norm, respectively. Furthermore, p(-), O(-) and CN(-, -)
are taken to mean the probability density function, Gaussian
Q-function and circularly symmetric complex Gaussian dis-
tribution, respectively.

Il. SPATIAL AND DIRECTIONAL MODULATION

We first introduce the system model of the SDM scheme,
and then detail the digital transmitter architecture. Through
designing the beamforming vector as the conjugate transpose
of the precise channel vector, the SDM scheme enjoys a
reduced detection complexity at the legitimate user.

A. SYSTEM MODEL
The simplified system model of SDM is depicted in Fig. 1,
which consists of one N;-element linear antenna array at the
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FIGURE 2. Digital transmitter architecture of SDM.

transmitter (Alice), N, cooperative single-antenna receivers
at the legitimate user (Bob) and a single antenna at the
eavesdropper (Eve). For the sake of employing SM, it is
assumed that N, is the power of two, and these N, cooper-
ative single-antenna receivers are located in different spatial
directions. Particularly, based on the concepts of SM and DM,
Alice projects the modulated signal onto the selected receiver,
as shown in Fig. 1, where the constellation signals can be
correctly received at Bob, while the signals are scrambled
at Eve.

In the SDM system, as the similar concepts of distributed
antennas were proposed in [32]-[34], we assume that the N,
single-antenna receivers are connected by optical fibers, and
Bob is equipped with a central unit. Particularly, in order
to convert the radio frequency (RF) to/from digital inter-
mediate frequency signal, each receiver is equipped with a
transceiving device. When the digital intermediate frequency
signals are obtained from receivers to Bob with the aid of
optical fibers, the central unit is capable of facilitating a
series of signal processings, such as the signal detection and
demodulation.

B. DIGITAL TRANSMITTER ARCHITECTURE

The digital SDM transmitter architecture is depicted in Fig. 2.
The SDM scheme, in addition to the employment of tradi-
tional M-ary APM, employs the indices of the receivers as an
extra dimension to carry additional user signal information.
Prior to transmission via the N,-element linear antenna array,
in accordance with part of input bitstream after the serial to
parallel (S/P) conversion, APM symbols are obtained with
the aid of the constellation mapper, while the indices of the
receivers are attained by the remaining part of the bitstream.
Note that the index activation pattern can be expressed
by the N,.-dimensional standard basis vector. Additionally,
the beamforming vector of the transmission signal is designed
by the feedback of direction angle measurement and the
introduction of the scrambling factor, and then the baseband
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signal is sent to the RF frontend. Similarly, it is noted that the
receiver index is employed to determine which receiver of
Bob is activated. More specially, since the scrambling factor
is known at Bob but not at Eve, it offers the capability to
improve system security. Meanwhile, as shown in Fig. 2,
the accuracy of direction angle estimation has a significant
effect on this system.

In the SDM system, there are total log, (M N, ) bits in each
transmission, where the first log,(N,) bits are modulated by
the index of the activated receiver, while the other log, (M)
bits are modulated by conventional APM, such as phase shift
keying (PSK) and quadrature amplitude modulation (QAM).
Therefore, the SDM symbol vector can be expressed as

s = e;by, (D

1

where e; is the N,-dimensional ith standard basis vector of
the identity matrix Ly, xn, , which represents the ith activated
receiver of Bob, and b,, € B = {by, by, ..., by} is the APM
symbol, which satisfies either the loose power constraint of
E(|bn|?) = 1 or the strict power constraint of |b,|> = 1.

Particularly, in order to enhance the system security,
a scrambling factor is introduced to the beamforming vector.
After precoded by the beamforming matrix W, the trans-
mitted SDM signal vector in (1) passes through the LoS
channel, and thus the received signal at any direction 6 can
be expressed as

¥(0) = h" (0) Ws" +n
= b (©) Wiby + 1, )
where 71 is the AWGN obeying CA (0, 0,12) with mean zero

and variance onz. Furthermore, h () is the channel vector
defined as

W () = [eij‘;L(x,d,e)’ e TNe=DLGLA0) e/‘N,L()»,d,G)]’
3)
where N, = <N’T_1) is the center of the antenna array,

LA, d,0) = ZT”d cos is a function of the wavelength A,
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antenna spacing d at Alice, and direction 6 at Bob. In particu-
lar, in order to avoid the creation of grating lobes, we assume
d < X\/2. When considering all the receivers, the channel
matrix between Alice and Bob is

H = [h%)), h(6,), ... ,h(eN,)]H , 4)

where H satisfies rank(H) = N, due to the power constraint.
As can be seen from (2), in order to degrade the detection
performance at Eve, the beamforming vector w; for the ith
receiver is designed as

w; = a;h(6;)/N;, (5

where o; = ¢/% i =1, ..., N, is the scrambling factor that
is known at Bob. Note that, in order to further enhance the
security transmission, we update the scrambling factor at the
symbol rate. In addition, when considering all the receivers,
the beamforming matrix W is given by

oWy, |- (6)

Clearly, each element of W satisfies hf @) w; = «aj,i €
[1, N,]. Hence, Eq. (2) in the desired direction 6; simplifies

W = [Wl,Wg,..

Y6;) = 0" (6) Ws]" +n
=h" (0;) Wby +n
= oib,, + n. )

Since Bob has the knowledge of ¢;, the detection complex-
ity is extremely reduced. However, it is usually difficult to
achieve sufficient accuracy for the estimation of the direc-
tional angle, which consequently results in the mismatch
between the beamforming vector and precise channel vector.
Therefore, Eq. (2) cannot be further simplified.

1lIl. IMPACT OF IAE ON SDM SYSTEMS

In this section, we investigate the SDM scheme with TAE.
In practical SDM systems, it is impossible to attain the perfect
angle information due to the noise and interference, so that the
achievable performance of SDM with IAE will be degraded in
comparison to its counterpart with perfect angle estimation.

A. ALICE’S TRANSMISSION

As aforementioned, for SDM with TAE, there always exists
the distinct problem that one has to design the beamforming
vector based on the estimated directional angle. The beam-
forming vector in (5) is given by

Wi = a;h(8)/Ny, (8)

where é\l is the estimated angle that differs from the perfect
angle 6; by DME A6;, namely é\, = 0; + AG;. For ease of
exposition, it is assumed A6; is approximately uniformly dis-
tributed over the interval of [—A#6,,, Af,,], and its probability
density distribution is defined as

1
_ — AG,, < AG; < AB
286, 10T A= AK= A0 o)
0, otherwise,

p(AG) =

7084

where A8, is the maximum DME. When considering all
the beamforming vectors, the beamforming matrix can be
expressed as

~

W=[W,W,....Wy]. (10)

After precoded by W, the transmitted signal vector at Alice
is

x = Ws” = W;bp. (11)

1

Note that the beamforming vector in (8) does not match with
the precise channel vector in the presence of DME. That is,
the system does not satisfy W7 6)W; = o, i € [1, Ny].

B. BOB’S DETECTION
The signal received at Bob can be written as

yp = Hx + np
= HWs!" + 3, (12)

where np is the AWGN vector with ng ~ CN (0, 021y, x1).
Different from the SDM scheme with perfect angle knowl-
edge, it is clear that (12) can’t be further simplified, since the
DME exists and can influence the design of the beamforming
matrix.

Based on (12), joint detection of the activated receiver
index i and the modulated APM symbol b, follows the maxi-
mum likelihood (ML) criterion [35]. Hence, the ML detector
can be obtained as

< i, by >=arg min
i€[1,N,],bmeB

llys — HWs["|2, (13)
where H = [h(@,), h(®), ..., h(@y,)]" . Tt is noted that there
are N, - M Frobenius norms to be computed. For the sake
of reducing the computational complexity, one may employ
low-complexity near-ML (NML) detection, which treats the
activated receiver index i and the modulated APM symbol b,,
separately. Then the NML detector can be expressed as

~

1

. 2
arg min — e
gie[LNr] Myl —ell”,

l;m |y — aze;hpy H2 (14)

arg min
bn,eB

Thanks to the above process, one only needs to compute N, +
M Frobenius norms.

In Fig. 3, the numbers of the Frobenius norm computations
for ML and NML detection are shown. Compared to joint
ML detection, NML detection offers a reduced computational
complexity, especially when the number of the receivers and
the modulation order are large. Nevertheless, DME leads to a
potential performance penalty.

C. EVE'S DETECTION
The signal received at Eve can be written as

z = h0p)x + ng
= " Op)Ws" + ng. (15)
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FIGURE 3. Complexity comparison between ML and NML detection.

where O is Eve’s direction, ng is the AWGN with a distribu-
tion of CA/ (0, ‘71;2)- Since the channel state information (CSI)
between Alice and Bob cannot be obtained at Eve, when the
scrambling factor is introduced to the beamforming matrix,
Eve may employ ML detection to obtain the modulated APM
symbol by, as

. ) )
by = argbrj:é% lz — bmll” (16)

Due to the introduction of SM, only one receiver is acti-
vated in each transmission. Therefore, it is difficult to recover
this part of information modulated by the receiver index,
since Eve cannot exactly know which receiver of Bob is
activated. On the other hand, Eq. (16) shows that the detection
performance of b, is degraded attributed to the beamform-
ing matrix. Even in the worst scenario that Eve has perfect
knowledge of the CSI between Alice and Bob, the correct
information is still difficult to be recovered due to the pres-
ence of the scrambling factor and DME. Thus, it can be
concluded that the performance of the SDM scheme with IAE
is prohibitively poor.

IV. PERFORMANCE ANALYSIS

In this section, in the context of DME, we aim to derive the
ABEP bounds and ergodic rates of Bob and Eve, as well as
qualify the ergodic secrecy rate of the SDM system.

A. BER PERFORMANCE ANALYSIS
Under the assumption of ML detection, the ABEP union
bounds of Bob and Eve are obtained. Based on [22],
we extend the derivation of the ABEP union bound to the
scenario where the DME is present.

1) AVERAGE BER OF BOB
Base on the joint ML detection in (13), the ABEP union
bound of Bob can be obtained as

1
P = ——n " SHEAe{P(S" — s AO)),
B_|S|10g2(|s|)me: nst, s Ere{P(s]' —s/|AO)}
s; €S s/eS
amn

where S is the alphabet of the SDM symbol vector,
e(s?, s7') denotes the Hamming distance between the equiv-
alent bit representations of s and s?, and A® =
[ABy, ADy, ..., Aby,] represents Bob’s DME vector. Fur-
thermore, Eae{P(s] — s}’lA@)} is the conditional average
pairwise error probability (APEP), where each element of
A® obeys a uniform distribution.

Particularly, the APEP is given in (18), which is shown at
the bottom of this page and where Re { (ITI\TVSJ" — ﬁst") ng" }
2

2 (s ~
is the AWGN, which obeys CA” <0, % |[AWs; — AWs?
Consequently, the APEP in (18), as shown at the bottom of
this page, reduces to

P(s" — s!'|A®)

AT ] . A

=0

ﬁaB Hﬁﬁ’sf” — ﬁWsj”

19)

P (sf" — s}“lA@)

= P(”yB — ﬁWs;"“Z > HyB —ﬁWs}‘

)

2Re {(ﬁﬁ’sf — ﬁWsT) ng" } > HHWSI’" — ﬁWs}’

H HWS;" — ﬁWs;‘
>

|HWs; — BWs?"|* + 2Re {(HWST — HWs)") nBH} > ”HWSZ” — HWs]

2
- |

~ ~ ~ ~ ~ ~ H ~ ~
(BWs)" — BWs)" + np)'" (HWs)" - BWS" + ng) > (HWs)" - BWs/ +ng)  (HWs)" — AWS) + n3>}

2 ~ o~
+2Re { (HWs" — AWs] ) ng” }}

|HW¢_ﬁWgW}

_ |aws — Aiws? |

Re {(I?IWSJ” — I’-\I\/’st") ng! }
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Furthermore, according to [21], when the numEeL of NV; is
large enough, we have W 6w, ~ 0, k # i, and HW ~ I, .
Thus, the APEP of (19) can be expressed as

P(s! — s’.’ |A®)

”Rs

o Re - s
\/_O'B s — st

_ o[ leiribm = ebn|” — lleribm — bl
V20 |eibm — by |

Iribn —bul® = Iri =117\
_ V205 b ’
of 1=l 1P
20‘3 ’

2Re {ri (1 — bwb,™)} .
Q( Vaoplbm—ba )

0 (Re—{'"}) ,

OB

where R = diag (rl, 2, ..., VN,), and r; = h¥ (9;) W,. Note
that in the SDM system, the precise channel vector h (8
is not known due to the presence of DME. However, there is
a certain reference value for the implementation in practical
scenarios, when the theoretical analysis is employed.

~Q

i#]j

(20)
L# ]

2) AVERAGE BER OF EVE
In this part, the ABEP union bound of Eve is obtained.
The user information is modulated by the index of cooper-
ative receiver, in addition to traditional APM symbols. Thus,
the ABEP union bound of Eve can be derived in the following
two steps.

Firstly, similar to (17), the analytical ABEP of the APM
symbols is given by

Py < ——
M= Mlog,M

M M
X 3" e(bm b)Eno{P(bn — b,)|AG}, (21)
m=1 n=1
where e(by,;, b,) is the Hamming distance between the equiv-
alent bit representations of b, and b,, and Exe{P(b,, —
b,)|A®} is the conditional APEP. Moreover, according to
[22], the conditional APEP can be given by

where Eag, {P(b,, — b,)|Af;} is also the conditional APEP,
which represents that the ith legitimate receiver is activated.
Furthermore, the conditional APEP can be derived as

En6{P(bm — bn)| A6;}

R; 1
=Ea {0 =2 o 2 | 1. @3
Joz/2 0Z/2
1’}’[:2,3 1,1’123,4
where u, = ln=14 and v, = in=12"

ﬁi,m and 7,;,,, respectively are the real and imaginary parts of
received noiseless signal (defined as z,,) at Eve. That is, z,, can
be written as

20 = W (p)Ws!"
- Ri,m +j1i,m- (24)

Secondly, owing to the special architecture of SM, Eve
cannot determine which receiver of Bob is activated, and thus
we assume that the ABEP of the receiver index is 1/2.

Consequently, based on the above two steps, while con-
sidering the expectation operation, the ABEP union bound
of Eve can be given by (25), as shown at the bottom of this

page.

B. ERGODIC RATE ANALYSIS

In this subsection, we investigate the performance of SDM
in an ergodic-rate sense to measure the secrecy performance,
when the ML detections of (13) and of (16) are employed.
According to [36], the ergodic secrecy rate is the difference
between the ergodic rates of Bob and Eve as

Rsec = [Rp — RE]+7 (26)

where [x]T = max {0, x}, Rgp and Rg respectively, as the
ergodic rates of Bob and Eve.

Since the SDM system is special in the sense that its input
symbol vector s}" consists of the finite-alphabet receiver index
and APM symbol. In other words, s;” is discrete, while the
output y is continuous. This implies that the considered chan-
nel is discrete-input continuous-output memoryless channel.
Based on [37], [38], Bob’s ergodic rate can be written as

| N, Rp = log(MN )
Ene{P(bn — b A} = — Y "Eag{P(by — bsl A0}, Z Z Z Z
"=l Eae.ng |log, exp(W) |, @27
(22) i=1 m=1 j=1 n=1
log,M Nr unﬁi m vn/I\,’ m log, N, 1
< e(by, bp)Epg; § O — | 0 ’ x = (25)
log,(MN,) * MN logzM ;mzl nZ: " rg P 022 logy(MN,) =~ 2

ABEP of APM symbol

7086
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where W is formulated as
~ 2
— HHW (sf" - s]") +ng H + [Ing|1?

2
Op

U= (28)

Observing that W= 0 when i = jand m = n, (27) can be
rewritten as

Rp = log(MN,)

Z Z Ere.ns |log, Z Z (1 +exp (W) |.

i=1 m=1 j=1 n=1
J#i nFEm

(29)

Note that, denote the signal-to-noise ratio (SNR) by
SNR= 1/05, when SNR — oo, the exp (V) — 0, so we can
attain Bob’s ergodic rate upper bound as log, (M N,).

On the other hand, as aforementioned, Eve can not deter-
mine which receiver of Bob is activated, only can recover the
part of information transmitted by APM symbols. Thus, when
we consider Bob’s ith receiver is activated, similar to (29),
Eve’s ergodic rate can be written as

M M
1
Rp =logM — - > Eagng [logy D (1 +exp(®)) |,

m=1 n=1
n#m
(30)
where @ is given by
— [0 (BE) Wi (b — bu) + e | + lne|?
b — “ (Oe) Wi (bin 2n) nE“ el . 6D
OE

When considering all the receivers of Bob, (30) is simplified
to

Rg = logoM

Z ZEM e | logy Z (1+ exp (D))

i=1 m=1
n;ﬁm
(32)
Assuming ob% = ‘71%’ obviously, Eve can reach ergodic rate
upper bound of log,M, when SNR — oo.

Consequently, upon substituting (29) and (32) into (26),
the ergodic secrecy rate of the SDM system can be obtain as

N M

+
1
Rsec = { MN, 10g2 (F)} , (33)

where I' is given by

i=1 m=1

N, M
Zl Z (14 exp (V)
j=1 n=1
rz’#’ " . (34)
Z (1 + exp (P))
n;ﬁm
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FIGURE 4. Theoretical and simulated BERs for different antenna spacing
d with the maximum DME 6°. (a) Bob’s BER versus the SNR; (b) Eve’s BER
versus the SNR.

Particularly, when SNR — oo, the ergodic secrecy rate tends
to log, N,

V. SIMULATION RESULTS AND ANALYSIS

In this section, we provide our simulation results in an
attempt to demonstrate the impact of IAE on the SDM system
employing N; = 32 antennas at Alice and single antenna at
Eve in the context of LoS channels. By comparison, the con-
ventional SAH scheme [20] and the SDM scheme without
DME (A#6,, = 0) are considered. Moreover, in our simulation
results, we employ ML detection of (13) at Bob and of (16)
at Eve, and the other parameters are listed in Table 1, where
A is the scrambling factor set. Furthermore, as mentioned in
Section IV-B, we assume o2 = o2 and set the SNR as 1/02.

A. ACHIEVABLE BER
Fig. 4 presents the achievable BER performance versus
the SNR for different antenna spacing d, where both the
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FIGURE 5. BER performances of both the SDM and conventional SAH
schemes with and without DME. (a) Bob’s BER versus the SNR; (b) Eve’s
BER versus the SNR.

theoretical and simulated results are given. As can be
observed in Fig. 4(a), at a given SNR, the BER of Bob
decreases with the decrease of d. By contrast, in Fig. 4(b),
Eve’s BER curves with d = A/8, A/6, A /4 are nearly identi-
cal over the entire SNR region. Furthermore, it is noted that
the theoretical results of Bob in (17) and Eve in (25) form
tight upper bounds of the simulated results in the entire SNR
region, when DME is sufficiently high. These observations
show that the derivations in Section IV-A are valid, and the
theoretical results concerning IAE provide certain reference
for the implementation in practical scenarios, especially in
the high SNR region.

Fig. 5 compares the theoretical and simulated BER perfor-
mance versus the SNR for both the SDM and SAH schemes,
when assuming g = 135° in the SAH scheme. Fig. 5(a)
shows that Bob’s BER performance in both SDM and SAH
with DME is worse than those without DME, and the perfor-
mance gap becomes significant, when SNR increases. Note
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FIGURE 6. BER performances of the SDM scheme with a variety of
scrambling factor sets. (a) Bob’s BER versus the the maximum DME;
(b) Eve’s BER versus the maximum DME.

that, at a given DME, for higher SNR, the performance gap
between theoretical and simulated results of the SAH scheme
can be negligible and that of the SDM scheme gradually
becomes smaller. On the other hand, as can be seen from
Fig. 5(b), Eve’s BER in the SAH scheme exhibits a similar
performance to that of Bob. By contrast, Eve’s BER perfor-
mance in SDM is sufficiently degraded in the entire DME
region. This is owing to the fact that for the SDM scheme,
Eve is not aware of the scrambling factor, and does not know
which receiver of Bob is activated.

Fig. 6 depicts the theoretical and simulated BER versus
the maximum DME for a variety of scrambling factor sets
{ay, o}, where SNR is fixed to 10 dB. As can be observed
from Fig. 6(a), the gap between Bob’s theoretical and sim-
ulated results becomes large for low SNR, and Bob’s BER
performance degrades for a given set of scrambling fac-
tors, when the maximum A6, increases. In addition to our
observation with respect to A#,,, it is difficult to discern the
curves for different scrambling factor sets. In other words,
the effect of the scrambling factor on Bob’s BER performance
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TABLE 1. System parameters.

Fig. | Scheme A N, M 0;,i=1,...,N, A 0p Ab, SNR
4 SDM | A/8,M/6,)\/4 | 2 4 60°,135° { eI/ eidm/9} 135° 6° -
5 SDM /4 2 4 60°,135° { eI™/6 eidm/9y 135° 0°,6° 10dB

SAH /4 1 4 135° - 135° 0°, 6° 10dB
{ €j07r,ej07r} A ej‘lr/27ej7\'/2} ,
6 SDM /4 2 4 60°,135° 0 ) i 135° - 10dB
{el™ ed™} 6737"/27613ﬂ/2}
, SDM /4 2 4 60°,135° {eI™/6, eidm/9} - 0°,6° 10dB
SAH /4 1 4 135° - - 0°,6° 10dB
8 SDM A4 2 4 60°, 135° { eI/ eidm/9} - 0°,6° 10dB
9 SDM /4 2 4 60°,135° {eI™/6 eidm/9) 135° | 0°,3°,6° -
/4 2 4 60°,135° { eI™/6 eidm/9y 135° 6° -
A4 4 4 20°,60°,135°,170° (eI7/12 eiT/6 ofAm/9 ej2m/3) 135° 6° -
10 SDM —
5°,25°,40°,60°, { 6]7\'/36’ij/lz)e]ﬂ/6)632w/97
A4 8 4 o . . . 135° 6° -
80°,100°, 135°, 160° (3]1‘37"/45,E]4W/9,6]2‘"/3,C]29‘"/45}
11 SDM /4 2 | 416,64 60°,135° { eI™/6 eidm/9y 135° 6° -
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FIGURE 7. BER performance of both the SDM and conventional SAH
schemes with and without DME. (a) Bob’s BER versus the direction;
(b)Eve’s BER versus the direction.

is negligible. This is beneficial in terms of reducing the
detection complexity imposed, since the scrambling factor
is known at Bob. Furthermore, as observed in Fig. 6(b),
Eve’s BER performance is poor over the entire maximum

VOLUME 8, 2020

FIGURE 8. Amplitude and phase patterns of the SDM scheme with and
without DME. (a) Amplitude pattern versus Eve’s direction; (b) Phase
pattern versus Eve’s direction.

DME region. Another important observation is that there
exists a distinct gap, which reveals the fact that the SDM
scheme is capable of improving the security by the virtue
of the scrambling factor. More specifically, for any given
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FIGURE 9. Ergodic rates of the SDM system versus the SNR for different

maximum DMEs 0°, 3° and 6°.

value of A6, there exists the same optimal scrambling factor
set {org, ap} = {18, &/} which results in the signal
constellation subject to phase scrambling 180°.

Fig. 7 illustrates the achievable BER versus the direction
for both the SDM and SAH schemes with and without DME,
where SNR is fixed to 10dB. It is observed in Fig. 7(a) that
Bob’s BER performance loss in both SDM and SAH schemes
with DME are around 10 times of those without DME. Note
that, since more information is transmitted by the index of
receivers in the SDM scheme, Bob’s BER performance is
worse than that of the SAH scheme. By contrast, when Eve
and Bob share the same direction, it can be clearly observed
in Fig. 7(b) that the SAH scheme can’t guarantee secure
transmission regardless of the presence of DME, whereas the
SDM scheme is insensitive to direction. Hence, compared to
conventional SAH, SDM is capable of efficiently preventing
the eavesdropping.

Fig. 8 evaluates and compares the amplitude and phase
patterns of Eve’s received noiseless signal versus Eve’s direc-
tion for the SDM scheme with and without DME. As can
be inferred from Fig. 8, along all Eve’s directions, the SDM
scheme with DME exhibits severe amplitude and phase
scrambling in comparison to the SDM scheme without DME,
thanks to the introduction of the scrambling factor and the
effect of DME. This implies that the SDM system with DME
offers improved security. However, when considering the
part of information modulated by the index of the receiver,
as observed in Figs. 4-7, the curves change insignificantly at
Eve in terms of the BER performance.

B. ERGODIC RATES

Fig. 9 depicts the achievable ergodic rates of Bob and Eve
as well as the ergodic secrecy rates of the SDM system
versus the SNR, where the effect of DME is also con-
sidered. Since the number of cooperative receiver was set
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FIGURE 10. Ergodic rates of the SDM system versus the SNR for different
Bob’s receivers 2, 4 and 8.

to 2, while employing QPSK constellations, Bob reaches
the upper bound of 3 bits/s/Hz and Eve reaches the upper
bound of 2 bits/s/Hz, when SNR is sufficiently high. Never-
theless, the ergodic secrecy rates first increase until to a peak
value, and then decrease to 1 bits/s/Hz, which corresponds
to log,N,. On the other hand, as can be observed in Fig. 9,
in order to achieve the ergodic rate upper bounds at Bob and
Eve, when the maximum DME increases, the required SNR
gain also increases. By contrast, the ergodic secrecy rates first
decrease to a threshold, and then increase as the maximum
DME increases. This is because the fact that the ergodic
secrecy rate is the difference between the ergodic rates at
Bob and Eve, when Eve’s ergodic rate is decreasing, Bob’s
ergodic rate reaches the upper bound. Furthermore, at a given
maximum DME, there exists an optimal SNR for achieving
the highest secrecy rate.

Fig. 10 and Fig. 11 respectively show the effect of the
number of Bob’s receivers N, and of different APM mod-
ulation order M on the ergodic rates for the SDM system,
where the maximum DME is fixed to 6°. It can be seen that
as expected, higher N, and higher M yield higher ergodic
rate upper bound of log, (MN,) at Bob, and higher M yields
higher ergodic rate upper bound of log, M at Eve. Noticeably,
when SNR is sufficiently high, the ergodic secrecy rate tends
to log,N,, regardless of the value of M. More specially,
as shown in Fig. 10, the higher N, is, the higher the ergodic
secrecy rate will be, whereas there is the same optimal SNR
for reaching the highest ergodic secrecy rate. Additionally,
in Fig. 11, the optimal SNR increases in the medium SNR
region, when the modulation order increases. Consequently,
both Fig. 10 and Fig. 11 imply that we can improve the highest
ergodic secrecy rate by increasing N, and M. Nevertheless,
in practice, it is considerable to increase N, by increasing
the cost of optical fibers and increase M by increasing the
complexity of the central unit. Hence, there exists a tradeoff
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FIGURE 11. Ergodic rates of the SDM system versus the SNR for different
APM modulation orders 4, 16 and 64.

among the higher ergodic secrecy rate, the cost of optical
fibers and the complexity of central unit.

VI. CONCLUSION

In this contribution, we investigated the impact of IAE on the
achievable BER of SDM systems in a practical transmission
scenario, and conducted a theoretical analysis in terms of the
ABEP union bounds for both Bob and Eve, when ML detector
was employed. Moreover, we quantified the ergodic rate with
finite alphabet input, when IAE was present. Our simulated
results revealed that the derived union bounds are tight.
Meanwhile, the BER performance of Bob may be degraded
significantly with the increase of the value of the maximum
DME. For any given maximum DME, there always exists
the same optimal scrambling factor set, which is capable
of degrading the performance for Eve, while delivering an
achievable performance for Bob. On the other hand, at a given
SNR, as the maximum DME increases, the ergodic rates of
both Bob and Eve will decrease, whereas the ergodic secrecy
rate of the SDM system first decreases to a threshold, and
then increases. Furthermore, in order to acheieve the highest
ergodic secrecy rate, there always exists an optimal SNR. Our
future works will focus on the system design and optimization
in the context of multi-path fading channels.
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