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Abstract 

For young people, in addition to positive experiences, there are risks and negative consequences in the 

usage of the Internet and Information and Communication Technologies (ICT), such as forms of 

online harassment. At present, there is an open debate regarding the definition and issues concerning 

the nature of cyberspace, given the different ways that the scientific community and the general public 

express this phenomenon (for example, cyber-bullying, cyber-aggression, cyber-harassment). The 

present research surveyed 585 Italian students via an online questionnaire regarding unwanted online 

attentions (UOA), an umbrella category of online behaviours directed at harassing, offending or 

attacking someone. Two exploratory factor analyses examined the experiences of self-identified 

victims and perpetrators in order to better describe and identify UOA. The findings identify six 

dimensions, namely, for the victims: harassment, impersonation, denigration and ordering goods, 

physical threats, hacking, and disseminating private information and audio-video material without 

permission; and, for the perpetrators: disseminating private information and material without 

permission, physical and social threats, hacking and stealing identity, harassment, denigration and 

ordering goods, unwanted emails and spying, and impersonation – thus illuminating more specific 

categories of UOA. These findings will make it easier to recognize these expanding and potentially 

very dangerous behaviours, leading to the development of better prevention and intervention 

strategies.  

 

Keywords Cyber-bullying, cyberspace, cyber-stalking, new technologies, unwanted online attentions, 

young people 
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Introduction 

Information and Communication Technologies (ICT), and electronic devices in general, 

represent a fundamental aspect of today’s society, influencing habits and lifestyle and 

improving new communication, interaction and knowledge (De Fazio and Sgarbi, 2016; Li, 

2007; Mitchell and Ybarra, 2007; Phillips and Spitzberg, 2010; Spitzberg and Cupach, 2007). 

Online activities are increasingly present, making it impossible for most people to avoid 

becoming cyber citizens. The online space is one where potentially everyone is free to express 

themselves, contact everyone in real time, explore the world without moving, and purchase all 

sorts of goods without physically going to a shop (De Fazio and Sgarbi, 2016). 

In particular, today young people, described as “digital natives” having been born and 

raised in a digital world (Prensky, 2001), are among the most involved in this revolution. 

Almost 90% of US adolescents (Lenhart, 2015) and 60% of the European adolescents are 

online daily (Livingstone et al., 2014), due in part to the use of social media platforms. These 

technologies have many positive outcomes, providing many opportunities for young people to 

explore their identity and build interpersonal connections (De Fazio and Sgarbi, 2016; Sgarbi, 

2016).  

In addition to the positive outcomes, however, younger users, who lack awareness and 

experience, show a spontaneous and un-mediated approach to the new informatics media, 

putting themselves at risk for experiencing the dark side of technology (Alvarez, 2012; De 

Fazio and Sgarbi, 2012; Pereira and Matos, 2016; Pereira et al., 2016; Phillips and Spitzberg, 

2010). Often, they can suffer the negative consequences of wrong or improper online behaviors 

(Calvete et al., 2016; Smith et al., 2014; Tokunaga, 2010). Features, such as anonymity and 

easy access, along with a constant online presence, absence of rules, scarce education and 

limited safety skills, increase the occurrence of events that are not only annoying or harassing, 

but also aggressive and/or illegal in nature (Antoniadou and Kokkinos, 2015; Calvete et al., 
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2010; Hinduja and Patchin 2009; Ybarra and Mitchell 2007; Sgarbi, 2016). Such behaviors 

belong to a large category of cyber aggression, which can include an unlimited number of 

online activities, aimed at harassing, insulting, humiliating, intimidating, threatening and 

attacking others. These include various forms of communicating and contact, attempts to 

invade someone else’s privacy by spying and controlling, abuse of personal data and 

information, spreading of rumors or false and embarrassing materials to destroy the reputation 

or isolate the victim (Menesini et al., 2012; Schrock and Boyd, 2011; Smith et al., 2014; 

Willard, 2007; Wolak et al., 2006). 

The varied nature of cyber aggression activities, makes them complex, and results in 

issues with regard to its definition and conception. Indeed, the scientific community has, at 

different times and in different places, used different semantic terms, which has had the 

consequence of affecting the detection, and prevention, of the phenomenon, as well as the 

protection of the victims (Del Rey et al., 2015; Calvete et al., 2010; Menesini et al., 2012; 

Schrock and Boyd, 2011; Tokunaga, 2010; Vandebosch and Van Cleemput, 2008). Therefore, 

depending on the components considered to define such behaviors and the broader cultural 

context in which the behaviors occur, multiple labels have been used to describe these 

behaviors. Indeed, such labels are sometimes vague and imprecise: examples include 

online/Internet harassment, online/Internet bullying, mobile/virtual bullying, cybermobbing, 

cyberbullying, cyberharassment, cyber fighting or arguing, cyberstalking, electronic/cyber 

aggression (Aboujaoude et al., 2015; Vandebosch and Van Cleemput, 2008). 

 

Definition Limits and Issues  

While cyber aggression (and electronic harassment in general) has rapidly attracted the 

interest of the scientific world, one consequence of this emerging research is the lack of clarity 

surrounding the phenomena and its associated definitions. Sometimes definitions are billed as 
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online variants of pre-existing face-to-face behaviors, like bullying, without identifying the 

different strategies and devices or considering the nature of cyberspace (Patchin and Hinduja, 

2015; Slonje et al., 2013; Zych et al., 2015). While in most cases the starting model is real life 

bullying (Olweus, 93), other definitions have been developed to account for specific cyber 

features inherent to electronic forms of aggression, such as the consideration of the 

technological environment, anonymity and potential large audience.  

Moreover, multiple operating definitions are used; some more general and others more 

rigid and detailed. Starting from a more general approach, cyberbullying has been defined as 

the use of Internet or other digital communication devices to insult or threaten someone 

(Junoven and Gross, 2008). However, more specifications can be added so that it is considered 

as any intentional and repeated aggressive act, perpetrated by individuals or groups through 

Internet, computers and electronics communication media (Hinduja and Patchin 2008; Patchin 

and Hinduja, 2006/2015; Rafferty and Vander Ven, 2014; Tokunaga, 2010) toward a victim 

who cannot easily defend him or herself (Langos, 2012; Smith, et al., 2008). In some cases, 

instead, cyberbullying is considered an electronic variation of traditional bullying, with effects 

in both the online, virtual environment and offline, physical school space (Li, 2007; Mishna et 

al., 2012; Shariff and Hoff, 2011). However, the applicability of some offline criteria to an 

online version has been debated, as the translation is not so clear in the technological world 

(Slonje et al., 2013). One example concerns repetition and imbalance of power (Olweus, 1993). 

From one side a single cyber act can automatically be replicated infinite times, according to 

the snowball or chain effect when materials are posted or spread in cyberspace. From the other 

side, even with absence of physical strength difference, technology knowledge and anonymity 

can produce power imbalance, as well as the impossibility for the victims to remove or ignore 

information available on the Internet may improve powerless and helpless feelings (Slonje et 

al., 2013; Vandebosch and Van Cleemput, 2008). 
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The example of considering school bullying and cyberbullying illustrates different 

opinions, expressed as three main positions: (1) a complete overlap of the two phenomena, 

even if expressed through different media; (2) a partial overlap, recognizing similarities but 

only for some aspects and under specific situations; and (3) no overlap, that they are two 

separate phenomena, considering new technologies specific features together with subjects 

involved and reasons under behaviors (Antoniodou and Kokkinos, 2015). With regard to the 

third position, the differences that emerge, can also demonstrate how online activities can be 

more dangerous than offline activities. These elements concern: technological expertise; 

anonymity and indirect expression of aggressive behaviors; a more complex role of bystanders, 

not easily recognizable and not necessarily related to the perpetrator or involved among peers; 

no need of a physical expression of power; the large size and potential limitlessness of the 

audience; the greater difficulties with respect to coping and surviving strategies (Smith, 2012). 

Moreover, the online behavior may also be the result of different dynamics and reasons, also 

without a real harassing intent acting under a desire of entertainment or fun (Antoniodou and 

Kokkinos, 2015; De Fazio and Sgarbi, 2016; Law et al., 2012), and producing particular, and 

sometimes greater, consequences and effects on the victims (Slonje et al., 2013). Additionally, 

cyber perpetrators can present specific characteristics, different to offline perpetrators, such as 

moral disengagement, disinhibition and lower self-esteem, facilitated also by anonymity, 

absence of time and space limits and lack of perception of victims emotional impact (Kowalski 

et al., 2014; Kubiszewski et al., 2015; Wachs, 2012). 

For all these reasons, the literature also suggests additional definitions and categories of 

this cyberaggression, beyond that defined as cyberbullying. For instance, broader expressions 

such as cyber aggression or online harassment, are used as they include different situations 

aimed at harm, disturb and offend someone (regardless of age) by the use of ICT and electronic 

means (Grigg, 2010; Smith et al., 2014). In this manner, this description covers a large number 
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of acts connected to the fast, ever-evolving technology.  

However, what is not under critique or doubt is the unlimited number of actions included 

by all these various definitions. Indeed, the phenomenon, when considered broadly, is 

constantly growing and changing following the evolution of cyberspace and technologies. 

Indeed, new forms of unwanted online behaviors are continuing to emerge; and this makes it 

very difficult to understand and recognize both what constitutes these behaviors and how 

people (both victims and perpetrators) are involved. Indeed, examining UOA via a direct 

question asking individuals to identify as victims and perpetrators is completely different to 

asking about specifically defined negative online experiences that they could have suffered or 

perpetrated, according to their different perception (Hopkins et al., 2013; Patchin and Hinduja, 

2015; Slonje et al., 2013; Vandebosch and Van Cleemput, 2008): it is expected that the first 

methodology would result in lower prevalence rates when compared to the second one, mainly 

among juveniles samples, suggesting a need of working on single specific cyber activities and 

categories.  

 

Cyberactivities and actions: Types and categories. 

Considering cyberspace’s nature and evolution, the many variations of cyber aggression 

strategies are not always easy to recognize and detect. However, some experts and researchers 

have made efforts to identify and classify different types of expressions of electronic assault 

and cybervictimization, based on different elements, such as the media employed, type of 

actions, aims and effects obtained (Langos, 2015; Menesini et al. 2012; Slonje et al. 2013; 

Willard, 2007). 

Behaviors can be separated by the media involved, such as using the Internet, mobile 

phone, picture/video, Instant messaging, email, chat, social networks, and websites (Al Mazari, 

2013; Dehue et al., 2008; Hinduja and Patchin, 2010; Slonje and Smith, 2008; Smith et al., 
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2008). However, as technologies are changing and evolving, it is unlikely that this approach 

can be comprehensive (Slonje et al., 2013). 

Other approaches have focused on the specific online activities perpetrated. For instance, 

Willard (2007) classified seven categories of cyberbullying, defined as: flaming (angry and 

vulgar comments), harassment (repeated nasty and offensive messages), denigration (spreading 

rumors or false information to destroy someone else’s reputation), outing and trickery (sharing 

private or embarrassing information or images), impersonation (pretending to be someone else 

and sending/posting materials to put that person in trouble or to damage him/her reputation), 

exclusion (intentionally and nastily excluding someone from an online group) and 

cyberstalking (repeated harassment and threats to create fear). Several researchers have 

responded to Willard’s classifications, adapting or adding new categories: for example, Maher 

(2008) identified flooding (sending nonsense comments or pressing enter key in order to not 

allow the victim to participate to the conversation), and Langos (2015) introduced other 

categories such as happy slapping (filming physical aggressions and disseminating the video 

to humiliate the victim) and indirect threats (single indirect physical harm made in public online 

context). Nocentini et al. (2010) reduced Willard’s (2007) list to just four types of behaviors: 

written/verbal, including verbal ways of acting (e.g. emails, texts, phone calls); visual, 

including activities involving the use of images or videos (e.g. posting private or embarrassing 

images or videos); exclusion, as the situations in which the only aim is to put someone outside 

of a group or context (e.g. excluding someone from an online conversation on Whatsapp or 

from a Facebook group); impersonation, meaning the actions to steal someone else’s identity 

(e.g. using private information, pretending to be someone else online). 

In other cases, researchers have preferred to focus on the content and aims of the actions. 

Rivers and Noret (2010) introduced 10 different forms of abusive contact via texting and e-

mails, distinguishing between: physical threats, death threats, family members threats, 
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destroying actual relationships threats, hate expressions, insults, sexual acts, excessive 

demands, and threatening chain messages. When considering behaviors on Facebook, Pabian, 

De Backer and Vandebosch (2015, p. 43), identified the most popular and prevalent cyber-

aggression activities: “sending repeatedly insulting Facebook messages/comments to 

someone”, “spreading rumors about someone on Facebook to damage the person’s reputation”, 

“saying things about someone to make the person a laughing stock”, “hacking into someone’s 

Facebook account”, “pretending to be someone else on Facebook and spreading 

personal/sensitive information about that person”, “posting embarrassing photos or videos of 

someone else on Facebook”, “deliberately excluding someone from a Facebook group to make 

him/her fell excluded”, “sending threatening images/reactions to someone” (see also Kwan and 

Skoric, 2013; Vandebosh and Van Cleemput, 2009). While these behaviors were identified 

with regards to Facebook, it is evident that they pertain to the broader classifications of 

behaviors identified by the other researchers. 

Given the existing discrepancies about the conceptualization of the unwanted online 

behavior phenomena, the present study aimed to specifically address this problem concerning 

the various definitions of cyber activities. De Fazio and Sgarbi (2016) proposed the term, 

Unwanted Online Attentions (UOA), as the most inclusive semantic expression covering all 

the different “behaviors carried out through the internet and technological devices to annoy, 

disturb, offend, humiliate, intimidate, threat, harass, harm or attack others” (p. 220). However, 

even this approach shows several limitations, as it risks being general and vague, without the 

consideration of how young people perceive and report the phenomenon. Starting from this 

consideration, a measure including 20 different UOA behaviors was used to describe the 

experiences of both victims and perpetrators in order to help to better identify and recognize 

electronic intrusions and consequently improve prevention and intervention opportunities.  
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Method 

Participants 

A sample of 585 Italian students from two public secondary and three high schools (26 

classes) in the Modena area of Italy participated: 366 males and 219 females, aged between 12-

19 years (M = 14.50, SD = 1.04). Most of the participants were white (86.7%), living with both 

parents (77%), attending high school classes (61.6%), with school grades usually above 

average (58.9%), and highly involved in organized activities in their free time (73% - mostly 

sports).  

 

Materials and Procedure 

Data was collected as a part of a larger study aimed at exploring technological habits and 

the presence of the phenomenon of UOA among the students of Modena area [reference 

removed to facilitate blind review]1. Via administration of an online questionnaire, the present 

research specifically concerns a measure of 20 UOA behaviors, with regards to how they are 

experienced by those participants identifying as victims and/or perpetrators of UOA. 

Participants answered demographic questions, including sex, age, ethnic background, 

family status, school classes attended and grades. Then a general definition of UOA was 

presented as ‘online behavior that is persistent, unwanted, and potentially harassing, annoying, 

or otherwise aggravating to you or someone else’, asking individuals to indicate ‘yes’ or ‘no’ 

to two questions in order to identify themselves as victims (i.e., I have experienced unwanted 

online attentions) and perpetrators (i.e., I have engaged in unwanted online attentions). 

Individuals then responded to a series of 20 UOA behaviors as to how often they 

experienced each one (separately with regard to their experience as victims and perpetrators) 

 
1 Investigating the phenomenon of UOA amongst a North Italy sample of students, other components of the large 
study consider the sample’s technology habits relative to experience of UOA, the perception of UOA conduct, as 
well as reactions to UOA and help-seeking behaviors. 
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using a three-point scale (1 = never, 2 = one time, 3 = more than one time). The 20 behaviors 

are listed in Tables 1 and 2. 

 

Results 

Of 585 participants, 69 individuals (12%) stated that they were a victim of UOA and 303 

(52%) stated that they had been perpetrators of UOA. Thirty-nine people (7%) identified as 

being both a victim and perpetrator.  

 

Factor analysis for victims 

Responses to the 20 UOA behaviors from those participants who had experienced UOA 

as victims were entered into an exploratory principal axis factor analysis with promax rotation. 

The KMO value was .84, Bartlett’s Test was significant (p < .001), all MSA values were above 

.67, and most items demonstrated reasonable communality values. Based on eigenvalues 

greater than 1, visual inspection of the scree plot, and item loadings, six factors were retained. 

These six factors accounted for 41.07% of the total variance (detailed in Table 1). The six 

factors were labelled as 1) Harassment, 2) Impersonation, 3) Denigration and Ordering goods, 

4) Physical threats, 5) Hacking, and 6) Disseminating private information and audiovideo 

materials without permission. 

 

-Table 1 here- 

 

Factor analysis for perpetrators 

In order to consider the pattern of UOA behaviors as experienced by the perpetrators, an 

exploratory principal axis factor analysis with promax rotation was performed on the responses 

to the 20 UOA behavior items. Bartlett’s Test was significant (p < .001), the KMO value was 
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.83, all MSA values were above .75, and all items demonstrated reasonable communality 

values. Six factors, accounting for 55.91% of the total variance, were retained based on 

eigenvalues greater than 1, visual inspection of the scree plot, and item loadings (detailed in 

Table 2). The six factors were labelled: 1) Disseminating private information and audiovideo 

materials without permission, 2) Physical and social threats, hacking and stealing identity, 3) 

Harassment, 4) Denigration and ordering goods, 5) Unwanted emails and spying, and 6) 

Impersonation. 

 

-Table 2 here- 

 

Discussion and Conclusions 

While Unwanted Online Attentions (UOA) are gaining research interest, issues with 

defining the associated behaviors (especially in relation to the experience of young people) 

exist which limit the perception, prevention, and intervention efforts. By using a broadly 

defined umbrella term (UOA), the present study sampled students in North Italy about the 

actions experienced as a victim and perpetrator. The results of the exploratory principal axis 

factor analyses concerning 20 UOA behaviors demonstrate that UOA can be categorized into 

six underlying categories with regard to the behaviors experienced by victims as well as by 

perpetrators. For victims, the factors were labelled as Harassment, Impersonation, Denigration 

and Ordering goods, Physical threats, Hacking and Disseminating private information and 

audio-video materials without permission. For perpetrators, the factors included Disseminating 

private information and audiovideo materials without permission, Physical and social threats, 

hacking and stealing identity, Harassment, Denigration and ordering goods, Unwanted emails 

and spying, Impersonation.  
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When considering the results for both types of people involved, the categories are similar 

with some overlap, but they are not exactly the same. Therefore, the results demonstrate a 

difference in UOA experiences, so the types of actions a perpetrator might do together are not 

necessarily the ones suffered in combination by the victims (and, of course, people can 

experience multiple types of behaviors). There are several explanations we might consider. 

Firstly, perpetrators and victims are not limited to experiencing only one type of behavior. 

Rather, young people may perpetrate and experience any number of these specific acts and 

categories of UOA behavior. Secondly, it is possible that both perpetrators and victims may 

not perceive their experiences in the same manner. Indeed, such experiences may not even be 

recognised as UOA, but unfortunately might simply be considered regular consequences of 

being online. Future research might consider perceptions of these UOA categories with regard 

to the severity of offensiveness and illegality. Nonetheless, the nuanced differences highlighted 

by these categorisations indicate that more accurate and inclusive definitions are needed. 

With regard to previous research, the groups of behaviors emerging from the present 

study reflect other existing classification schemes. In general, the categories are more aligned 

with approaches that grouped behaviors considering the type of activities perpetrated (Langos, 

2015; Maher, 2008; Willard, 2007), as opposed to those based on the media used (Al Mazari, 

2013; Hinduja and Patchin, 2010) or the way of occurring (Nocentini et al., 2010). In particular, 

the present study’s categories of harassment, denigration and impersonation match Willard’s 

(2007) categories. Moreover, disseminating private information and audio-video materials 

without permission corresponds to what Willard defined as outing and trickery, and physical 

and social threats partially overlap with cyberstalking (Willard, 2007). Additionally, the threats 

categories appear to be similar to that of Indirect threats as defined by Langos (2015) as well 

as Rivers and Noret’s (2010) ten different Threats categories, when perpetrated through emails. 

Then, even though the approach was different, a comparison can be made to some of Nocentini 
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et al.’s (2010) types – in particular, visual activities, intended as ones based on dissemination 

of images/videos, and impersonation. 

To return to the issues surrounding the definition of these behaviors raised earlier in this 

paper, the present findings concerning victimization and perpetration defined help to refine the 

academic understanding of what constitutes UOA. By researching the 20 online behaviors with 

Italian teens, we have a better idea of their personal UOA experiences, emerging differences 

respect to the answers in front of a general definition, expressing a problem concerning 

awareness and perception of the interviewed, as well as possible limitations and difficulties of 

UOA description and identification. Indeed the refined measure could improve upon previous 

work in that it provides a balance in between the too-general descriptions and a too-detailed 

list of single acts. 

As UOA is still a quite new phenomenon, a more precise definition and understanding 

of categories of behaviors is useful to improve the assessment and management of the 

prevention and intervention strategies. The findings highlight the need for a conceptualization 

consistent with the perceptions and experiences of respondents. In doing so, not only will the 

academic definition improve, but the general public, including importantly youth, will become 

more familiar with the concept and realities of UOA. Given the complexity of these types of 

harassment, as well as the  virtual context in which a multiplicity of actions occur, asking for 

(and offering) assistance and protection assumes both a certain level of awareness and 

information with respect to what is happening. Thus, more clearly defined UOA behaviors have 

implications in promoting lay awareness of UOA, as well as appropriate responses and 

preventative measures. However, while the present findings help create a more detailed 

definition and understanding of the categories of UOA behaviors, to ensure their validity and 

reliability, further testing and amendments are needed. It falls on future research to continue 

this line of research.  
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The present study is not without its limitations. Firstly, working on school based self-

report survey can present risks of distortion or insincere data alongside limits to external validity 

and the absence of other perspectives (e.g., those of teachers and parents). Secondly, we 

recognize that this study was conducted in one location. Thus, cross-cultural aspects should be 

addressed in future research, as to determine any national and cultural dimensions to UOA. 

Similarly, while the sample purposefully focused on youth, UOA occurs without age 

restrictions; therefore, additional work must consider whether the characteristics of victim and 

perpetrator experiences as categorized in the present study apply to older internet users. 

Additionally, while this study identified six categories pertaining to 20 behaviors, the total 

percentage of variance was 41% and 56%, suggesting that additional behaviors might also be 

included to further refine the categorizations. Indeed, while the examination of 20 exemplar 

UOA behaviors advanced the consideration and understanding of UOA beyond that by 

previous research, it would be naïve to consider these results as final. 

Defining nature and dynamic of UOA in a standardized way is crucial for assessing and 

managing them, but this aim has to be pursued with consideration of the rapid evolution of 

technologies, cyber space, and even the phenomena itself. In this path, the conceptual 

adjustment through six behavioral categories obtained with this study, albeit not resolving the 

definitional issues and limitations, offers a good level of accuracy and effectiveness. Starting 

from here, new research challenges on UOA could be addressed, contributing to improve the 

scientific discourse on this topic and going further on the side of young people awareness, 

education and information. 

The existence of a clear and congruent definition of abusive online behavior is central 

for their recognition and detection and consequently for the building of early and operative 

prevention strategies, intervention projects and protection tools.  
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Note 1.  

Investigating the phenomenon of UOA among a North Italian sample of students, other 

components of the large study consider the sample’s technology habits relative to experience 

of UOA, the perception of UOA conduct, as well as reactions to UOA and help-seeking 

behaviours. 
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Table 1. Results of the Principal Axis Factor Analysis with Promax Rotation about Victim Experiences (N = 585) 

Unwanted Online Attention Item 

Factor 

Harassment Impersonation 
Denigration and  
Ordering goods 

Physical  
Threats Hacking 

Disseminating private 
information and 

audiovideo materials 
without permission 

Sending you unwanted invitations or suggestions 0,764      

Sending you unwanted sexually oriented images or messages 0,582      

Sending you unwanted needy or overly affectionate messages 0,562      

Advising or guiding others to contact you in an unwanted way 0,447      

Receiving unsolicited and unwanted text messages 0,349      

Posting false information on your social networks (e.g. MySpace, FB, Twitter, etc.)  0,561     

Stolen your online identity  0,520     

Breaking into or stealing some electronic information (hacking)  0,428   0,395  

Harassing by deceiving you or pretending to be someone else 0,331 0,405     

Threats to harm you socially (e.g. ruining your reputation, insulting you, gossiping/spreading 
rumours via internet or mobile phone) 

 0,384     

Sending messages in your name  0,376     

Building defamatory websites about you   0,816    

Ordering goods or subscribing you to unwanted services in your name   0,626    

Sending or posting publicly pictures/videos/audiotapes that you consider threatening   0,391    

Spying on you through GPS or other electronic devices  0,319 0,360    

Threats to harm you physically through Internet or mobile phone    0,905   

Deliberately forwarding computer viruses or spyware     0,825  

Receiving unsolicited and unwanted e-mails     0,324  

Disseminating/sharing your private or protected information with others without your 
permission 

     0,639 

Sending or posting publicly pictures/videos/audiotapes that are private or embarrassing you      0,474 

Eigenvalue 4,550 1,211 0,734 0,697 0,577 0,439 

% of Variance 22,774 6,056 3,671 3,485 2,885 2,197 

Cronbach's Alpha 0,689 0,703 0,630   0,537 0,590 

Note. Loadings < .30 were suppressed.        
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Table2. Results of the Principal Axis Factor Analysis with Promax Rotation about Perpetrator Experiences (N = 585) 

Unwanted Online Action Item 

Factor 

Disseminating private 
information and 

audiovideo materials 
without permission 

Physical and 
social threats, 
hacking and 

stealing identity Harassment 
Denigration and 
Ordering goods 

Unwanted 
emails and 

spying Impersonation 
Sending or posting publicly pictures/videos/audiotapes that someone else might 
consider threatening 

0,964      

Sending or posting publicly pictures/videos/audiotapes that are private or embarrassing 
to someone 

0,686      

Posting false information on others’ social networks (e.g. MySpace, FB, Twitter, etc.) 0,444     0,352 

Disseminating/sharing someone else’s private or protected information with others’ 
without permission 

0,434    -0,356  

Threats to harm someone physically through Internet or mobile phone  0,371     

Threats to harm someone socially  0,354     

Deliberately forwarding computer viruses or spyware  0,809     

Breaking/stealing some electronic information (hacking)   0,783    

Stolen another person’s identity  0,702     

Sending unwanted sexually oriented images or messages (e.g., pornographic or 
obscene materials, etc.) 

  0,865    

Sending unwanted invitations or suggestions (e.g., sexual proposals)   0,718    
Sending unwanted needy or overly affectionate messages   0,579    
Sending unsolicited and unwanted text messages    0,439  0,312 
Building defamatory websites about someone else    0,962   
Ordering goods or subscribing unwanted services in someone else’s name    0,745   
Advise or guide others to contact someone else in an unwanted way    0,635   
Sending unsolicited and unwanted e-mails     0,614  
Spying on another person through GPS or other electronic devices (e.g., camera, 
location devices, etc.) 

    0,407  

Sending messages in someone else’s name      0,867 

Harassing by deceiving someone or pretending to be someone else       

Eigenvalue 6,123 1,927 1,045 0,815 0,678 0,554 

% of Variance 30,817 9,636 5,224 4,073 3,389 2,769 

Cronbach's Alpha 0,768 0,735 0,655 0,783 0,334   

Note. Loadings < .30 were suppressed.        

 


