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Abstract

The security of digital goods buyers and sellers is unbalanced. Of course, the property
of sellers is protected; for example, when customers acquire digital books or films from
Internet’s merchants, they only receive the products they have paid for. Unfortunately, the
buyers’ privacy is rarely respected: purchases are often — without the buyers’ knowledge
— monitored, recorded, analysed, and sometimes sold to marketing companies. As a
consequence, even if the customers do not intend to acquire additional products, their
computer screens are later invaded with targeted advertisements.

The main purpose of this thesis is to propose some methods to restore the balance
and guarantee the buyers’ privacy, while protecting the interests of the sellers.

To this end, it is worth looking into the area of cryptography and more specifically,
it is worth studying and designing some protocols called distributed oblivious transfer
(DOT) protocols. A DOT protocol allows a party A to obtain one of the secret pieces of
information (a secret for short) held by a party B so that the following two fundamental

conditions are satisfied:

* A chooses the secrets she wishes to obtain and does not obtain anything on the

secrets she has not chosen,

* B does not learn which secret was obtained by A.

Furthermore, to improve the availability of the information, the protocol is distributed.
That is, the party 8B transmits his secret information to m servers and the party A needs
to contact at least k of these servers to obtain the chosen secret. The servers are not fully
trusted, neither by A, nor by 8. Therefore, from the information exchanged with A and

B, no coalition of servers should be able to learn the secrets of 8 or the choice of A.

vii



Abstract

The results of a preliminary literature review are surprising. In fact, the number of
publications on DOT protocols is small (fewer than 20) compared to, for example, the
number of publications on a similar concept, secret sharing (100s of publications). And yet,
oblivious transfer is a fundamental component of more complex cryptographic protocols
such as multi-party computation protocols, which allow a group of participants to securely
calculate any function of their joint secret inputs. So, one could expect many variants, for
example of the original DOT protocol introduced in 2002 by Naor and Pinkas [74], to fulfil
the requirements of specific scenarios.

The design of variants of DOT protocols in traditional cryptography has been the
guiding thread of my research. My contribution mainly consists in (a) a critical analysis
of the existing protocols, demonstrating their limitations, weaknesses, and in some cases,

flaws; and (b) the design of the following protocols, well adapted to some specific situations:

A Strongly Secure DOT Protocol. This DOT protocol addresses the most important
weakness of unconditionally secure, one-round, polynomial interpolation-based DOT
protocols: after the protocol has been executed, if the party A corrupts only one
server, she can learn all the secrets of the party 8. The protocol is secure even if A

corrupts up to k — 1 servers.

A Verifiable DOT Protocol. The party ‘A should obtain the secret she has chosen, even
when some servers are controlled by a malicious adversary whose objective is to
sabotage the protocol. This is the case with this protocol, assuming that the adversary

cannot control more than k — 1 servers.

A Multiple Secrets DOT Protocol. When the party (A wishes to obtain n > 1 secrets,
the current protocols have to be executed n times. In this context, they are inefficient.
The DOT protocol introduced here allows the party (A, by contacting in the same

session k — 1 + n servers, to collect n secrets.

Adaptive DOT Protocols. The previous protocol allows the party A to request several
secrets. However, the request of one secret may depend on the values of secrets already
obtained. Two efficient protocols are presented in this scenario. The first one allows
A to receive a limited number of secrets and therefore, is well adapted to a single
receiver. For several receivers, a second protocol is proposed. This second protocol
accepts an unlimited number of queries, but requires communications amongst the

Servers.

A Threshold DOT protocol. Most existing DOT protocols rely on threshold secret shar-

ing schemes. In a k-threshold protocol or scheme, security is guaranteed not only

viii



Abstract

when k parties are contacted, but also when more than k parties are contacted.
However, the existing DOT protocols based on k-threshold secret sharing schemes
require an additional mechanism to control that exactly k servers are contacted,
which is an under-utilisation of the underlying functionality. The proposed protocol
is the first k-threshold DOT protocol which allows the party (A to contact as many
servers as she wishes to obtain the chosen secret, provided that at least k servers are

contacted.

This research is limited to unconditionally secure protocols, i.e., protocols whose
security does not depend on mathematical (unproven) assumptions; within the limits of the
given security models, the protocols are secure even against an adversary with unlimited
computing power and time.

In brief, the results presented in this thesis are a significant advance to the state of
the art research on DOT protocols because on one hand, they point out the weaknesses of
the DOT protocols most commonly accepted by the cryptographic community and on the
other hand, they contribute to the cryptographic field through the design of new protocols,

secure and efficient.

ix



Contents

List of Publications and Contribution of Others . . . . . .. .. ... ... ... iv
Acknowledgements . . . . . . ... L vi
ADbStract . . . . . e e e e e vii
Contents . . . . . . .. e e e e e e e e e X
Listof Figures . . . . . . . . . . . . e xvi
Listof Tables . . . . . . . . . . . . e e xvii
Notations . . . . . . . . . e e e e e e e xviii
I Introduction . . . . . . . . . . . . e 1
1.1 Definitions . . . . . . . . . .. 2
1.1.1 Distributed Oblivious Transfer . . . . ... ... ... ... ... 2

1.1.2  Cryptographic Security Typology . . . . ... . ... ... ... 3

1.2 Related Areas . . . . . . . . . . . . e 4
1.2.1 Oblivious Transfer . . . . .. ... ... ... .......... 4

1.2.2  Private Information Retrieval . . . . . .. ... ... .... ... 6

1.2.3  Multi-party Computation . . . . . . ... ... ... ... ..., 6

1.3 Literature SUIvey . . . . . . . . . i e e e e e e e e 7

1.4
1.5

1.3.1 Private Information Retrieval-based Distributed Oblivious Transfer
Protocols . . . . . . ... 8
1.3.2 Polynomial Interpolation-based Distributed Oblivious Transfer
Protocols . . . . . .. ... 9
1.3.3 Distributed Oblivious Transfer Protocols Based on Other Techniques 11
Motivation and Objectives . . . . . . . . . .. ... L. 11

Contribution and Organization of the Thesis . . . . . .. ... ... ... 12



Contents

2 Preliminaries . . . . . . . . . e e

2.1 Background Mathematics . . . . . . . .. .. ... ...
2.1.1 Algebra . . . . . . . .
2.1.2 Probability Theory . . . .. ... ... ... ... ........
2.1.3 Theory of Information . . . ... ... .. ... .........

22 Models. . . .o
2.2.1 Communication Model . . . . ... ... ... ..........
222 AdversaryModel . . ... ... L oo
223 SecurityModel . . . ... ... oo

2.3 Some Useful Components . . . . . . ... .. ... .. ..........
2.3.1 Shamir’s Secret Sharing Scheme . . . . . . ... ... ......
2.3.2 Blundo et al.’s Distributed Oblivious Transfer Protocol (Simplified

Protocol) . . . . . . . . ...

26

2.3.3 Blundo et al.’s Distributed Oblivious Transfer Protocol (Full Protocol) 26

Security Analysis of Polynomial Interpolation-based Distributed Oblivious
Transfer Protocols . . . . . . . .. .. L
3.1 Introduction . . . .. ... ... ...
3.2 Linear Combination of Secrets . . . . . . ... ... ... .. ......
3.3 Polynomial Interpolation-based Distributed Oblivious Transfer Protocols .
3.4 Weaknesses of Some Distributed Oblivious Transfer Protocols . . . . . .
3.4.1 Protocols Insecure Against Curious Servers . . . . .. ... ...
3.4.2 Protocols Insecure Against a ‘Greedy’ Receiver . . . . . .. . ..
3.5 A More Robust Protocol . . . . ... .o
3.5.1 FirstImprovement. . . . . . . ... ... ... .. ... ...
3.5.2 Second Improvement . . . .. ... .. ... ... ... ...,
3.5.3 Third Improvement . . . . .. .. ... ... ... .. ... ...
3.6 Conclusion . . ... ... ... e
A Strongly Secure Polynomial Interpolation-based Distributed Oblivious Trans-
fer Protocol . . . . . . . . L
4.1 Introduction . . . . . . . ...
4.2 Preliminaries . . . . . . .. . ...
43 Model . . . ..
43.1 The Adversary . . . . . . . . . . . . ..
4.3.2 Overview of the Protocol . . . . . .. ... ... ... ......
4.4 Componentsof the System . . . .. ... ... ... .. ... ......
4.4.1 Secret Sharing Scheme . . . .. .. ... ... .. ........

4.4.2 Transformation from One to Another Threshold Scheme . . . . .

xi



Contents

Xii

4.5

4.6

4.7

4.4.3 Multi-party Computation Membership of a Public Set . . . . . . .
A Strongly Secure Distributed Oblivious Transfer Protocol . . . . . . ..
4.5.1 Set-up Phase — Generation of the Servers’ Shares . . . ... ...
4.5.2 Transfer Phase Step 1 — Generation of the Receiver’s Request . . .
4.5.3 Transfer Phase Step 2 — Redistribution of the Receiver’s Input
4.5.4 Transfer Phase Step 3 — Verification of the Receiver’s Input . . . .
4.5.5 Transfer Phase Step 4 — Computation of the Requested Secret . . .
4.5.6 Transfer Phase Step 5 — Transfer of the Requested Secret . . . . .
Security Evaluation of the Protocol . . . . . . . ... ... ... .. ...
4.6.1 Correctness . . . . . . . . v i it e e
4.6.2 Receiver’sPrivacy . ... .. ... ... L.
4.6.3 Sender’s Security with Respect to a Coalition of Servers and the
Receiver . . . . . . . . . L
4.6.4 Sender’s Security with Respect to a ‘Greedy’ Receiver . . . . . .

Conclusion . . . . . . . . L

A Verifiable Distributed Oblivious Transfer Protocol . . . . . ... ... ..

5.1
5.2

5.3
54

5.5

5.6

5.7

Introduction . . . . . . ...
Related Works . . . . . . . . . . . ...
5.2.1 Blundo et al.’s Distributed Oblivious Transfer Protocol . . . . . .
5.2.2 Verifiable Secret Sharing Schemes . . . . . ... ... ... ...

Preliminaries . . . . . . . . . ... e

54.1 AdversaryModel . .. ... ... ... ... .. ...
54.2 CommunicationModel . . . . ... ... .. ... ... ... ..
5.4.3 Principle of the Protocol . . . . ... ... ... ...
Components of the Protocol . . . . . . . ... ... ... .........
5.5.1 Error-Correcting Codes Decoding Scheme . . . . . . . ... ...
5.5.2  Verifiable Secret Sharing Scheme . . . . ... ... .. ... ..
Description of the Protocol . . . . . . ... ... ... .. ........
5.6.1 Phase 1 — Sharing of the Sender’s Secrets . . . . ... ... ...
5.6.2 Phase 2 — Sharing of the Receiver’s Secret Inputs . . . . . . . ..
5.6.3 Phase 3 — Detection of Cheaters . . . . . ... ..........
5.6.4 Phase 4 — Computation of the Shares of the Chosen Secret

5.6.5 Phase 5 — Reconstruction of the Chosen Secret . . . . ... ...
Security of the Protocol . . . . . . .. ... ... o oL
57.1 COrrectness . . . . . o v v v v v vt e e e e e

5.7.2 Receiver’'sPrivacy . . ... ... ... ... ... ...



Contents

5.7.3 Sender’s Security . . . . ... ... oo 82
5.8 Conclusion . . . . . ... L 84
A t-out-of-n Distributed Oblivious Transfer Protocol . . . . . . ... ... .. 85
6.1 Introduction . . . . . . . . .. ... 85
6.2 Principle of the Protocol . . . . .. ... ... ... . 87
6.3 Overview of the Protocol . . . . . .. .. ... ... ... .. ... 88
6.4 Description of the Protocol . . . . . . . ... ... ... ... . ..., 88
6.5 Security of the Protocol . . . . . . .. .. ... oo 89
6.5.1 Correctness . . . . . . . . .. 89
6.5.2 Receiver’s Privacy Against a Coalition of Servers . . . . .. . .. 89
6.5.3 Sender’s Security . . . ... ... Lo 91
6.6 Efficiency Consideration . . . . . . ... ... ... ... ... ..., 93
6.7 Conclusion . . . . .. ... 94
Adaptive Distributed Oblivious Transfer Protocols . . . . . . .. .. ... .. 95
7.1 Introduction . . . . . . . ... 95
7.2 Preliminaries . . . . .. .. Lo 96
7.3 Model . . . .. 97
7.3.1 SecurityModel . . ... ... ... L 97
7.3.2 Communication Model . . . . ... .. ... ... ........ 98
7.4 First Distributed Oblivious Transfer Protocol with Adaptive Queries . . . 98
7.4.1 Description . . . . .. ... e 98
742 Security . . . . ... 99
7.5 Second Distributed Oblivious Transfer Protocol with Adaptive Queries . . 104
7.5.1 Description . . . . . ... ... 104
7.5.2 Security . . . ... 106
7.6 Efficiency Consideration . . . .. ... ... ... ... ... ...... 107
7.7 Conclusion . . . . . .. .. 110
An Information-Theoretically Secure Threshold Distributed Oblivious Transfer
Protocol . . . . . . .. 111
8.1 Introduction . . . . . . . . .. .. 111
82 Background . . . . .. .. 112
8.3 Preliminaries . . . . . .. .. . . 113
8.3.1 Notations and Definitions . . . . . . . ... ... ... ... ... 113
8.3.2 SecurityModel . . ... ... ... 114
8.4 Protocol Description . . . . . . ... L o 114
8.5 Security of the Protocol . . . . . ... .. ... .. ... L 114
85.1 FormalModel . . . . .. ... ... ... ... 114



Contents

8.5.2 COITeCtnesS . . . « v v v v vt e e e e e

8.5.3 Receiver’s Privacy against a Coalition of Servers . . . . . . . ..

8.5.4 Sender’s Security against a Coalition of the Receiver and Servers .

8.5.5 Sender’s Security against a ‘Greedy’ Receiver . . . . . . .. ...

8.6 Efficiency Consideration . . . . ... ... .. ... .. .........

87 Conclusion . . . . .. ..
9 Conclusion . . . . . ...
Appendix A Demonstration of the Security of Shamir’s Secret Sharing Scheme .

A.l Introduction . . . . . . . .. .. .

A.2 Preliminaries . . . . . . .. ..o

A.2.1 Notations and Definitions . . . . . ... ... ... ... .....

A2.2 SecurityModel . . . ... ... L

A.2.3 Theory of Information . . .. ... ... .............

A.3  Security of Shamir’s Secret Sharing Scheme . . . . . . .. ... ... ..

A3.1 Correctness . . . . . ... e e e

A32 Perfectness . . . . . . ...
Appendix B Conditional Entropies of Secrets Given a Linear Combination of these
Secrets . . . ... e e e

B.1 Dependent Random Variables . . . . . . .. ... ... ..........

B.2 Independent Random Variables . . . . . .. ... ... ..........
Appendix C Characteristics of Some Polynomial Interpolation-based Distributed
Oblivious Transfer Protocols . . . . . . ... .. ... ... ....

C.1 Naor and Pinkas’ Distributed Oblivious Transfer Protocol . . . . . . . ..

C.2 Blundo et al.’s Distributed Oblivious Transfer Protocols . . . . . . . . ..

C.2.1 Original Distributed Oblivious Transfer Protocol . . . . ... ..

C.2.2 Improved Distributed Oblivious Transfer Protocol . . . . . . . ..

C.3 Nikov et al.’s Distributed Oblivious Transfer Protocol . . . . . .. .. ..

C.4 Beimel et al.’s Distributed Oblivious Transfer Protocol . . . . . ... ..
Appendix D Jiang, Li, and Li’s Distributed Oblivious Transfer Protocol Analysis
Appendix E A Few Demonstrations . . . . . . .. ... ... ..........

E.1 Additional Consistent Shares in Blundo et al.’s Protocol . . . . . . . . ..

E.2 Conditional Entropy with Fixed Condition . . . . . . .. ... ... ...

E.3 Maximal MatchinginaGraph . . .. ... ... ... ... ......
Appendix F  Example of Insecurity in Blundo et al.’s Distributed Oblivious Transfer
Protocol . . . . . . . . .

F.1 Public Information . . . ... ... ... ... .. L.

F2 Set-upPhase . . . . . .. . . . ...

Xiv



Contents

F.2.1 Information Privatetothe Sender. . . . . . . ... .. ... ... 162

F.2.2 Intermediate Computation to Prepare the Sharing Polynomials . . 162

F3 TransferPhase . . . . . . . . . ... . 163
F.4 Obtaining Secrets . . . . . . . . . . .. 163
References . . . . . . . . . . 165

XV



2.1
2.2
2.3
4.1
4.2
5.1
5.2
6.1
7.1

7.2

8.1
8.2

XVi

List of Figures

Blundo et al.’s Simplified Distributed Oblivious Transfer Protocol . . . . . .
Blundo et al.’s Full Distributed Oblivious Transfer Protocol - Set-up Phase . .
Blundo et al.’s Full Distributed Oblivious Transfer Protocol - Transfer Phase .
A Strongly Secure Distributed Oblivious Transfer Protocol (Set-up Phase) . .
A Strongly Secure Distributed Oblivious Transfer Protocol (Transfer Phase) .
A Verifiable (4k — 3, m)-DOT-(}) (Set-up Phase) . . ... ..........
A Verifiable (4k — 3, m)-DOT-({) (Transfer Phase) . . ... .........
A One-Round 7-out-of-n Distributed Oblivious Transfer Protocol . . . . . . .
Distributed Oblivious Transfer Protocol with Adaptive Queries (Limited Num-
berof Queries) . . . . . . ... e
Second Distributed Oblivious Transfer Protocol with Adaptive Queries (Un-
limited Number of Queries) . . . . . . . . . . . .. ... ... .. ... ...
Threshold Distributed Oblivious Transfer Protocol — Overview . . . . . . ..
Threshold Distributed Oblivious Transfer Protocol — Random Variables



4.1
6.1
7.1

7.2

8.1

8.2

8.3

B.1

List of Tables

Efficiency of Distributed Oblivious Transfer Protocols . . . . . . . . .. 66
Efficiency of z-out-of-n Distributed Oblivious Transfer Protocols . . . . 94
Computation Efficiency of Adaptive Distributed Oblivious Transfer Pro-

tocols . ... e 108
Communication Efficiency of Adaptive Distributed Oblivious Transfer

Protocols . . . . . . . 109
Security Conditions from an Information Theory Viewpoint. . . . . . . 118
Computation Efficiency of Distributed Oblivious Transfer Protocols . . 126
Communication Efficiency of Distributed Oblivious Transfer Protocols

(Shares) . . . . . . . . . e e e 127
Joint Probability Mass Functionpyy . . . . . . . . . ..o 142

XVii



S|
Sl’l
P(S)

[ny.n;]
K[X]

K[Y,, Y, ...

K [X]
log, (x)
b, ® b,
S1€S,
S cS,

XViii

Notations

Set {0, 1, ...} of natural numbers

Set{...,-1,0,1,...} of integers

Set of rational numbers

Set of non-negative real numbers

Assuming [ G, + ] is a group, G\ {0}

Galois field (p € N, p power prime)

Group of matrices (k rows, ¢ columns) with coefficients in G
Group of cyclic permutations on a set of n elements

The greatest integer smaller or equal to x

The smaller integer greater or equal to x

Kronecker symbol (5{ =1ifi=jand 5{ = 0 otherwise)
Cardinality of the set S

The set S X S X --- X § (n times)

The power set of §

Set of natural numbers {n;,n; +1,...,n,}

Ring of univariate polynomials with coefficients in K
Ring of n-variate polynomials with coefficients in K
Group of univariate polynomials of degree at most k, where k € NN
Logarithm function in base 2 of x, where x € R*\ {0}
XOR (‘exclusive or’) operation between the bits b, and b,
S is a subset of S,

S €S and §; # 5,



Notations

NEAR
S,uUS,
S\S,
Pr

Px
X €rS

w=[u,uy,. .. u,

u-°y

deg(P)

n!

()

O(f(x)

The empty set

Intersection of the sets S; and S,

Union of the sets S; and S,

Set difference (set of elements belonging to S; but not to S,)

Probability measure on an event space £ C £ (), where Q is a
sample space

Membership of a set (x is an element of the set S)

Probability mass function of the random variable X

The element x is randomly selected in the non-empty finite set S,
ie., forall a € S, py(a) = /s

If n > 0, n-tuple u (bold font), i.e., sequence of elements

Up,ly, ... U,
Ifn e N, n-tuple [m,m,...,m]
Ifu = [u,uy,...,u,]andv = [v,vy,...,v,] (n > 0), then

wev =Y up X v

Degree of the polynomial P

Factorial of n € N, i.e., | X2 X --- X (n— 1) X n (by convention,
0l=1)

Binomial coeflicient: (;) = I#lp)'

Limiting behaviour of the function f (g(x) € O(f(x)) if there

exists ¢ > 0 and x,, such that g(x) < cf(x) for x > x;)

Xix






Introduction

Today, users who purchase products on the Internet frequently have their requests
tracked and analysed by marketers; later, numerous advertisements related to the
requests ‘magically’ appear on their computers’ screens. Without doubt, more privacy
would be welcome. On the other hand, when the same users buy and download, for
example, digital books or films, the sellers do not wish the users to freely access
products which were not paid for. It is clear that a double protection should be offered:
the privacy of the users should be maintained and the security of the sellers should be
guaranteed. This is where cryptography can help, and especially the cryptographic
functionality called distributed oblivious transfer.

Indeed, if etymologically, cryptography (from ancient Greek xpuntég, meaning
private, hidden and ypdgetv, meaning fo write) is the study of what is hidden, by
extension, it may also be considered as the science of controlling the disclosure of
information. This is the purpose of most cryptographic protocols, including distributed
oblivious transfer protocols; a distributed oblivious transfer protocol allows a party
A to obtain one of the pieces of information held by a party 8 while the security of 8
and the privacy of A are preserved. Furthermore, the availability of the information
is improved thanks to a distributed environment. Thus, the request of A is sent to
‘many’ intermediate parties who hold only parts of the original information. Then,
as soon as A has received ‘enough’ responses, the requested information may be
determined. Of course, ‘many’ and ‘enough’ need to be specified more formally.

In the literature, few articles describing distributed oblivious transfer protocols
have been published, whereas some similar protocols, like secret sharing protocols,
have been thoroughly studied during the last 35 years. Yet, both types of protocols

are fundamental and may be applied in similar scenarios. This lack of research
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has motivated further investigation. In this thesis, the existing distributed oblivious
transfer protocols are analysed and novel ones, particularly well suited to some specific
scenarios, are designed.

The remainder of this chapter is structured as follows. In Sect. 1.1 is refined the
concept of distributed oblivious transfer and is introduced the concept of unconditional
security. Then, Sect. 1.2 gives a brief description of related cryptographic areas
(oblivious transfer, private information retrieval and multi-party computation). In
the following section (Sect. 1.3) is presented a short literature survey of distributed
oblivious transfer protocols. Section 1.4 specifies the objectives and limitation of the
research. Finally, the main contributions are presented and an overview of the thesis

organization is given in Sect. 1.5.

1.1 Definitions

Unconditionally secure distributed oblivious transfer is the overarching concept on which
this thesis is based. This is why, first and foremost, the definition of distributed oblivious
transfer is introduced in this section. Second, the different categories of cryptographic

security are described and, more precisely, unconditional security is defined.

1.1.1 Distributed Oblivious Transfer

Informally, distributed oblivious transfer (DOT) protocols allow a party, the receiver, to
obtain one of the secrets held by another party, the sender, by collecting information from
several third parties, the servers. To follow the cryptographic tradition and to set a concrete
image of DOT protocols’ participants, the receiver is considered as a person (Alice, or R
in this document) as well as the sender (Bob, or § in this document). The third parties,
the servers, may be considered as machines having memory and processing power, able to
communicate with the sender and the receiver.

The main specificities of a DOT protocol are that, once the protocol has been executed,
on one hand the sender does not know which secret was obtained by the receiver and on the
other hand, the receiver has no information on the secrets she did not choose. In addition,
it is assumed that the servers cannot be trusted; that is, some of them could be controlled
by the sender, the receiver or even an external adversary. Therefore, the protocol should
guarantee that a coalition between the sender (or an adversary) and some servers cannot
learn the receiver’s choice. Similarly, a coalition between an adversary and some servers
should not be able to learn any of the sender’s secrets. Likewise, a coalition between the

receiver and some servers should not be able to learn any of the sender’s secrets before the
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protocol is executed and none of the secrets the receiver did not obtain after the protocol
has been executed.

A key characteristics of DOT protocols is the size of the coalitions: researchers try
to design DOT protocols where secret information (the sender’s secrets and the receiver’s

choice) are kept secret against coalitions as large as possible.

1.1.2 Cryptographic Security Typology

In a conventional cryptosystem, a clear message is encrypted thanks to a key k4 by a
party A, who transmits the resulting cryptogram to a party 8. Thanks to a decrypting key
kg (possibly k4 = kg), B is then able to decrypt the cryptogram and obtain the original
message. It is assumed that an adversary is able to obtain the cryptogram and, without any
key, tries to determine the original message. The security of such a cryptosystem falls in

one of the two categories:

Complexity-Theoretic Security. The adversary is able, by conducting an exhaustive
search in the key space, to determine the original message. However, the cryptosystem
is designed so that (a) there is no other method than the exhaustive search to find
out the clear message and (b) the key space size is specified so that an exhaustive
search is impractical in a limited time (insufficient processing power regarding the
number of operations to execute or lack of memory to store intermediate results).
Of course the parameters of the cryptosystem need to be frequently adjusted to
take into account the increasing efficiency of computers. Since the cryptosystem’s
security depends on the available computing resource, it is also called computational

Security.

Today, the security of computationally secure cryptosystems relies on mathematical
conjectures in number theory. For example, the security of all public-key cryptosys-
tems is based on the assumed hardness of computational problems such as the com-
puting of discrete logarithms in particular finite cyclic groups (e.g., Diffie-Hellman’s
cryptosystem [44]), the factorization of integers (e.g., RSA cryptosystem [86]), the

computing of square roots in finite fields (e.g., Rabin’s cryptosystem [80]), etc.

Note that if a conjecture is proved (now a theorem), an adversary can still theoret-
ically breach the security of the cryptosystem based on this conjecture, using an
exhaustive search. However, if the conjecture is disproved (no longer a conjecture),

the cryptosystem’s security is not guaranteed any more.

Information-Theoretic Security. Even with unlimited computing processing power,

unlimited time, and infinite storage capability, an adversary cannot break the security

3
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of an information-theoretically secure cryptosystem. The cryptosystem’s security
can be proved thanks to information-theoretic tools [90-92] and therefore cannot
depend on any unproven mathematical condition. Such a cryptosystem, not relying

on any mathematical conjecture, is also said to be unconditionally secure [44].

By extension, cryptographic protocols also fall in the computational or unconditional
security categories; this is the case for DOT protocols. The protocols designed in this
thesis are all unconditionally secure, which allows the demonstration of their security.
Furthermore, to abide by the cryptographic tradition, the design of the DOT protocols
follows Kerckhoffs’ principle, i.e., the details of the protocols are public whereas only the

private inputs need to be secret [67, 68].

1.2 Related Areas

In this section are briefly described cryptographic classes of protocols, with strong links
to DOT protocols. More specifically, the oblivious transfer, private information retrieval
and multi-party computation protocols are reviewed. For each of these three classes, it is

shown how to reduce a DOT protocol to a protocol of the class.

1.2.1 Oblivious Transfer

An oblivious transfer (OT) protocol allows two parties to exchange, in total privacy, one
or more secret messages. The first OT protocol, introduced by Rabin in 1981 [81], enables
a sender to transmit a message to a receiver in such a way that the receiver gets the
message with probability /2 while the sender does not know whether the message was
received. A similar concept, presented under the form of a quantum multiplexing channel-
based primitive, had already been introduced by Wiesner in years 1970’s, as reported by
Brassard and Crépeau [23]. However, Wiesner’s first formal publication describing the
novel primitive was not published until 1983 [97]. This primitive allows a party 8 to send
two messages to a party A in a way that (a) A can decide which message to read and
() the other message is irreversibly destroyed.

In 1985, Even, Goldreich, and Lempel [47] introduced a variant of Rabin’s OT protocol
for a contract signature application. This OT protocol, identified as OT- (%), is an exchange
protocol between a receiver and a sender who has two secret messages; the receiver chooses
one of the two messages and the sender transmits the chosen message to the receiver. At the
end of the protocol, the sender does not know which message was selected and the receiver

knows nothing of the other message. The OT- (f) was then generalized to a 1-out-of-n
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OT protocol — or OT- ('11) — by Brassard, Crépeau, and Roberts [24] in 1987 under the
name all-or-nothing disclosure of secrets (to be understood as ‘one and only one secret
disclosure’, also designated sometimes by the acronym ANDOS).

It was later demonstrated that all these variants of OT protocols are equivalent, whether
the secret messages are bits or strings of bits [25, 26, 36, 39]. More generally, OT protocols
are fundamental components of secure distributed computation [61, 69]. They can be
used in the design of oblivious function evaluation protocols, which enable two parties
to evaluate a function of their inputs without revealing the inputs themselves. Therefore,
numerous OT protocol variants have been designed (for example [1, 11, 39, 72,75, 76]).

However, OT protocols suffer two major drawbacks. The first one is the restriction in
the availability of the secret messages, because if the party 8 is unavailable, the party A
cannot execute the protocol. This is not the case with DOT protocols which are k-threshold
protocols; parts of the secrets are transmitted to m servers, and the receiver may contact
any set of ¢ servers (k < t < m) to obtain a secret.

The second drawback of OT protocols is that they cannot be unconditionally secure.
Basically, if the receiver’s request corresponds to one secret only, the receiver’s choice is
obviously known by the sender. On the other hand, if the request corresponds to more than
one secret, all these secrets need to be transmitted to the receiver, and the sender’s security

is compromised.

Link with Distributed Oblivious Transfer

It is easy to show that DOT protocols can be reduced to OT protocols. Let mq be an
OT protocol allowing a party A to obtain one of the n secrets of a party 8. The secrets
are denoted wy, w,, . .., w, and belong to a finite field K = GF(p) (p € N, p prime power,
p > n). The secret that A wishes to obtain is denoted by w, .. With each of the m servers
involved in 7qy is associated an identifier S; (j € I, € K, |Z,| = m, 1 <m < p). From
each secret w; (1 <i < n), B generates m shares [w;] iU e 1,,) thanks to Shamir’s secret
sharing scheme [89] (see Sect. 2.3.1). Then, 8 distributes n shares [wl]j, [wz]j, e, [wn]j
to the server S ; (j € 1,,). Now, the situation is that each server S ) holds n secret values
[w;]; (1 <7 < n). The party A selects a set of k server indices 7 C 1, and for each server
S, such that £ € 1, executes mgy to obtain [w, ],. From the k collected shares, ‘A is able
to determine the secret w, .

The k instances of mgr can be executed in parallel and the security of the DOT
protocol is inherited from the security of the OT protocol. In addition, the DOT protocol’s
security is guaranteed against coalitions of k — 1 servers, thanks to the use of Shamir’s

secret sharing scheme.



Introduction

1.2.2 Private Information Retrieval

A private information retrieval (PIR) protocol enables a party A to retrieve one of the
data items contained in a database held by a server S, in such a way that § does not
learn any information on party (A’s request. The first PIR protocol was introduced in
1995 by Chor, Goldreich, Kushilevitz, and Sudan [31] in the information-theoretic setting.
Actually, a trivial design consists in sending the whole database to A, which in terms
of communication is inefficient. Therefore, research on PIR protocols has focused on
minimizing the communications between the party A and the server S (e.g., [2, 9, 10, 63,
64]). Chor et al. [32] have proved that in an information-theoretic setting, if the database
is unique, the trivial solution is optimal. However, if the database is duplicated amongst
several servers, assuming these servers do not communicate with each other, and the party
A is allowed to communicate with the servers, then the communication complexity may
be sub-linear in n, where 7 is the size of the database.

It is observed that, unlike DOT protocols (a) PIR protocols do not prevent the party A
from obtaining, in addition to the requested item, other items of the database; and (b) the
servers involved in the protocol are trusted, to the point that they may receive the whole
database, not encrypted. A fortiori, coalitions of corrupted servers are not considered.

Some variants of PIR protocols remedy these two shortcomings: the symmetrically
private information retrieval (SPIR) protocols and the PIR protocols based on the random
server model. In a SPIR protocol [55, 56], the party A does not obtain any information on
the data items not chosen; in a PIR protocol based on the random server model, the servers

do not receive the whole database, but unintelligible parts of the database [54].

Link with Distributed Oblivious Transfer

It is clear that SPIR protocols and 1-out-of-n OT protocols are equivalent. Since
DOT protocols can be reduced to OT protocols, it can be inferred that DOT protocols can
be reduced to SPIR protocols. Gertner et al. [55] have proposed both general reductions
and specific reductions from a SPIR protocol to a PIR protocol, which implies that DOT
protocols may be reduced to PIR protocols. Indeed, Beimel, Chee, Yeow, Wang, and
Zhang [8] have recently proposed some efficient reductions of DOT protocols to PIR
protocols, maintaining the sub-linear property of underlying PIR protocols.

1.2.3 Multi-party Computation

Secure multi-party computation (MPC) allows mutually distrustful parties to jointly com-
pute a function of their inputs, in such a way that the correctness of the output and the

privacy of the parties’ inputs are guaranteed. The original concept was introduced by

6



1.3 Literature Survey

Yao [100], who posed the problem of two millionaires wishing to compute which one is
richer, without revealing their wealth. The two-party computation protocol proposed by
Yao was later generalized to n parties by Goldreich, Micali, and Wigderson [60].

Thus, if Py, P,,...,P, are n parties respectively holding the private inputs x,

X5, ...,x, selected in a set S and
f: 8" —s"
[x1, 20, L= [y yae -0 ]

is a public function, then at the end of the execution of an MPC protocol, the party ;
(i =1,2,...,n) obtains the output y; and has information neither on x jnorony; where
j=12,...,nand j # i. A great deal of work has been done in this research field, more
particularly in the unconditionally secure setting (e.g., [14, 27]). Also, a large body of
research has shown that secure MPC is feasible for any computable function (e.g., [14, 27,
60, 99]). Lots of improvements have been achieved since; however, the general protocols

tend to be inefficient.

Link with Distributed Oblivious Transfer

Let mpo7 be a DOT protocol allowing a receiver to obtain a secret w,. from a sender
who holds n secrets wy, w,, . .., w, selected in a set S. This DOT protocol may be seen as
an MPC protocol where the secret input of the sender is # = [ W, w,, ..., w, |, the secret

input of the receiveris v = [ 67,65,...,5, | and the function f is defined by

fK'xK' — KxK

[u,v]— [0, u-v].

After the MPC protocol has been executed, the sender has obtained the constant
value O (i.e., a meaningless value) and the receiver has obtained the value u *v = w,,

which is exactly the purpose of the protocol mpgr.

1.3 Literature Survey

Currently, there are two main categories of unconditionally secure DOT protocols: the
PIR-based DOT protocols and the polynomial interpolation-based DOT protocols. Around
20 protocols were designed and described in only five articles [8, 19, 57, 74, 78] — if
extended and improved versions are excluded — between 1997 and 2012. An overview of

each of these protocols is given in this section.
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1.3.1 Private Information Retrieval-based Distributed Oblivious

Transfer Protocols

The first two DOT protocols were introduced by Gertner and Malkin [57] in 1997. Both
protocols allow a receiver to obtain one of the n secret bits held by a sender.

The key idea of the first protocol is that the receiver executes a PIR protocol (see
Sect. 1.2.2) with k servers in a first round, to collect two pointers. Then, in a second
round, the receiver sends one pointer to a first additional server and the second pointer to a
second additional server. These two servers use the received pointers to select one bit in a
random string of bits. Then, they return the retrieved bits to the receiver. The chosen bit is
determined thanks to the ‘exclusive or’ of the two bits received in the second round. None
of the k + 2 servers has any information on the receiver’s choice, but if two servers collide,
they may determine the receiver’s choice.

The second protocol is a generalization of the first protocol and aims to guarantee
the receiver’s privacy against any coalition of ¢ servers or fewer. The protocol requires the
receiver to communicate with kf + ¢ + 1 servers whereas in the first protocol, the receiver
needs to communicate with k + 2 servers only. Note that none of the protocols guarantees
the secrets’ confidentiality against curious or corrupted servers since k servers, in both
protocols, receive the sender’s secret bits.

The first protocol was improved by Gertner, Ishai, Kushilevitz, and Malkin in 1998
and 2000 [55, 56], so that only one additional server is required instead of two. In addition,
Gertner et al. introduced the model of SPIR (see Sect. 1.2.2 above), where besides the
privacy of the receiver, the security of the database is also guaranteed against the receiver.
More generally, Gertner et al. introduced a general technique to reduce any k-database
PIR protocol to a (k + 1)-database SPIR protocol, preserving in particular the number
of rounds and adding only a constant factor overhead in the communication complexity.
They also presented specific reductions, both in honest and malicious settings. However,
again, no protection was in place to prevent dishonest coalitions of servers to determine
the sender’s data. An extension was proposed to protect the sender’s privacy against a

coalition of 7 servers, but at the expense of a greater number of servers (kt + 1 instead of k

k+t—1
-1

The PIR-based technique was abandoned for a few years until 2012, when Beimel,

servers) or of communication overhead (multiplicative factor of ( ) for k + t servers).
Chee, Wang, and Zhang [8] introduced communication-efficient DOT protocols relying

on PIR protocols. Beimel et al. proposed two constructions:

1. The first one is a specific reduction from a polynomial interpolation-based DOT
protocol to a polynomial interpolation-based PIR. This construction is presented in

the next section.
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2. The second construction is a general reduction from a DOT protocol to a PIR protocol.
The communication efficiency of the resulting DOT protocol is the same as the
efficiency of the underlying PIR protocol. Thus the latest progress in the research of
locally decodable codes-based PIR protocols gives efficient sub-linear DOT protocols.
For example, if the reduction is applied to the PIR protocol defined by Barkol, Ishai,

and Weinreb [3, 4] and Efremenko [46], the resulting DOT protocol’s communication

complexity is exp(O(\/log(n log(log(n))))) (the receiver must contact 3kr 4 kg+kg
servers, where kg is such that a coalition of up to kg servers learns no information
on the receiver’s choice and kg is such that a coalition of a malicious receiver and
k¢ malicious servers only obtains one secret after the execution of the protocol).
However, in the set-up phase where m servers are involved, the sender has to prepare
specific shares for each subset of k servers, giving for some settings of the protocol’s

parameters an impractical number of elements to transmit to the servers.

1.3.2 Polynomial Interpolation-based Distributed Oblivious

Transfer Protocols

In 2000, Naor and Pinkas [74] proposed two unconditionally secure DOT protocols, based
on polynomial interpolation. These protocols take non-fully trusted servers into account:
servers are only provided with parts — called shares — of the original messages. Both
protocols are composed of two phases: (i) the set-up phase and (ii) the transfer phase.
During the set-up phase, the sender generates and sends shares of his secrets to all the
servers. In the transfer phase, the receiver chooses the index of a secret, selects k servers
(k > 1) and sends them requests. From the k responses, the receiver is able to interpolate
an univariate polynomial of degree at most kK — 1, whose value for x = 0 is the chosen
secret.

In the first protocol, the shares distributed to the servers by the sender are generated
from a sparse bivariate polynomial. The receiver’s privacy is guaranteed against a coalition
of k — 1 servers, and with an additional protecting technique, the protocol is secure against
a dishonest receiver.

The second protocol proposes a trade-off between the sender’s security and the
receiver’s privacy; the receiver’s privacy is guaranteed against a coalition of kg servers
0 < kg < k—gl), whereas the sender’s security is guaranteed against a coalition between
the receiver and kg = IZ‘T_; corrupt servers. (It is assumed that the design of the protocol
takes into consideration the modifications suggested by Ghodosi [58, 59].)

In SAC 2002, Blundo, D’Arco, De Santis, and Stinson presented a generalization of

Naor and Pinkas’ protocols to n secrets [19]. In 2007, the protocols were improved [20].
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Blundo et al. also defined a security model composed of four fundamental conditions that

every DOT protocol should satisfy:

B,. Correctness — The receiver is able to determine the chosen secret once she has

received information from the k contacted servers.

B,. Receiver’s privacy — A coalition of up to k — 1 servers cannot obtain any information

on the choice of the receiver.

B;. Sender’s privacy with respect to k — 1 servers and the receiver — A coalition of up
to k — 1 servers with the receiver does not obtain any information about the secrets.

B,. Sender’s privacy with respect to a ‘greedy’ receiver — Given the transcript of the
interaction with k servers, a coalition of up to k — 1 dishonest servers and the receiver

does not obtain any information about secrets which were not chosen by the receiver.

The first DOT protocol of Naor and Pinkas [74], as well as the first DOT protocol of
Blundo et al. [20], only satisfies security conditions B}, B,, and Bs. Actually, Blundo et al.
have proved that condition B, cannot be guaranteed with a one-round DOT protocol —
a round being defined as a set of consistent requests/responses exchanged between the
receiver and k servers.

Still in 2002, Nikov, Nikova, Preneel, and Vanderwalle [78] introduced two uncondi-
tionally secure DOT protocols based on polynomial interpolation, similar to Blundo et al.’s
protocols. The main difference is the sharing polynomial used by the sender to prepare the
shares sent to the servers. More generally, Nikov et al. demonstrated that if the receiver’s
privacy is guaranteed against a coalition of kg servers and the sender’s security against
a coalition of kg servers, including when a secret had already been obtained, then the
parameters kg and kg must satisfy the inequality (kg + 1) + (kg + 1) < k.

In 2007, a new polynomial interpolation-based DOT protocol was introduced by
Cheong, Koshiba, and Yoshiyama [29], but it is observed that this protocol is actually an
application of the technique suggested by Naor and Pinkas to Nikov et al.’s DOT protocol.

In 2012, Beimel et al. [8] presented a reduction from polynomial interpolation-based
DOT protocols to polynomial interpolation-based PIR protocols (for example [9, 98]). The
communication complexity of the resulting DOT protocols is sub-linear (O (n"/L**s™ /1)
where kg and kg are defined as in the previous section), and assumes an ‘honest but

curious’ receiver (see Sect. 2.2.2).
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1.3.3 Distributed Oblivious Transfer Protocols Based on Other

Techniques

The two polynomial interpolation-based protocols introduced by Blundo et al. [20] were
accompanied by three other DOT protocols, based on combinatorial solutions. In the first
one, the receiver must contact all servers; the secret bits are hidden in a matrix and each
server receives a row of the matrix. The second combinatorial DOT protocol is based
on orthogonal arrays and assumes an honest receiver. The third protocol is similar to the
second, but is extended to general access structures (authorised lists). Blundo et al. have
also described a two-round protocol which satisfies all the security conditions By, B,, B3,
and B,. The receiver sends a first request to k servers, receives k responses and prepares a
second set of requests, based on the received responses. However, this DOT protocol does
not guarantee the receiver’s privacy, if the sender collides with one server only. Strangely,
this scenario is not taken into account by security condition B, where the sender does not
appear (the condition was generalised by Cheong et al. [29] to take into consideration a

coalition of the sender and of servers).

1.4 Motivation and Objectives

As pointed out by Kilian [69], OT is a fundamental cryptographic primitive; this primitive
is used as a building block in many secure protocols (e.g., [28, 38, 60, 62]). If DOT
protocols enjoy the same properties as OT protocols, they have two advantages over OT
protocols: first, they can be designed to be unconditionally secure, provided coalitions of
less than k servers are considered, and second, due to their distributed settings, they can
easily form the basis of other distributed secure computation protocols.

However, a preliminary analysis shows that most unconditionally secure DOT pro-
tocols have weaknesses, flaws or are inefficient, especially in some specific scenarios.
Furthermore, when the research on DOT protocols is considered, as well as on a sim-
ilar cryptographic primitive, namely Secret Sharing [7], the abundant literature on the
latter compared to the lack of publications on the former is surprising. Yet, both types of
primitives could be designed for the same particular contexts, and so should motivate the
design of similar variants. This has been the guiding line of the research whose results are
presented in this thesis.

Due to the high number of possible variants of DOT protocols, the research could not
be exhaustive and systematic. The research methodology consisted in detecting scenarios
of interest, for which a DOT protocol variant would be a contribution to the state of the art,
and then to design the corresponding DOT protocol. It is important to note the framework

and the limitations of the research:
11
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* Only unconditionally secure DOT protocols were studied, to the detriment of com-
putationally secure DOT protocols. In fact, computationally secure DOT protocols
can be easily derived from OT protocols (see Sect. 1.2.1). This is why there is very
little research on computationally secure DOT protocols (only one DOT protocol
designed by Zhong and Richard Yang [101, 102]).

* The DOT protocols presented in this thesis were all designed in conventional —
or traditional — cryptography, rather than in quantum cryptography. Basically,
quantum cryptography relies on the physics of the communication carriers [16,
88], while traditional cryptography is based on mathematics. In particular, quantum
cryptography protocols are dependent on the medium of communication, which is

not the case for traditional cryptography.

* In some security models, correctness is statistical. That is, the receiver obtains the
chosen secret with a high probability, p = 1 — €, where € = 27" and ¢is an adjustable
parameter of the protocol. In the study, it was chosen to define the correctness for a

probability of obtaining a secret of p = 1 (i.e., € = 0).

* Some cryptographic protocols rely on specific communication physical means or
techniques (noisy channel, time-delay, packet reordering, etc.); These particular
features were excluded from the study and only conventional communications were

considered.

1.5 Contribution and Organization of the Thesis

The first objective of this research was to analyse the principal unconditionally secure DOT
protocols. In this thesis, it is shown that some of them are flawed or suffer weaknesses.
The second objective was to design DOT variants more efficient or more secure than the
existing DOT protocols. The results form the major part of this document and mainly
consist of five novel variants of unconditionally secure DOT protocols, suitable to particular

environments:

* A DOT protocol with the highest level of security, i.e., secure against an adversary
controlling up to k — 1 servers. This protocol demonstrates that unconditionally
secure, one-round, polynomial interpolation-based DOT protocols, with a receiver

corrupting up to k — 1 servers once the protocol has been executed, may be secure.

* A verifiable DOT protocol, allowing the receiver to obtain a chosen secret, even in

the presence of malicious servers. These servers may try to disrupt the protocol’s
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execution, either by not responding or by providing incorrect responses, so that the

secret obtained by the receiver is different from the chosen secret.

* A t-out-of-n DOT protocol, allowing the receiver to obtain ¢ secrets in one round
only. The current one-round DOT protocols allow the receiver to obtain one secret

only, but to execute the protocols ¢ times, which is inefficient.

* Two adaptive DOT protocols, where the set-up phase is executed once only, whatever
the number of secrets requested by the receiver(s). In particular, these variants are
useful when a receiver selects a secret based upon the value of a secret previously
obtained. The first variant accepts a limited number of requests, unlike the second

one which, however, requires communication amongst servers.

* A threshold DOT protocol, enabling a receiver to contact k servers or more to obtain
a secret. The existing DOT protocols require a mechanism to control that exactly
k servers are contacted by the receiver, which annihilate the availability feature of

DOT protocols compared to OT protocols (see Sect. 1.2.1).

The remainder of this thesis is organized as follows. Chapter 2 introduces the basic
concepts common to all DOT protocols presented throughout the document. First, the
mathematics (algebra, probability, and information theory) used in the protocols and in the
security demonstrations are presented. Second, the models (communication, adversary and
security) associated with the protocols are introduced. Third, a few components common
to several of the protocols are described. In Chap. 3, some existing DOT protocols are
analysed and some weaknesses are pointed out. In the next chapters (Chaps. 4-8), novel
variants of protocols are described; each of these five chapters may be read independently
of the others. Redundancies have been kept to a minimum, but some were still required to
provide consistent and independent chapters. Lastly, conclusions and direction for future
research are given in Chap. 9.

When referred to, an appendix may be consulted for detailed proofs, examples or

explanations, but is not necessary for the comprehension of the body of the document.
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Preliminaries

The objective of this chapter is threefold. First, it reviews the mathematical
concepts (algebra, probability, and information theory) needed in this thesis. The
purpose is to introduce the notation, as well as specificities used in later chapters, but
not to give comprehensive treatments of the topics. More detailed information can be
found, for example, in the books of Bourbaki [21, 22], Feller [48, 49], Billingsley [17],
and Cover and Thomas [33]. Second, the chapter introduces the generic models applied
in the rest of the document, that is the communication model, the security model and
the adversary model. Lastly, the basic cryptographic components, common to some of
the protocols presented in this thesis, are described. These components are Shamir’s
secret sharing scheme [89], as well as a simplified version and the full version of the
polynomial interpolation-based distributed oblivious transfer protocol introduced by
Blundo, D’Arco, De Santis, and Stinson [19, 20].

2.1 Background Mathematics

2.1.1 Algebra
2.1.1.1 Modular Arithmetic

A fundamental characteristic of many cryptographic protocols is that one party holds secret
information. It could be, for example, secret messages, secret words, secret numbers or
secret bits. In modern cryptographic systems, secrets are often represented as numerical
values, and more specifically, integers. These mathematical entities are easy to manipulate

with the usual arithmetic operations (addition, subtraction, multiplication and division).

15



Preliminaries

Moreover, simple relations like A & 1,B & 2, ..., Z & 26,a & 27,b < 28, ...,
7 & 52,7 (space) <> 53, “” & 54, “.” & 55, etc. allow the conversion of numbers into
texts and vice versa.

Some of the protocols presented in this thesis rely on Lagrange interpolation. There-
fore, the secrets are required to belong to a commutative field, so that every non-zero
element has a multiplicative inverse. Basically, a field K is a set of elements with two laws
of composition (an addition, commutative and associative, and a multiplication, associat-
ive). The field is commutative if the multiplication is commutative. One of the elements of
K is the additive identity (denoted by 0, such that x = x + 0 = 0 + x for any element x of
K) and another one is the multiplicative identity (denoted by 1, such that x = x X1 =1Xxx
for any element x of K). Moreover, each element of K has an additive inverse (i.e., if x is
an element of K, there exists an element y such that x + y = y + x = 0) and each element
of K* has a multiplicative inverse (i.e., if x is an element of K, different from 0, there exists
an element y such that x X y = y X x = 1). Lastly, the multiplication must be distributive
over the addition, that is, for any 3 elements x, yand z of K, x X (y +z) = x Xy + x X z.

Besides, it is sometimes necessary to select a random number in the set of values
containing the secrets of the protocols. Indeed, it is impossible to choose a random number
in an infinite set of numbers in a way that all numbers are equally likely (the sum of the
probabilities cannot be 1). Hence, secrets will belong to finite sets of numbers.

From the two requirements above, it follows that secrets are selected in finite fields,
i.e., Galois fields GF(g") where ¢ is prime and n a positive integer (the modulus ¢" of
the field is called a prime power). The immediate consequence is that modular arithmetic
will be used, and not real arithmetic. To simplify notations, congruence symbols will be
omitted in operations (e.g.,if ¢ = 7and n = 1, instead of ‘3 +5 =1 (mod 7)’ it will be
written ‘3 + 5 = 1°, keeping in mind that the modulus of the field is ¢" = 7).

Throughout this document, all operations on secrets are executed in a finite field
K = [ GF(p), +, X |, where p € N is a prime power, + is the additive law of composition,
and X is the multiplicative law of composition of the field. When p is prime, it is assumed
that GF(p) = Z/pZ = { 0,1,..., Iﬁ } where the elements of Z/pZ are representatives of
the equivalence classes for the congruence modulo p relation. More precisely, an element
e belongs to Z/pZ if e is the smallest non-negative integer of its class. In this context, it
is convenient to define an order relation ‘<’ on the set GF(p) = Z/pZ: for e, € Z/pZ and
e, €Z[pZ,e| < e,if e < e,.

2.1.1.2 Polynomials

Some underlying mechanisms of the protocols described in this document are based on

polynomial interpolation. A polynomial with coefficients in a group G may be considered
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as an infinite sequence of elements of G, with a finite number of non-zero elements. It is
convenient to introduce the indeterminate X and to represent a polynomial, not as a sequence,
but as a sum of products between a coeflicient of K and a power of the indeterminate.
From this point, this notation will be used. For example, if G = Z, the polynomial
F =[1,5,7,0,3,0,0,...] will be written under the form F = 1 + 5X + 7X* + 3X".

Definition 2.1. If [ K[X], +, X ] is the ring of polynomials over K and [ K,[X],+ | the
additive group of polynomials of degree at most k over K, a polynomial F = Zf:o fiX i of
K, [X] is said to be quasi-random, if the coefficients f; (1 < i < k) are randomly selected

in K and the constant term f, € K has a predefined value.

Definition 2.2. By an abuse of language, if F = Y_, fl-Xi (r €N, f; € K) is a polynomial
of K[X], the polynomial function F is givenby F: K - K, x —> Y fixi. Note that the
additive and multiplicative laws of composition in K[X] are defined such that, for P, Q,
R e K[X] and for x e K

e [f R = P + Q, then the corresponding polynomial functions satisfy the relationship
R(x) = P(x) + Q(x),

e Similarly, if R = P X Q, then the corresponding polynomial functions satisfy the
relationship R(x) = P(x) X Q(x).

2.1.1.3 Lagrange’s Interpolation Technique

Let K be a field and K[X] be the ring of polynomials with coefficients in K. According to
Lagrange’s interpolation theorem, given k points [ a;, by |, [ay, by ] ..., [ ay, by | of Kz,
where abscissae g; are distinct, a polynomial R; agreeing with the k points has the form

RG:Zk:biLi+G><ﬁ(X—aj),
i=1 =1

J

where G can be any polynomial of K[X] and where the polynomials L; are defined by:

k X—aj

L,.:]_[a__a..
j=1 "1 J
J#i

Note that L;(a;) = 6{, L; € K;_1[X] and R = Zle b;L; is the unique polynomial of
K, _;[X] agreeing with the points.
Moreover, to determine the value of the interpolating polynomial R, € K;_;[X] for

the value x = 0, it is more efficient to calculate

k
Ry(0) = > b;L;(0),
i=1
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where

2.1.2 Probability Theory
2.1.2.1 Finite Probability Space

In Sect. 2.1.1.1, it was mentioned that the secret elements of cryptographic protocols are
selected in finite fields. For the sake of generality, it is assumed that an element of a finite
field may be chosen according to any probability distribution. This naturally leads to the
use of discrete probability theory concepts, applied to finite sets of possible secrets. These
concepts are briefly described below.

A finite probability space [ Q, X, Pr ] consists of a finite set Q # & (the sample space),
a collection X of subsets of Q (the event space), together with a function Pr (the probability
measure). The elements of Q are called elementary events and the elements of X are called
events.

The event space X is closed under complement operations and countable unions, that

is
1. X2#0
2. IfAeXthenQ\AeX

3. If A, Ay, ..., A, are n events of X (n > 1) then
<UAZ-) ex
i=1

The probability measure Pr is a function whose domain is £ and image is R, and
which satisfies the Kolmogorov axioms:
1. Pr(A) > O forany event A €
2. Pr(QQ) =1

3. If A and B are two events of >~ suchthat AN B = &,

Pr(A U B) = Pr(A) + Pr(B)
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It is easy to deduce from these axioms the following two properties: Pr(@) = 0 and
0 < Pr(A) <1 forany A € X. Commonly, the real number Pr(A) is called the probability

of the event A. The function Pr also satisfies the essential property,
Pr(AU B) = Pr(A) + Pr(B) — Pr(AN B),

where A and B are two events of X.

Mutual Independence. Two events A and B of X are independent if

Pr(A N B) = Pr(A) x Pr(B).

Conditional Probability. The conditional probability Pr(A | B) of an event A given that
another event B occurs is defined as

Pr(A N B)

Pr(A| B) = Pr(B)

whenever Pr(B) is positive. In the rest of the document, the standard notation Pr(A, B) =
Pr(A N B) will be used.

2.1.2.2 Discrete Random Variables
A discrete random variable X on a discrete probability space [ 2, X, Pr] is a function
X:Q— X

suchthat {w € Q| X(w) = x} € X for x € X. It is assumed that the domain X () is such
that X = X (Q) and the alphabet of X is denoted by X. For convenience, the event of X,

{weQ|X(w)=x},

is denoted by X = x. Hence, the probability mass function py of the discrete random

variable X can be defined:

px: X —RY
x— Pr(X =x).

Actually, the use of random discrete variables allows the omission of theoretical
details of probability measures and the use of probability mass functions defined on
alphabets. Thus, in the rest of the thesis, when a random variable X (bold font upper

case letter) is introduced, it will implicitly be associated with an alphabet X (cursive font)
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and a probability mass function py (lower case p with, as subscript, the random variable
identifier), while the other components, e.g., the sample space (), the event space X and
even the probability measure Pr, will be ignored. Because the most important feature of
a discrete random variable is its probability mass function, a few properties of random
variables are introduced below. These properties are directly induced from equivalent

properties of probability measures (see previous section).

Joint Probability. If X and Y are two discrete random variables defined on the same
probability space, the pair [ X, Y ] can be associated with a joint probability mass function.

This function, denoted by pyy, is defined by

PXY(X’)’) :Pr(X = X,Y :)’)

for any pair [ x,y ] on X X Y. Note that this definition can be extended to any tuple of
discrete random variables.
Given a probability mass function pyy for X, Y, one can recover the marginal

distribution of X via

px() = > pxy(x.y).
yey

This formula can be generalized to any finite tuple of random variables. Thus, let X; be
a random variable over an alphabet X;, with a probability mass function py. (0 <i < k).
Similarly, let ¥; be a random variable over an alphabet Y/;, with a probability mass function
Py, (0 <j<0.If px x,. x,vy,.y, i the joint probability mass function between all
these variables, then the marginal probability mass function py x, x, is defined and

calculated thanks to the formula:

Px X, X, (X1, X0, .o X ) = Z leXZ...XleYz...Y[(xl’x2""’xk’yl’yz"-”yf)
i€,
neY,
yZEyg
(2.1)

where x; € X; fori =1,2,..., k.
From this point, all random variables introduced in the document will be implicitly

discrete.

Conditional Probability. For two random variables X and Y associated with a joint
probability mass function pyy, the conditional probability pyy of the random variable X
given the random variable Y is defined as

pxy(x [ y) =Pr(X =x|Y =y),
20



2.1 Background Mathematics

for any pair [ x,y | € X X Y, such that py(y) # 0, i.e.,

_ Pxy (X, )

2.2
py(y) @2

Pxiy(x | y)

Thus, for each value y € Y such that pyx(y) # 0O, there is a probability mass function
of X given that Y = y, denoted by

Pxjy=y(X) =pxy(x|y) =Pr(X =x[Y =y).

Mutual Independence. Two random variables X and Y are said to be independent if for
all pairs [x,y ] € X X Y,

Pxy (X, y) = px(x) X py(y).

2.1.3 Theory of Information

Since security conditions are linked to the quantity of information received by parties,
it seems appropriate to use Shannon’s entropy function [90, 91], and more generally
information theory, to demonstrate the security of the protocols I designed. The following
definitions and properties will be used in the rest of the document (for more details on
information theory, see for example [33]).

Let X and Y be two random variables over an alphabet V = K, where K is a finite field,
and let pyy be their joint probability mass function. The probability mass functions py

and py associated with X and Y respectively are determined thanks to (2.1).

* The entropy of X is

H(X) == )" px(x)log, px (x).
xeX

* The joint entropy H(X,Y) of X and Y is

HX,Y) == )" " pyy(x,y) 1o, pyy(x,7).
xeX yeY

* The conditional entropy H(X | Y) of X given Y is defined as
HX|Y)= ) py(WH(X |Y =),
yey
where the entropy H(X | Y = y) is

HX Y =y) == pyy(x | )log pyy (x| ).
xeX
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Note that if R is a random variable and pg(r) = O, then the convention that

pr(r)log, pg(r) = 0 is adopted.
Let X, Y, and Z be random variables. The following properties are used in the security

demonstrations:
HX)>HX|Y) (2.3)
HX,Y)=HX)+HY | X)=HY)+H(X |Y) 2.4)
0 < H(X) <log,|X| (2.5)
IftHY |Z)=0then HX |Y)>H(X | Z) (2.6)
IfHY |Z)=0thenH(X |Y,Z)=H(X | Z) 2.7
HZ|X,Y)=HZ | X)itHY | X,Z)=H(Y | X) (2.8)
FH(Z|X,Y)=H(Z)then HX |Y,Z)=H(X |Y) 2.9
and
IfHX|Y,ZY=H(X)then HX |Y)=H(X | Z) = HX) (2.10)

2.2 Models

This section introduces the communication model, adversary model and security model used
in the rest of the document. The communication model defines how the different entities
of protocols communicates with each other. The adversary model gives a classification
of adversaries who would wish to breach the security of protocols. Finally, the security
model defines how the security of the protocols is assessed and more importantly, defines
the security criteria which are evaluated, as well as the specific parameters associated with

each criterion.

2.2.1 Communication Model

It is considered that all entities (sender, receiver, servers, etc.) involved in the protocols
introduced in this thesis are connected to the same network allowing them to communicate
with each other. For each DOT protocol are made some assumptions on the network
characteristics; these characteristics are shortly presented below.

First, the entities may send messages to other entities through unicast channels or
broadcast channels. A unicast or point-to-point channel enables both way communication
between two entities. A broadcast or point-to-multipoint channel allows any party to send

a message to all other entities in the network.
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Second, the topology of the network connecting the protocols’ entities is complete,
i.e., any two entities are connected — in that they can exchange messages. In particular, it
is assumed that some mechanisms guarantee the connexity of the network so that a receiver
cannot execute two instances of a DOT protocol in two disjoint parts of the network, while
she is entitled to execute one instance only.

Third, communication channels may be secure, insecure or unauthenticated. A secure
channel guarantees that communications cannot be tampered with and cannot be eaves-
dropped on. With insecure channels, an adversary can obtain all the messages exchanged
by the entities; yet, the adversary cannot alter the communication. Finally, unauthenticated
channels allow an adversary to have a full control on communication: in addition to the
ability to eavesdrop on messages, the adversary may modify or delete messages, and even
generate messages on behalf of an entity. An immediate consequence of these definitions
is that broadcast channels are not secure since all entities, including an adversary, receive
broadcast messages.

Communication network are also characterized by the synchronisation of messages;
Basically, a network may be synchronous or asynchronous. A network is synchronous if
all the entities connected to the network have access to a common clock; time is divided
by equidistant clock ticks, and messages are sent on a clock tick and received at the next
clock tick. That is, the delay of messages in the channel is bounded by a known constant. In
asynchronous networks, there is neither common clock, nor bounded delay for the reception
of a message. In particular the messages may be received in an order different from the
order of sending. In this thesis, networks are assumed to be asynchronous which is more

general than considering synchronous networks [13].

2.2.2 Adversary Model

An adversary represents the coalition formed by a party who tries to breach the security of
a cryptographic protocol (i.e., who tries to obtain information that should remain private)
and possibly, by some of the parties taking part in the protocol. The parties under the
control of the adversary are said to be corrupted. In particular, in a DOT protocol, the
adversary may be the sender, the receiver or a party external to the protocol.

Informally, the adversary model specifies a list of assumptions on the adversary’s
capability.

An adversary may be passive, semi-honest or ‘honest but curious’ if the corrupt
parties do not interfere with the execution of the protocol, but are able to collect data
(internal states, temporary and final computation results, messages sent and received, etc.)

and provide these data to the adversary.
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An adversary may also be active or malicious, that is, the adversary can make the
corrupted parties behave arbitrarily, and interfere with the communication by deleting,
injecting, or modifying messages.

Regarding the strategy of corruption, an adversary may also be categorized as static
or adaptive. A static adversary cannot corrupt parties during the execution of the protocol.
Hence the set of corrupted parties is fixed before the protocol starts. The adversary is
adaptive (or dynamic) if the parties can be corrupted during the execution of the protocol.
If the number of corrupted parties is limited, at any moment, there cannot be more parties
that the limit colluding with the adversary, but the set of corrupt parties may change in the
course of the protocol’s execution. For all the DOT protocols presented in this document,
the adversary model is static.

An adversary is also characterized by the computational resources at his disposal
(bounded or unbounded). Because all the protocols presented in this thesis are uncondi-

tionally secure, only adversaries with unlimited computational resources are considered.

2.2.3 Security Model

The security of a DOT protocol may be assessed thanks to the following security conditions

based on definitions given by Blundo, D’Arco, De Santis, and Stinson [19, 20]:

C,. Correctness — The receiver is able to determine the chosen secret once she receives

information from ¢ contacted servers (¢ > k).

C,. Receiver’s privacy — A coalition of up to Ay servers (1 < Az < m) cannot obtain

any information on the choice of the receiver.

C5. Sender’s privacy with respect to Ag servers and the receiver — A coalition of up to
Ag servers (1 < Ag < m) with the receiver does not obtain any information about

the secrets before the protocol is executed.

C,. Sender’s privacy with respect to a ‘greedy’ receiver — Once the protocol has been
executed, a coalition of up to A dishonest servers (0 < A- < m) and the receiver
does not obtain any information about secrets which were not chosen by the receiver.
This security condition may be decomposed into two parts; given the transcript of

the interaction with ¢ servers (t > k),
C, ;. The receiver does not obtain any information about secrets she did not choose
(Ac = 0).

C,,. A coalition of up to A dishonest servers and the receiver does not obtain any

information about secrets which were not chosen by the receiver (1¢ > 0).

24



2.3 Some Useful Components

In [20], a DOT protocol is private if the following conditions are satisfied: C; for
t =k,Cyfor Ag = k-1, C; for Ag = k — 1 and C, ;. A DOT protocol is defined as
strongly private if it is private and if condition C, , is satisfied for A = k — 1. Blundo et al.
have shown that a one-round DOT protocol cannot reach strong privacy, i.e, if t = k and
Ag = k — 1, then condition C, , cannot be satisfied for A~ = k — 1. More generally, Nikov,
Nikova, Preneel, and Vandewalle [78] have demonstrated that the relation Az + Ac < k
needs to hold for conditions C, and C, , to be guaranteed.

2.3 Some Useful Components

In this section, a few basic cryptographic components are gathered. Some of the protocols
described in the rest of the document are based on these components. To avoid repetitions,
the components are described only once here. The first component, Shamir’s secret sharing
scheme [89], is a threshold protocol allowing cooperating parties holding parts of a secret
to determine this secret only when a threshold of parties is reached. The second component
is the polynomial interpolation-based DOT protocol introduced by Blundo et al. [19],
because some of the protocols I designed are simply a modified version of this DOT
protocol. A basic version of the protocol (also referenced as sub-protocol) is described
first, and then the full version of the protocol, which is actually an enhancement of the

basic protocol, is presented.

2.3.1 Shamir’s Secret Sharing Scheme

In [89], Shamir shows how to share a secret w randomly selected in a prime finite field
amongst m users U, U,, . .., U,, such that w can be reconstructed from any set of k shares
(k < m). The construction is called a secret sharing scheme. More specifically, because
w can be determined from any set containing k or more shares, & is called the threshold
of the scheme and the scheme itself is called a (k, m)-threshold secret sharing scheme.

Shamir suggests the following algorithm for his construction:

1. A dealer, D, who has a secret w in a finite field K = GF(p) (p € N, p prime),
secretly chooses k — 1 random elements of K, denoted by a,, a,, . . ., a;_; and forms

the sharing polynomial F = Zlg:_ll ang + w.
2. D gives (in private) the share F (i) to the user U;.

In the secret reconstruction phase, a set of at least k participants uses Lagrange’s

interpolation formula (see Sect. 2.1.1.3) to recover the secret. Without loss of generality,
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let U, U,, ..., U, be the set of collaborating users in the secret reconstruction phase.

Then the secret can be recovered, using
k k j
o=y ro ]+
i=1 j=1d Tt
J#i

Itis well-known that Shamir’s secret sharing scheme is perfect, i.e., the knowledge of k—1 or
fewer shares leaves w completely undetermined (see information-theoretic demonstration
in App. A).

Remark 2.3. In Shamir’s scheme, the secret w is randomly selected in a finite field GF(p)
where p € N is prime. Actually, the scheme is still valid in any finite field, i.e., in Galois
fields where p is a prime power, and for any secret w whose probability distribution is not

uniform.

2.3.2 Blundo et al.’s Distributed Oblivious Transfer Protocol
(Simplified Protocol)

In SAC 2002, Blundo et al. [ 19] presented an extension of Naor and Pinkas’ 1-out-of-2 DOT
protocol [74]. This polynomial interpolation-based protocol (see description in Fig. 2.1)
allows a receiver to obtain one of the n secrets (n > 1) of a sender, by contacting exactly
k servers. The secrets belong to a field K = GF(p) (p € N, p prime) and the parameter
k is such that 1 < k < m, where m is the total number of servers participating to the
protocol. In terms of security, without additional features, the protocol only guarantees
security conditions C; and C, for Az = k — 1 in a semi-honest model (security conditions

and parameters are defined in Sect. 2.2.3).

2.3.3 Blundo et al.’s Distributed Oblivious Transfer Protocol (Full

Protocol)

Blundo et al. later designed a new DOT protocol [20] which improved the security of
the protocol described in the previous section. The new protocol is still polynomial
interpolation-based, but with only one new assumption (the secrets need to be distinct), it
guarantees security conditions C;, C, for Az = k — 1 and C; for Ag = k — 1. Blundo et al.
claimed that the protocol satisfies security condition C, ;, but this claim is correct only if
the protocol is slightly modified as shown in Chap. 3.

The two phases of the protocol — the set-up phase and the transfer phase — are
described in Figs. 2.2 and 2.3.
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LetZ,={1,2,...,m} (m > 1) be asubset of K* and Sj be a server such that j € 7.

Input The sender S contributes with n secrets w, wy, . .., w,,_; selected in K

The receiver R chooses an index o~ € 7, = [0,n — 1], and contributes
with n — 1 private values 67, 65 ,...,8,_, of {0, 1}
Output R receives w,,, while S receives nothing.

Set-up Phase

1. The sender S generates a quasi-random polynomial B, of K,_;[X], such that
By(0) = w,, and the sparse n-variate polynomial Q defined by

n—1

Q(X,¥1: Y25 +» Y1) = By(x) + Z (wj—wy) X y;j.
j=1

Note that w, = Q(0,6%,685,...,6 ) for € € I,.

2. Then, to each server S; (j € Z,), S transmits the (n — 1)-variate polynomial F;
defined by

Fj()’1,)’2’---’yn_1) = Q(j,yl»)’2,---’yn—1)-

Transfer Phase

1. The receiver R chooses the identifier o of one secret (o € 1)) and generates n — 1
quasi-random polynomials Z; (1 <i < n — 1) of K,_[X], such that Z;(0) = &7 .

2. Then, R selects a subset 7; C 7, of k indices and sends to each server S; (j € 1)
a request r; = [Z,()), Z,(j),..-,Z,_;(j)]. When a server S; receives r, it
replies with the share s i =Fi(r;).

3. After receiving k responses s; (j € 1;), R interpolates a univariate polynomial

R from the k points [ J,S ; ] (see Sect. 2.1.1.3) and calculates the chosen secret:
w, = R(0).

Figure 2.1: Blundo et al.’s Simplified Distributed Oblivious Transfer Protocol
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Input

Output

LetZ ={1,2,...,m} (m > 1) be asubset of K" and S]- be a server such that j € 7.

The sender S contributes with:

* n secrets wy, wy,...,w,_; of K,

e n — 1 masks ui u;,. . .,u,11_1 of K,

e 1 — 1 masks u%, u%, .. ,uﬁ_l of K, and

* n masks vy, vy,...,v,_; of K.
The receiver R chooses an index o € Z, = [0,n — 1], and contributes
with n — 1 private values 67, 65 ,...,8,_; of {0, 1}

R receives w,, while S receives nothing.

Set-up Phase

1. The sender S generates two quasi-random polynomials B(l) and Bg of K, _[X],
such that Bé (0) = vyw and Bg (0) = vy. Then, S generates two sparse n-variate
polynomial Q1 and Q2:

n—1
1 | 1
Q (X, ¥1, Y2+ +» Ypo1) = By(x) + Z (ujvjw; = vowy) X y;,
=

n—1

2 2 2
Q (X, 1, Y25+ +» Ypt) = By(x) + Z (Ujv; —vp) X y;.
=

For each mask uf (¢=1,2,ie[1l,n—1]),S generates m shares [uf]j (jel,)
thanks to Shamir’s secret sharing scheme (see Sect. 2.3.1).

2. Then, to each server S ) (j € Z,,), S transmits the (n — 1)-variate polynomial F ]’
(i = 1,2) defined by

F‘]l'(y]ayz"--’yn—l) = Ql(j’y]’yz"--’yn—l)’

as well as the shares [uf]j (¢t=1,2,ie[l,n-1]).

Figure 2.2: Blundo et al.’s Full Distributed Oblivious Transfer Protocol - Set-up Phase
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Transfer Phase

1. The receiver R chooses the identifier o of one secret (o~ € 1) and generates n— 1
quasi-random polynomials Z; (1 < i < n — 1) of K;_,[X], such that Z;(0) = 67 .

2. Then, R selects a subset 7} C I, of k indices and sends to each server S; (j € ;)
arequest r; = [ Z,(j), Z,(j), .., Z,_1(j) |. When a server S; receives r, it
replies with the two shares s_} =F jl (r;), sf =F jz(r i) the n — 1 shares [u,-l]j and
the n — 1 shares [u71; (i € [ 1,n - 1]).

3. After receiving k responses, if o = 0, R applies Lagrange’s interpolation tech-
nique to determine R ! (0) = vyw, from the k points [ Js s]1~ ] and R* (0) = vy from
the k points [ Js sJ2~ ] With a simple division, R obtains w,. If o # 0, R applies
the reconstruction phase of Shamir’s secret sharing scheme to determine u(lr and
ug_ Then, R applies Lagrange’s interpolation technique (see Sect. 2.1.1.3) to
determine R'(0) = u(lrv(,wg from the k points [ Js sjl- ] and R*(0) = utzrv(, from

the k points [ Js s? ] The secret w,, is then obtained thanks to the equality

_uZRY(0)
ul R*(0)

Wo

Figure 2.3: Blundo et al.’s Full Distributed Oblivious Transfer Protocol - Transfer Phase
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Security Analysis of Polynomial
Interpolation-based Distributed
Oblivious Transfer Protocols

In an unconditionally secure distributed oblivious transfer protocol, a receiver
contacts at least k servers to obtain one of the n secrets held by a sender. Once the
protocol has been executed, the sender does not know which secret was chosen by the
receiver and the receiver has not gained information on the secrets she did not choose.

In practical applications, the probability distribution of the secrets may not be
uniform, e.g., when distributed oblivious transfer protocols are used in auctions, some
bids may be more probable than others.

In this kind of scenario, it is shown that the claim ‘a party cannot obtain more
than a linear combination of secrets’ is incorrect. Depending on the probability
distribution of the secrets, some existing polynomial interpolation-based distributed
oblivious transfer protocols allow a cheating receiver, or a curious server, who has

obtained a linear combination of the secrets to determine all the secrets.

3.1 Introduction

In their generalization of Even, Goldreich, and Lempel’s oblivious transfer (OT) [47],
Brassard, Crépeau and Robert [24] note that it should be impossible for a receiver to gain
joint information on several secrets held by a sender. This remark is the consequence that, in
classical cryptography, shifting the letters of an English message thanks to a secret word is

not secure. For example, an adversary can breach the security of the Vigenere cryptosystem,
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which basically produces a cryptogram by shifting the letters of a message according to
a secret key, in plain English too. The non-uniform frequency of letters in the original
message, and in the key for some variants of Vigenere’s cryptosystem, allows an adversary
to retrieve both the original text and the key from a cryptogram (index of coincidence
technique [51] and Kasiski method [66]). Aware of this weakness, OT and distributed
oblivious transfer (DOT) protocols’ designers have taken a great care to construct protocols
where receivers cannot learn a linear combination of the secrets held by a sender.

In some instances, where the secrets are elements randomly selected in a finite field,
the precaution is useless. But when the probability distribution of each secret is not uniform
(like for letters in English messages), the control is essential.

In some polynomial interpolation-based DOT protocols, e.g. [20, 74], it is claimed
that ‘a party cannot learn more than a linear combination of secrets’. In this chapter, it is
shown that such a claim is incorrect. Overall, the knowledge of a linear combination of
secrets combined with the knowledge of the probability distributions of the same secrets
may lead to the knowledge of the secrets themselves, as shown in the following basic

example.

Example 3.1. Let w| and w, be two secrets in the prime finite field K = GF(11) with the
probability distributions:

Pu,(0) =05,p, (1) =0.5,p, (i) =0ifi # 0andi # 1,
P,,(0) =0.5,p, (3) =0.5,p,,(0) =0ifi # Oandi # 3.
It is assumed that a party A is able to determine, for instance, the linear combination
¢ = Wy — Wg.

From the probability distributions of the secrets, the only possible values of € are:
0, ifw, =0and w, =0,

3, ifw, =0and w, =3,

10, ifw;=1and w, =0, and

2, ifw;=1and w, =3.

In this scenario where all the potential values of € are different, ‘A just has to compare €

with the values 0, 3, 10 and 2 to determine the secrets w; and w,.

Using this property, it is demonstrated that depending on the probability distributions
of the secrets held by a sender, polynomial interpolation-based DOT protocols may allow a
receiver to obtain all secrets. In other words, in this type of protocol, if a coalition of # > 0

curious servers obtains a linear combination of secrets, security condition C; (security
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conditions and parameters are defined in Sect. 2.2.3) cannot be satisfied for g > ¢ and
similarly, if a curious or malicious receiver obtains a linear combination of secrets, security
condition C, ; cannot be satisfied.

In addition, a demonstration is given showing that in Blundo, D’Arco, De Santis, and
Stinson’s sparse polynomial interpolation-based DOT protocol [20], the two techniques
preventing the servers and the receiver from learning linear combinations of secrets make
the protocol insecure (in spite of Blundo et al.’s claim, security condition C, ; is not
satisfied); indeed, only one of the two techniques should be applied to guarantee the
security of the protocol.

The settings of the different DOT protocols described hereafter encompass a sender
S who owns 7 secrets Wy, w,, . ..,w, (n > 1) selected in a finite field K = GF(p) (p € N,
p prime), a receiver R who wishes to learn a secret w,, and m servers S ; (jel,c K",
|Z,| = m, and m > 1). It is assumed that all operations are executed in K and that
p > max(n, m). The minimum number of servers the receiver has to contact to obtain w,,
isk(l <k <m).

The organization of the chapter is as follows. In Sect. 3.2 it is shown that the combined
knowledge of the probability distributions of secrets and of a linear combination of these
secrets may lead to the knowledge of all of them. Then, in Sect. 3.3, the general form
of polynomial interpolation-based DOT protocols is shortly described, as well as the
technique allowing a receiver to obtain a linear combination of secrets. Section 3.4 is
devoted to the analysis of some protocols [8, 19, 74, 78] in the light of the previous section.
In Sect. 3.5, it is proved that even Blundo et al.’s sparse polynomial interpolation-based
DOT protocol [20], designed to protect the sender’s privacy against a malicious receiver in
presence of honest servers, does not satisfy security condition Cy ;. A conclusion follows
in Sect. 3.6.

3.2 Linear Combination of Secrets

It is not difficult to generalize the example given in the previous section. Hence, the

following lemma is obtained:

Lemma 3.2. Let w,w,, . ..,w, be n secrets in the finite field K and s be the integer such
that2’ < p < 25+ Ifn<sandt €V ={0,1,...,2" — 1} CK, there exist probability
distributions P> Puy -+ Po, such that one and only one n-tuple of secrets satisfies the

linear combination € = w| + w, + -+ + wW,,.
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Proof.

Given an element ¢ of K such that 0 < ¢ < 2" — 1 (if ag € K and by € K, where
K is a prime finite field, by abuse of language we write ap < by if the corresponding
elements of N, ayy and by are such that ay; < byy), we just have to exhibit n probability

distributions Pw,»Pays -+ P » such that only one n-tuple v = [w;,w,,...,w, | allows

n

the linear combination £ = w; + w, + - - - + w,, to be satisfied.
We define the probability distribution of the secret w; (1 <i < n) by

0.5,if j = 0
Pu. () =4 0.5,if j =2

0, otherwise.

If £ € V,let BY = bf_)lbf_)z e bif) b((f) be the unique binary representation of ¢.
The n-tuple [b(f) p p'0 bg]) ] is denoted by ,8“7). Then, assuming that the set of

n-1"Yn-2>-- V1 >

n-tuples { ,8(0), ,8(1), cees ﬁ(z”—n } is denoted U, we define the function

f:V—-U
€|—>,B(€).

The sets U and ‘V have the same size (2" elements) and the function f is injective, since

every element ¢ € V has a unique binary representation; therefore f is bijective. We con-

clude that for any element ¢ € V, there exists a unique n-tuple [ bff_)l, bff_)z, cees bgf), b(()[) ]
where bl@ €{0,1}fori =0,1,...,n— 1 such that £ is written as a linear combination of

the secrets wy, w,, ..., w,:

=00 %2+ b x 2"+ B x 2" 4 b x 2°

:(J)n"'(,l)n_l +"'+(1)2+(U1
We conclude that w; = bg)l x2  fori=1,2,...,n. O

Using this basic result, in the next section some polynomial interpolation-based DOT
protocols are reviewed and it it shown that their security is weaker than expected.

A more formal approach to prove that the knowledge of a linear combination of secrets
may give information on the secrets themselves could be based on the theory of information
(see Sect. 2.1.3). Let , and €, be two random variables associated with the secrets w,
and w, respectively and L the random variable associated with the linear combination ¢.
It is sufficient to find a joint probability distributions pq, o such that for each secret, the
conditional entropy of the secret given the linear combination is smaller than the entropy
of the secret (i.e., H(2, | L) < H(,) and H(Q, | L) < H(L,)). Examples of such a
distribution are given in App. B, both for dependent and independent random variables.
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3.3 Polynomial Interpolation-based DOT Protocols

3.3 Polynomial Interpolation-based Distributed

Oblivious Transfer Protocols

Each of the existing unconditional secure polynomial interpolation-based DOT protocols,

e.g. [8, 19, 20, 29, 74, 78], follows the same principle (security parameters Ay, Ag, and A¢
are described in Sect. 2.2.3).

» Before the protocol is executed, some details are made public: the number n of
secrets, the threshold parameter k, the sender’s privacy parameters Ag and A, the
receiver’s privacy parameter Ap, the meaning of each secret w; (1 < i < n), the

w

joint probability p,, . of the secrets, the encoding parameter e (¢ > 0), the
encoding function E where E: [1,n] — K® encodes the index chosen by the
receiver, the hiding parameter N corresponding to the number of monomials of the
hiding polynomial Q (see set-up phase below) before reduction and N e-variate
polynomials V; (1 < i < N) of K[Y},Y,,...,Y,]. The degree of the multivariate
polynomial V; is v;; it is the highest degree of the monomials of V., assuming that

the degree of a monomial is the sum of the degrees of its variables.

In the set-up phase, the sender S generates N quasi-random polynomials U, (1 <
i <N) OfKui[X] (#; < k—1) such that Zfil U, (O)VI(E(j)) = a)j,forj =1,2,...,n.
The free coefficient of U; is U;(0) = a;( + 27:1 a; jw; where the coeficients a; ;
(0 < j < n) arerandomly selected in K. Then, S builds an (e + 1)-variate polynomial:

N
Q(x’)’p)’z,- . -’ye) = ZUZ(X) X Vi()’p)’z,- . -’ye),
i=1
and distributes the N-tuple u; = [U;(j), U,(j), ..., Uy(j) ] to the server S; (j €
7).

In the transfer phase, the receiver R who wishes to obtain the secret w,, prepares
an e-tuple E(o) = [qy,4,---,q,] as well as e quasi-random polynomial Z;
(1 <i<e)of K/IR[X] (Ag £ k —1) such that Z;(0) = g,. Then, R selects a subset

1, C 1, of t indices (k <t < m) and sends to each server § f (j € 1,) the request

7= [ Z,()), Z,(j),---,Z,(j) ]. On reception ofzj, Sj calculates and returns u;*v;
to R, where v; = [ Vi(z), Va(z)), ... Vy(z)) |.
Because the relation u; + Ag X v; < k — 1 is satisfied fori = 1,2,..., N, the receiver

R is able to interpolate a polynomial R € K;_,[X] from the ¢ pairs [ [j,U;*V; ] and
to calculate w, = R(0) (see Sect. 2.1.1.3).
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The characteristics of the sparse polynomial interpolation-based DOT protocols
analysed hereafter ([8, 19, 20, 74, 78]) are described in App. C.

Note that if the receiver R does not follow the protocol and, instead of E (o), prepares
the e-tuple [ ¥, Y2 - --» 7, | such that V;(y,,v,,...,7,) = @; (1 <i < N), then she is able

to compute

RO) = ) UV, 72:0 570

Consequently, if R is able to determine an e-tuple [vy;,¥,,...,¥, ] such that the

equality Z, 1@;a;o = 0 is satisfied, she obtains a linear combination of the secrets

Wi, Wy, oo, Wy,
In addition, if the values @, @,, . . ., @) resulting from the choice of [ y;,v5,...,7, |
are such thatforj =1,2,...,n, Z, 1 @;a; ; = 1,then R is able to establish the environment

of the scenario of Sect. 3.2.

3.4 Weaknesses of Some Distributed Oblivious Transfer

Protocols

3.4.1 Protocols Insecure Against Curious Servers

In 2000, Naor and Pinkas [74] introduced a sparse polynomial interpolation-based uncon-
ditionally secure DOT protocol where the sender S holds two secrets w; and w,. In this
protocol, the hiding parameter N described in Sect. 3.3 is N = 2 and the polynomials U,

and U, are:
k=1

Ul (.x) = CL)] + Z al’l‘xi
i=1
and

Uy (x) = wy — 0

where the coefficients a,; (1 < i < k — 1) are randomly selected in K (see

App. C.1). It follows that in the set-up phase, each server S; (j € 1,,) receives a pair
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u; =[U(j),Uy(j) = w, —w | from S. That is, every server receives a linear combina-
tion of secrets and may (see Lemma 3.2) determine both secrets. Consequently, for any
value of Ag (1 < Ag < m), security condition Cj is not guaranteed.

The sparse polynomial interpolation-based unconditionally secure DOT protocol pro-

posed by Blundo et al. [19] in 2002 is an extension of Naor and Pinkas’ protocol to n secrets

W{,W,,...,w, where n > 1. The hiding parameter is N = n, the free coefficient of U, is
U,(0) = w, and the free coeflicient of U; (1 <i < n)is U;(0) = w; — w; (see App. C.2.1).
Eachserver S; (j € Z,,) receivesann-tuple u; = [U,(j),w; — 0, w3 —wy, ..., w, — w; |

in the set-up phase and thus holds linear combinations of the secrets. Again, according to
Lemma 3.2, each server may determine all the secrets of the sender and, for any value of
Ag (1 £ Ag < m), security condition Cj is not satisfied.

Another polynomial interpolation-based unconditionally secure DOT protocol was
introduced in 2002 by Nikov et al. [78]. In this protocol, like in Blundo et al.’s protocol, the
hiding parameter is N = n, the free coeflicient of U, is U;(0) = w, and the free coefficient
of U; 2 £i < n)is U;(0) = w; — wy. The polynomial U; belongs to K;_;[X] and the
polynomials U,, Us, . .., U, belong to K/lc [X] (see App. C.3). Note that if g = A =0,
which is not allowed with the security model presented in Sect. 2.2.3 since Ag > 1, each
server S; (j € I,,) receives an n-tuple u; = [U;(j),w, — wy,w3 —wy,...,w, —w; | in
the set-up phase. Again, according to Lemma 3.2, each server may determine all the secrets
of the sender.

Similarly, in the interpolation-based unconditionally secure DOT protocol construc-
ted from a private information retrieval protocol presented by Beimel, Chee, Wang and
Zhang [8], each server may determine all the secrets of the sender if Aq = A¢ = 0. In this
case, the hiding parameter is N = n+ 1, the free coefficient of U} is U, (0) = a, ¢, arandom
element of K and the free coefficient of U; (2 < i < n+ 1) is U;(0) = w;_; — ay. The
polynomial U; belongs to K, _;[X] and the polynomials U,, Us, . .., U, belong to K A [X]
(see App. C.4). Again, with the security model presented in Sect. 2.2.3, for any value of

Ag (1 £ Ag < m), security condition Cj is not guaranteed.

3.4.2 Protocols Insecure Against a ‘Greedy’ Receiver

In the sparse polynomial interpolation-based unconditionally secure DOT protocol in-
troduced by Naor and Pinkas [74], the encoding function is E(c") = [1,67] | and the
polynomials V; and V, are V| (y;,y,) = 1 and V;(yy,y,) = ¥,. As mentioned in the previ-
ous section, the free coefficient of U, is U;(0) = w,. If a cheating receiver sends to each
server S; (j € 1,) arequest z i=1 1,1/2] (because the first term is constant and public, it
is not included in the request), it receives back 21'2:1 U;()HVi(z;) = U;(j) + 12(w, — wy).
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Interpolating a polynomial R from ¢t > k collected values, the receiver calculates R(0) =
U,0) + 1/2(wy — w;) = 1/2(wy + w;). From this linear combination, the receiver may
(see Lemma 3.2) determine both secrets. Consequently, security condition C, ; is not
guaranteed.

The insecurity is the same in Blundo et al.’s protocol [19]; the receiver sends the
n-tuple request z i= [1,1/n,Yn,...,/n]toeach server S ; (j € Z,). The linear combination
determined by the receiver is then R(0) = 1/n )" | w;. As in Naor and Pinkas’ protocol,
security condition Cy ; is not guaranteed.

In the DOT protocol introduced by Nikov et al. [78], the free coefficient of U, is
U,(0) = w, and the free coefficient of U; (2 <i < n) is U;(0) = w; — wy, exactly as in
Blundo et al.’s protocol. Therefore, with the same n-tuple request z ;= [1,Yn, Yn, ..., /n]
as above sent to servers S ; (j € 1,), the receiver determines a linear combination R(0) =
1/n 3, w; and security condition C, ; is not guaranteed.

The polynomial interpolation-based unconditionally secure DOT protocol designed
by Beimel et al. [8] assumes a semi-honest security model: the receiver may be curious

but has to follow the protocol. Thus, in this model, security condition C, ; is guaranteed.

3.5 A More Robust Protocol

Blundo et al. [20] ameliorated the protocol presented in [19] to prevent (a) the servers and
(D) the receiver from learning a linear combination of secrets. It is shown below that in
spite of three different improvements, the protocol is still insecure regarding a ‘greedy’

receiver.

3.5.1 First Improvement

To prevent servers from receiving a linear combination of secrets (see Sect. 3.4.1), each
secret w; (2 < i < n) is multiplicatively masked by an element r; randomly selected in K.
More precisely, in the set-up phase, the sender S randomly selects n—1 masks r,, 753, ..., 7,

in K and generates an (n + 1)-variate polynomial

n
Q(x7y17y2,~ . ’yn) = ZUI(‘X) X ‘/i(ylay27- . ~7yn)7
i=1

where
* U, is a quasi-random polynomial of K, _;[X] such that U;(0) = w,,

* U, is a constant polynomial defined as U;(x) = r,w; — w;, fori =2,3,...,n, and

38



3.5 A More Robust Protocol

* V. is an n-variate polynomial defined as V;(yy,y,,...,y,) =y, fori =1,2,...,n.

In the set-up phase, each server S; (j € Z,) receives from S an n-tuple u; =
[U,(j), rywy — W, 1303 — Wy, ..., 7w, —w; |, but also shares, generated by Shamir’s
secret sharing scheme [89], of r,,r3,...,7, (see Sect. 2.3.1).

In the transfer phase, the receiver R selects the index o € [1,n] of the secret
she wishes to obtain as well as a set 7, C 7, of k servers’ indices. Then, she prepares
an n-tuple z; = [1,2,()), Z5(j), ..., Z,(j) | where Z; (2 < i < n) is a quasi-random
polynomial of K,_,[X] such that Z;(0) = 7. When a server S i (S € 1,) receives a
request z; = [1,2Z,(), Z5(j), ..., Z,(j) |, it calculates Vi =2; and returns to R not only
u;*v; but also its shares of 7,73, . .., r,. From the collected k responses, R interpolates a
polynomial R and calculates r, w, = R(0) if o # 1 or w; = R(0) if oo = 1. If the former
case, R also calculates r,. from the collected shares and with a simple division the chosen
secret, w,, .

Note that (a) the masks r; (2 < i < n) may be nil since they are selected in K and
(b) the secret w, is not masked.

Thus, if n = 2, each server S; (j € 1) receives a pair u; = [U,(j),r,w; —w, | in
the set-up phase. It is clear that if R wishes to obtain w, and if r, = 0, after collecting k
shares, she will determine r,w, = R(0) = 0 and will be unable to calculate the value of
w,. Therefore, the correctness (security condition C;) of the protocol is not guaranteed; it
follows that multiplicative masks r,,r3, ..., r, need to be selected in K* and not in K.

In addition, not masking w; may provide the servers with information on w, as shown

in the following example.

Example 3.3. In the finite field K = GF(11), it is assumed that n = 2 and that the

probability distributions of w, and w, are:

pwl(O) = O.S,pwl(l) = O.S,pwl(i) =0ifi #0andi # 1,
sz(l) = O.S,pw2(3) = 0.5,pw2(i) =0ifi#1andi # 3.

Ifthe value received by the server S; (j € 1,,) in the set-up phase for U, (j) = ryw;—w,
is 0, S; is able to infer that w, # 0, hence w, = 1, because ryw, = w; andr, # 0 (r, € K*
as shown above), w, # 0 (w, = 1 or w, = 3), and K is a field and consequently an integral

domain.

It follows that in the sub-protocol presented by Blundo et al., the secret w; should be
masked like other secrets w,, ws, . . ., w,, and that all masks should be selected in K.
It is observed that if the use of shared masks is a good technique to prevent the

servers from learning linear combinations of secrets, it does not change the situation of a
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‘greedy’ receiver, since she can determine all the masks. Therefore, once the protocol has
been executed, the cheating receiver who has determined a linear combination of masked
secrets easily obtains a linear combination of secrets, and from there, possibly all secrets
(see Lemma 3.2). However, an advantage of the masks is that the receiver cannot choose
the coefficients of the linear combination of secrets she obtains by cheating. Indeed, each
coefficient of the linear combination is the product of a coefficient chosen by the receiver
with a mask, unknown to her at the time she prepares requests.

To conclude, the first improvement to Blundo et al.’s DOT protocol is insufficient to
guarantee the sender’s privacy. This is a contradiction with Blundo et al.’s claim ([20],
Sect. 5, p. 350):

‘Notice that, in [74], for the case of two secrets, a proof that the Receiver
can get no more than a single linear combination of the two secrets by running
the sub-protocol described in Fig. 3 with k& Servers was given. It is not difficult
to show that the proof easily generalizes to our scheme for n secrets, i.e., after

receiving information from k servers, the Receiver cannot learn more than a

b

single linear combination of w{, w,, ..., w,.

This is because, as stated by Lemma 3.2, the knowledge of a linear combination of
secrets and of the probability distribution of the secrets may lead to the knowledge of all

secrets.

3.5.2 Second Improvement

The major problem with the sub-protocol presented by Blundo et al. is that the receiver R
is able to determine a linear combination of secrets, and then, depending on the probability
distribution of secrets, the secrets themselves. However, if the secrets have a uniform
distribution in the field K, even if R (resp. a coalition of less than k servers) obtains a linear
combination of secrets, she (resp. the coalition) cannot infer any of the secrets. So, the main
idea underlying the second improvement is to transform a specific probability distribution
into a uniform probability distribution. To this end, using the technique proposed by Naor
and Pinkas [74], Blundo et al. have modified the protocol so that it is executed twice: at
first on masks randomly selected in K (uniform distribution) and secondly on the products
of the secrets and of the masks. To guarantee the consistency of receiver’s requests, the
same request sent by R to a server is used by the server for both the masks and the masked
secrets.

The characteristics of the protocol are given in App. C.2.2.
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It is observed that even if the protocol includes the technique suggested by Naor and
Pinkas, the receiver may still obtain, not only a linear combination of secrets, but the secrets
themselves (see example in App. F).

In the demonstration proving that the protocol is secure, even with a ‘greedy’ receiver
(but with honest servers), Blundo et al. require an additional assumption: secrets cannot
be identical. This assumption may be satisfied thanks to pads. For example, if ¢ is a prime
power such that g > np, the field GF(p) could be replaced with a field GF(g) and the
pad (i — 1) X p added to secret w; (1 < i < n). It is noted that this additional assumption
decreases the communication performance, since the new field has a cardinality larger than
the original one.

However, even with this additional assumption, the claim on the security of the sender
is incorrect (condition (7) of Definition 2.2, p. 329 in [20], is not satisfied) against a ‘greedy’
receiver. The case is illustrated with the same example (App. F), because according to the
probability distributions chosen in the example, the secrets are necessarily different.

This is actually due to the first improvement which is not taken into account in
Blundo et al.’s demonstration. Indeed, Naor and Pinkas demonstrated that the receiver

could obtain the system of equations:

A C W] + QyCHwyH = R0

where coefficients @ and a, are chosen by the receiver.

It is clear that if R (0) = 0, the receiver can infer ¢ = ;—(lecz which, reported in the
first equation gives @,¢,(w, — w;) = R(l)(O). Then, if R(l)(O) = 0, then the receiver can
infer the linear combination w, — w; = 0, because ¢, € K" and @, can be chosen to be
different from O by the receiver). This explains the additional assumption.

However, in Blundo et al.’s protocol, each secret value is masked according to the
first improvement (see Sect. 3.5.1). Therefore, in the case n = 2, the system of equations

that the receiver is able to obtain is

1

|y + azrél)czwz = RD(0)

a/lriz)cl + azréz)cz = R? 0)

agr

@
Again, assuming that R? (0) = 0, the receiver can inferc; = az—ré)cz which, reported
agry

1) ..(2)
Ywy = Agw)) = RV0). 1f RV (0) = 0, then the

l .
él)riz)wz - ril)réz)wl = 0. The coefficients rj(.’)

in the first equation gives a,c,(r

receiver can infer the linear combination r
(i=1,2,1 < j < n)being randomly selected in K, there is no way to prevent the receiver

from obtaining such a linear combination of the secrets.
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However, it is easy to see that the first improvement is not useful when the second
improvement is applied. Indeed, with the second improvement, servers do not receive linear
combinations of secrets, but linear combinations of masked secrets (which is the result of
the first improvement) and linear combinations of random masks. To conclude, only the

second improvement of the protocol is necessary.

3.5.3 Third Improvement

Concerned with the degree of randomness necessary for the protocol, Blundo et al. suggest

a simplification of the protocol to save a few random values ([20], Sect. 5, Remark p. 353):

‘However, we can show that the same random values a;, a,, ..., a;_; can be

2 2 @ can be

used in both instances of SubDot(.) and the values Py ars s Ty

computed as a function of rél), rgl), e r,(ll).’

It is shown in the following example, that sharing polynomials with the same coeffi-

cients ay, a,, . . ., a;_; make the protocol insecure, regarding the sender’s privacy.

Example 3.4. In the finite field K = GF(5), it is assumed that n = 2 and that the probability

distributions of w, and w, are:

p,,(1) =05,p, (2) =0.5,p, (i) =0ifi # L and i # 2,
Pu,(0) =0.5,p, (4) =0.5,p,, () =0ifi # 0andi # 4.
Since the secrets are masked only once (see previous section), it can also be assumed

that

k-1
Ul(l)(x) =cw; + Z a;x',
1

i=
k=1
Ul(z)(x) =c + Zaix’,
i=1
U(l)(x) = Chwy — C1W
2 = QW) — QWwy,
and
2
Uz( )(x) = Cy — €y

where ay, a,, . .., a;_; are randomly selected in K.

In the set-up phase, each server S; (j € 1,,) receives from the sender S the pair uﬁ.l)

[ U](I)(j), Uz(l)(j) ] (for the masked secrets) as well as the pair u§.2) = [ U](Z) (), U2(2) (j) ]
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(for the masks). The server S; is able to calculate dj = Ul(l)(j) - Ul(z) () =ci(w; =1). It
is assumed that d; # 0. Therefore, w, — 1 # 0 and so, w, = 2, according to the probability
distribution Do, Hence, ¢ = 4j/(w,-1) = dj. Moreover, since Sj holds c, — ¢, the value of
¢, can be determined: ¢, = (¢ — ¢|) + ¢| = (¢, — ¢1) + d;. The server S; has received
Crwy — cywq from the sender and is able to determine c|, ¢, and wy; to calculate w, is
easy. It follows that, given the probability distribution Po, described above and assuming
that d; # 0, every server S; is able to infer w, and w, in the set-up phase and the sender’s
privacy is not guaranteed (for any value of Ag (1 < Ag < m), security condition C5 is not
satisfied).

This weakness extends to a ‘greedy’ receiver and security condition C, ; could not
be satisfied with this improvement. Indeed, if in the transfer phase the receiver sends the
request z; = [1,0]to k — 1 servers S; (i € £;,_; € 1, |4, _y|=k—-1)and z, =[1,1]to
the k-th server S, (¢ € 1, \ 1,,_,), both secrets w; and w, can be determined thanks to the
following method (the polynomial Zf:ll a,-xi is denoted by P(x)):

1, 2, ] _
U, *vi,uey; ,wherevj—zj,from

aserver S; (j € Z;_), she determines w; with the technique described above. Thus,
R receives UV (j) x 1+ UV () x 0 = cyw; + P(j) and UP (j) x 1 + U (j) x 0 =
ey 2

J

* First, as soon as R has received a response [

¢; + P(j). She calculates dj SUV —UuT Y = (w; —1). Because dj # 0 and
according to the probability distribution Pu,s R determines w; = 2. Hence, c¢; can

be calculated too.

* Second, R determines P(j) from the response of St P(j) = uj.l)

*v; - cjw;. The
same operation can be executed from the responses of the other servers of 7;_;, and
R obtains k — 1 values P(j). The free coefficient of P is P(0) = 0. So, P may be
written under the form P = xP’ where P’ € K, _,[X]. With k — 1 values 1/;P(j), the

polynomial P’ may be interpolated, which allows R to compute P = xP’.

* Finally, from the server S,, R obtains

e

/ °v€] =[ciw; + P(€) + cow, — cqwy, ¢+ P(E) + ¢, — ¢ ]

[”E’l)"’f’

= [ P() + cowy, P(€) + ¢, |

Since P has been computed in the second step, R is able to calculate ¢, from the
second element of the pair and then the second secret, w,, from the first element of

the pair.

This example shows that if the third improvement is applied, security condition C; ,

is not satisfied either.
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3.6 Conclusion

It was shown that when a party is able to obtain a linear combination of secrets, the sender’s
privacy (security conditions C; for any value of Ag (1 < Ag < m) and C, ;) may not be
guaranteed for all distributions of secrets. As a consequence, some weaknesses have been

identified in the following polynomial interpolation-based DOT protocols:

* Naor and Pinkas’ sparse polynomial interpolation-based protocol [74]: without
the technique described in Sect. 4, p. 214, security condition C; for any value of
Ag (1 £ Ag < m), and security condition C, ; are not guaranteed (in particular,
Theorem 1 in [74] is incorrect). If the technique is applied, the size of the secrets
space needs to be increased, and hence communication is less efficient (bigger
shares need to be exchanged). The weakness is the same in Blundo et al.’s sparse
polynomial interpolation-based protocol [19] which extends to n secrets Naor and

Pinkas’ protocol.

* Nikov et al.’s protocol [78] and Beimel et al.’s protocol [8]: for some values of the
protocols’ parameters, security condition C; is not guaranteed (for any value of Ag
(1 £ Ag < m)). However, this case is valid in regard to the security models presented
by Nikov et al. and Beimel et al.: the protocols are considered as private even though
each server holds the sender’s secrets, assuming no server colludes with the receiver.
On the other hand, Nikov et al.’s protocol [78] cannot guarantee security condition

C, 1, in spite of the claim of the designers.

* Blundo et al.’s protocol [20]: security condition C, ; is not guaranteed because
of the combination of two techniques: the masking of secrets in the underlying
sub-protocol and the parallel execution of the protocol on masked secrets and masks.
If the masking of secrets in the underlying sub-protocol is removed, the protocol
reaches the same level of security as Naor and Pinkas’ protocol. In addition, the
simplification suggested by Blundo et al. (reuse of the coeflicients of the hiding

polynomials) is a breach in the sender’s security.

It was also observed that the DOT protocol introduced in 2009 by Cheong, Koshiba,
and Yoshiyama [29] is actually an application of the technique suggested by Naor and
Pinkas to Nikov et al.’s DOT protocol; the level of security of the protocol is the same as
in Naor and Pinkas’ protocol.

Finally, note that in the DOT protocols introduced in the next chapters, the receiver
cannot obtain a linear combination of secrets: for example, protocols in Chaps. 5, 6, and 7
use the technique proposed by Naor and Pinkas [74], and the protocol described in Chap. 8

has an inherent protection, due to the use of a broadcast channel.
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3.6 Conclusion

In the next chapter is proposed a DOT protocol satisfying Blundo et al.’s four security
conditions By, B,, B3, and B, [20] (see Sect. 1.3.2). One of the components of the protocol is
a specific mechanism designed to prevent the receiver from obtaining a linear combination

of secrets.
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A Strongly Secure Polynomial
Interpolation-based Distributed
Oblivious Transfer Protocol

In an ideal distributed oblivious transfer where the receiver must contact k
servers to learn one of the secrets held by the sender, security and privacy should be
guaranteed against a coalition of less than k parties. However, Blundo, D’Arco, De
Santis, and Stinson [20] have demonstrated that this level of security is impossible to
achieve in one-round polynomial interpolation-based constructions.

In this chapter, it is shown that if communication is allowed amongst the servers,
it is possible to design an unconditionally secure, polynomial interpolation-based
distributed oblivious transfer protocol with the highest level of security. More precisely,
in the resulting construction, a receiver who contacts k servers and is able to corrupt
up to k — 1 servers (not necessarily from the set of the contacted servers) cannot learn

more than one secret.

4.1 Introduction

In the original sparse polynomial interpolation-based distributed oblivious transfer (DOT)
protocol [74] introduced by Naor and Pinkas, as well as in its generalization [19, 20]
presented by Blundo, D’Arco, De Santis, and Stinson, a sender distributes some information
amongst m servers so that, by contacting k servers, a receiver is able to learn only one of

the secrets held by the sender, while the sender cannot learn the receiver’s choice.
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A simplified overview of the DOT protocol presented in [20], allowing a receiver to
obtain one of the n secrets of the sender, is described in Sect. 2.3.2. As pointed out by
Blundo et al. [19, 20], their protocol is private, that is, it satisfies security conditions C;,
C, with Ay = k = 1, C5 with Ag = k — 1 and C, ; (security conditions and parameters are
defined in Sect. 2.2.3). However, the protocol’s security is not strong, because it does not
satisfy condition C, , with A~ = k — 1 (the receiver colluding with only one corrupt server
can determine all the secrets of the sender). In fact, Blundo et al. have proved that security
condition C4, with A = k — 1 cannot be guaranteed with a one-round DOT protocol
— around being defined as a set of consistent requests/responses exchanged between the
receiver and k servers — when security condition C, with Az = k — 1 is satisfied.

A simple observation is that, in polynomial interpolation-based DOT protocols, the
amount of information given to each server is too high. A fundamental requirement for
achieving condition C, , with A = k — 1 is that not only each server, but also any coalition
of up to k — 1 servers, should not gain a linear combination of any of two secrets (see
Chap. 3). To meet this requirement, a solution consists, for the sender, in storing the secret
values in the servers using a (k, m)-threshold secret sharing scheme (see Sect. 4.4.1).

In this chapter, it is shown that allowing communication amongst the servers enables
the design of a one-round, polynomial interpolation-based, unconditionally and strongly
secure DOT protocol (the protocol is private and satisfies condition C, , with Ac = k —1).

Note that allowing communication amongst the servers is a silent condition in some
DOT protocols [19, 20, 74]. Indeed, since given the transcript of the interaction with k
servers, a coalition of the receiver and only one dishonest server is able to learn all secrets,
there must be a mechanism for ensuring that the receiver does not contact more than k
servers (see technique proposed by Naor and Pinkas [74]). This kind of mechanism could
be implemented with communication amongst the servers.

The organization of the chapter is as follows. Definitions and notations are provided
in Sect. 4.2. Section 4.3 briefly describes the model related to the protocol introduced in
the chapter. The components involved in the system are presented in Sect. 4.4. Section 4.5
is devoted to the detailed description of the protocol. In Sect. 4.6, the proposed scheme is
evaluated and it is demonstrated that it guarantees security conditions Cy, C, for Ag = k-1,
C; for Ag = k -1, and C, for A = k — 1. A conclusion follows in Sect. 4.7.

4.2 Preliminaries

The setting of the protocol is similar to the setting of DOT protocols in [19, 20, 74], i.e., it
encompasses a sender S who owns n secrets w;, w,, ...,w, (n > 1) selected in a finite

field K = GF(p) (p € N, p prime power), a receiver R who wishes to learn a secret w,,
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(0 € I, =[1,n]), and m servers S; (i € I, C K", |Z.,| = m, m > 1). It is assumed that all
operations are executed in K and that p > max(n — 1, m). The receiver R has to contact at
least k servers to obtain w, (1 < k < m).

The protocol is based on polynomial interpolation. Therefore, a few definitions and
theorems related to polynomials and quasi-random polynomials (see Sect. 2.1.1.2) are

given.

Definition 4.1. Let ® = [ F|, F,, ..., F, | be an n-tuple of polynomials of K,[X], where
teN.

The n-tuple ®(x) = [ F{(x), F,(x),...,F,(x)] is defined as the n-tuple of cor-
responding polynomial functions. For any element @ € K, the n-tuple of polynomial
functions F|(x), F5(x),...,F,(x) evaluated for the argument x = « is denoted ®, =
®(a) = [ Fi(@),F,(@),...,F,(a)]. By homogeneity, the value of a polynomial function
F applied to the argument x = « is denoted by F,.

Definition 4.2. Let ® = [ F|,F,,...,F, | and Q = [ Z,,Z,, ..., Z, | be two n-tuples of
polynomials of K[X]. The dot product operation (denoted *) between ® and € is defined
as .
Q= Z F xZ,.

i=1
Lemma 4.3. Let F be a quasi-random polynomial of K, [X] (k > 1), with a constant
coefficient « € K, and G a (quasi-random) polynomial of K, [X], with a constant coefficient
B € K. Then, H = F+G is a quasi-random polynomial of K[ X ], with a constant coefficient

a+ .

Proof.

The degree of the sum of two polynomials is lower or equal to the maximum degree
of the two original polynomials. Thus deg(H) < max(deg(F),deg(G)) < k. It follows
H e K [X].

The quasi-random polynomial F, the (quasi-random) polynomial G, and their sum,

H, may be written under the form:

F:ZklﬁXi, G = Zk:giXi, F+G= Zk:(f,.+g,.)x", and H = zk:h,.x",
i=0 i=0 i=0

i=0
where fo = a, f; g K1 <i < k), gy =B, 8 €r Kif G is quasi-random and g; € K
otherwise (1 <i < k), and h; € K. The (k + 1)-tuple of polynomials [ 1,X,X2, . ,Xk]
is a basis of the vector space K [X]; therefore, since H = F + G, we infer h; = f; + g; for
i=0,1,...,k.Forl <i < k,the coefficient f;+g; is random (the sum of a random element
of K with another element of K is random) and the constant term hy = f, + gy = @ +

has a predetermined value. Thus, H is a quasi-random polynomial. O
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Theorem 4.4 (Addition of shares). Let F and G be two quasi-random polynomials of
K,_1[X] (k > 1) generated by (k, m)-threshold Shamir’s secret sharing schemes (see
Sect. 4.4.1) to share respectively the secrets a and B of K amongst m parties. It is also
assumed that I,, C K" is a set of m distinct indices. For each index i € I, the shares F (i)
and G (i) are defined. If P is the sum of F and G, then:

(i) P is a quasi-random polynomial of K, _;[X],
(ii) P(0) = « + B and fori € 1, the share P(i) is the sum of the shares F (i) and G(i).

In other words, P may be considered as a polynomial generated by a (k, m)-threshold

Shamir’s secret sharing scheme to share the secret a + .
Proof.
(i) Immediate with the application of Lemma 4.3.

(ii) From the definition 2.2 of the additive law of composition in K[XT], it holds P(x) =
(F+G)(x) = F(x)+G(x), for x € K. Consequently, for x = 0, P(0) = F(0) +G(0).
As F and G are the sharing polynomials for the secrets @ and 3, we have F'(0) = @ and
G(0) = B. It follows P(0) = a + . Still from the relationship P(x) = F(x) + G(x),
we trivially obtain for i € 7, P(i) = F(i) + G(i).

O

Theorem 4.5 (Product of shares). Let F and G be two quasi-random polynomials of
K,_1[X](k > 1) generated by (k, m)-threshold Shamir’s schemes to share respectively the
secrets a and B of K amongst m parties. It is also assumed that I,, C K" is a set of m
distinct indices and that m > 2k — 1. For each index i € 1, the shares F (i) and G(i) are
defined. If Q is the product of F and G, then:

(i) O € Ky ,[X],

(ii) Q(0) = a X B and fori € 1, the share Q(i) is the product of the shares F (i) and
G(i).

Proof.

() FF =35 fiX' (fo=aand f; g K, 1 <i < k-1)and G = Y1) g:X' (g9 = B
and g; €5 K, 1 <i < k—1), then using the Cauchy product form of the multiplicative

law of composition in K[X], we have

2k-2

Q= (Z figj)Xf

=0 i+j=t
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where f; = 01if i > k and g; = 0 if j > k. The degree of Q is at most 2k — 2, so
0 € Ky, ,[X].

(ii) Using the definition 2.2 of the multiplicative law of composition in K[X], we
can write Q(x) = (F X G)(x) = F(x) X G(x) for x € K. In particular, Q(0) =
F(0) x G(0) = a x B. Of course, the relationship is also true fori € 7.

O

The polynomial Q cannot be considered as quasi-random because, by construction, it
cannot be irreducible. However, if Q is added to a quasi-random polynomial of K,; ,[X]
whose constant term is zero, the resulting polynomial is quasi-random (see Lemma 4.3)
and may be considered as a polynomial generated by a (2k — 1, m)-threshold Shamir’s

scheme to share the secret @ X .

Corollary 4.6. Let ® = [ F|,F,,...,F,| andT = [ G,,G,,...,G, | be two n-tuples of
quasi-random polynomials of K;,_|[X]. Fori = 1,2,...,n, the polynomial F; (resp. G;) is
generated by a (k, m)-threshold Shamir’s scheme to share the secret @; (resp. the secret y;).
It is assumed that m > 2k — 1. For each index i € 1,,, the shares | F,(i), F,(i), ..., F,(i) |
and [ G,(i),G,(i),...,G,(i) | are defined. If the polynomial Q is the dot product of ®
andT (ie., Q = ®T), then:

(i) Q € Ky »[X],
(ii)) Q0) = YL, ¢; X y;and for € € 1, Q(£) = Y Fi(£) X G;(0).

By simplification, it is considered that the polynomial Q is quasi-random. However,
to obtain a quasi-random polynomial, it would be necessary to add Q to a quasi-random
polynomial of K,; _,[X] whose constant term is zero. The resulting polynomial would be
quasi-random (see Lemma 4.3) and could be considered as a polynomial generated by a

(2k — 1, m)-threshold Shamir’s scheme to share the secret Y| ¢; X ;.
Proof.

(i) From Theorem 4.5(i), F; X G; € Ky, _,[X] (1 <i < n). Then, by generalization of
Theorem 4.4(i), >i_; F; X G; € Ky, _,[X]. Consequently, Q € K,,_,[X].

(ii) From Theorems 4.5(ii) and 4.4(ii), it holds Q(x) = 2?21 F,(x) X G;(x) for x € K.
In particular, Q(0) = Y7, F:(0) X G;(0) = I ; ¢; X y;. Of course, the relationship
is also true for € € I, i.e., Q(€) = Y| F.(€) X G;(0).
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Notations:

Addition and multiplication of n-tuples (of the same variety) are defined naturally. For
example, if U = [uy,uy,...,u,] and V = [v,v,,...,v, |, then the sum of U and V
isU+V = [u; +v,uy+Vy,...,u,+v,| and the product of U and V is U x V =
[ X vy, uy X Vvy,...,u, X v, |. Similarly, the product @ X U between an element @ of
K and an n-tuple U = [uy,u,,...,u, | of n elements of K is defined as the n-tuple
[@Xup,aXu,y,...,axu,].

Each server participating in the protocol is identified by an index selected in 7, C K",

|Z,| = m. Thus, the server associated with the index ¢ € 1, is identified as S,.

4.3 Model

In addition to the three categories of parties — the sender S, the receiver R and the servers
S; (i € 1I,) — involved in the protocol presented in this chapter, an adversary whose
characteristics are defined below needs to be taken into account.

Like other DOT protocols, the protocol presented in this chapter is composed of two
phases: a set-up phase and a transfer phase. During the set-up step, the sender generates
shares of the n secrets he holds and distributes them to the m servers. The sender does not
intervene in the rest of the protocol. During the transfer phase, the receiver has to contact
k servers (1 < k < m) to collect enough shares to construct w,, .

In the scheme, however, the inequality m > 2k — 1 must be satisfied. This is because
in some steps of the protocol, 2k — 1 distinct servers need to exchange information amongst
themselves. Note that since the inequality is satisfied, security condition C, allows the
receiver to corrupt up to A- = k — 1 servers different from the k servers chosen by the

receiver for gaining shares of the chosen secret.

4.3.1 The Adversary

During the execution of the DOT protocol, the receiver contacts k servers. In addition, she
is allowed to corrupt up to k — 1 servers, possibly amongst the contacted servers. That is,
the receiver plays the role of an active adversary — although the corrupted servers have a
passive behaviour, i.e., they do not deviate from the protocol but share all their data with
the receiver — who wishes to breach the sender’s security by learning more than one secret
from the protocol. As in other DOT protocols (for example, see [74]), it is assumed that a
mechanism prevents the receiver from contacting more than k servers in one round.

On the other hand, up to k — 1 servers may collaborate to learn the choice o of the
receiver. In this scenario, the coalition of servers may be considered as an adversary who

wishes to breach the privacy of the receiver.
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4.3.2 Overview of the Protocol

The key idea underlying the design of the protocol is that if a sender holds an n-tuple
Q=|w,w,,...,w,]| of nsecrets of K (n > 1) and if a receiver wishes to learn the secret
w, (o € 1), then the receiver contributes with an n-tuple A = [67,65,...,6, |, and
the servers respond with the dot product of these two n-tuples, i.e., Q*A = Y\ | w; X 67,
which is the requested secret.

To guarantee the security of the sender and the privacy of the receiver, the n-tuples
involved in the dot product are shared thanks to Shamir’s secret sharing schemes [89]. That
is, the sender transmits to each server S, (¢ € I,,) ann-tupleu, = [ F;({), F5({), ..., F,({) |
of n shares, where F; (1 <i < n) is the sharing polynomial related to w;. In the same way,
to obtain a secret w,,, the receiver selects a subset 7, C 7 of k distinct indices, sends
to each server S; (j € Z) an n-tuple ®; = [ Z,(j), Z,(j), ..., Z,(j) | of n shares (Z; is
the sharing polynomial related to &7 ) and receives k shares of the chosen secret w,,.. The
shares are associated with a polynomial R of K, _;[X] and so, by interpolation, the receiver

is able to determine R and to calculate the chosen secret w, = R(0) (see Sect. 2.1.1.3).

4.4 Components of the System

The protocol is mainly based on three components.

The first one is a secret sharing scheme, allowing on one hand the sender to generate
and distribute shares of the secrets he holds, and on the other hand the receiver to generate
and distribute shares of the identifier of the secret she wishes to learn.

The second one is a mechanism which enables a set of parties to redistribute a
secret to another set of parties. This component requires the availability of private unicast
communication channels between any two parties involved in the protocol. It is assumed
that these communication channels are secure, i.e., any party is unable to eavesdrop on
them and they guarantee that communications cannot be tampered with (see Sect. 2.2.1).

The third component is a scheme which allows a set of parties to verify that the shares
— generated by a secret sharing scheme — that they have received correspond to one of the
values in a predefined set of values. This component also requires private communication

channels between any two parties.

4.4.1 Secret Sharing Scheme

The secret sharing scheme underlying the DOT protocol presented in this chapter is a
(k, m)-threshold Shamir’s secret sharing scheme [89]. The scheme allows a dealer to

distribute shares of a secret w to m parties so that w can be reconstructed by any set of k
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(1 < k < m) or more of these parties. The secret as well as the shares are elements of a
finite field K = GF(p). The detailed description of the scheme is given in Sect. 2.3.1.

In a semi-honest security model, Shamir’s scheme is unconditionally secure; the
secret w is always reconstructed from k or more shares and the knowledge of k — 1 or
fewer shares leaves w completely undetermined (see information-theoretic demonstration
in App. A).

4.4.2 Transformation from One to Another Threshold Scheme

There are many applications that require redistribution of a secret from one set of parties
to another set of parties, with possibly a different threshold. Desmedt and Jajodia [42] have
considered this problem and proposed some protocols. The specific case of the reduction
of the threshold is commonly discussed in multi-party computation studies. Indeed, if two
secrets are shared (Shamir’s scheme) thanks to two polynomials P; and P, of K;_;[X],
then from the polynomial Q = P, X P, can be generated shares of the product of the two
secrets (see Theorem 4.5). But the degree of Q (up to 2k — 2) corresponds to a threshold
2k -1, and so a degree reduction is necessary to obtain a sharing polynomial corresponding
to a threshold k. Such a reduction was introduced, for example, by Ben-Or, Goldwasser,
and Wigderson [14].

Below is presented a combined method, allowing a set of k; or more parties holding
shares generated by a (k;, m,)-threshold Shamir’s scheme to distribute them under the
form of shares generated by a (k,, m,)-threshold Shamir’s scheme, where k; > k,, to a set
of m, parties.

Let w be a secret in a finite field K = GF(p) (p € N, p prime power), U (resp. V) be
aset of m; > 1 parties U; (resp. m, > 1 parties V;) where i € 1, < K,

Im|| = m, (resp.
jel,, C K", |Z,,,| = my). It is assumed that w is shared amongst the parties of the group
U thanks to a polynomial F generated in a (k;, m)-threshold scheme (1 < k; < my).
Each party U; holds the share F(i). Let 7, C 7, be aset of k; indices; it is assumed that
the parties U, (¢ € 1, ) wish to redistribute the secret w over the set of parties V' using a
(ky, my)-threshold scheme (1 < k, < m,). Note that ¢ and V are two arbitrary sets of
parties. Each party U, (£ € I} ) generates a polynomial G, such that

ky—1
Gr= . 8, X+ F(0) X Ly(0),

r=1
where g, €x K (1 <r <k, — 1) and L, is the Lagrange basis polynomial
X—-J
L, = —_— .
‘ n t—j
JEIkl
j#t
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A variant of the technique described by Beaver [6] is actually applied. With the original
technique, to generate a polynomial G, of Kk2_1 [X] and not Kkl_l [X] (when k, < ky),
each party U, (¢ € J, kl) truncates the Lagrange basis polynomial L, € Kk1 [X] thanks to
a modulo X* operation. The variant presented here is more efficient since only the free
coeflicient L,(0) needs to be calculated.

Then, for all j € Imz, the party U, (¢ € 1, kl) privately sends the value G,(j) to the
party V;. Once a party V; € V obtains k partial shares, sent by the parties U, V; computes
anew share p; = /¢ z, G,(j) as his or her share of the secret w.

With this method, the original sharing polynomial F is replaced with a sharing
polynomial F’ such that

F'=> G,

é’e]kl
ky—1
= (Z g, X"+ F() % Lg(()))
tef, r=l
ky—1
= > D e X+ ) F(O) X Ly(0)
(el r=1 (el
ky—1
= > > 8, X +F(0)
é’efkl r=1

The degree of the polynomial F’ is at most ky —1 and F ’(0) = F(0) = w. Therefore,
ky parties V;, where j € L, < V, |1} | = k, are able from the shares p; = F'(j) to
interpolate F’ and to determine the secret w.

Theorem 4.7. If k, < k|, the proposed protocol for transforming a (k;, m,)-threshold

Shamir’s scheme into a (k,, m,)-threshold Shamir’s scheme is secure.

Proof.

To demonstrate the security of w, we show that after the new shares have been obtained,
no coalition of k, — 1 parties or fewer can infer any information about w.

After the redistribution of shares, a coalition of k, — 1 parties holds at most k, — 1
shares F'(j) and k, — 1 shares F ’(j). We analyze the worst case, i.e., when all the members
of the coalition belong to U. First, the coalition cannot interpolate F" and calculate F(0)
since k; shares F'(j) would be necessary, and the coalition only holds k, =1 < k; =1 < k;
shares. Second, with only k, — 1 values F’(j), and F’ being a polynomial of Ky,-1[X], the
coalition can neither interpolate F’ nor calculate F’(0). Consequently, a coalition of k, — 1

parties U; € V is unable to gain any information on the secret w. O
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4.4.3 Multi-party Computation Membership of a Public Set

Suppose that in a polynomial interpolation-based DOT protocol, a malicious receiver
prepares a request ¢ = [y, Y2, .-.,¥, | of n elements of K while the protocol requires
that she prepares an n-tuple [ 67,65 ,...,d, | where o is the index of one of the secrets
Wi, Wy, ...,w,. In Chap. 3, it was shown that in this scenario, the receiver may learn a
linear combination of the secrets, and possibly the secrets themselves. To detect a cheating
receiver, a method is proposed here. This method allows the contacted servers to control
that the n-tuples they have received correspond to a legitimate request, without revealing
the receiver’s choice, of course.

Similar private set operation protocols like private equality test, private set intersection
or private set membership have been proposed in distributed environments [50, 70, 79].
With private equality test, a party A sends shares, generated by Shamir’s secret sharing
scheme, of a secret value a to m servers. Symmetrically, a party 8B sends shares of a secret
value b to the same servers. The servers calculate if @ = b and return shares of the result
to A and B. If k (1 < k < m) is the security parameter of the protocol, no coalition of
k — 1 honest but curious servers has any information on a or b. Furthermore, if a # b,
A does not obtain any information on b and 8 does not get any information on a. In a
private set intersection protocol, a party ‘A holds aset A = {a;, a,, ..., a,} of elements
of K and a party B holds aset B = {b,b,,...,b,} of elements of K (s € N, 7 € N). A
sends shares of each element of A to m servers and similarly, 8 sends shares of elements
of B to the same servers. Then, the servers calculate A N B and return shares of the result
to A and B. Again, if k is the security parameter of the protocol, no coalition of k — 1
servers learns any of the elements of A U B, and A and 8 cannot obtain any information
on the secret values @; and b; notin AN B (i € [1,s],j € [1,¢]). Also, coalitions of
k — 1 servers do not obtain information on A N B. A variant of this protocol allows the
parties A and B to obtain the size |A N B| of the intersection of A and B. With the set
membership functionality, a party A holds a secret value a while a party B holds a set
B ={b,b,,...,b,} of secrets values. Shares of a, b, b,,...,b, are sent to m servers
which calculate if a € B; the shares of the result are returned to A and B. At the end of the
protocol, a coalition of k — 1 servers has no information on BU { a }, ‘A has no information
on B\ {a}andif a ¢ B, B has no information on a.

Actually, all these schemes are more complex than necessary. Indeed, in these pro-
tocols, the value to control is shared amongst the servers, but the potential values for the
comparisons are private too. Moreover, most of the schemes are computationally secure.
This is why a simple, unconditionally secure, special-purpose solution based on Shamir’s

scheme, in a semi-honest model, was designed. The objective is that the servers contacted
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4.5 A Strongly Secure Distributed Oblivious Transfer Protocol

by the receiver collectively check that the n-tuples they received contain the shares of a
request ¢ = [y, 2 ---»Y, | where all elements y; € K are nil except one.

The main idea of the protocol is that the polynomial P = X(X — 1) can be used to
check that a value a is 0 or 1 (it is the case if P(a) = 0). To verify that given n values
of {0, 1}, only one of those values is 1, it is sufficient to calculate their sum s. Indeed,
0 < s < n < p which means that if all values are nil except one, then s = 1.

Let A be a party who holds an n-tuple ¢ = [ 4, ¥5, - - ., ¥, | of elements of a finite field
K = GF(p) (p € N, p prime power) and let S; be a server such thati € 7, C K" (|7,,| = m,
1 < m < p). Each element y; of g is shared thanks to a (k, m)-threshold Shamir’s
scheme. More precisely, for each element y;, A generates a quasi-random polynomial
F, € K;_,[X] such that F;(0) = vy,. It is assumed that m > 2k - 1. If 1,, | € 1 is
a set of 2k — 1 servers’ indices, A transmits to each server S; (j € Zy ;) the n-tuple
q;= [ Fi(j), F>(j),...,F,(j)]. The polynomial X (X — 1) is denoted by P.

To check that there exists o € [ 1,n] such that ¢ = [ 67,65 ,...,9, |, each server S;

(j € I,y 1) applies the following procedure:
1. §; calculates u;; = P(F;(j)) fori =1,2,...,naswellasv; = Yy ().

2. §; redistributes u; ;,u; 5, ... ,u; , and v; to the servers S, (£ € I, ;) thanks to the

redistribution protocol described in Sect. 4.4.2. As a result, each server S; holds new

’

’ ’ ’ . 2 2 2
shares u; ;,u;,...,u;, and v; of respectively yi — ¥, %2 = ¥2, ..., ¥, — ¥n> and

J
Z?:l Yi-

3. S sends its n + 1 shares to S, (£ € Iy )

4. S; interpolates from the received values the n values P(y;) (i € [ 1,n]) and i1 Y-
Then, Sj checks that fori = 1,2,...,n, P(y;) = 0 and that Z?zl v; = 1, otherwise,
S; aborts the protocol because the n-tuples sent to the servers do not correspond to a

valid request.

The correctness of the protocol is guaranteed because P(F;) = Fi(F; — 1) is a
polynomial of K,, ,[X] (so 2k — 1 shares are sufficient to interpolate P(F;)) and the

privacy is guaranteed by the use of the redistribution protocol (see Sect. 4.4.2).

4.5 A Strongly Secure Distributed Oblivious Transfer

Protocol

This section presents a new polynomial interpolation-based, one-round DOT protocol,

which satisfies all security conditions, i.e., C;, C, with Ag = k — 1, C5 with g = k -1,
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Let 7., (m > 1) be a set of m distinct elements of K* and S ; aserver such that j € 7.

Input The sender S, contributes with n secrets w{, w,,...,w, € K.
The receiver R chooses an index oo € 7, = [1,n], and contributes
with n private values 67, 65,...,6, €[0,1].

Output R receives w,, while S receives nothing.

Set-up Phase — Generation of the Servers’ Shares

1. § applies a (k, m)-threshold Shamir’s scheme to each of the elements of
Q = [w,w,,...,0,]|. If F; € K,_;[X] is the quasi-random polynomial
such that F;(0) = w; (1 < i < n), then § obtains an n-tuple of polynomials
®=|[F.F,....F,].

2. S transmits the n-tuple of shares @, = [ F,(£), F,({), ..., F,({) ] to the server
S, (L€ L.

Figure 4.1: A Strongly Secure Distributed Oblivious Transfer Protocol (Set-up Phase)

C, 1, and C, , with A = k — 1. The protocol, depicted in Figs. 4.1 and 4.2, is composed
of a set-up phase (one step) and of a transfer phase (five steps), described in the following

sections.

4.5.1 Set-up Phase — Generation of the Servers’ Shares

This step is straightforward. The sender, S, distributes the shares of the secrets of the
n-tuple Q@ = [w},w,, ...,w, | toeach server S, (¢ € 1), using (k, m)-threshold Shamir’s
schemes. That is, for each secret w; (1 < i < n), S generates a quasi-random polynomial
F; € K, _[X] such that

k-1

F; = Z fi,ij + w;,

j=1
where f;; €g K, and computes the shares of w; for all servers S, (¢ € 1,,). Then, S
transmits to each server S, the n-tuple of shares @, = [ F|({), F,({),...,F,({)]. The

sender does not intervene in the rest of the protocol.

4.5.2 Transfer Phase Step 1 — Generation of the Receiver’s Request

The receiver, R, chooses the index o of the secret she wishes to obtain, as well as a
subset 7, C 1, of k indices of the servers she intends to contact. Then, R applies a
(k, m)-threshold Shamir’s scheme to each element of the n-tuple A = [67,65,...,5, |.

*¥n
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Transfer Phase Step 1 — Generation of the Receiver’s Request

1. Rchooses o € 1, andselects 7, C 7, suchthat || = k. Then, R applies a (k, m)-
threshold Shamir’s scheme to each element of the n-tuple A = [ 67,55,...,5, |.

If Z; € K,_,[X]is the quasi-random polynomial such that Z;(0) = 67 (1 <i < n),
then R obtains an n-tuple of polynomials ® = [ Z, Z,,...,Z, |.

2. R transmits to the server S, (€ € 1) the n-tuple ®, = [ Z,({), Z,(£), ..., Z, () ].

Transfer Phase Step 2 — Redistribution of the Receiver’s Input

1. The contacted servers S, (¢ € 1) select a subset 7,, ; € 7, such that |Z,, | =
2k —1land 1, C I, ;.

2. The servers S, (¢ € 1, ) redistribute the n-tuples ®, to the servers S; (j € Iy )
thanks to the scheme described in Sect. 4.4.2. The threshold & is preserved. As
a result, each server S; holds an n-tuple ®’; = [ Z1G) Z5(G)s - Z0 () ] where

Z! € K,_,[X]is a quasi-random polynomial such that Z/(0) = Z;(0) (1 <i < n).

Transfer Phase Step 3 — Verification of the Receiver’s Input

Each server S, (¢ € 1, _) applies the verification technique described in Sect. 4.4.3 to
verify if the shares received in the previous step correspond to a legitimate value of A,
i.e., if the shares were generated for an n-tuple A = [ 61,65 ,...,6, |, where o € 1.
If this is not the case (for example, because the receiver has cheated), S, aborts the
protocol.

Transfer Phase Step 4 — Computation of the Requested Secret

1. Each server S, (¢ € I, ) calculates the dot product 1, = @, * ®}, which is
its share of the requested secret, @ ®, related to a quasi-random polynomial
Q of Ky, _»[X]. Then, each server S, (¢ € I, ) redistributes its share 4, to
the servers S ; (j € 1) thanks to a (k, k)-threshold scheme, as described in
Sect. 4.4.2.

2. Once the redistribution has been executed, each server S, (¢ € 75, _ ;) holds a value
/12 = R({), where R is a quasi-polynomial of K, _,[X] such that R(0) = Q(0).

Transfer Phase Step 5 — Transfer of the Requested Secret

1. S, (¢ € 1) sends A, to R.

2. From the k responses, R interpolates the polynomial R of K, _;[X] and calculates
w, = R(0) (see Sect. 2.1.1.3).

Figure 4.2: A Strongly Secure Distributed Oblivious Transfer Protocol (Transfer Phase)
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That is, R generates n quasi-random polynomials Z; € K, _;[X] (1 < i < n) such that

k-1
Zi = Z ZZ’JXJ + 5;7,
j=1
where z; ; € K, and transmits to each server S, (¢ € 1) the n-tuple of shares ®, =
[Z,(0), Z,(0),....Z,()].

4.5.3 Transfer Phase Step 2 — Redistribution of the Receiver’s Input

In this step the k contacted servers which have received, from R, shares generated by
(k, k)-threshold Shamir’s schemes, redistribute them as shares considered as generated
by (k, 2k — 1)-threshold Shamir’s schemes. To perform this redistribution, the servers S,
(¢ € 1) first select a set I, _; of 2k — 1 distinct indices of K" such that 7, € I, | € Z,,..
Then for every secret value §; shared thanks to a polynomial Z; (1 < i < n), they execute
the redistribution protocol described in Sect. 4.4.2, and re-share that secret value from
the k servers S, (¢ € 1) to the 2k — 1 servers S; (j € Iy ), keeping the threshold &
unchanged. At the end of the distribution, the shares associated with a secret value (5?
(1 <i < n) are considered as generated from a new polynomial of K,_,[X] denoted by Z/
(also, the n-tuple of quasi-random polynomials related to the n-tuple A of private values
is denoted by @’ = [Z{, Z... 7, ]). Therefore, each server S, (¢ € I,, ) obtains an
n-tuple ®} = [ Z1(6),Zy(0), ..., Z(£) ] of shares of the elements of A.

4.5.4 Transfer Phase Step 3 — Verification of the Receiver’s Input

To prevent the receiver from learning a linear combination of secrets, the contacted servers
verify that the shares they have received in the previous step correspond to a legitimate
request. To this end, they apply the technique described in Sect. 4.4.3. More precisely,

1. Each server S, (¢ € I, ;) calculates I';, = @, X ®, — ®; as well as y, = ®}+1,,.
Fori =1,2,...,n,let G; denote the product of the quasi-random polynomials Zi'
and Z/ — 1 of K;_,[X]. Then, the n-tuple I = ®' X ® - ®" = [ G|,G,,...,G, | is
composed of polynomials of K,;_;[X] (see Theorem 4.5). If H is the polynomial
such that H = } ;. 1 Z/, then H is a quasi-random polynomial of K,_,[X] and for
t € I, 1,7y, = H({) (see Theorem 4.4).

2. Then, the servers S, (¢ € 1, _) redistribute the n-tuples of shares I', to themselves
thanks to the scheme described in Sect. 4.4.2, decreasing the threshold 2k — 1 to
k. The share vy, is also redistributed by the servers to themselves, but the threshold
k is kept unchanged. As a result, each server S, (¢ € I, ;) holds an n-tuple I'; =

60



4.5 A Strongly Secure DOT Protocol

[G1(0).G5(0). ... G, ()| where G} € K;_,[X] is a quasi-random polynomial,
such that G/(0) = G,(0) (1 < i < n), as well as a value y, = H'({), where H’ is a
quasi-random polynomial of K,_;[X] too, such that H (0) = H(0).

3. Bach server S, (¢ € I, ) transmits I'; and y; to each server S; (j € Iy ). Each
server S;, once it holds k n-tuples I'; and k values y; (£ € Iy ), calculates by
interpolation (see Sect. 2.1.1.3) I' = | G(0), G5(0).. ... G, (0) | and y' = H'(0).

4. The last operation consists, for each server S, (€ € I, ), in checking that I" = 0,
and y’ = 1. If these two conditions are satisfied, the received shares correspond to a

legitimate choice of the receiver.

4.5.5 Transfer Phase Step 4 — Computation of the Requested Secret

Now, each server S, (£ € I, ;) holds an n-tuple ®, = [ F|({), F,({),...,F,({)] as its
shares of the secrets of ©, and a legitimate n-tuple ®} = [ Z1(6),Zy(0), ..., Z, (£) ] as its
shares of the receiver’s request A.

The elements of the two n-tuples @ and ®” are polynomials belonging to K, _,[X].
It follows (see Corollary 4.6) that @@’ is a polynomial K,, ,[X], that (@-®")(0) = w,,
and that for ¢ € I, |, 1, = @, * @ is a share of w,, generated by the quasi-random
polynomial @+ ®’.

So, each server S, (¢ € I,, ) calculates the new share 1, = @, ®/. Since at least
2k — 1 servers participate in the computation, they are able to redistribute the resulting
shares A,, (¢ € I,y ), thanks to a (k, k)-threshold Shamir’s scheme (using the method
described in Sect. 4.4.2), to the servers S;(j e 1).

4.5.6 Transfer Phase Step 5 — Transfer of the Requested Secret

After redistribution of the secret shares in the previous step, the set of contacted servers S
(j € 1) collectively owns the value of w, = Q,*®,, under the form of shares generated
by a (k, k)-threshold Shamir’s scheme. Each server S; responds to the receiver’s request
with the value R;, which is its share of €+ ®, generated from a sharing polynomial R of
K, _{[X]. The receiver R interpolates the polynomial of K,_;[X] corresponding to the k

responses, and obtains w,, .

61



A Strongly Secure Polynomial Interpolation-based DOT Protocol

4.6 Security Evaluation of the Protocol

In this section it is demonstrated that the proposed protocol satisfies all desirable security
conditions listed in Sect. 2.2.3 (i.e., conditions C;, C, with Az = k-1, C3 with Ag = k-1,
C4'1, and C4_2 with /lC =k - 1)

4.6.1 Correctness

Theorem 4.8. The proposed DOT protocol, described in Figs. 4.1 and 4.2, satisfies security

condition C,.

Proof. 'We demonstrate that R(0) = w,,.

First, we observe that the secret input Q of the sender and the secret input A of the
receiver satisfy the relation Q+A = w,,.. In the set-up phase (see Sect. 4.5.1), the n-tuple of
quasi-random polynomials @ is such that @, = €. Similarly, the n-tuple ® of quasi-random
polynomials of K, _;[X] generated in the first step of the transfer phase (see Sect. 4.5.2) is
such that ®, = A. In the second step of the transfer phase (see Sect. 4.5.3), the n-tuple @’
resulting from the shares redistribution is such that @ = ®,,. It follows that @@y = w,,.
The verification step (see Sect. 4.5.4) modifies neither @ nor @’. In the fourth step of
the transfer phase (see Sect. 4.5.5), the servers S, (£ € 1, _,) collectively calculate the
polynomial Q = @+ ®'. Hence, Q(0) = (@-®)(0) = @, P, = w,,. The redistribution
at the end of the same step replaces the polynomial Q of K,,_,[X] with a polynomial R
of K;_;[X], such that R(0) = Q(0). We note that each server S ;U € 1) returns to the
receiver the share A ; = R(j). Hence, in the last step of the protocol (see Sect. 4.5.6), the k

shares A ; are sufficient for the receiver to interpolate R and to determine w,,. m|

Therefore, security condition C, is guaranteed.

4.6.2 Receiver’s Privacy

Theorem 4.9. The proposed DOT protocol, which is depicted in Figs. 4.1 and 4.2, satisfies

security condition C, with Ap = k — 1.

Proof.

The index o chosen by the receiver is represented under the form of an n-tuple
A=[67,67,....6, | of private values. The receiver’s input to the protocol consists of
shares of these values. That is, each element 6?, which is either zero or one, is distributed
amongst the set of k servers S, (¢ € 1), using a (k, k)-threshold Shamir’s scheme. This is
achieved by generating an n-tuple ® = [ Z,, Z,, ..., Z, | of n quasi-random polynomials
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In order to breach the privacy of the receiver, a set of k—1 colluding servers (during the
execution of the protocol, or after completion of the protocol) should be able to determine
at least one of the values 5?. The set of k — 1 collaborating servers, however, owns k — 1
shares corresponding to each values &7 associated with a (k, k)-threshold Shamir’s scheme.
Due to the perfectness of Shamir’s secret sharing scheme, every set of k — 1 shares provides
the coalition with absolutely no information about the relevant secret. That is, the inputs
of the receiver guarantees her privacy, in the first step of the transfer phase of the protocol.
Although in the next step of the protocol, the set of k servers redistribute the private
values 6?, to 2k — 1 servers, this transformation does not leak any information to a set of
k — 1 servers (see Theorem 4.7). In the same way, the redistributions of §; (67 — 1) =0,
Djer, 6; = 1and 6 (1 € 1) presented in Sects. 4.5.4 and 4.5.5 preserve the privacy of
the receiver.

One may argue that, after completion of the protocol, the knowledge of the output
w, may help the set of k — 1 servers to determine the choice of the secret. However, this
is not the case, since the shares held by the k — 1 servers after the redistribution may be
considered as generated from a (k, m)-threshold Shamir’s scheme, and thus k£ — 1 shares

of any secret provides no information about the secret. O

Consequently, the security condition C, with Az = k — 1 is guaranteed.

4.6.3 Sender’s Security with Respect to a Coalition of Servers and

the Receiver

At the level of the servers, the role of the n-tuple € is the same as the role of the n-tuple
®’. Thatis, asetof k — 1 colluding servers cannot learn any of the secrets wy,w,, ..., w,
(see previous section). Note that, in this scenario, there is no advantage for the coalition of
k — 1 servers to collude with the receiver to breach the sender’s security, since the receiver
has no input to contribute in this attack. Indeed, even if the receiver initiates the protocol
by contacting only k£ — 1 servers (no matter what her input to the k-th selected server is),
she cannot learn any of the secrets. This is because, the k — 1 shares she receives from
the servers are considered as generated by a (k, m)-threshold Shamir’s scheme, and thus

provide no information about the secrets.

Remark 4.10. One may note that, contrary to the protocol presented in [19, 20], the
protocol presented in this chapter does not require the use of masks. Indeed, in the scheme,
a corrupt server cannot provide the receiver with a linear combination of the secrets

Wi, Wy, ...,w, because it never owns such a combination.
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4.6.4 Sender’s Security with Respect to a ‘Greedy’ Receiver

Let - be the set of indices of k — 1 corrupt servers. A corrupt server S, (£ € I-) may be
one of the servers selected by the receiver in the first step of the transfer phase protocol.
In this case, ¢ € 1. The worst scenario is assumed, from the sender’s point of view (the
best scenario from the ‘greedy’ receiver’s point of view), i.e., that all the corrupt servers
are selected by the receiver in the first step of the transfer phase of the protocol (I C 1;).
Thus, it is assumed that the receiver has access to all information of these k — 1 corrupt
servers during the execution of the protocol.

In the initialization step, each server S.. (¢ € 1) receives from the sender an n-tuple
Q. = [Fi(c),F,(c),...,F,(c)] of n elements, where the element F;(c) is the share
allocated to S, for the secret w,. Clearly, the knowledge of k — 1 shares of any secret w;,
provides the receiver with no useful information about the secret w,.

In the first step of the transfer phase of the protocol, the receiver transmits her inputs
to servers S, (¢ € 1, ). Obviously, she cannot learn any information about w,, w,,...,w,
from her inputs.

In the second step of the transfer phase, the contacted servers redistribute the receiver’s
private values 6; (1 < i < n) amongst the servers S, (¢ € I,, ), using the method
described in Sect. 4.4.2. The receiver has access to all partial shares received by servers
S, (¢ € 1), and has also access to all partial shares sent by servers S, (¢ € 1) to servers
S, (€ € I ). At the end of this step, the receiver’s private values, §; (1 <i < n), are
shared amongst the servers S, (£ € I, _). The shares are considered as generated from
(k, 2k — 1)-threshold Shamir’s schemes. Although the receiver, for each private value 67,
has only access to k — 1 shares owned by servers S, (¢ € 1), she can figure out all the
2k — 1 shares elaborated by servers S, (€ € Z,, _ ). Indeed, fori =1, 2, ..., n, the receiver
knows &7 and k — 1 shares of 6 ; so she can reconstruct the associated sharing polynomial
generated in the (k, 2k — 1)-threshold Shamir’s scheme, and from the polynomial, the
corresponding shares held by servers S, (¢ € 15, _). That is, the receiver is able to find
out all the elements of the n-tuple ®; (£ € I, ).

In the fourth step of the transfer phase, each server S, (¢ € 1, _;) computes 4, =
Q,+®). The receiver is able to multiply the corresponding shares of two n-tuples Q. and
®@/. (c € 1), and thus learns k — 1 shares of w; X 6; (1 < i < n). She also knows the

value of w; X 6; (1 < i < n), because if §; = 0, then the w; X §; = 0, and if §] = 1,
then w; X 6] = w,,, which is the secret that the receiver learns at the end of the protocol.
However, contrary to the previous step, knowing a value w; x 67 (1 <i <n)and k — 1
of its shares is not sufficient to learn all other shares. This is because in the fourth step of
the transfer phase, the value and the shares are associated with a polynomial of K,; ,[X]

(see Sect. 4.5.5), generated in a (2k — 1, 2k — 1)-threshold scheme. Consequently, the
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receiver cannot learn any useful information about w; (1 < i < n, i # o). Note that the
redistribution of secrets from a (2k — 1, 2k — 1)-threshold scheme to a (k, k)-threshold
scheme is completely secure (see Sect. 4.4.2) and therefore provides the receiver with no
information about w,, w,, ..., w,.

Finally, in the last step of the transfer phase, the data held by servers S,. (¢ € 1) are
not modified; the servers S j (j € 1,) transmit to the receiver k shares of w,,, generated
by a (k, k)-threshold scheme and the receiver learns the secret w,. That is, if the receiver
generates a valid request in the first step of the transfer phase, there is no way for her to
learn more than the requested secret. If the request is not legitimate, the protocol is aborted
by the honest servers in the third step of the transfer phase. Thus, in both situations, the

following is proved.

Theorem 4.11. The proposed DOT protocol, which is depicted in Figs. 4.1 and 4.2, satisfies
security condition Cy with A0 = k — 1.

4.7 Conclusion

In this chapter was presented a new one-round, polynomial interpolation-based, uncondi-
tionally secure DOT protocol. The protocol significantly improves the security of DOT
protocols. If the efficiency of the protocol is compared to the efficiency of the poly-
nomial interpolation-based DOT protocol presented in [19, 20], it is observed that the
protocol presented in this chapter requires more computation on the servers’ sides, but less
computation on the sender and receiver’s sides, as shown in Table 4.1.

In contrast to the protocol described in this chapter, the DOT protocol proposed in the
next chapter allows a receiver to obtain a chosen secret, even in the presence of malicious
servers which may try to disrupt the protocol’s execution. Some mechanisms are included
in the protocol, so that the secret obtained by the receiver is the chosen secret, in spite of

servers not responding or providing incorrect responses.
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Table 4.1: Efficiency of Distributed Oblivious Transfer Protocols

Party Blundo et al.’s Protocol Proposed Protocol

Sender S 1 distribution of n secrets 1 distribution of n secrets w{, w,, ..., w,
Co(,()o, ClWys ..o Cp1Wy_1>
n masks ¢, ¢, ...,c,_; and
2% (n— 1) masks ry,

1 1 2 2 2

Fogeoos V151505

Receiver R 1 distribution of n private 1 distribution of n private values (0 or 1),
values (0 or 1), 1 polynomial 1 polynomial interpolation
interpolation

Server S, 1 generation of 2 shares n transformations from a (k, k)- to a

(worst case)

from degree 1 polynomials

(k, 2k — 1)-threshold scheme, (n + 1)
transformations from a 2k — 1, 2k — 1)-
toa (2k — 1, 2k — 1)-threshold scheme,
1 transformation from a 2k — 1, 2k — 1)-
to a (k, k)-threshold scheme,

1 generation of the dot product of two
n-tuples, 1 polynomial interpolation
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A Verifiable Distributed Oblivious
Transfer Protocol

In the various distributed oblivious transfer protocols designed in an uncondi-
tionally secure environment, a receiver contacts k out of m servers to obtain one of
the n secrets held by a sender. After a protocol has been executed, the sender has no
information on the choice of the receiver and the receiver has no information on the
secrets she did not obtain. Likewise, a coalition of k — 1 servers is unable to infer any
information, either on the sender’s secrets, or on the receiver’s choice.

These protocols are based on a semi-honest model: no mechanism prevents a
group of malicious servers from disrupting the protocol so that the secret obtained
by the receiver does not correspond to the chosen secret. Actually, to verify the
information transmitted by the servers seems to require some properties difficult to
reconcile: on one hand the receiver has to collect more information from the servers
to discard the incorrect data generated by the malicious servers; on the other hand,
if the receiver is allowed to gather more information from the servers, the sender’s
security may be compromised.

In this chapter is studied the first unconditionally secure distributed oblivious
transfer protocol in the presence of an active adversary who may corruptup to k — 1
servers. In addition to the active adversary, it is also assumed that the sender may
corrupt up to k — 1 servers to learn the choice of the receiver. Similarly, the receiver
may corrupt up to k — 1 servers to learn more than the chosen secret. However, it is
assumed that the sender, the receiver, and the active adversary do not collaborate with
each other. The distributed oblivious transfer protocol allows the receiver to contact

4k — 3 servers to obtain one secret, while the required security is maintained.
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5.1 Introduction

In the unconditionally secure distributed oblivious transfer (DOT) schemes presented
in [8, 19, 20, 74, 78], a sender S holds n secrets and a receiver R wishes to obtain one of
them. The model encompasses a distributed environment including m servers. The sender
distributes shares of the secrets to the servers and does not intervene in the rest of the
protocol. The receiver selects the index of a secret, sends shares of this index to k servers
and receives back k shares allowing her to reconstruct the chosen secret. The security of
these protocols may be assessed thanks to the model defined in Sect. 2.2.3.

In particular, the correctness property (security condition C;) guarantees that the
receiver obtains the secret she has chosen. However, the security model of the protocols
mentioned above is semi-honest, with regards to the servers. That is, no mechanism prevents
a set of up to k — 1 malicious servers from disrupting a protocol such that the secret obtained
by the receiver does not correspond to the chosen secret. Such a mechanism could allow
(a) the servers to check that the requests sent by the receiver are consistent and (b) the
receiver to collect redundant shares to detect and discard inconsistent shares returned by
the malicious servers.

This kind of mechanism is introduced in one of the polynomial interpolation-based
protocols presented by Blundo, D’Arco, De Santis, and Stinson [19, 20]. In this context,

security condition C; is extended to condition C:

Ci. Correctness — If the receiver is not detected as cheating, she is able to determine
the chosen secret once she receives information from the contacted servers, in spite

of up to Ay malicious servers.

The resulting protocol guarantees security conditions C; with 1y, = k — 1, C, with
AR = k =1, C3 with Ag = k — 1 and C, {, despite the participation of malicious servers
to the protocol. Blundo et al. have proved that security condition C, , cannot be satisfied,
for any A- > 0, by one-round DOT protocols. Indeed, when condition C, is satisfied, any
subset of k — 1 shares selected from the k shares collected by the receiver during the
execution of the protocol, cannot give any information on the receiver’s choice. Having
selected a subset of k — 1 shares, the receiver is able to build a request to collect a k-th
share — from a corrupted server — to obtain any secret.

This chapter is organized as follows. The next section shortly describes Blundo et al.’s
protocol [20] and investigates verifiable secret sharing schemes. In Sect. 5.3 a few notations
and definitions used in the rest of the chapter are introduced. Then, in Sect. 5.4, the model
related to the DOT protocol presented in the chapter is described and an overview the

protocol is given. The main components of the protocol are described in Sect. 5.5 and the
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protocol itself is presented in Sect. 5.6. In Sect. 5.7, the security of the protocol is analysed

and a conclusion is given in Sect. 5.8.

5.2 Related Works

Although there have been a few DOT protocols studied in the past 15 years, e.g. [19, 20,
74,78, 101, 102], the verifiability of distributed shares in such protocols was rarely tackled.
The main contribution to the subject was made by Zhong and Yang [101, 102], but the
setting of their proposed scheme is conditionally secure (difficulty to compute a discrete
logarithm).

The first unconditionally secure verifiable DOT protocol is presented. The protocol
is adapted from the main component of the DOT protocol introduced by Blundo et al. [19,
20]. This component is described first.

5.2.1 Blundo et al.’s Distributed Oblivious Transfer Protocol

The basic principles underlying DOT protocols are conceptually similar. In the original
DOT protocol [74] introduced by Naor and Pinkas, as well as in its generalization [19, 20]
presented by Blundo et al., a sender distributes some information amongst m servers so
that, by contacting k servers, a receiver is able to learn only one of the secrets held by
the sender. A simplified overview of the (k, m)-DOT- (’11) presented in [20] is described in
Sect. 2.3.2 and the full description in Sect. 2.3.3.

5.2.2 Verifiable Secret Sharing Schemes

A component common to all unconditionally secure DOT protocols is the threshold secret
sharing scheme introduced by Shamir [89] in 1979 (see an overview of the protocol
in Sect. 2.3.1). In this scheme, a dealer who shares a secret is honest: the m pieces he
generates are built in compliance with the protocol and so, the k pieces used by players to
reconstruct the secret are genuine. In 1985, Chor, Goldwasser, Micali, and Awerbuch [30]
assumed that the dealer could be cheating and transmit some invalid shares to some players.
They introduced the concept of verifiable secret sharing (VSS) to detect any deviation of
the dealer from the sharing protocol. Moreover, during the reconstruction phase, some
malicious players could provide honest players with incorrect shares to make honest players
reconstruct an incorrect secret while they, the dishonest players, would reconstruct the
original secret. Tompa and Woll [96] studied the particular problem of secret sharing in
presence of an honest dealer but also in the presence of dishonest players attempting to

cheat during the reconstruction of the secret.
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Following Chor et al.’s scheme, there have been considerable research on VSS
schemes. It is clear that if a combiner — or a group of players — wants to check the
validity of a reconstructed secret, she needs to collect in addition to k shares, some
verification information. Basically, this verification information may consist of additional
shares (redundancy technique) or longer shares containing verification information (check
vectors technique).

The first unconditionally secure VSS schemes were introduced by Ben-Or, Goldwasser,
and Wigderson [14] and by Chaum, Crépeau, and Damgérd [27]. However, the correctness
of the VSS scheme presented in [27] is not guaranteed: the reconstructed secret may
be incorrect with a very small probability. A similar weakness can be found in [83, 84]
and [34].

The unconditionally secure VSS scheme introduced by Ben-Or et al. [14] tolerates
cheaters — n being the number of players — including the dealer, and is correct without
probability error. This scheme was improved by Cramer, Damgérd, and Maurer [35] and a
simpler version was proposed by Desmedt, Kurosawa, and Van Le [43]. However, in the
original scheme and in its variants, the dealer has to make public the shares of complaining
players. So, cheating players may force the dealer to reveal some shares and consequently
the threshold k cannot be guaranteed. In this scenario, a coalition of k — 1 corrupt servers
(see security conditions C5 and C,) could obtain additional shares to the shares it holds,
and consequently breach the security of the protocol.

In [95], Stinson and Wei introduced an unconditionally secure VSS scheme in which
the shares of the identified cheaters are not made public, but are simply ignored during the
reconstruction of the secret. Therefore, the threshold k of the underlying secret sharing
scheme is not modified during the execution of the protocol. The scheme is correct without
error probability and tolerates up to ¢ = | 7] cheaters. Gennaro, Ishai, Kushilevitz, and
Rabin proposed a VSS scheme [53] similar to Stinson and Wei’s scheme, tolerating also up
tot = L%J cheaters and with no share publicly disclosed. D’Arco and Stinson [40] improved
this VSS scheme in 2002 using a feature introduced in [53] to detect inconsistencies.

However, in [95] and in [40], the detection of cheaters is based on the determination
of a maximum clique in a graph, which is a classical NP-complete problem; thus, the
complexity of these two VSS schemes is not polynomial. Inversely, in [53], the detection
of cheaters is based on the determination of a maximal matching in a graph, which is a
problem that can be solved in a polynomial time [45]. For these reasons, it was chosen
to replace the secret sharing scheme component used in [20] with Gennaro et al.’s VSS

scheme.
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5.3 Preliminaries

Throughout this chapter, operations are executed in a finite field K = GF(p) (p € N,
p prime power). The number of secrets involved in the protocol is n (n > 1) and the
number of servers is m (m > 1). It is assumed that p > max(n,m). In addition, by an
abuse of language, a polynomial and its corresponding polynomial function will not be
differentiated.

The definition of quasi-random polynomial (see Sect. 2.1) is extended to bivariate

polynomials.

Definition 5.1. If [K[X,Y], +, X ]| is the ring of bivariate polynomials over K and
| Ki[X, Y], + | the additive group of polynomials of degree at most k in X and Y over
K, a polynomial F = Zf:o Z?:o fijX tyJ of K [X,Y] is said to be quasi-random, if the
coefficients flj (0<i,j<k,[i,j]#10,0]) are randomly selected in K and the constant
term f o has a predefined value.

Definition 5.2. In a (k, m)-threshold secret sharing scheme involving a dealer D, m players
P, P, ..., P, and a combiner C, if the same polynomial of K, _,[X] is interpolated from
any set of k shares selected from the m shares distributed by the dealer D to players P,

P, ..., P, then the m shares are said to be k-consistent.

Definition 5.3. In a (k, m)-threshold secret sharing scheme involving a dealer D, m
players P, P, ..., P, and a combiner C, if a set of { shares (k < { < m), possibly
including incorrect shares, allows C to calculate the dealer’s secret s, then the € shares

are said to be k-resilient.

Notations:

Ifv =1ff-..,[f,] is an n-tuple of polynomials and i an element of K, the n-tuple

[ 1), f2(), ..., f,@)] is denoted by v(i).

5.4 Model

The setting of protocol presented in this chapter encompasses a sender S who holds n
secrets wy, Wy, ...,w,_; (n > 1), elements of the field K, a receiver R who wishes to
obtain a secret w, (o7 € I, = [0,n—1]), and m servers S; (m > 1 and i € 7, C K", where
|Z,,| = m). Without loss of generality, it is assumed that 7 = {1,2,...,m}. In addition
to these parties, it is necessary to take into account an adversary whose characteristics are
defined below.
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Like other DOT protocols, the protocol is composed of two phases: a set-up phase
and a transfer phase. During the set-up phase, the sender generates a sharing polynomial
for the n secrets he holds and distributes shares of this sharing polynomial to the m servers.
The sender does not intervene in the rest of the protocol. During the transfer phase, the

receiver has to contact ¢ > 4k — 3 servers (¢ < m) to collect enough shares to construct w,,.

5.4.1 Adversary Model

Three parties may try to breach the security of the protocol:

* The sender S, with possibly a coalition of corrupt servers, plotting against the receiver
to obtain the receiver’s choice o. Servers of the coalition make any information they
hold available to the sender. In addition, S distributes correct shares of the secrets

he holds to the servers.

* The receiver R, colluding with corrupt servers to obtain information not only about
the chosen secret w ., but about other secrets too. Here too, the servers of the coalition
share their data with R.

* An active adversary, with the help of a group of malicious servers, who intends to
disrupt the protocol such that the secret obtained by the receiver does not correspond
to the chosen secret. In particular, when they are requested to provide a share,
these malicious servers may not reply or replace the requested share with any value,

designated in this case as an incorrect share.

It is assumed that both the sender S and the receiver R wish to complete the protocol
to allow R to obtain the chosen secret. The adversary collaborates neither with the sender
S nor with the receiver R. Therefore, it is assumed that the set of malicious servers, the
set of servers colluding with S and the set of servers colluding with R are disjoint.

In this chapter, only static parties are considered; the sets of malicious and corrupted
servers are in place before the protocol is executed and their contents do not change during
the execution of the protocol.

In addition, during the execution of the protocol, some servers may be disqualified. Itis
assumed that a mechanism prevents the disqualified servers from keeping on participating

in the protocol.

5.4.2 Communication Model

The protocol requires the availability of private communication channels between the

sender and the servers, the receiver and the servers and amongst the servers. It also requires
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a broadcast channel, allowing all participants to receive simultaneously information sent
by one participant through this channel.

It is assumed that these communication channels are secure, i.e., any party is unable
to eavesdrop on them and they guarantee that communications cannot be tampered with
(see Sect. 2.2.1).

5.4.3 Principle of the Protocol

The protocol introduced by Blundo et al. (see Sect. 5.2.1) is adapted with the following

two modifications:

1. The receiver is allowed to contact more than k servers. However, to prevent the
receiver from obtaining more than one secret (see the impossibility result with
security condition C, in Sect. 5.1), she must be kept from asking information related
to different secrets. Distributing the shares of her secret inputs to ¢ > 4k — 3 servers,
thanks to a VSS scheme, enables the servers to verify that the receiver did not cheat,
to disqualify ¢ < k — 1 servers with incorrect shares and to prepare at least ¢ — ¢

k-consistent shares.

2. The receiver collects at least k + 2¢ shares, including ¢ < k — 1 incorrect shares. An
error-decoding code decoding scheme allows her to interpolate a unique sharing

polynomial R € K, _;[X] and to calculate the chosen secret R(0).

To guarantee the security of the sender and the privacy of the receiver, the sender
and the receiver send shares of their privates values to the servers. That is, the sender
generates a sharing n-variate polynomial from the n secrets he holds and distributes one
share to each of the m servers. Actually, the shares are (n — 1)-variate polynomials. To
obtain a secret w,,, the receiver selects at least 4k — 3 servers, and for each secret input
57 (1 < s < n—1)distributes shares generated by Gennaro et al.’s VSS scheme to these
servers. For each secret input, the VSS scheme allows the majority of honest servers to
identify servers with incorrect shares and to disqualify some of them. If the overall number
of disqualified servers is greater than k, the receiver has cheated and the protocol stops.
Otherwise, servers with inconsistent shares are able to correct them, thanks to an error-
correcting codes decoding scheme. Every server not disqualified returns to the receiver
the evaluation of the (n — 1)-variate polynomial received from the sender at the request
transmitted by the receiver, consisting of n — 1 shares. Using the same error-correcting
codes decoding scheme as the servers, the receiver then is able to determine a sharing

polynomial related to the chosen secret and to calculate this secret.
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5.5 Components of the Protocol

The protocol is mainly based on two components.
The first one is an error-correcting codes decoding scheme [52, 85]. With this scheme,
a participant who has collected k + 2t shares generated by a sharing polynomial of K, _;[X]
is able to determine the dealer’s secret, even if ¢ out of the k + 2¢ shares are incorrect.
The second component is the VSS scheme introduced by Gennaro et al. [53]. This
scheme allows 4k — 3 players which have received shares generated from a sharing
polynomial of K, _;[X] to detect and disqualify up to k — 1 cheating participants (dealer

or players). The scheme also enables the players to prepare k-consistent shares.

5.5.1 Error-Correcting Codes Decoding Scheme

Let D be an honest dealer holding a secret s, #; (i = 1,2, ..., m) aplayer and C a combiner
wishing to obtain s. It is assumed that D uses for example a (k, m)-threshold Shamir’s
secret sharing to generate m shares s; (1 < i < m) from a polynomial f and distributes the
share s; to the player #;. Thus, if C collects k shares from the players, she can reconstruct
s, but if C collects k — 1 or fewer shares, she does not obtain any information on s. It is
also assumed that up to ¢ players may cheat; a cheating player #.., when requested by C to
provide the share s, received from O, may transmit to C a value s, # s,.

If C contacts k players, she will collect k shares (correct or incorrect) and will be able
to interpolate a polynomial f” of K,_,[X] and to calculate s = f’(0). If only one share
is incorrect, s # s. So, C is considered to be allowed to contact £ players (k < £ < m) to
collect some redundant information.

If the ¢ shares are not k-consistent, a protocol is proposed hereafter so thatif £ > k+2¢,
then C is able to reconstruct the original secret, in spite of up to ¢ incorrect shares
transmitted by cheaters. This protocol is adapted from the Reed-Solomon correcting error
technique [85] which allows a decoder, given a list of k£ + 2¢ codes including up to ¢

incorrect codes, to detect that some codes are incorrect, to locate them and to correct them.

Set-up Phase

Each player #; (1 < i < m) is allocated a distinct element @; € K. The values a,,
@, ...,a, are public. The sharing polynomial f = Z,’-‘:_Ol a; X ! where ay=sand q; € K
(1 <i < k—1),is presented under the form of a word @ = [ ay, ay, ..., a,_; | encoded as
the codeword D = [ Dy, D,,...,D,, |, where D; = f(a;) (1 <i < m).

The dealer D distributes [ @;, D; | to the player P; (1 < i < m).

74



5.5 Components of the Protocol

Reconstruction Phase

The combiner C collects ¢ shares (k < ¢ < m), without loss of generality from
players P, 5, ..., %, and checks that the collected shares are k-consistent. To perform
this task, C applies Lagrange interpolation formula on the first k collected shares [ ;, D; |
(1 £i < k) and obtains a polynomial f of K;_;[X]. For all remaining shares [a 9 Dj ]
(k+1<j<¥),C checks that f(«a j) =D;. If the ¢ — k equalities are satisfied, the shares
are k-consistent and C calculates s = f(0).

If incorrect shares were detected, they could be identified and corrected thanks to
algorithms like the Berlekamp-Massey algorithm [15] introduced by Berlekamp. However,
if the main objective of error-correcting codes is to restore original codes from corrupted
codes, the goal here is to reconstruct the polynomial f which was used to generates the
code so as to calculate s = f(0). In other words, the combiner C does not need to identify
the incorrect shares, but needs to interpolate f from the received shares. This is why a
Reed-Solomon decoding algorithm like the algorithm introduced by Gao [52] is preferred.
This algorithm allows C to reconstruct f, in spite of up to t < % incorrect shares.

First, the combiner C generates two polynomials g, and g; such that:
* go(x) = [T (x — @;) and

* g, is interpolated from the received shares D, D,, ..., D,. Thus, g, is the unique
polynomial of K,_,[X] such that g,(e;) = D; for 1 <i < {.

Then, C calculates a partial greatest common divisor polynomial g between g, and g .
This polynomial g is determined using the extended Euclidean algorithm. More precisely,
C determines three polynomials u, v and g verifying ug, + vg, = g and the following
criterion. At each step i of the algorithm, C obtains u;, v; and r; such that u;g, + v;g, = r;.
Ateach step i + 1 of the iteration, the degree of r; ., is smaller than the degree of r; obtained
in the previous step. As soon as degr; < %, the iteration process is stopped and v = v,
and g = r;. Then, C determines the polynomial % which is the polynomial f generated by

D in the set-up phase, and consequently can calculate s = f(0).

5.5.2 Verifiable Secret Sharing Scheme

The setting of Gennaro et al.’s VSS scheme [53] encompasses a dealer © who holds a
secret w, m players Py, P,, ..., %P,,, each of them receiving a (k, m)-threshold share of w
and a combiner C collecting the shares from ¢ (1 < £ < m) players P, P,,...,P,. Up to
t < k participants (dealer or players) may cheat during the execution of the protocol. In

particular, cheating players may provide incorrect shares to C. The protocol guarantees
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that, if £ > 4 + 1, C is able to verify the k-consistency of the shares distributed by 9 and
also to collect a set of k-resilient shares if D is not detected as cheating.

The outline of the protocol is as follows.

First, O generates a quasi-random bivariate polynomial F in K,_;[X, Y]. The poly-
nomial function F(x,i) where i € [ 1,m] is denoted by f;(x). Similarly, the polynomial
function F (i, y) where i € [ 1,m ] is denoted by g;(y). The dealer D distributes to player
P; (1 <i < m) the polynomials f; and g;.

Second, each player #; (1 < i < m) sends to the player ; (1 < j < m) an
element r; ; €p K and then broadcasts f;(j) + r; ; and g;(j) + r;;. From the broadcast

i
values, each player builds the same set of lists { L, L,, ..., L,, } where L; contains Pj if

FiG) +ri; #8;(0) + 1y .

Third, each player transforms the lists L, L,,...,L, intoagraph G = [V, E | where
V={P.Pp....P, and [P.P;| € Eif P, ¢ L; and P; ¢ L;. The following step
allows the players to build three sets H, D and C. The set H contains players whose
broadcast information is consistent with the broadcast information of all other players of
H, D is the group of players whose broadcast information is consistent with the broadcast
information of at least 2¢ + 1 players in H, and C is the set of disqualified players. Players
in D and C may have cheated or they may be honest but have received forged shares from
the dealer.

Remark 5.4. It is important to note that the players in H U D are able to calculate their
correct shares, but may be cheaters, whereas players in C do not hold enough correct

information to reconstruct the shares they should hold.

Applying for example the algorithm described in App. E.3, P; determines a maximal
matching M, of G and builds the set of players H = J{ P, P} where [SD,-, P ] e M,
and the set H = { P, P,, ..., P, } \ H. Then, P; builds the set of players D, thanks to the
following algorithm: for each , ¢ H, P; checks the number n,, of pairs [ P,, P, | in E. If
n, > 2t + 1, then P, is added to D. Otherwise, #, is disqualified and added to the set C of
cheaters.

The last step consists for ; in assessing |H| + |D|: if |H| + |D| < 3t + 1, then D has
cheated. Otherwise, each player #; calculates f;(0).

At the end of the protocol, if  was not detected as a cheater, |H|+|D| > 3¢+ 1 players,
including up to ¢ corrupted players are considered as holding a valid share. Applying for
example the error-correcting codes decoding scheme described in Sect. 5.5.1 allows C to
determine w from the shares collected from the players of H U D.

Like Shamir’s secret sharing scheme, Gennaro et al.’s VSS scheme is perfect, i.e., the

knowledge of k — 1 or fewer shares [ f;, g; | leaves w completely undetermined.
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LetZ,={1,2,...,m} (m > 1) be asubset of K* and Sj be a server such that j € 7.

Input The sender S, contributes with n secrets wg, wy, . ..,w,_; of K
The receiver R, chooses an index o € 7, = [0,n — 1], and contributes
with n — 1 private values 67, 65,...,6,_, € {0,1}

Output R is either detected as a cheater and the protocol stops. Otherwise, if she
follows the protocol, R receives w,,., while S receives nothing.

Phase 1 — Sharing of the Sender’s Secrets

1. § generates an n-variate polynomial function Q(x, y{, y5,...,¥,_1) = P(x) +
Z?:_ll (w; —wg)y; where P € K;_;[X] is a quasi-random polynomial whose
constant term is w,.

2. 8 transmits to the server S, (¢ € 1)) the (n — 1)-variate polynomial function
Ff(yla )’2, .. ayn—l) = Q(f,)’pyb . e 9yn—1)'

Figure 5.1: A Verifiable (4k — 3, m)-DOT-(}) (Set-up Phase)

5.6 Description of the Protocol

This section presents a verifiable DOT protocol (see Figs. 5.1 and 5.2). The protocol is

composed of five phases, described hereafter.

5.6.1 Phase 1 — Sharing of the Sender’s Secrets

The sender S generates a quasi-random polynomial P € K, _,[X] such that
k-1 .
P=wy+ Y aX, where a, €, K,1<i<k-1.
i=1

Then, S generates the n-variate polynomial

n—1

QY1 Y2+ s Yuet) = P+ )~ (@ = wp)y;
j=1

For each index ¢ € 7, S builds an (n — 1)-variate polynomials F, = Q(£,y{, Y2, .- Y1)
and transmits this polynomial to the server S,. The sender does not intervene in the rest of
the protocol.

At the end of this phase, m servers S, including up to k — 1 malicious servers have

received a polynomial F.
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Phase 2 — Sharing of the Receiver’s Secret Inputs

1. R chooses o € I, and I C I, asetof ¢ > 4k — 3 servers to contact.

2. R generates an (n — 1)-tuple ® = [ G,,G,,...,G,_; | of n — 1 quasi-random
bivariate polynomials G, € K,_,[X, Y], where the constant term of G is & . The
polynomial function G(x,i) (i € 1) is denoted by f;(x) and the polynomial
function G(i, y) (i € 7) is denoted by g ;(y).

3. R generates c tuples V; = [flvi’fli""’fn—l,i)] of polynomials (i € 7).
Similarly, R generates c¢ tuples W, = [gl,i’gz,;,-..,gn_l’i] of polynomials
iel).

4. R transmits to S; (i € 7) the pair of tuples [ V;, W, |.

5. Fors =1,2,...,n=1,S; (i € 7)sends to the serverSJ- (j € I)arandom element
Fsij R K.

Phase 3 — Detection of Cheaters

1. S; (i € I)broadcasts f,;(j)+r,; jand g, ;(j)+r, ;. fors=1,2,...,n—1.From
the broadcast values and for s = 1, 2,...,n — 1, S; builds three sets of servers
H, D, and C, following the technique described in Sect. 5.5.2. If |C| > k — 1,
then R has cheated and the protocol stops.

2. S, (i € T)determines H = ﬂ?;ll (H,UD,).If c—|H| > k, then R has cheated
and the protocol stops. Otherwise, the set of indices corresponding to the servers
in H is denoted by 7.

3. S; (i € Iy) calculates ®; = [ Z,(i), Z,(i), ..., Z,_1(i) ]. The share Z (i) (1 <
s < n — 1) is calculated from the values g,(i) (i € Z;) thanks to the error-
correcting codes decoding scheme described in Sect. 5.5.1.

Phase 4 — Computation of the Shares of the Chosen Secret
Each server S; (i € 1) calculates the share u; = F;(®;) and sends it to R.
Phase 5 — Reconstruction of the Chosen Secret

R interpolates a polynomial R of K, _; [ X, thanks to the error-correcting codes decoding
scheme described in Sect. 5.5.1 and calculates w,, = R(0).

Figure 5.2: A Verifiable (4k — 3, m)-DOT- ('11) (Transfer Phase)
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5.6.2 Phase 2 — Sharing of the Receiver’s Secret Inputs

The receiver R chooses the index o € 7, of the secret w,, she wishes to obtain as well as
aset I C 1, of ¢ > 4k — 3 indices of servers. The index o is coded under the form of a
tuple [ 67,65,...,6,_; ] of n— 1 elements of {0, 1 }.

Then, for each secret input &7 , R generates and distributes shares of 6, according to
the VSS scheme sharing phase of the protocol described in Sect. 5.5.2.

That is, R generates for s = 1, 2,...,n — 1, a quasi-random bivariate polynomial
G, € K;_,[X,Y] such that G,(0,0) = &7 . For i € 7, the polynomial function G (x,i)
is denoted by f;(x) and the polynomial function G(i, y) by g ;(y). The polynomial
function Z; by Z,(y) = G,(0, y) is also defined, for s = 1, 2,...,n — 1. The polynomial
Z; € K _1[X] satisfies the ¢ equalities Z (i) = f,;(0) (i € I'). The receiver R distributes
to server S; (i € 1) the two (n — 1)-tuples of polynomials V; = [fl,i’ Soise s Snti ] and
W, = [gl,i’gli""’gn—l,i]'

Then, for s = 1, 2,...,n — 1, each contacted server S; (i € 1) sends to the server S j

(j € I)arandomelement r; ; €p K.

5.6.3 Phase 3 — Detection of Cheaters

This phase, composed of three steps, allows the servers to verify that the receiver is honest,
possibly to detect and identify malicious servers, and above all to calculate the receiver’s

secret inputs shares.

5.6.3.1 Categorization of Servers

Each server §; (i € I) broadcasts f;(j) +ry;;and g ;(j) +r,;;,,fors=1,2,...,n—1.

8,0,J S,J5i°
From the broadcast values, each server builds for each value s = 1,2,...,n — 1, ¢ lists
Ly, Lgy,..., L, where Lg; contains Sj if fi;(j) + Foij # & (i) + Foij-

Then, §; transforms L; |,
(8.8, -8 Vi € D)and [ S, S| € Ejif S; ¢ L ;and S; ¢ L, ;. The next

step consists for each server S; (i € 7) in building for s = 1,2,...,n -1 the sets H, D,

Lis,...,Lg, into a graph G, = [V,,E ] where V; =

s Ms.c

and C,. The set H| is a group of servers in which any server’s broadcast information was
consistent with the broadcast information of all other servers of the group, D, is a group
of servers whose broadcast information was consistent with the broadcast information of
at least 2k — 1 servers in H, and C is a set of servers detected as cheaters. Servers in D,
and C, may be malicious or may be honest but have received forged shares from R.
Using the algorithm described in App. E.3, S; (i € 1) determines, for each value
s (s = 1,2,...,n — 1) a maximal matching M, of G, and builds the set of servers

H, =Ul{S, S; } where [Si, S; ] € M, and the set H, = V, \ H,. Then, S; builds another set
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of servers D, thanks to the following algorithm: for each S, ¢ H,, S; checks the number
n, of pairs [ S,, S, | in G,. If n, > 2k — 1 (i.e., at least k honest players have consistent
information with S,), then S, is added to D,. Otherwise, S, is disqualified and added to
the set C,.

If S; finds out that |Cy| > k — 1, then the receiver R is considered as a cheater and the

protocol stops.

5.6.3.2 Overall Verification

Then, each server S; (i € 1) agglomerates the sets constructed in the previous step. Thus,
H =2} (H,uD,).If S finds out that ¢ — |H| > k — 1, then as in the previous step,
the receiver R is considered as a cheater and the protocol stops.

The set of indices corresponding to the servers in H is denoted by 7. A server
S, belongs to the set D of disqualified servers if d € I \ 7. The servers in O do not
participate to the rest of the protocol.

5.6.3.3 Recovering of Shares

Each server S; (i € 1) calculates the (n — 1)-tuple

@, = [ Z,(), Z,(i),.... Z, (D] .

The share Z (i) (1 < s < n — 1) is calculated from the values 8s.j (i) (j € Z4) thanks to

the error-correcting codes decoding scheme described in Sect. 5.5.1.

5.6.4 Phase 4 — Computation of the Shares of the Chosen Secret

Now, each server S; (i € Z;) holds an (n — 1)-variate polynomial F; as well as an (n — 1)-
tuple ®; = [ Z,(i), Z,(i),...,Z,_;(i) ] of secret inputs shares. Therefore, S, is able to
calculate the value u; = F;(®;).

Each of the servers S;(i € Zy) transmits y; to R.

5.6.5 Phase 5 — Reconstruction of the Chosen Secret

From the collected shares y; (i € H), the receiver R executes the error-correcting codes
decoding scheme described in Sect. 5.5.1 to interpolate a polynomial R of K;_;[X].
Assuming R distributed shares of §7, 85, . ..,d,_; in Phase 2, R can easily calculate w, =
R(0).
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5.7 Security of the Protocol

In this section it is shown (proof sketch) that the proposed protocol satisfies all desirable
conditions C; with Ay = k — 1, C, with Az = k — 1, C; with Ag = k — 1 and C, ;.

5.7.1 Correctness

Because it is assumed that the sender § is honest, each server S; (i € Z,) has received a
correct polynomial F; at the end of Phase 1.

Each of the n — 1 sets H; U D (1 < s < n— 1) determined in the first step of Phase 3
contains at least ¢ — (k — 1) servers holding k-consistent shares. If t = k — 1, the number of
servers in H U D is atleast k + 2¢, including up to ¢t malicious servers, because ¢ > 4k — 3.
It follows that each server S; of H U D, from the shares g, ; (i) (j suchthat S; € H UD,),is
able to interpolate a polynomial f ;’,- thanks to the error-correcting codes decoding scheme
described in Sect. 5.5.1 and to calculate the share Z (i) = f;’i(O). If a server S; was given
an incorrect sharing polynomial f; by R, then f;(0) # f;;(0), but if a server S; (honest
or malicious) was given a correct share by R, then f, ;(0) = f;;(0).

However, the receiver may have cheated by giving inconsistent shares for one secret
input to a group of servers and inconsistent shares for another secret input to another group
of servers. This is why in the second step of Phase 3, each server S; determines the set
C = U?;ll C, composed of the cheaters regarding all the secret inputs. If |[C| > k -1,
then at least one honest server had incorrect shares, which means that this server received
incorrect shares from R. If |C| < k — 1, it cannot be proved that R cheated. It follows that
|H| = ¢ — |C| = ¢ — (k — 1). Again, the parameter ¢ is defined by t = k — 1. Because
¢ > 4k —3,itholds |H| > k + 2t.

Therefore, at the end of Phase 3, each server S; € H, i.e., at least k + 2¢ servers,
including up to # malicious servers, holds an (n—1)-tuple ®; = [ Z,(i), Z,(@), ..., Z,_, (@) |
of k-consistent shares.

The computations executed by the servers S; € H in Phase 4 are therefore correct,
although up to 7 of those servers may be malicious.

In Phase 5, R receives the responses from the servers of H, i.e., at least k + 2t
shares, including up to ¢ incorrect shares. The receiver is then entitled to apply the error-
correcting codes decoding scheme described in Sect. 5.5.1 and calculate the chosen secret
w, = R(0) =0(0,67,65,...,6,_1).

To conclude, condition C] with Ay, = k — 1 is satisfied.
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5.7.2 Receiver’s Privacy

To demonstrate that the receiver’s privacy is guaranteed, it is sufficient to show that the
sender, but also the sender and k — 1 corrupt servers, cannot obtain any information on the
receiver’s choice, during or after the execution of the protocol.

The index o chosen by the receiver is represented under the form of an (n — 1)-tuple
[67,65,...,6._, ] of private values. The receiver’s input to the protocol consists of shares
of these values. That is, each element 6;’, which is either zero or one, is distributed amongst
the ¢ selected servers S; (i € 1), using Gennaro et al.’s VSS scheme. This is achieved by
generating a tuple [ G, G,,...,G,_; | of n — 1 quasi-random bivariate polynomials of
K_[X,Y], such that G(0,0) = &7 .

Note that the polynomial Z; € K;_{[Y] (1 < s < n—1)definedby Z, = G,(0,Y) isa
quasi-random polynomial with a free coefficient Z,(0) = &} . Thus, Z, may be considered
as a sharing polynomial for the value &7 .

For each private value &5, a server S; (i € I) receives two polynomial functions
fsi=Gy(x,i)and g.; = G,(i, y). The server §; is then able to calculate the share Z (i)
since Z (i) = f,;(0). From the received polynomial g ;, S; is also able to determine one
share corresponding to the sharing polynomial f ; received by the server S; (j € 1).
Indeed, S; is able to calculate g, ;(j) = f; ; ().

In order to breach the privacy of the receiver during the execution of the protocol, or
after completion of the protocol, a set of k — 1 colluding servers S, (¢ € 1, C 1) should
be able to determine at least one of the values &; . The set of k — 1 collaborating servers,
however, holds for each value 6;7, k — 1 shares associated with a Gennaro et al.’s scheme.
More precisely, the coalition holds k — 1 shares Z (¢) (¢ € 1)) and also k — 1 shares of
each sharing polynomial f; ; of K;_;[X] (j € 7). The knowledge of a k-th share of f, ;
would allow the coalition to determine Z (j) and by interpolation Z, and then 6; = Z_(0).
But, due to the perfectness of Gennaro et al.’s scheme, every set of k — 1 shares provides
the coalition with absolutely no information about the relevant private value.

Consequently, the condition C, with Az = k — 1 is guaranteed.

5.7.3 Sender’s Security

First, it is shown that during or after the execution of the protocol, the receiver cannot
obtain more than one secret and second, it is demonstrated that a coalition of k — 1 servers

with the receiver is unable to obtain information on the secrets wy, wy, ..., w,_;.
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5.7.3.1 Sender’s Security with Respect to the Receiver

In the original protocol, if the set of indices of the contacted servers is denoted by
I, ={xy,x,,...,x; }, each collected share y; (i € 1) is actually the right member of the

equation:
n—1

w0+Zal +Z(w a)o)Z(z)—/Jl.

So, the receiver R is able to build the linear system of k equations in n + k — 1

unknowns (n secrets, k — 1 coeflicients q;):

Y apx] + wo(l - $12 Z;(x ) + X2l 0, Z,(x)) =
..................................................... (5.1)

ST g+ wo(1 = 520 Z;(x) + B0 w0, Z;(x) = p,
With the protocol presented in this chapter, R collects additional shares. The ¢ > 4k—3

collected shares are consistent, i.e., assuming 7 = 7, U { X1, X9, ..., X, }, R is able to

built the linear system

k—1 j -1 -1
Yioraixy + wg(1=3720Z;(x) + s w,Z;(x))
k— - _

hopn llaxk + wo(l = 021 Z;(x)) + T wiZi(x) = p,,
k-1 -1 -1

Xjo1 @jXpy + ool = Ti0) Z; () + Xj01 02 (X)) = Hy,

Silaxl + wy(1- Y121 Zi(x)) + Y05 wZi(x) = py

I
=
=

5.2)

According to Theorem E.1 (see App. E.1), the two systems (5.1) and (5.2) are identical.
It follows that R can learn a linear combination of secrets, as in the original protocol, by
collecting extra consistent shares. To force R to obtain information on no more than one
secret from the linear combination, the technique described by Naor and Pinkas [74] may
be applied; in Phase 1, S randomly selects n masks ¢y, ¢, . - ., ¢,_; € K. Two polynomials
P; and P, are generated: P, to share the n masked secrets c;w; and P, to share the n masks
¢; (0 <i < n-—1). Phase 3 is executed with the shares of both the masked secrets and
the masks. In Phase 4, in response to the receiver’s request ®;, each server S; (i € Zy)
returns two shares: P, (i, ®;) and P, (i, ®;). From the collected shares, R is able to apply
the error-correcting codes decoding scheme described in Sect. 5.5.1 and calculate the
chosen masked secret and its corresponding mask.

Consequently, with the additional technique introduced by Naor and Pinkas, R cannot

obtain more than one secret. Therefore, security condition C, ; is satisfied.
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5.7.3.2 Sender’s Security with Respect to a Coalition of Servers

Assuming the technique preventing R from obtaining information on more than one secret
is used (see previous section), the initialisation phases of Blundo et al.’s protocol and the
protocol presented in this chapter are the same. So at the end of Phase 1, a coalition of
k — 1 servers holds 2 X (k — 1) sharing (n — 1)-variate polynomials. There is no advantage
for the coalition to collude with the receiver to breach the sender’s security, because the
receiver has no input to contribute to an attack. It follows that the sender’s security with
respect to a coalition of the receiver and k — 1 servers is the same for the protocol presented

in this chapter as for the original protocol, i.e., C3 with A¢ = k — 1 is satisfied.

5.8 Conclusion

In this chapter, a variant of DOT protocol was introduced, allowing a receiver to obtain a
chosen secret, even in the presence of malicious servers (see Sect. 2.2.2). These servers
seek to disrupt the protocol’s execution, either by not responding or by providing incorrect
responses, so that the secret obtained by the receiver is different from the chosen secret.

From a performance point of view, note that Blundo et al.’s DOT protocol [20] is more
efficient than the protocol presented here. This is simply because the components used
in Blundo et al.’s protocol (Lagrange interpolation technique — see Sect. 2.1.1.3 — and
Shamir’s secret sharing scheme [89]) are more efficient than the underlying components
of the protocol presented in this chapter (error-correcting codes decoding scheme [52, 85]
and VSS scheme [53]). However, a performance comparison is of limited relevance since
the security models of the protocols are different.

The protocol described in the next chapter is a 7-out-of-n DOT protocol, allowing a
receiver to obtain ¢ secrets in one round only. The reason for designing such a protocol
is that if a receiver wishes to obtain ¢ secrets with the current one-round DOT protocols,
including the verifiable DOT protocol described in this chapter, she needs to execute the

protocols ¢ times. Of course, this is inefficient.
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The original unconditionally secure distributed oblivious transfer protocol intro-
duced by Naor and Pinkas [74] allows a receiver to contact k servers and obtain one
out of two secrets held by a sender. In its generalized version presented by Blundo,
D’Arco, De Santis, and Stinson [19, 20], a receiver can choose one out of n secrets.

In this chapter is introduced the first unconditionally secure distributed oblivious
transfer protocol which allows a receiver to obtain ¢ out of n secrets in one round only,
provided this receiver communicates with k + ¢ — 1 servers. Like other unconditionally
secure polynomial-based oblivious transfer protocols, this protocol guarantees the
security of the sender and the privacy of the receiver. Furthermore, the sender’s security
is guaranteed even if the receiver corrupts up to k — 1 servers and, symmetrically,
the receiver’s privacy is guaranteed even if the sender corrupts up to k — 1 servers.
The proposed protocol is significantly more efficient than ¢ runs of Blundo et al.’s

1-out-of-n distributed oblivious transfer protocol.

6.1 Introduction

An oblivious transfer (OT) protocol allows two parties — the sender and the receiver
— to exchange, in total privacy, one or more secrets. To increase the availability of the
secrets, the sender distributes them to m servers. This is the case in the original distributed
oblivious transfer (DOT) protocol [74] introduced by Naor and Pinkas, as well as in its

generalization [19, 20] presented by Blundo, D’Arco, De Santis, and Stinson; in these
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protocols, a sender distributes some information amongst m servers so that, by contacting
k servers, a receiver is able to learn only one of the secrets held by the sender.

Basically, these protocols are composed of two phases: (i) the set-up phase and (ii) the
transfer phase. During the set-up phase, the sender generates pieces of his secrets — the
shares — and sends to each of the m servers a different set of shares. In the transfer phase,
the receiver chooses the index of one secret and selects k servers she intends to contact.
Then, she generates shares from the chosen index and sends to each of the k selected
servers a value determined by the calculated shares and by the identifier of the server.
Each contacted server generates a response based on its program and the value sent by
the receiver. The response is sent back to the receiver. After receiving k responses, the
receiver is able to determine the chosen secret. (A detailed overview of the DOT protocol
presented in [20] is described in Sect. 2.3.3.)

It is observed that if the receiver wishes to obtain ¢ > 1 secrets, these protocols have
to be executed ¢ times, involving computation and communication overheads. Note that
executing the set-up phase once and the transfer phase ¢ times is not possible without
compromising the security of the sender. Bellare and Micali [11] introduced an OT protocol
allowing a receiver to obtain 2 out of the 3 secrets held by a sender. This protocol may be
generalized so that the receiver obtains exactly n — 1 out of the n secrets held by the sender.
However, the protocol, as well as similar OT protocols (e.g., [73]), have been studied in
computationally secure settings, not in unconditionally secure settings.

In this chapter is introduced the first unconditionally secure DOT protocol which
allows a receiver to contact K = k+t—1 servers and obtain ¢ out of n secrets (1 < ¢ < n) in
one round only. As in [19, 20, 74], the protocol guarantees the security of the sender and the
privacy of the receiver. Furthermore, the sender’s security is guaranteed even if the receiver
corrupts up to k — 1 servers and, symmetrically, the receiver’s privacy is guaranteed even if
the sender corrupts up to k — 1 servers. The proposed protocol is significantly more efficient
than ¢ runs of the (k, m)-DOT- (’11) presented in [19, 20]. (The notation (a, b)-DOT—(‘CI)
corresponds to a DOT protocol where the sender holds d secrets, the receiver obtains ¢
secrets, b servers receive shares of the sender’s secrets and the receiver needs to contact a
out of the b servers to obtain the chosen ¢ secrets.)

This chapter is organized as follows: in Sect. 6.2 is introduced the security model as
well as the underlying principles of the unconditionally secure (K, m)-DOT- ('Z ) presented
in the chapter. In Sect. 6.3, a brief presentation of the protocol is given. Section 6.4 is
devoted to the detailed description of the protocol and Sect. 6.5 to its security analysis.

The protocol performance is discussed in Sect. 6.6, before the conclusion in Sect. 6.7.
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6.2 Principle of the Protocol

The objective is to propose an unconditionally secure protocol with the same level of security
as in the polynomial interpolation-based DOT protocol introduced by Blundo et al. [19,
20]. As shown by Blundo et al., their protocol satisfies security conditions C;, C, with
Agr = k=1, C3 with Ag = k — 1 and C, | (security conditions and parameters are defined
in Sect. 2.2.3). However, the protocol does not satisfy security condition C, , (the protocol
is insecure as soon as A > 0). It is shown in Sect. 6.5 that the protocol satisfies the same
security conditions, extended to ¢ secrets. Thus, the security conditions C;, C,, C;, and C,
(C4 1 and C, ) described in Sect. 2.2.3 are redefined as shown below.

C}. Correctness —The receiver is able to determine the ¢ chosen secrets once she receives

information from the contacted servers.

C5. Receiver’s privacy — A coalition of up to Ay servers cannot obtain any information

on the choice of the receiver.

Cj. Sender’s privacy with respect to A servers and the receiver — A coalition of up to A
servers with the receiver does not obtain any information about the sender’s secrets

before the protocol is executed.

C,. Sender’s privacy with respect to a ‘greedy’ receiver — Once the protocol has been
executed, a coalition of up to A dishonest servers and the receiver does not obtain
any information about secrets which were not chosen by the receiver. This security
condition may be decomposed into two parts; given the ¢ transcripts of interactions

with the contacted servers,

C, - The receiver does not obtain any information about secrets she did not choose
(1¢ = 0).
Cy . A coalition of up to A¢ (A > 0) dishonest servers and the receiver does not

obtain any information about secrets which were not chosen by the receiver.

In the following sections, it is shown that if the (k, m)-DOT- (’11) presented in [19, 20]
is modified so that the receiver collects K = k +¢ — 1 shares instead of k shares, she obtains
exactly ¢ secrets.

The key idea underlying the ¢-out-of-n DOT protocol presented here is that from
K = k +1t -1 collected shares (1 < K < m), a receiver is able to build ¢ univariate
polynomials of degree at most k — 1 agreeing with k shares. These ¢ polynomials allow
the receiver, who wishes to obtain ¢ secrets, to build a free linear system of ¢ equations in ¢

unknowns. Solving this system results in obtaining the # chosen secrets.
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6.3 Overview of the Protocol

The setting of the protocol is similar to the setting of DOT protocols in [19, 20, 74], i.e., it
encompasses a sender S who owns n secrets w, w,, ...,w, (n > 1) selected in a finite
field K = GF(p) (p € N, p prime power), m servers S; (m > 1 andi € I, C K, where
|Z,,| = m) and a receiver R. In the model considered here, the receiver wishes to obtain ¢

secrets Wg > Wsenv s W

-, amongst the n secrets held by S.

The protocol requires the availability of private unicast communication channels
between the sender and the servers and between the receiver and the servers. Moreover,
it is assumed that these communication channels are secure, i.e., any party is unable to
eavesdrop on them and they guarantee that communications cannot be tampered with (see
Sect. 2.2.1).

The protocol is composed of two phases: a set-up phase and a transfer phase. During
the set-up phase, the sender generates shares of the n secrets he holds and distributes them
to the m servers. The sender does not intervene in the rest of the protocol. During the
transfer phase, the receiver contacts K servers (1 < K < m) to collect enough shares to
CoNSruCt Wy, » Wer s -+ > Wy -

As in other DOT protocols where only a subset of servers are contacted by the receiver
(see [19, 20, 74]), it is also assumed that a mechanism prevents the receiver from contacting
more than the specified number of servers in the transfer phase.

In the rest of this chapter, all computations are performed in the finite field K. It is
assumed that the inequality p > max(n, m) is satisfied. The set of indices of secrets w,
Wy, ...,w, held by S is denoted by 7, = [ 1,n]. In addition, by an abuse of language, a
polynomial F = z§§§ a; X " of K,[X] and its corresponding polynomial function f: K —

K, x— Zf:g aixi will not be differentiated (coefficients a, a, . . ., a, belong to K).

6.4 Description of the Protocol

The set-up phase is similar to the one described in Sect. 2.3.2 except that, to avoid a specific
processing of wy, the form of the sparse polynomial generated by the sender is slightly
modified:

k-1 n
Q(x’y]’st- . ’yn) =a+ Zaixl + Z(wl _a) Xyl’
i=1 i=1
where the coefficients @ and a; (1 < i < k — 1) are elements randomly selected in K.

In the transfer phase, the servers have the same behaviour as in the original protocol.

On the other hand, the receiver:

e Selects K = k +t — 1 servers to contact instead of k servers.
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* Generates ¢ sets of n sharing polynomials instead of n — 1 sharing polynomials. One
set of polynomials is associated with a chosen secret. Since two distinct chosen
secrets produce two secret inputs with two differences (two ‘1’ in different positions
as in the n-tuples [ 1,0,0,...,0]and [0, 1,0,0,...,0]), the receiver is able to use
the same polynomials to share the (n — 2) ‘0’ values in the same positions, which
minimises the number of sharing polynomials to generate. From the K collected
shares, the receiver prepares ¢ sets of k shares (k — 1 shares common to all sets) and
interpolates ¢ polynomials. From each of these # polynomials, the receiver is able to

obtain one secret.

The resulting protocol is described in Fig. 6.1.

6.5 Security of the Protocol

6.5.1 Correctness

The receiver R sends an n-tuple ©; = [Zl(g‘)(j), ZEU')(j), e, Z,EU')(j) ] to each server
S; (1 £ j < k —1). Thus, the response returned to R by S; is

k—1 . n

FO)=a+ ) aj +) (@-a)Z().
i=1 i=1
By construction, for j = 1,2,...,k—land¢ =1,2,...,t, Zl.(crl)(j) = Zl.(gf)(j) =4

It follows that the interpolation of the k shares Fj (G)J-) G=12,....,k—1,k—1+7) gives
a polynomial of K; _;[X],

1

k-1 n
G((T")(x) —a+ Z al-xi + (w; — oz)Zl.((r")(x) .
i=1 =1

The evaluation of G'“¢ for x = 0 is therefore:

k-1 n
G0 0) = a + Z aioi + (w; — Q)Zi(o'e)(()) =W, -
i=1 i=1

1=

To conclude, the protocol is correct, i.e., security condition Cj is satisfied.

6.5.2 Receiver’s Privacy Against a Coalition of Servers

The indices o, € 1, chosen by the receiver are represented under the form of n-tuples

[6?" , 6;‘, e 62" ] of private values, where 6?" =0or 6;.7" = 1. The receiver’s input to
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Let I, (m > 1) be a set of m distinct elements of K* and S ; aserver such that j € 7.

Input The sender S contributes with n secrets w;, w,, ..., w, € K.

The receiver R chooses t indices o, 05, . . ., 0, of 1, and contributes with
t private n-tuples [ 67,65 ,...,6, |, where o = o0},0,...,0,.

Output R receives Wy s Wer s o5 W, while S receives nothing.

)

Set-up Phase

1 - Preparation of a sharing polynomial. The sender S generates a sparse (n+ 1)-variate
polynomial Q defined by

k-1 n
O (5,31, 305 ¥y) =@+ Y @ + ) (w;—a) Xy;,
i=1 i=1

where the coefficients @ and a; (1 <i < k — 1) are randomly selected in K.

2 - Distribution of sharing polynomials. Then, to each server S; (j € 1), S transmits
the n-variate polynomial F; defined by

F] ()’p}’za---a)’n) :Q(j’ylayZ""’yn) .

Transfer Phase

1 - Selection of secret indices and servers. The receiver R chooses the ¢ secrets, We s
Wirys oo W s that she wishes to obtain. The set containing the indices of the ¢ secrets
is denoted by 7, = { 07,05, ...,0,} C 1. The receiver also selects a subset Iy C 7,
containing the K = k +t — 1 indices of the servers she intends to contact. Without loss
of generality, it is assumed that these servers are S|, S, ..., Sk.

2 - Generation of the receiver’s requests. R builds n lists A; = [ A1 Ains s Ajgot ]
(i € 1)) of k — 1 elements randomly selected in K. Then, for o, € 1, from
each list A;, R interpolates a polynomial Zl.((r") € K;_;[X] from the k points of
{[o.67 ] [ |- [2 4] k=12 ] -

3 - Transmission of the requests to the servers. R sends to each server S; an n-
tuple ©; = [Zl(al)(j),Zéal)(j),...,Z,(l(rl)(j)] if ] < j < k-1 and an n-tuple
0, = [zl(”fk“)(j),zz("fk”)(j),...,z,ﬁ”fk“)(j)] ifk<j<K.

4 - Transmission of the requests’ responses to the receiver. When a server S; (j € Iy)
receives a request @, it replies with the share F;(0;).

S - Construction of the requested secrets. For each secret index o, € 1, R interpolates
a univariate polynomial G\ ¢ Ky_;[X] from the k values F;(0;) (1 < j < k-1)
and Fy_;,,(®;_;,¢). Then, R calculates the ¢ secrets w,,, = G70) (L e 1).

Figure 6.1: A One-Round 7-out-of-n Distributed Oblivious Transfer Protocol
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the protocol consists of shares of these values. That is, each server S; (j € Iy ) receives for
each of the n elements 67" a share produced by a (k, K)-threshold Shamir’s secret sharing
scheme [89] (see Sect. 2.3.1).

In order to breach the privacy of the receiver, a set of kK — 1 colluding servers should
be able to determine at least one of the values 6;" . The set of k — 1 collaborating servers,
however, owns k — 1 shares corresponding to each values 6;"’ associated with a (k, K)-
threshold Shamir’s scheme. Due to the perfectness of Shamir’s secret sharing scheme (see
App. A), every set of k — 1 shares provides the coalition with absolutely no information
about the relevant secret.

It follows that security condition Cj is satisfied with a security parameter A = k — 1.

6.5.3 Sender’s Security
6.5.3.1 Sender’s Security Against a Dishonest Receiver

During the transfer phase, R contacts K servers to collect shares. It is assumed that R does
not follow the protocol and sends an n-tuple @; = [ YitsYjas--sVin ] of elements of K
to the server S; (j € Zg). From the K collected shares, R is able to build a linear system
of K equations in k + n unknowns, namely a, ay, a,, ..., a;_1, W, Wy, . .., W,.

This system may also be written under the matrix form 7~ X U = I', where

(1= Xy LN RO L Yii Yiag - Vin
g = _Zi=1)’2,i) Y21 Y22 -+ Yonu
(1-25 yg.) k' K° K vk vko YK.n
l4
a
a
? G (0)
G(Z)(O)
w |l
2
w
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To obtain r linear combinations of the secrets wy, w,, . .., w,, R has to transform the

system 7~ X U = I into an equivalent system 7' x U = I'", where

A B
0 D

’

and A € Mg_,(K), B € Mg_,,(K) and D € M, ,(K). In 7, one can observe a
Vandermonde sub-matrix composed of the columns 2 to k:

11 12 lk—l
21 22 2k—1

The rank of this sub-matrix is k — 1, and so the number of rows of A is at least k — 1.
It followsthat K —r = k+t—1—-r > k— 1 and so r < t. Therefore, R cannot determine
more than r = ¢ linear combinations of secrets.

To force the receiver to obtain information on no more than ¢ secrets from the ¢
linear combinations of secrets, the technique described by Naor and Pinkas [74] may be
applied; in the set-up phase, the sender randomly selects n masks ¢y, ¢5, . ..,c, € K. Two
polynomials QO and Q, are generated (see Sect. 2.3.3), O, to share the n masked secrets
c;w; and Q, to share the n masks ¢; (1 < i < n). In the transfer phase, in response to

the receiver’s request [ Z,(j), Z,(j), - .., Z,(j) ], the contacted server S ; (J € Ig) returns
two shares: Q,(j, Z,(j), Z,(j),..., Z,(j)) and Q»(j, Z,(j), Z,(j), ..., Z,(j)). From the
collected 2K shares the receiver is able to determine exactly r masked secrets and their
corresponding masks.

It follows that the protocol is secure against a dishonest receiver, i.e., security condition
C,  is satisfied.

6.5.3.2 Sender’s Security Against a Coalition of Servers Before the Protocol is
Executed

Assuming the technique preventing the receiver from obtaining information on more
than 7 secrets is used (see Sect. 6.5.3.1), each server S ; (j € 1)) receives two n-variate
polynomial functions from S. More precisely, each server S; receives a list of 2 X (n + 1)
elements: @ + Zf:ll alyjj", a, + Zf:ll az’jji, Clw| — @y, CoWy — @y, ..., Cw, — @), and
€] — @y, Cy — @y, ..., C,a,. The first two elements can be considered as shares generated
by (k, m)-threshold Shamir’s secret sharing schemes whereas the other elements can be

viewed as 2n secrets masked by «; and «,, the masks a; and a, being unknown. To
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determine a or «@,, a coalition of servers would need to obtain the corresponding sharing
polynomial which is of degree at most k — 1. So, the coalition should contain at least k
members. In addition, although each server is able to determine linear combinations of
masks ¢, ¢5, ..., c, they cannot obtain linear combinations of the secrets w,, w,,...,w,,
as shown by Cheong, Koshiba, and Nishiyama [29]. Note that in this scenario, the use of
the technique described in Sect. 6.5.3.1 makes the additional masking of secrets described
in Blundo et al.’s DOT sub-protocol [19, 20] unnecessary (see Sect. 3.5.2).

Furthermore, in this scenario there is no advantage for the receiver to collude with
k — 1 servers to breach the sender’s security, since the receiver has no input to contribute
in an attack.

To conclude, a coalition of the receiver with k —1 servers cannot obtain any information
on the secrets held by the sender before the transfer phase is executed, i.e., security condition

C; is satisfied with the security parameter A5 = k — 1.

6.5.3.3 Sender’s Security Against a Coalition of Servers After the Protocol is
Executed

As in the original protocol, the security of the sender is not guaranteed if servers are
corrupted by the receiver once the protocol has been executed. Actually, if the receiver

corrupts only one server, she is able to obtain all secrets. Indeed, any corrupt server S

(j € 1)) is able to provide the receiver with the elements c,w |-, cow,—ay, . .., c,w,—ay,
€] — @y, ¢, — Qy,...,C, — @,. Moreover, the execution of the protocol gives the receiver
t masks Cop> Copr v o3 C,s @S well as ¢ secrets, Wy Wiy oo Wy Consequently, simple

subtractions allow the receiver to determine «; and @, and hence all masks and masked
secrets. Then, simple divisions allow the receiver to calculate all the secrets w,, w,, . .., w,.
It follows that security condition Cj , cannot be guaranteed for a security parameter

A > 0.

6.6 Efficiency Consideration

In this section, the efficiency of the protocol presented in this chapter is compared to the
efficiency of Blundo et al.’s protocol [19, 20] regarding the number of exchanges amongst
the different parties. To obtain ¢ secrets, the receiver has to run the proposed protocol once
and Blundo et al.’s protocol ¢ times. The results are shown in Table 6.1.

To improve the fairness of the comparison, the masks of the sub-protocol described
in [19, 20] are not taken into account, i.e., the 2 X t X m X (n — 1) shares distributed by the
sender to the servers and the 2 X ¢ X k shares collected by the receiver (see Sect. 3.5.2).
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Table 6.1: Efficiency of #-out-of-n Distributed Oblivious Transfer Protocols

Parties Blundo et al.’s Protocol Proposed Protocol
Sender S — t X 2 X m X n elements of K, 2xm X (n+ 1) elements of K,
Servers §; n polynomial coefficients per ~ n + 1 polynomial coefficients per
server per run per secret to be  server per set of shares returned to
obtained by R R
Receiver R > t Xk x (n—1)elements of K, (k+¢— 1) X nelements of K,
Servers §; 1 share per private value per 1 share per private value per server
server per secret to be obtained
by R
Servers Sj — t X 2 X k elements of K, 2X (k+1t—1)elements of K,
Receiver R 1 share per server per set of 1 share per server per set of shares
shares returned to R per secret returned to R
to be obtained by R

It is observed that in the set-up phase, the sender S transmits around ¢ fewer shares

to the servers S; (i € Z,) in the proposed protocol than in Blundo et al.’s one.

kt
k+t—1

more efficient than the transfer phase of the original protocol executed ¢ times. Note that

Furthermore, the transfer phase of the proposed protocol is around e = times

e belongs to the interval [ 1, k] € Q with the case e = 1 corresponding to the receiver’s

request for r = 1 secret only.

6.7 Conclusion

In this chapter was introduced the first unconditionally secure distributed oblivious transfer
protocol allowing a receiver to obtain ¢ out of n secrets in one round only. The proposed
protocol is significantly more efficient than 7 runs of DOT protocols allowing the receiver
to obtain one secret per run.

Note that the list of the ¢ secrets the receiver wishes to obtain needs to be established
before the transfer phase starts. The two DOT protocols presented in the next chapter also
allow a receiver to obtain ¢ out of n secrets. Additionally, these two protocols enable the

receiver to select a secret based upon the value of the secrets previously obtained.
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Adaptive Distributed Oblivious
Transfer Protocols

A distributed oblivious transfer protocol allows a receiver to choose one out of
the n secrets held by a sender, by contacting k servers. Once the protocol has been
executed, the sender learns nothing about the receiver’s choice and the receiver does
not have information on the secrets she did not choose.

The current unconditionally secure polynomial interpolation-based distributed
oblivious transfer protocols all suffer the same weakness: security cannot be guaranteed
if the receiver, after she has obtained a secret, wishes to obtain a second secret by
contacting, again, k servers.

In this chapter, two unconditionally secure distributed oblivious transfer pro-
tocols are proposed. They allow a receiver to sequentially obtain ¢ secrets, more
efficiently than by simply executing a distributed oblivious transfer protocol ¢ times.
In the first protocol, the number of secrets the receiver can obtain is limited, in contrast
to the second protocol. However, in the second protocol, the contacted servers need
to communicate with each other. In addition, both protocols guarantee the sender’s

and the receiver’s privacy against a coalition of k — 1 servers.

7.1 Introduction

A distributed oblivious transfer (DOT) protocol enables a receiver to contact k servers
to obtain one of the n secrets held by a sender. Once the protocol has been executed, the
sender does not know which secret was chosen by the receiver and the receiver has not

gained information on the secrets she did not choose. Polynomial interpolation-based DOT
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protocols (e.g., [19, 20, 29, 74, 78]) are composed of two phases: a set-up phase, allowing
the sender to generates shares of the n secrets he holds and to distributes them to m servers,
and a transfer phase, enabling the receiver to contact k servers (1 < k < m) to collect
enough shares to determine the chosen secret. The sender only intervenes in the set-up
phase. The receiver obtains the chosen secret in the single round of the transfer phase of
the protocol, a round being defined as a set of consistent requests/responses exchanged
between the receiver and k servers. If the receiver wishes to obtain ¢ secrets, she may use
the t-out-of-n DOT protocol presented in the previous chapter. However, if the choice of
one secret depends on the secrets already obtained (the protocol is said to be adaptive [77]),
the 7-out-of-n DOT protocol presented in Chap. 6 is unsuitable and other DOT protocols
have to be executed ¢ times, resulting in a low overall efficiency.

Recently, Jiang, Li, and Li [65] have proposed an unconditionally secure DOT protocol
with adaptive queries. However, their protocol consists in the repetition of the transfer
phase of Nikov, Nikova, Preneel, and Vanderwalle’s protocol [78]. This technique does not
guarantee the protocol’s security against a dishonest — but not malicious — receiver (see
App. D).

In this chapter, two unconditionally secure DOT protocols with adaptive queries are
introduced; both protocols are adapted from Blundo, D’Arco, De Santis, and Stinson’s
polynomial interpolation-based DOT protocol [19, 20].

In the first one, the servers receive a list of ¢ tokens from the sender and consume a
token of the list for each query prepared by the receiver. Thus, the receiver cannot obtain
more than 7 secrets. This model is well adapted to a single receiver, but for several receivers,
a second protocol is proposed; this protocol accepts an unlimited number of queries. In
this second protocol, servers are allowed to communicate with each other and for each
query, generate new ad hoc secret sharing polynomials.

The chapter is organized as follows. In Sect. 7.2 a few notations and definitions are
introduced. In Sect. 7.3, security and communication models are presented. The first DOT
protocol is described in Sect. 7.4 and the second one in Sect. 7.5. The communication
and computation performance of both protocols is discussed in Sect. 7.6. Finally, a brief

conclusion is given in Sect. 7.7.

7.2 Preliminaries

The settings of the two DOT protocols described in this chapter encompass a sender S
who owns n secrets w;, w,,...,w, (n > 1) selected in a finite field K = GF(p) (p € N,
p prime power), a receiver R who wishes to learn ¢ secrets (1 < ¢t < n), and m servers

S;(m > landi € I, C K', where |7 | = m). All operations are executed in K and it is

96



7.3 Model

assumed that p > max(n, m). Also, the set of indices of secrets w;, w,, . ..,w, held by S
is denoted by 7, = [ 1,n].

7.3 Model

Each protocol is composed of a set-up phase and ¢ transfer phases (run 1 to run ¢). The
receiver wishes to learn a secret w,,, (07y € Z;) inrun £.

During the set-up phase, the sender generates shares of the n secrets he holds and
distributes them to the m servers. The sender does not intervene in the rest of the protocol.
In run ¢, the receiver has to contact k servers (1 < k < m) to collect enough shares to

construct w, .
4

7.3.1 Security Model

The objective is to propose unconditionally secure adaptive DOT protocols with the same
level of security as in Blundo et al.’s protocol [19, 20]. Of course, because of the adaptive
feature of the proposed protocols, it is necessary to adjust some of the security properties,
to extend the original security to ¢ secrets; actually, the same security conditions and
parameters as those described in Sect. 6.2 are adopted. Thus, it is shown that similarly
to other oblivious transfer protocols, the proposed protocols guarantee the following

properties:

* When all participants follow the protocol, R obtains the selected secrets (correctness

is guaranteed, i.e., security condition C{ is satisfied).

* Assuming the servers and S are honest, even if R does not follow the protocol, she
cannot obtain information on the secrets she did not choose (sender’s security is

guaranteed, i.e., security condition Cy , is satisfied).

* Assuming the servers and R are honest, S who may not follow the protocol, cannot
obtain any information on the receiver’s selection. Because S is only involved in the
set-up phase and other participants are not supposed to communicate with him in

the runs, this property is de facto guaranteed.

In addition, because of the distributed setting, the protocols are required to satisfy the

following properties:

* The receiver’s privacy against a passive coalition of k — 1 servers (security condition
C;, with A = k — 1 is satisfied).
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* The sender’s security against a passive coalition of the receiver and k — 1 servers,

before the first run is started (security condition C, with 15 = k — 1 is satisfied).

As in the original protocol, the proposed protocols do not guarantee the sender’s
security against a ‘greedy’ receiver who, once a protocol is completed and she has obtained
t secrets, would corrupt one server. With the additional information collected from the
corrupted server, the receiver is able to determine all secrets (security condition C; with

Ac > 0is not satisfied).

7.3.2 Communication Model

Both protocols require the availability of private unicast communication channels between
the sender and the servers and between the receiver and the servers. It is assumed that
these communication channels are secure, i.e., any party is unable to eavesdrop on them
and they guarantee that communications cannot be tampered with (see Sect. 2.2.1).

In addition, in the first protocol it is assumed that a broadcast channel is available and
in the second protocol, it is assumed that a secure unicast communication channel between
any two servers is available.

As in other DOT protocols where only a subset of servers is contacted by the
receiver [19, 20, 74], it is assumed that a mechanism prevents the receiver from contacting

more than k servers in each run.

7.4 First Distributed Oblivious Transfer Protocol with
Adaptive Queries

In this section, the first protocol is described and its security proved.

7.4.1 Description

The first protocol is a basic adaptation of Blundo et al.’s one-round polynomial-based DOT
protocol [19, 20] (see Fig. 2.1) where the transfer phase is executed ¢ times.

The major characteristics of the adapted protocol are:

* In the set-up phase, the sender generates a list of polynomials Q(Z) 1<t¢<y

instead of a single polynomial Q.

* In run ¢, the contacted servers use the polynomial Q([> to respond to the receiver’s

query.
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To avoid a specific processing of the first secret as in the original protocol, the sparse
polynomial generated by the sender is slightly transformed; in the set-up phase, the sender
selects arandom element @ € K and generates ¢ quasi-random polynomials B((f) 1<t<y),
of K, _[X], such that Bé‘)) (0) = a. The sender is then able to build the ¢ (n + 1)-variate
polynomials

n
Q(f)(x,yl,yz, ceYy) = B(()f)(x) + Z (w; —a)Xy;.
i=1

To transmit a list of ¢ polynomials

1,. 2), . .
Q( )(]’yl’y27"'7yn)7Q( )(]’yl’y27"'7yn)""’Q(t)(]ayl’y27""yn)

to a server Sj, the sender just has to send to Sj the values B(gl)(j), B(()z)(j), e, B((f) (),

W — QW) —Q,...,0, — Q.

n

A server contacted by the receiver needs to know what polynomial Q([) to use, i.e.,
what is the current run number ¢. Therefore, a mechanism is added, to synchronize the
contacted servers thanks to a broadcast channel. Before sending requests, the receiver
broadcasts the number of the next run as well as the list of servers she intends to contact.
On reception of the next run number ¢, a server with a local run number ¢’ checks if
¢’ < ¢ < t. If the double inequality is satisfied, then the server updates its local run number
to £. Otherwise it shuts down since the receiver has either reused a run number or tried to
execute more than ¢ runs. To prevent the receiver from taking advantage of a disconnected
network and to use the same run number for two queries, it is necessary that k > m/2. So,
if a server finds out that the broadcast list contains m/2 or fewer servers, it shuts down.
Moreover, a server which receives a request from the receiver has to check that it belongs
to the broadcast list. Otherwise, it shuts down too.

The DOT protocol introduced by Blundo et al. [19], including the above modifications,

is described in Fig. 7.1.

7.4.2 Security

It is shown that the protocol is correct and guarantees the sender’s security. In addition,
the two scenarios involving a coalition of active parties are considered.

7.4.2.1 Correctness.

In run ¢, a contacted server SJ- (jer (f)) uses the n + 1 elements of K, B(()f) (), w, —a,

w, —a,...,w, — a,to prepare the response sﬁf). We have:

n
5= B () + ) ;=) x D).
i=1
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Let 7, (m > 1) be a set of m distinct elements of K* and S; aserver such that j € 1.
Set-up Phase

1. The sender S selects a random element @ € K and generates ¢ quasi-random

polynomials B(()g) =y al@)X ‘fad<t<o.

2. Then, to each server Sj (j € 1,), S transmits the ¢ + n values B(()l)(j),

Béz)(j), e B(()’)(j), W —a,w,—a,...,w, —a,as well as alocal current run
number initialized to O (it is necessary thatt < p — 1).

Run((1 < <1t)

1. The receiver R chooses the index ¢'” of one secret and generates n quasi-
random polynomials Zl.(é)) (i € 1), of degree at most k — 1, such that

&) (t) )
[zf">(0),zg")(0),...,Z,if)(O)]=[5T 03 50,

n

2. Then, R selects a subset 7 C 1, of k indices and broadcasts the current run

number ¢ as well as the list 7©.

3. Onreception of £ and I O aserver S; (j € 1,) with a local run number ¢’ checks
that £ < t and ¢’ < . If the two inequalities are satisfied, the local run number is
updated with ¢, otherwise, S ; shuts down.

4. Then, R sends to each server S i (jerl (f)) the request
120G 2" (... 2 (D | -

5. When a server S ) receives such a request, it first checks that it is in the list
7O If this condition is satisfied, S ; replies with the share Sﬁf) = B((f) () +
Yicg (w; — @) X Zl.(f) (j)- Otherwise, S; shuts down.

6. Afterreceiving k responses sﬁf) (jel (f)), R interpolates a univariate polynomial

R from the k points [ J, s;.g) ] and calculates the chosen secret: w «) = R(f)(O).

Figure 7.1: Distributed Oblivious Transfer Protocol with Adaptive Queries (Limited
Number of Queries)

The polynomial B((f) is of degree at most k — 1, as well as the polynomials Dl.(f)
(1 <i < n). It follows that the degree of the polynomial R = B(()[) + Z?: | (w; —a) X Dl.(f)
is at most k — 1. With the k values sﬁ.g), the receiver is therefore able to interpolate this

polynomial R. Thus, the receiver can calculate
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RY(0) = (B(()f) + ) (w;— @) x DY ) 0)

i=1

=B (0) + ) (w; —a) x D7 (0)

i=1

n
©
:a+2((ui—a’)><6f

i=1

It follows that R(f)(O) = a+ (w,0 — @) = w,o. Therefore, the protocol is correct

(security condition Cj is satisfied).
y 1

7.4.2.2 Sender’s Security.

It is assumed that R does not follow the protocol and in run ¢ (1 < ¢ < ¢) sends an

¢ .
n-tuple yJ(, ) = Vi 1 yi;"),z’ cees yl.}m,” of elements of K to the server Si;‘”) (15.5) er =
{igf), ig), e, i,(f) 1. After t runs have been executed, R has collected k¢ shares and is
able to build a linear system of kt equations in (k — 1)t + n + 1 unknowns, namely ail),

1 1 2 2 2 t t t
aé),...,a,(c_)l,ai ),aé),...,algjl,...,ai),a;),...,a,(cjl,a,wl,a)z,...,wn.

If we denote

GO @O Ly A= (12 -0 i)
(O\T (042 (O¢ O _ (1 _n OO
o |G @ | |80 = (12 T @ -0 @)
r,c . . . 4 r .
O\ (042 (O¢ .
(lr ) (lr ) e (lr ) Z}(,[) = (1_27=1 (a)lfﬁ{”)_a)Dj(f)(li[)))
&) &) (3}
1 51 a4y
) RG L0
yO =2 | 50| aa a0 2|,
© © ©
Yy Sk Ay

the system built by R may be written under the matrix form 7~ X U = S, where:
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)
ey
) M 0 : M
V-1 0 0 Y, L s
) @ 4@ @)
|0 Vi - 0 z, Y, _ s
I = ' . ' ) ‘ ], U=| «a and S=|
: : : : o :
0 o ... v O yoO s®
k1 k
k W,
w

n

To obtain r linear combinations of the secrets @, w;, w,, ..., w,, R has to transform
the system 7~ x U = S into an equivalent system 7' X U = §’, where

A A
0 A

7' =

and Ay € My, 1-1y/(K), Ay € My ) (K) and Az € M, (K).
By moving each k-th row of 7 at the bottom of the matrix, we obtain a new matrix
equivalent to 7 :

(1 @® (1
Vil ko1 0 . 0 z, ., Y.
(2) 2 2)
0 Vel - 0 z, Y.
) ® )
0 0 oo Veliia z, Y.
(1)1 (1)32 (k=1 (1 1
G R G R e
(2)\1 .(2)12 ONk-1 @) ()
h h e @) Loy,
(151 +(1)\2 (1) \ k-1 ) )
(i) (i) o @) 2 Y,

In this matrix, we observe t Vandermonde submatrices (Vk(f)l w1 (1 < € < 1)equivalent

to identity matrices Z_; ;_;. It follows that 7~ is equivalent to the matrix:
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1 0 0 * %

0 1 0 * *

%

, 0 0 1 s *
T = (D1 (D82 (k-1 (D )
G G o G L Yy,

O NEEPRON D\k-1 () (@)

G G s G e Y,

(1)1 -(1)\2 (1) k-1 ) ()

@) @) . ) LY,

The rank of the upper left corner (k — 1)t X (k — 1)t sub-matrix is (k — 1)z, and so
the number of rows of A, is at least (k — 1)z. It follows that kt —r > (k— 1)t andsor < t.
Therefore, R cannot determine more than r = ¢ linear combinations of secrets.

To force R to obtain information on no more than ¢ secrets from the ¢ linear combina-
tions of secrets, the technique described by Naor and Pinkas [74] may be applied; in the
set-up phase, S prepares a set of n random masks ¢, ¢,,...,c, € K*. For each run ¢, two
polynomials ng) and Qéf) are generated (see Sect. 2.3.3), Qig) to share the n masked secrets
c;w; and Qg)) to share the n masks ¢; (i € 7). Inrun £, in response to the receiver’s request
(Di‘;) (), Df) (g, D,(f) (j) ), the contacted server Sj (j € I(f)) returns two shares:
0\, D7), DY (), .. DV (1)) and 057 (j, DI (j), DY (), - .., D (j)). Tn each
run, from the collected 2k shares, R is able to determine exactly one masked secret and
its corresponding mask, and finally the chosen secret. Note that the use of this technique
makes the additional masking of secrets described in Blundo et al.’s DOT sub-protocol [19,
20] unnecessary.

Thus, the sender’s security is guaranteed (security condition Cj ; is satisfied).

7.4.2.3 Receiver’s Privacy against a Coalition of Servers.

In run ¢, the index ¢ chosen by the receiver is represented under the form of an n-tuple
6f([), 55([), e, 62([) ] of private values. The receiver’s input to the protocol consists of
shares — generated by a k-threshold Shamir’s scheme — of these values. This is achieved
by generating n quasi-random polynomials D%f), Df), cees fo), of degree at most k — 1,
such that Dl.(f) (0) = 65(0
In order to breach the privacy of the receiver, a set of k — 1 colluding servers should
be able to determine at least one of the values 6f (f). The set of k — 1 collaborating servers,
however, owns k — 1 shares corresponding to each values 6f(f) associated with a k-threshold
Shamir’s secret sharing scheme. Due to the perfectness of Shamir’s secret sharing scheme

(see App. A), every set of k — 1 shares provides the coalition with absolutely no information
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about the relevant secret. That is, the inputs of the receiver guarantee her privacy (security
condition C; with Ay = k — 1 is satisfied).

7.4.2.4 Sender’s Security against a Coalition of the Receiver and Servers before
the First Run.

Assuming the technique preventing the receiver from obtaining information on more
than ¢ secrets is used (see Sender’s Security above), each server S i (j € 1) receives
2t n-variate polynomial functions from S. More precisely, each server §; receives a list
?J) ! B(g) = o+ 35 a(g)Jl clwy — ajy,

Crly — A, ...,CW, — @ and €| — @y, C) — Ay, ...,C, — @,. The first 2t elements can

of 2 X (n + t) elements: B(f) =+ Zl 1 a

be considered as shares generated by (k, m)-threshold Shamir’s secret sharing schemes
whereas the other elements can be viewed as n secrets masked by @ and «,, the masks a,
and a, being unknown. To determine @ or «,, a coalition of servers would need to obtain
the corresponding sharing polynomial which is of degree at most k — 1. So, the coalition
should contain at least kK members. In addition, although each server is able to determine
linear combinations of masks ¢y, ¢,, . . ., ¢, they cannot obtain linear combinations of the
secrets wy, w,, . . . ,w,, as shown by Cheong, Koshiba, and Nishiyama [29].

Note that in this scenario, there is no advantage for the receiver to collude with k — 1
servers to breach the sender’s security, since the receiver has no input to contribute in an
attack.

To conclude, a coalition of the receiver with k —1 servers cannot obtain any information
on the secrets held by the sender before the first run is executed (security condition C; with
A5 = k — 1 is satisfied).

7.5 Second Distributed Oblivious Transfer Protocol with
Adaptive Queries

In this section, the second protocol is described and its security proved.

7.5.1 Description

The major problem with the current unconditionally secure polynomial-based DOT pro-
tocols [19, 20, 74, 78] is that when the receiver sends the same request to a server in
two different runs, she obtains the same response. Thus, she is able to reuse responses
from previous queries, which allows her to request additional shares and obtain additional

secrets. The key idea of the second protocol is to force a server contacted in different runs,
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Let 7., (m > 1) be a set of m distinct elements of K* and S ; aserver such that j € 1.
Set-up Phase

1. The sender S selects a random element @ € K. Then, S generates a quasi-random
polynomial By, of degree at most k — 1, such that B,(0) = a.

2. Then, to each server S ) (j € 1), S transmits B(j) and the n elements of K,

W — QW) —Q,...,0, — Q.

Run¢ (€ > 1)

1. The receiver R chooses the index ¢*) of the secret she wishes to obtain. She

also generates n quasi-random polynomials Zi(g) (@ € 1) of K;_;[X], such that
0O

PO T2
[2°0.200....2°00] = 6”56 |

2. Then, R selects a subset 7 1, of k indices and sends to each server §;
(j e I(f)) a request [fo)(j), Zéf)(j), R Z,(f)(j) ] as well as the list 7.

3. When a server §; receives such a request, it generates a quasi-random polynomial
C]@, of degree at most k — 1, such that C](.f) (0) = By(j). The server S ; distributes

to each server S, (i € 7 (6)) the share CJ(.K) (). Each server S; calculates

. , d
By i)=Y, ¢Pirx || o= (7.1)
je]m der? :
d#i

and replies to R with the share sl@ = Béf) (i) + Z;-l:] (w i~ ) X DJ(.[) (i).

4. Afterreceiving k responses sl@ ier © ), R interpolates a univariate polynomial
R from the k points [i, s

i

] and calculates the chosen secret: w ) = R® (0).

Figure 7.2: Second Distributed Oblivious Transfer Protocol with Adaptive Queries (Un-
limited Number of Queries)

with the same request, to respond with — possibly — different shares. To achieve this, it is
proposed that the servers generate a new polynomial Q(f) for the run ¢ instead of reusing
the same polynomial Q in each run as in Sect. D.

In the original protocol, it is observed that the polynomial B, generated by the sender
can actually be considered as a sharing polynomial for the value w,,. Consequently, applying
the redistribution technique introduced by Desmedt and Jajodia [42], the servers contacted

in run ¢ are able to calculate a new sharing polynomial, B((f), for w. The polynomial Q(f)
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is then defined by:

n—1

0“0,y Y2 ) = B0 + Y (@ = wg) X ;.
i=1
To avoid a specific processing of w,, the sparse polynomial generated by the sender is
slightly transformed and the following modifications is introduced in Blundo et al.’s DOT

protocol:

* In the set-up phase, the sender randomly selects an element @ € K. The quasi-random

polynomial B is such that By(0) = a and the coeflicient of y; is w; — a (1 <i < n).

e Inrun ¢, in addition to the n values Dif) (), Dg) () R D,(f) (j) sent to the server
S; (e I ([)), the receiver sends the list 7©) of contacted servers.

* Each contacted server S; generates a quasi-random polynomial C](.g), of degree at
most k — 1, such that C{”(0) = By(j). Then ; distributes C{”(i) to S; (i € 7).
With k shares CJ@ (i), each server S; calculates

B (i) = Z i) x ]_[ d‘ii.

jer® der?
d#i

9]

i

* The response s
By (i).

returned by S; to the receiver is then built on B((f)(i ) instead of

The resulting protocol is described in Fig. 7.2.

7.5.2 Security

The sender’s security, the receiver’s privacy against a coalition of servers and the sender’s
security against a coalition of the receiver and k — 1 servers before the first run are the
same as in the first protocol. Indeed, the redistribution protocol is secure and the receiver’s
contribution is exactly the same.

Now, it is shown that the protocol is correct.

At the end of run ¢, the receiver has collected k shares s;?) (jerl (6)) and interpolates

R0 = Y (10 []+4).

ier® ier'®
J#l
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We show that R*”) 0) = w,0.

ROW0)= ((Bg")(i)+zn:(wj—a)xDJ(-C)(i))>< [ j{i)
j=1

ier® e ©
J#i
. n .
_ ) ; J _ ) ; J
= 3 (#@x [T 2£5)+ 2% w-mxnfax [ )
ier® ier? J=l"ier® ier"
J#i J#i
=R, =R,

If we replace B(()f) with its value (7.1), we obtain

J )
_ re J
ri= 3 (2 c'ox [] 75)x[]+5)
ier©  jer® der® ier®
d#i j#i
=Y (X crax [175)< 1)
j d—i j—i
jer®  jer® der® ier®
d#i j#i
-3 o [
jer® jer®
j#
= ), Box [ | =5
jer® ier® !
J#

In addition, we have

j=1
n
5 )
- Z (‘”f' - “) j
j=1
=a)e(€> 04

It follows that R®” O) =R +R,=w,n. Therefore, the protocol is correct (security

condition Cj is satisfied).

7.6 Efficiency Consideration

In Table 7.1, the main computations performed by each party are listed for Blundo et al.’s

DOT protocol repeated ¢ times, and for the two DOT protocols proposed in this chapter.
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Table 7.1: Computation Efficiency of Adaptive Distributed Oblivious Transfer Protocols

Party Blundo et al.’s First Adaptive Second Adaptive
DOT protocol DOT protocol DOT protocol

Set-up Phase(s)

S 2t sharing 2t sharing 2 sharing
polynomials polynomials polynomials

Run?¢ (1 < <1)

R n — 1 sharing n sharing n sharing
polynomials, polynomials, polynomials,
2 interpolations, 2 interpolations, 2 interpolations,
1 division 1 division 1 division

S, (el 2 (n — 1)-tuple 2 (n - 1)-tuple 2 sharing
products products polynomials,

2 interpolations,
2 (n— 1)-tuple
products

The polynomial B, generated by the sender in the £-th execution of Blundo et al.’s protocol
is denoted by B(()f) (1 < ¢ < t) and the transfer phase of the £-th execution of Blundo et al.’s
protocol is called run .

Similarly, Table 7.2 lists for Blundo et al.’s DOT protocol repeated ¢ times, and for
the two adaptive DOT protocols presented in this chapter the number of shares exchanged
between the sender and the servers, the receiver and the servers, and amongst the servers.

To improve the fairness of the comparison, the masks of the sub-protocol described
in [19, 20] are not taken into account, i.e., the 2 X t X m X (n — 1) shares distributed by the
sender to the servers and the 2 X ¢ X k shares collected by the receiver.

The computation and communication performance of the first protocol are close to
the performance of Blundo et al.’s protocol executed ¢ times (see Tables 7.1 and 7.2). The
second protocol requires more computation on the servers’ sides, but less computation on
the sender’s side, as shown in Table 7.1. In addition, the number of shares exchanged in
the second protocol is slightly higher than the number of shares exchanged in the original
protocol (see Table 7.2), due to the redistribution of the secret values @ and @, amongst

SErvers.
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Table 7.2: Communication Efficiency of Adaptive Distributed Oblivious Transfer Protocols

Party Blundo et al.’s First Adaptive Second Adaptive
DOT protocol DOT protocol DOT protocol
Set-up Phase(s)
Sto Sj 2tn shares: 2(n + t) shares: 2(n + 1) shares:
(1<j<m) B3 (1), B}y (i), By (j);
B“)( ), B@)( ), B, o(j),
Clw — Coy, Cwy — @y,
C2w; = €Wy, BOG), o
RN B(l)(]) Cpwy — y,
€@l = Q00 p) D), ‘T
C] - Co, R
C Cp» Cn - a'2
2 0 (l) (])
’ clwl o,
Ch-1 — Co _
1<t<t) W2 = ¥
c,w, — @,
€1 — @y,
Cy — @y,
Cp— @
Run/ (1 <¢<¥%)
RtoS; (i € I(g)) n — 1 shares: n shares: n shares:
D (), D), DY (),
D“’m, DY), DY (),
P, (i) D, (i) D, (i)
S;toRG e (5)) 2 shares: 2 shares: 2 shares:
5O NGy NGy
1,i 1, 1,
(é’) (f’) (5)

l J

11

11

SitoS; (iel
and j € 79

2(k — 1) shares:
(i,

C“ ()
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7.7 Conclusion

In this chapter were presented two polynomial interpolation-based unconditionally secure
DOT protocols. Both protocols have the same levels of security and performance as
Blundo et al.’s DOT protocol. In addition, they allow one or more receivers to adaptively
obtain several of the sender’s secrets.

In the next chapter is proposed the first information-theoretically secure threshold
one-round DOT protocol, satisfying the four security conditions defined by Blundo et al.
(see Sect. 1.3.2). This protocol allows a receiver to obtain a secret, provided she contacts
at least k servers, where k is a fixed parameter of the protocol.
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An Information-Theoretically Secure
Threshold Distributed Oblivious
Transfer Protocol

The unconditionally secure distributed oblivious transfer protocol presented by
Blundo, D’Arco, De Santis, and Stinson at SAC 2002 [19] allows a receiver to contact
k servers and obtain one out of n secrets held by a sender.

Once the protocol has been executed, the sender does not know which secret
was selected by the receiver and the receiver knows nothing of the secrets she did
not choose. In addition, the receiver’s privacy is guaranteed against a coalition of
k — 1 servers and similarly, the sender’s security is guaranteed against a coalition of
k — 1 servers. However, after the receiver has obtained a secret, she is able to learn
all secrets by corrupting one server only. As a consequence, an external mechanism
is required to prevent the receiver from contacting more than k servers.

The one-round distributed oblivious transfer protocol proposed in this chapter is
unconditionally secure, allows the receiver to contact k servers or more, and guarantees
the sender’s security, even if the receiver corrupts k — 1 servers after having obtained

a secret.

8.1 Introduction

A distributed oblivious transfer (DOT) protocol enables a receiver to contact at least k
servers to obtain one of the n secrets held by a sender. Once the protocol has been executed,

the sender does not know which secret was chosen by the receiver and the receiver has not
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gained information on the secrets she did not choose. In some DOT protocols (e.g., [8,
19, 20, 29, 74, 78]), a restriction is observed in the definition above: the receiver is not
allowed to contact “k or more” servers to obtain the chosen secret, but exactly k servers. If
the receiver contacts more than k servers, the protocol’s security is compromised. This is
especially surprising for polynomial interpolation-based protocols which rely on Shamir’s
secret sharing scheme [89]. Indeed, Shamir’s scheme allows a party to obtain a secret
shared amongst m other parties, by contacting k or more of these parties. It may seem
curious that this threshold property is not inherited by the DOT protocols themselves.

This chapter introduces the first information-theoretically secure threshold one-round
DOT protocol. That is, the number of servers the receiver needs to contact to obtain a
secret is not limited to k. Moreover, unlike other unconditionally secure DOT protocols,
the proposed protocol satisfies security conditions C;, C, for a coalition of any size (i.e.,
Agr = m, where m > 1 is the number of servers participating in the protocol), C5 for
Ag = k-1, and C, for Ac = k — 1 (security conditions and parameters are described in
Sect. 2.2.3). Actually, Blundo, D’Arco, De Santis, and Stinson [19, 20] have proved that
condition C, cannot be guaranteed with a one-round DOT protocol for A > 0, a round
being defined as a set of consistent requests/responses exchanged between the receiver
and ¢ > k servers. To circumvent this limitation, the commodity-based model introduced
by Beaver [5] is used. More precisely, the protocol is based on Rivest’s trusted initializer
oblivious transfer protocol [87]. In Rivest’s protocol, an additional party — the trusted
initializer — is involved in the set-up phase; he generates and distributes random values,
but receives nothing from other parties (in particular, he obtains neither the sender’s secrets,
nor the receiver’s choice). In addition, the proposed protocol has an efficiency similar to
the efficiency of the full protocol presented by Blundo et al. [19, 20].

This chapter is organized as follows. In Sect. 8.2, an overview of the oblivious transfer
protocol proposed by Rivest [87] is given. Section 8.3 introduces some definitions and
notations, as well as the security model related to the proposed protocol. The protocol itself
is described in Sect. 8.4 and its security is analysed in Sect. 8.5. The following section
(Sect. 8.6) is devoted to the performance of the protocol and the last section (Sect. 8.7)
concludes the chapter.

8.2 Background

The oblivious transfer protocol presented by Rivest [87] is based on the protocol introduced
by Bennett, Brassard, Crépeau, and Skubiszewska [12], adapted to the trusted initializer

model.
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In Rivest’s protocol, a sender S holds two secrets wy, w; € [0,1]° (£ € N, ¢ > 0)
and a receiver R wishes to learn the secret w, (e =0 ore = 1).

In the set-up phase, a trusted initializer 7~ gives to S two random ¢-bit strings r, and
ry. Then, 7 selects a random bit d and sends the pair [ d,r; | to R.

In the transfer phase, R selects the index e of one secret and transmits c = e ®d to S.
The sender S replies with two values f, = wy ® r, and f; = w; & r;_.. To obtain w,, R
calculates f, @ ry.

Clearly, the receiver obtains one secret only and the sender cannot determine which

secret was chosen by the receiver.

8.3 Preliminaries

8.3.1 Notations and Definitions

The setting of the DOT protocol described in this chapter encompasses a sender S who
OWNS 1 Secrets wy, w,,...,w, (n > 1) in a finite field K = GF(p) (p € N, p prime
power), a receiver R who wishes to learn a secret w, (1 < e < n), a trusted initializer 7~
who generates random elements of K and m servers S; (m > 1 and i € I, C K", where
|Z.,| = m). It is assumed that p > max(n, m) and that all operations are executed in K. The
set of indices of secrets w;, w,, . ..,w, held by S is denoted by 7, = [1,n].

The protocol is composed of three phases: a set-up phase, a commodity acquisition
phase and a transfer phase. In the set-up phase, for each secret the sender generates shares
thanks to a (k, m)-threshold Shamir’s secret sharing scheme [89] (1 < k < m). Then,
the sender distributes the shares to the m servers and does not intervene in the rest of the
protocol. In the commodity acquisition phase, the receiver contacts the trusted initializer
who generates and distributes consistent masks to the m servers and to the receiver. The
trusted initializer’s presence is only required in this phase. In the transfer phase, the receiver
has to contact ¢ servers (k < t < m) to collect enough shares to construct w,.

The protocol requires the availability of unicast communication channels between
the trusted initializer and the servers, between the trusted initializer and the receiver and
between the sender and the servers. The receiver sends requests to the servers thanks to
a broadcast channel and collects responses thanks to unicast channels between servers
and herself. It is assumed that these unicast channels are secure, i.e., any party is unable
to eavesdrop on them and that all channels guarantee that communications cannot be
tampered with (see Sect. 2.2.1).

Since security conditions are linked to the quantity of information received by parties,

it seems appropriate to use Shannon’s entropy function [90, 91], and more generally

113



An Information-Theoretically Secure Threshold DOT Protocol

information theory, to demonstrate the security of the protocol (see Sect. 2.1.3 and for

more details on information theory, see for example [33]).

8.3.2 Security Model

In this chapter, an active adversary (see Sect. 2.2.2) is assumed. This adversary wishes to
obtain information he is not entitled to have, without aborting the protocol or providing
the receiver with a forged secret. That is, all parties wish to complete the protocol to allow
the receiver to obtain the chosen secret. In particular, the trusted initializer and the sender
are honest. However, some servers may actively collaborate to determine the receiver’s
choice or the sender’s secrets. The receiver may also actively cheat by corrupting servers,
before or after the protocol is executed. In both cases, the receiver has of course access to

all data held by the corrupted servers.

8.4 Protocol Description

The key idea underlying the DOT protocol presented in this chapter is to extend Rivest’s

OT protocol in two directions:
1. Generalization to n secrets
2. Introduction of a distributed model with m servers

Furthermore, to prevent the servers from learning the sender’s secrets, they receive
shares of the secrets held by the sender. These shares are generated thanks to Shamir’s
secret sharing schemes [89] (see Sect. 2.3.1).

In addition, to guarantee that the contacted servers do not receive requests related to
different secrets, they all receive the same request broadcast by the receiver.

The full protocol is described in Fig. 8.1.

8.5 Security of the Protocol

8.5.1 Formal Model

To prove the security of the protocol, a formal model similar to the model introduced by
Blundo et al. [19, 20] is used. In this model, it is assumed that the parties execute publicly
known programs whose data are private. These data are described by the following discrete

random variables shown on Fig. 8.2.
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Let 7., (m > 1) be a set of m distinct elements of K* and S ; aserver such that j € 1.

Input The sender S contributes with n secrets w,, w,,...,w, € K
The trusted initializer 7~ generates n sets of m random masks and
randomly chooses one of the n sets
The receiver R chooses an index e € Z, = [ 1,n], and contributes
with a cyclic permutation 7 € S,

Output R receives w,, while S and 7 receive nothing.

Set-up Phase

1 - Preparation of shares. For each secret w; (i € 1), the sender S generates, thanks to
a (k, m)-threshold Shamir’s secret sharing scheme, a sharing polynomial F; of K, _,[X],
such that F;(0) = w;.

2 - Distribution of shares. To each server S; (j € 1,), S transmits the n shares F (j),
E5(), .- F, ().

Commodity Acquisition Phase

1 - Preparation of masks. The trusted initializer 7~ generates mn random masks r; ; € K
(j € 1,1 € 1)) and one random index s € 7, .

2 - Distribution of masks. 7 distributes the n masks r s FjseosTjn O the server S ;

(j € 1,,,) and the index s as well as the m masks r s tO the receiver R.

Transfer Phase

1 - Selection of the secret index and generation of the corresponding request. The
receiver R chooses a secret index e € 7, and generates the cyclic permutation 7 € S,
which satisfies w(e) = s.

2 - Selection of servers and broadcast of a query. R selects asubset 7 C 1 oft > k
indices and broadcasts a query containing the first cyclic permutation item, (1), as
well as the list 7.

3 - Responses of the servers. Each server S, such that £ € 1 returns u,; = F;(£) +7¢ 1
(ie€l)toR.

4 - Construction of the requested secret. For each of the ¢ responses i, ,, R calculates
the share u, , — r,; = F,({), interpolates F, and obtains w, = F,(0).

Figure 8.1: Threshold Distributed Oblivious Transfer Protocol — Overview

By extension, if X; is a random variable which describes a datum x; held by a
server S; (j € L) and G = [j,jp,---,J, | is a list of ¢ indices of I, (t € [1,m]),

IR ‘,2,...,ij] is denoted by X; =

[le X, X ] By simplification, X7 is denoted by X.

the random variable describing the sequence [x- X;

« Eachsecretw; € K (i € T,) is described by a random variable W' and the sequence of

secrets wy, w,, . . ., w,, by the random variable W = [ Wl, W2, N ] Moreover,
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W. s

Beusted

Initializer 7

Rmg, Rss

Figure 8.2: Threshold Distributed Oblivious Transfer Protocol — Random Variables
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if e € I, the sequence [Wl, w2, . oweb wet wet? W"] is denoted by
we.

The secret index e € Z, chosen by R is described by the random variable E.

The random variable M; (J € Iy, i € 1) corresponds to the mask r;; and the
random variable M; (j € I,,)) to the n ordered masks [ Fitstjos--sTjn ] distributed
by 7~ to the server S; (i.e., M; = Mf“ = [M}.M;,... .M} ). Similarly, the random
variable F' is associated with the polynomial F; € K,_,[X] (i € I,), the random
variable F ; (i € 1,,,j € 1) with the share F;(j) and the random variable F L€ 1)
with the n shares F(j), F5(j), ..., F,(j) distributed by S to the server Sj (.e.,
Fj = Ff“ = [F}, F?, o ,F;-’ ]). Note that K, _;[X] is a finite field isomorphic to KX
since each polynomial F' € K, _;[X] can be represented by an k-tuple of coeflicients,
elements of K (see Sect. 2.1.1.2). Therefore, the random variable F associated with

the polynomial F € K, _,[X] is well defined.

In addition, the random index s € Z, chosen by 7 is described by the random
variable S. The notation M ; corresponds to the random variable describing r; ; and
M’ is a shorthand for [Mjl,sz, . ,Mjm] where I = {ji,jos--sJm }-



8.5 Security of the Protocol

* The cyclic permutation 7 € S, is described by the random variable Q:

HQ|E,S)=0. 8.1

¢ The random variable A j describes the answer a ;= [ Hjts Hjns-os My ] returned
by the server S; (j € 1) to the receiver on response to the broadcast request g = 7.
The random variable describing the answer p1;; = F;(j) + 7 ) (j € L,i € 1) is
denoted by A’;.

* A few uniform random variables are associated with the private data produced by

the parties involved in the protocol:

— The random masks r;; (i € 1,,,j € 1)) generated by the trusted initialiser 7°
are described by the uniform random variable Rmg-. That is,

H(M; | Rmy) = 0. (8.2)

Similarly, the secret index s generated by the trusted initialiser 7~ is described

by the uniform random variable Rs+, i.e.,
H(S | Rss) =0. (8.3)
Note that since H(M® | M, S) = 0 then
H(M’ | Rmg, Rsy) = 0. (8.4)

— The shares F;(j) (i € 1,,j € 1,,,) generated by the sender S are described by

the uniform random variable R 5. Therefore,
H(F | W' Rg) = 0. (8.5)

To show that security conditions C;, C, for Az = m, C5 for Ag = k — 1, and C, for

Ac = k — 1 are satisfied is equivalent to show properties listed in Table 8.1. The coalition

controlled by an adversary is represented by the set G of indices of servers.

8.5.2 Correctness

Theorem 8.1. The protocol described in Fig. 8.1 is correct (condition C, is satisfied for

t € N such that k <t < m), i.e., if all parties follow the protocol, the receiver obtains the

chosen secret w, by contacting t servers S; where j € I ={j,jy, ..., J; }-
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Table 8.1: Security Conditions from an Information Theory Viewpoint

Security Number of Property
Condition Servers
C k<|I|<m HW°|E =¢,SM’,Q0,A;)=0
G |Gl <m H(E | F5,M;, Q) = H(E)
o G| < k-1 HW | F;,M;,E,S,M*) = HW)
C, k<|I|<m H(W®|F;,M;,E=e,S=5,0=nA;,

Gl<k=1 M =[r.r....r|)=HW)

Proof.

Once R has chosen e, the cyclic permutation 7 € S, such that 7(e) = s is determined.
The response sent by the server S, (£ € 7') then contains the value u, , = F,(€) + 7 z(,) =
F,(f) + rp . Since R has received r,; from the trusted initializer in the commodity
acquisition phase, she is able to calculate the ¢ shares F,({), to interpolate F, (degree at
most k — 1 < t) and to determine w, = F,(0).

It follows that H(W® | E = ¢,S,M*,Q,A;) = 0. O

8.5.3 Receiver’s Privacy against a Coalition of Servers

Theorem 8.2. The protocol described in Fig. 8.1 guarantees the receiver’s privacy against
a coalition of h servers S; where j € G = {j},jy.-...j,} (0 < h < m), i.e, security
condition C, with g = m is satisfied.

Proof.
To show that H(E | F;, M, Q) = H(E), first we demonstrate that

H(E | F, M, Q) = H(E | Q)

and second that
H(E|Q)=H(E).

For the first part of the demonstration, we adapt a technique applied by Beimel, Chee,
Wang, and Zhang [8] in a similar context.

1. First, we show that the conditional entropy of E given F;, M and Q satisfies

H(E | F, Mg, Q) = H(E | Q).
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For this purpose, thanks to property (2.8), we show that
H(Fg.M; | E,Q) = H(Fg, Mg | Q).

The choice of the receiver is independent from the data held by the trusted initializer,
by the sender, by the servers and by herself at the end of the commodity acquisition
phase, so

H(E | Rmy,Rsy-,W,Rs,F,M,S,M") = H(E). (8.6)

If we apply property (2.10), we obtain the particular case

H(E | F;, Mg, Rsy) = H(E). (8.7)

Similarly, the uniform random variable Rs held by the trusted initializer is inde-
pendent from the uniform random variable Rmq-, from the sender’s data and from

the data held by the servers at the end of the commodity acquisition phase. It follows

H(Rs; | Rms,W.Rs,F. M) = H(Rs;). (8.8)

Once more, if we apply property (2.10), we obtain the particular case

H(Rs; | Fg, M) = H(Rs). (8.9)

The joint entropy between F; and Mj; is

H(Fg, Mg) > HF;,M; | Q) (from (2.3))
>H(F;M; | Q.E) (from (2.3))
> H(Fg M; | Rsq,E) (from (8.1), (8.3) and (2.6))
=H(Fg Mg | Rsy) (from (8.7) and (2.9))
=H(Fg M;). (from (8.9) and (2.9))

Therefore, H(F;,M; | Q) = H(F;, Mg | O, E) and from property (2.8), H(E |
0.F;,M;) = H(E | Q).

. To prove that H(E | Q) = H(E), thanks to property (2.8), it is sufficient to show
that H(Q | E) = H(Q).

First, we observe that given a secret index e and a cyclic permutation 7, the random
index s is uniquely determined: s = m(e). Therefore, in terms of entropy, it follows
that

H(S |Q,E)=0. (8.10)
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Second, the conditional joint entropy between Q and S given E is

HQ,S|E)=H(Q|E)+H(S|Q,E) (from (2.4))
=H(Q |E) (from (8.10))
and also
HQ,S|E)=HS |E)+H(Q|E,S) (from (2.4))
=H(S |E) (from (8.1))

It follows that H(Q | E) = H(S | E).

If we apply property (2.10) to equality (8.6), we obtain the particular case H(E |
S) = H(E) which, combined with property (2.8) gives H(S | E) = H(S). Therefore,
H(Q | E) = H(S). Moreover, because the random variable S is uniform, it holds
H(S) = log, (n) and because the number of cyclic permutations of S, is n, we can

write:
log, (n) > H(Q) > H(Q | E) = H(S) =log, (n).
It follows that H(Q | E) = H(Q) and from (2.8) that H(E | Q) = H(E).

We have shown that H(E | Q,F;,M;) = H(E | Q) and H(E | Q) = H(E). We conclude
H(E | F5,M;, Q) = H(E).

8.5.4 Sender’s Security against a Coalition of the Receiver and

Servers

Theorem 8.3. The protocol described in Fig. 8.1 guarantees the sender’s security against
a coalition of the receiver and h servers S; where j € G = {j, ja, ..., } (0 < h < k—1),

before the protocol is executed (security condition C; with g = k — 1 is satisfied).

Proof.

The demonstration is symmetrical to the previous demonstration. First, we demonstrate
that H(W | F;, M, E, S, M*) = H(W | F) and second that the secrets are independent
from the shares received by any set of & servers (h < k — 1) in the set-up phase, i.e.,
H(W | F;) = H(W). These two demonstrations show that the secrets are independent

from the data held by a coalition between the receiver and / servers.

120



8.5 Security of the Protocol

1. The uniform random variable Rm4 held by the trusted initializer is independent
from the data held by the sender, by the servers and by herself at the end of the

commodity acquisition phase, except masks. It follows
H(Rmgs | Rsq-,W,Rg,F) = H(Rmg-). (8.11)
If we apply property (2.10), we obtain the particular case
H(Rmg | Rsq-, W, F;) = H(Rmg). (8.12)

Likewise, from (8.6) and (2.10) we can write
H(E |W,Fs;,Rsq-,Rms) = H(E), (8.13)
and from (8.8) and (2.10) we can write

H(Rs; | W,F;) = H(Rsy). (8.14)

The conditional entropy of W given F; is

H(W | F;) > HW | Fg, M, E.S,M") (from (2.3))
> H(W | F;,E,Rm;,Rs;) (from (8.2), (8.3), (8.4) and (2.6))
=HW | Fy). (from (8.13), (8.14), (8.12) and (2.9))

We conclude that H(W | F;,M;,E,S,M’°) = HW | F).

2. Itis well-known that Shamir’s secret sharing scheme [89] is perfect, i.e, fori € 7,
we have H(Wi | F’b) = H(Wi). The n secrets w;, w,, . ..,w, are shared thanks
to independent schemes; therefore, the previous equality may easily be generalized
to the n-tuple of random variables [Wl, W2, LW ] It follows that H(W |
FG. FG.....Ft) = HW).

Since [ F. Fg,.....F§| = F@ = Fg. we obtain HW | Fy) = H(W).

We have demonstrated that HW | F;, My, E,S,M*) = H(W | F;) and that H(W |
F;) = H(W). We conclude

H(W | F;,M;,E,S,M*) = HW).
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8.5.5 Sender’s Security against a ‘Greedy’ Receiver

Theorem 8.4. The protocol described in Fig. 8.1 guarantees the sender’s security against
a coalition of the receiver and h servers S, where { € G = {{,{5,...,€,}(0< h <k-1),

after the protocol has been executed (security condition Cy with A = k — 1 is satisfied).

Proof.
We assume that in the transfer phase of the protocol, 7 servers S; are contacted by the

receiver, where j € 7 = {j,j,,...,J;} (k £t < m). We introduce a random variable
K = [E,S,M"] describing the data K = [e, s, [rl,s,rls, c T ] ] The theorem is

> ''m,s

demonstrated in four steps:

¢ First, we demonstrate that
HW® | F;,M;,A;,K =K,Q =)
=HW°|FG, F;, M, A7 6. K = K).
¢ Second, we show that
H(W® | FG,F$ My, A7 6. K = K)
=HW® | F,,F$, ML, K = K).
 Third, we prove that
HW®|F§, FS, My, K =K)=HW® | FS,F$,K = K).
* Lastly, we show that H(W* | F§,F$,K = K) = H(W°).

1. The random variable A ; may be decomposed under the form A = [A ne A4¢ ]
Since H(Ag | Fg, Mg, Q = nr) = 0, we apply property (2.7) which yields

HW® | F;,M;,A;,K =K,Q =n)

=HW°® | Fg, Mg, Ap . K =K,Q =n).

Similarly, the random variable A ,; may be decomposed under the form A7\ =
| A%\- A%\ |- Since for j € I, we have F,(j) = (F,(j) + T} x(e) = Fjnte) =
(Fo(j) + 7} z()) = I'j > it holds that
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Applying (2.7) we obtain
H(W®|F5, Mz, Apg. K=K, Q=n)

=H(W® | F5,F$ 6. Mg, A7 . K =K,Q =7).

From properties (8.1) and (2.7), we obtain

H(W® | Fg,F$ 6. Mg, A7\ . K =K, Q = 1)
= H(W® | Fg,F$ 6. Mg, A7 . K = K).

Because M;; = [Mé, M ] and F; = [Fg, F¢. ], we can apply (2.7). It follows

H(W® | Fg,F$ 6. Mg, A} . K = K)
=HW|FG, F;, M, A7 . K = K).

. To prove that
HW® | F&,FG M5, A% . K = K) = HW® | F5, F$, M5, K = K),

thanks to property (2.9) and to the fact that for three random variables X, Y, and
Z (respective alphabets X, Y/, and Z) such that X and [Y,Z ] are independent,
HX|Y,Z)y=H(X)=H(X |Y,Z = z) for z € Z (see Theorem E.4 in App. E.2),

it is enough to show that
H(AT\ | FG.F7, MG, K, W) = H(A7,().
We have:
H(A}\G. M7\ | FC.F; Mg, K = K,W®)
=HM?% | F.F;, My, K = K,W°)
+H(AG\g | FC,F; . MG, K = K, W, M7, ;)
= H(AS\ | FC.F;. My, K = K,W°)
+ HMY\ | FC,F;. Mg, K = KW, A% ().

Fori € 1,,i # e and j € I, we have F;(j) = (F;(j) + rj.u) —
property (8.1), it holds that

T x(i)- Using

H(AS\ | FC . F;. Mg, K = KW, M5},;) =0
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and symmetrically
H(M5\ | F*,F5, M3, K = K,W’, A7) = 0.
It follows that

H(M% | FC.F;, Mg, K = K,W°)

=H(AS\g | FC.F3, My, K = K, W°).
Eachmaskr;; (i € 1, j € 1)) is randomly generated by the trusted initializer and is
independent from the other variables held by the different parties at the beginning of

the transfer phase. More precisely, if G|, G, € 1, and H,, H, C 1 are four subsets
such that Gy N G, = G or H; N H, = &, we have

H

HMg' | E,S,W.F.Mg) = HMg"). (8.15)

If we apply property (2.10) and thanks to Theorem E.4 (see App. E.2), we obtain

the particular case
HM% ;| F . F;, My K =K, W) = HM7Y ;).

Therefore, H(AJ\; | F*,F§, My, K = K,W°) = H(M7}, ).
Furthermore, the random variable M f;\G is uniform, so

H(M7\g) = log, (p Gl
Thus,

H(A%\g) > HAS G | F*,F$ M5, K = K, W°) (from (2.3))

_ Jog, (p"~VXI\Gl).

By property (2.5), H(Aé\c) < log, (p(n—l)xll\Gl).
It follows that H(Aé\G) = log2 (p(n—l)XII\Gl) = H(Mi\G)' We conclude
H(A7\G | F*.F7.Mo.K = K. W) = HMT6) = H(AL).

Applying property (2.10), we obtain H(Aé\G | F&,FS MK = K, W) =
H (Aj_—\G) and consequently

HW® | FG,F;, M, A7\ . K =K)=HW® | FG, F7, M, K = K).
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3. Once again, we apply property (2.10) and Theorem E.4 to (8.15) and obtain the

particular case
HM | W, FS,FS$ K = K) = HMY,).

It follows, from property (2.9), that

H(W® | FS,FS M3, K = K) = HW® | F§, F4,K = K).

4. Thanks to Lagrange’s interpolation theorem, we can write H(F,, W | F$) = 0
and H(F7 | Fg,,W®) = 0 where G’ is a set of k — 1 distinct non-null indices.
In particular, if G' = G (|G| = h < k), we obtain H(F§, W¢ | F$) = 0 and
H(F% | Fg,W¢) = 0. Using property (2.7), it follows that

HW® | FS,F$,K)=H(W® | Fg, W, K).

In Sect. 8.5.4, we have demonstrated that if | 7| < k then
HW | F;,M;,E,S,M") = HW).
Applying this property to G and combining it with property (2.10) gives

H(W | F;,K) = HW).

From property (2.8), H(W | F,K) = H(W) involves H(F5, K | W) = H(F;,K)
and from property (2.9), H(F;, K | W) = H(F; K | W W = H(F;, K)
involves H(W?¢ | F;,K,W°) = H(W? | W°. We assume that the secrets are
independent; consequently, H (We_ | W = H (We_), which allows us to conclude
HW® | Fg,W,K) = HW®), ie, HW® | F§,F$ K) = H(W°). Using The-
orem E.4, it follows that H(W® | FS, F$,K = K) = H(W°).

The demonstrations of the four steps above yield that H (WE | Fo, M, E =e,S =s,M =
[rl,s’rl,s""’rm,s]’Q:ﬂ’AI):H(We)- O

8.6 Efficiency Consideration

Clearly, the number of shares returned by the servers to the receiver is higher with the
proposed protocol (linear communication complexity in n) than with Beimel, Chee, Wang,
and Zhang’s DOT protocols [8] (sub-linear communication complexity in n for some

private information retrieval protocols — see Sect. 1.2.2). However, in this section, it is
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Table 8.2: Computation Efficiency of Distributed Oblivious Transfer Protocols

Blundo et al.’s DOT Proposed DOT Protocol
Protocol

Set-up Phase

S 2(n - 1) random masks in K*, n sharing polynomials,
2n sharing polynomials, mn shares
2mn shares

Commodity Acquisition Phase

T - mn random masks in K,
1 random element of 7

Transfer Phase

R (n — 1) sharing polynomials, 1 cyclic permutation of &,,,
k(n — 1) shares, 1 polynomial interpolation
4 polynomial interpolations

S; (e I) 2(n — 1)-tuple dot products, n additions
2 additions

shown that the performance of Blundo et al.’s DOT protocol [19, 20] and of the protocol
presented in this chapter are similar.

In Table 8.2 are listed the main computations performed by each party, for the proposed
DOT protocol and for Blundo et al.’s DOT protocol.

Similarly, in Table 8.3 are listed for each protocol the number of shares exchanged
between the sender and the servers, the receiver and the servers, and between the trusted
initializer and (a) the sender and (b) the receiver in the case of the proposed protocol. It is
assumed that in both protocols, k servers are contacted by the receiver, i.e., t = k in the
proposed protocol.

The operations performed off-line (set-up and commodity acquisition phases) for
both protocols are close, but in the proposed protocol these operations are distributed
between the sender and the trusted initializer. As for the on-line operations, the proposed
protocol is more efficient than Blundo et al.’s one: on the receiver’s side, only one cyclic
permutation and one interpolation are required (vs. the generation of k(n — 1) shares
from (n — 1) sharing polynomials and four interpolations in the case of Blundo et al.’s
protocol), whereas on the servers’ side, only n additions are required (vs. 2(n — 1)-tuple
scalar products and two additions in the case of Blundo et al.’s protocol).

The number of shares distributed by the sender in the set-up phase is around 37 in
Blundo et al.’s protocol and 2n in the proposed protocol. However, the proposed protocol
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Table 8.3: Communication Efficiency of Distributed Oblivious Transfer Protocols (Shares)

Blundo et al.’s DOT Proposed DOT Protocol
Protocol

Set-up Phase

S—S8;(el,) 2n shares, n shares

n — 1 elements of K

Commodity Acquisition Phase

7'—>Sj(jef) - n masks

T >R - 1 index,
m masks

Transfer Phase

R—-S;(jel) n — 1 shares t = k server indices,
1 element of 7, (nota:
broadcast data)

S;i—o>R(Gel) 2n shares n shares

requires an additional distribution of m(n + 1) shares by the trusted initializer in the
commodity acquisition phase. In the transfer phase, the request sent to a server contains
n — 1 shares (Blundo et al.’s protocol) whereas the broadcast request contains k + 1 integers
(the proposed protocol). The receiver collects two times more shares in Blundo et al.’s
protocol than in the proposed protocol.

It is also worth pointing out that the DOT protocol presented in this chapter can
easily be extended to a DOT- (’;); instead of choosing one set of random masks, the trusted
initializer randomly selects ¢ sets of random masks and distributes them to the receiver
in the commodity acquisition phase, with the corresponding indices s, 55, ..., s,. In this
scenario, the receiver selects ¢ indices e, e,, . . ., e, and generates a random permutation
m, instead of a cyclic permutation, such that 7(e;) = s, 7(e;) = 55,...,7m(e;) = s,. The
operations executed by the servers are the same as in the case where the receiver wishes
to obtain one secret only. On reception of the responses, the receiver has to interpolate ¢
polynomials to determine the ¢ chosen secrets. Therefore, in the proposed protocol, due to
the constant number of operations performed by the servers and to the constant number of
data exchanged between the servers and the receiver, the communication and computation
performance, relative to £, improves when ¢ increases. Blundo et al.’s DOT protocol would
need to be executed ¢ times for £ secrets, which would be less efficient than the proposed

protocol.
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In a similar vein, the protocol may easily be extended to a verifiable DOT protocol,
with the simple requirement that enough shares are collected by the receiver to identify
— and discard — incorrect shares returned by malicious servers. Thus, a Reed-Solomon
codes [85] decoding algorithm like the algorithm introduced by Gao [52] would allow the

receiver to determine the chosen secret in spite of u < % malicious servers.

8.7 Conclusion

In this chapter was proposed the first strongly private (see Sect. 1.3.2) information-

theoretically secure threshold one-round DOT protocol. This protocol allows a receiver to

obtain a secret shared amongst m other parties, by contacting k or more of these parties.
The next chapter concludes this thesis. The results presented in this document are

summarised and directions for possible future work are given.
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This brief chapter presents a summary of results and outlines some directions for future
research.

One of the contributions described in this thesis is the critical analysis of the few
distributed oblivious transfer (DOT) protocols designed in years 2000s, showing the flaws
and weaknesses of some of them. Also, five novel variants of DOT protocols were presented,
either with a better efficiency than the existing protocols, or with additional features. More

precisely, the following DOT protocols were proposed:
* astrongly secure DOT protocol (Chap. 4),
* averifiable DOT protocol (Chap. 5),
* at-out-of-n DOT protocol (Chap. 6),

* two adaptive DOT protocols (Chap. 7), and

a threshold DOT protocol (Chap. 8).

Incidentally, the perfectness of Shamir’s secret sharing scheme was demonstrated,
using an information-theoretic model, and a new scheme was designed to prevent, in a
DOT protocol, a receiver from obtaining a linear combination of secrets (with more than a
non-null coefficient). While these results contribute significantly to the state of the art, there
are still several interesting research directions to be explored to design a DOT protocol
solution to the initial concern outlined in Chap. 1, namely, how to protect at the same time
the privacy of Internet digital goods’ buyers and sellers. Indeed, if a malicious receiver
is assumed, all existing DOT protocols including the protocol variants presented in this

thesis, either are not strongly secure (that is, they do not satisfy Blundo, D’Arco, De Santis,
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and Stinson’s four security conditions B}, B,, B3, and B, [20], defined in Sect. 1.3.2), or are

not efficient enough in terms of communication. The most obvious directions to explore

are given by the limitations presented in Sect. 1.4:

* Efficient computationally secure DOT protocols is the first area to investigate. A

simple question is: is it possible to design a DOT protocol much more efficient and
secure than the parallel execution of oblivious transfer protocols by a receiver and k

servers?

Even though quantum oblivious transfer protocols have been heavily studied [37],
the same question has not been tackled for computational security: is it possible to

design an efficient quantum DOT protocol?

Only a few variants of DOT protocols were designed and presented in this thesis;
when secret sharing schemes variants are looked at, much remains to be done. A
well-known strategy to design novel DOT protocols is to relax some parameters
(for example, a perfect correctness may not be necessary) or to modify the DOT
protocols’ settings. Thus, DOT protocols relying on specific communication features

(noisy channel, time-delay, packet reordering, etc.) could be investigated.

Finally, even if there is much research left to be done, current DOT protocols could

have practical applications in some specific scenarios, in particular for a small number of

random secrets held by a sender. This could be the case, for example, for encryption or

decryption keys.
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Appendix A

Demonstration of the Security of
Shamir’s Secret Sharing Scheme

In a k-threshold secret sharing scheme, a dealer who holds a secret s distributes
parts of this secret (the shares) to n players; if k or more of these players pool
their shares, they are able to determine s, but if less than k of them pool their
shares, they cannot infer any information on s. In 1979, Shamir introduced such a
scheme [89], based on polynomial interpolation in a finite field. This scheme is widely
used in other cryptographic protocols, because it is simple, elegant and above all
information-theoretically secure. There are a few proofs of the scheme’s security, but
to my knowledge, none of them is entirely based on the information-theoretic entropy
function introduced by Shannon in 1948 [90, 91]. Such a demonstration is proposed

below.

A.1 Introduction

Threshold secret sharing schemes were introduced by Blakley [18] and Shamir [89] in
1979. These schemes encompass a dealer and n players Py, P, ..., P, (n > 1). The dealer
holds a secret s from which he generates shares that he privately distributes to the players.
Assuming that the threshold of a scheme is k (1 < k < n) and that the security model of
this scheme is semi-honest (see Sect. 2.2.2), ¢ players (k < t < n) pool their shares, which
allows them to determine the secret s.

Shamir’s scheme relies on the unisolvence theorem which states that given d points
[x,,y;] (1 <i < d)in a finite field K* where K = GF(p) (p € N, p prime power),
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0 < d < p and abscissae x; are distinct, there exists a unique polynomial F' of K;_;[X]
such that fori = 1,2, ...,d, the equality y; = F(x;) is satisfied.

Practically, in Shamir’s secret sharing scheme, the dealer secretly chooses k — 1
random elements g, ¢, . . . , g;_; of K and forms the polynomial

F =

k-1
quf +s.
{=

1

Then, the dealer gives (in private) the share F (i) to the player P; (i € 7, where I C K*
and 1 < |7] < p).
In the secret reconstruction phase, 7 players P; (j € J € 1, |J | =t > k) pool their

shares F'(j) and apply Lagrange’s interpolation formula

, i
s ,Zj F(j) ]T[T —
1#]
to recover the secret s.

Shamir’s scheme is the key building block in numerous areas of threshold cryp-
tographic protocols like key distribution protocols (e.g. [94]), key agreement protocols
(e.g. [71]), Byzantine agreement protocols (e.g. [82]), multi-party computation protocols
(e.g. [14,27]), digital signature protocols (e.g. [41]), etc. (for more details on secret sharing
schemes, see for example [7, 93]).

This broad usage is due to the simplicity of the scheme and to its security. Indeed,

Shamir’s scheme enjoys two basic security properties: correctness and perfectness.

* The correctness property means that at the end of the reconstruction phase, the
secret s is determined with certainty. The correctness of Shamir’s scheme is easy
to demonstrate. Indeed, from their ¢ pooled shares, the players involved in the
reconstruction phase are able to build a system of k linear equations in & unknowns
(the k coefficients of the sharing polynomial F). The matrix of the system is a
Vandermonde matrix, which is non singular. By consequence, the system has a
unique solution over K. This unique solution allows the players to completely
determine the sharing polynomial, in particular its free coefficient, i.e., the dealer’s

secret s.

* The perfectness property of the scheme means that a set of less than k players pooling
their shares does not have any information on the dealer’s secret. The most common
proof of the perfectness of Shamir’s scheme does not make any assumption on the

probability distribution of the secret s (for example [89, 93]). The proof relies on
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the fact that, given any set of k — 1 shares, any k-th share corresponds to a different
secret s. Recently, a demonstration assuming a probability distribution of s was
proposed by Beimel [7], who showed that for any secret s € K, the probability for
any sequence of k — 1 shares is 1/|K|k_l.

To my knowledge, there has never been a formal information-theoretic demonstration
of the security of Shamir’s secret sharing scheme, uniquely based on Shannon’s entropy
inequalities [90, 91]. In this chapter, such a demonstration is given. Section A.2 introduces
some notations and definitions as well as the security model employed. The scheme’s

security itself is analysed in Sect. A.3.

A.2 Preliminaries

A.2.1 Notations and Definitions

Operations are executed in a finite field K = GF(p) where p € N is a prime power and
l<n<np.

The scheme requires the availability of private communication channels between the
dealer and the players, and amongst the players who pool their shares. It is assumed that
private channels are secure, i.e., no party is able to eavesdrop on them and that all channels

guarantee that communications cannot be tampered with.

A.2.2 Security Model

It is assumed that the dealer is honest and that the players are honest but curious; in

particular, some players may try to obtain the secret s by pooling less that k shares.

A.2.3 Theory of Information

Since security conditions are linked to the quantity of information received by parties,
it seems appropriate to use Shannon’s entropy function [90, 91], and more generally
information theory, to demonstrate the security of Shamir’s scheme. The definitions and
properties given in Sect. 2.1.3 will be used (for more details on information theory, see for
example [33]).
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A.3 Security of Shamir’s Secret Sharing Scheme

For a threshold k (1 < k < n), the sharing polynomial F' € K, _,[X] generated by the
dealer is

F:CI0+CI1X+"'+CIk—1Xk_1a

where g, = s and the coefficients ¢; (1 < i < k — 1) are randomly selected in K. It is
assumed that 7 players P; , P, ,...,P; (ij,ip,....,i;€ J < K*) pool their ¢ shares F(i,),
F(i,), ..., F(i,). The random variable describing the secret s is denoted by S and the
random variable describing the share F(i) (i € I C K") is denoted by F;. The random
variable describing the polynomial coefficient g, (0 < ¢ < k — 1) is denoted by Q,.

To demonstrate that Shamir’s secret sharing scheme is correct, i.e., that any set of k
or more players pooling their shares is able to determine the secret s, it is shown that for

t > k the entropy of the secret, knowing ¢ shares, is null, that is:

H(S | F,.F,_,....F,)=0. (A.1)

I

Moreover, to demonstrate that the scheme is perfect, i.e., that any set of less than
k players pooling their shares does not have any information on s, it is shown that for

t < k — 1 the entropy of the secret, knowing ¢ shares, is the entropy of the secret, that is:

H(S | F,.F,,....F,)=H(). (A.2)

A.3.1 Correctness

Theorem A.1. Shamir’s secret sharing scheme is correct.

Proof.
According to the unisolvence theorem, given k points [a;, b, |,[ay, b5 ], .., [ ag. by |

of K2, where abscissae a; are distinct, there exists a unique polynomial
_ k-1
F=qy+q X+ +q_X

of K;_{[X] such that F(a;) = b, fori = 1,2, ..., k. Thus, in Shamir’s scheme, the sharing
polynomial F — that is, the k coefficients ¢, q, . .., g;_; — is uniquely determined by
the k pairs [i;, F(i;) ], iy, F(i5) |, .., i, F(i;) |. From an information theory point

of view, it follows that

H(QO’QI""’Q/(—I|1;'l'1’F'l'2""’IJl'k):O' (A3)
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Furthermore, the polynomial F, and by consequence the shares F(i) (i = iy,i,,...,i;),
are completely determined by the knowledge of the coeflicients g, gy, . . . , g;_;. From an

information theory viewpoint,

H(F, .F,.....F, 1 00.0.....0, ) =0. (A.4)

From equalities (A.3), (A.4) and property (2.6), we can write

H(S [ Q0. Q15> Qr1) = H(S | F; , F,

N 12...

In addition, g, = s. Therefore,
H(S | QoaQb---,Qk_]) = H(S | S,Q1,Q2,---,Qk_1) =0

Hence, H(S | F; , F; , F,) =

Using property (2.3), it holds

“ ey

HS|F .F,,...F,)<HS|F,F,.. F)=0.
By property (2.5), it follows that

H(S | F ...F)=0.

1’12 > &,

This demonstrates that the scheme is correct. O

A.3.2 Perfectness

Theorem A.2. Shamir’s secret sharing scheme is perfect.

Proof.
The joint entropy between the k-tuples [ Qy, Q;,...,Q;_; | and [FO, F,.F, ... .F ]
is

H(QO’QI""’Q](—]’F()’F F . F )

>=ip? ]

= H(Fy.F;.F,.....F, )+ H(Qy.Q,.....0 | Fp.F, .F,.....F, )

(from (2.4))
:H(FO,F F..,. . F ). (from (A.3))

*T Tk—1

Similarly,

H(Q()9Q1a-"9Qk—]7F(),E1’E2 . ’Ekl)

= H(Q.Q,.....Qx ) + HF).F, .F,.....F, 100,0.....0; ) (from (2.4))
= H(Qp. Q... 01 1) (from (A.4))
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Therefore,
H(F()vF F "’Ek_l):H(Q()’Qh---’Qk—])’

2 12

i.e., because F(0) = g, = s,

H(S,Fil,Fiz, K )= H(S,0,0,,...,0;_). (A.S)
Using property (2.4), we develop the two members of (A.5):

H(S)+ H(F, ,F,,....F, |8
=H(Q,Q5....0, 1) +HS [0,0;,....0;1).

The coeflicients ¢y, q,, . . ., g;_; are randomly chosen in K. Consequently, we have

H(Q, Qs ..., Q) = logy|K[F".

Moreover, the coefficients gy, g,, . . ., q;_; are independent from the secret s, that is,

H(S 10,0;,...,0,1) = H(S).

It follows
_ k-1
H(EI,EZ,...,EH | $) = log, K] .

From property (2.3), we can write

H(F,.F,.....F,_)>HF, F,.. . .F_|S),
so H(F; ,F,,....F;, )> loglelk_l. By property (2.5), we have
k-1
H(F; . F,, F,k_,)sloglel )
so we conclude H(F; ,F, , ) = log2|K| Using property (2.4), we develop

again the two members of (A.S).

H(F,.F,,....F;, )+H(S|F,.F,,....F;, )
:H(QI,QZ,...,Qk_1)+H(S|Q1,Q2,...,Qk_1).
Since
H(F i 12 lkl H(QI’QZ’-'-’Qk—l):10g2|K|k_]
and
H(S 1 01.0s,....0Q1) = H(S),
we obtain

H(S | F, Fy,....F,_)=H(S).
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Because t < k — 1, by property (2.3) we have

H(S)> H(S | F,.F,.....F

Iy

)
>H(S |F, F,.....F,

F, )
=H(S).

It follows that
H(S | F. ,F. ...,F,-z) = H(S).

171

Consequently the scheme is perfect. O
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Appendix B

Conditional Entropies of Secrets Given
a Linear Combination of these Secrets

Let x and y be two secrets selected in a finite field K = GF(p) (p € N, p prime
power) and X and Y the corresponding random variables. The joint probability mass
function of X and Y is denoted by pyy. It is assumed that a party learns the linear
combination z = ax + by (z, a and b being elements of K), i.e., the party learns z,
a and b. The random variable associated with z is denoted by Z. It is shown that in
this scenario, the party may obtain information on x and y. Formally, it is sufficient
to find a joint probability mass function pxy such that the entropies of the secrets
and the conditional entropies of the secrets given the linear combination satisfy the

inequalities

HY |Z)< H(Y).
In the following sections, such a probability mass function is exhibited in two

{H(X | Z) < H(X) and

examples, both for dependent and independent random variables X and Y.

B.1 Dependent Random Variables

Let X and Y be two discrete random variables with alphabet K = GF(2) and let pyy be
their joint probability mass function defined by

pxy(0,1) =4/32

(1,1)=11/32
Pxy 139



Examples of Leaking Combinations of Secrets

The marginal probability mass functions py and py are defined by:
px(0) =1/32+4/32 =5/32~0.16
px(1) =16/32+11/32=27/32 ~ 0.84
py(0) =1/32+16/32=17/32 = 0.53
py(1) =4/32+11/32 =15/32 = 0.47

The corresponding entropies are then:

H(X) == )" py(x)log,(py (x)) ~ 0.63 (B.1)
xeK

H(Y) == py(y)logy(py () ~ 1.00 (B.2)
yeK

Itis assumed that a party obtains the pair[a,b] € K? as well as the linear combination
z = ax + by (the random variable associated with the linear combination z is denoted by
Z). For example,a = 1, b = 1 and z = 0. Since z = 0 (i.e., p,(0) = 1 and p,(1) = 0),
either [x,y] =[0,0]or [ x,y] =[1,1]. It follows:

Pxyiz(0,010)=1/(1+11) = 0.08
Pxyz(1,110) =11/(1+11) ~0.92

In addition,

Pxiz(110) = py;z(110) = pxyz(1,1]0) = 0.92

The conditional entropy H(X | Z) is

HX|Z)=p;,OHX |Z=0)+p,(DHX |Z =1)

=HX|Z=0)
= —pxz(010)1og,(pxz(0 | 0)) — pxz(1 | 0)log,(pxz (1| 0))
~ 0.41 (B.3)

Similarly,
H(Y |Z) = 0.41. (B.4)

From (B.1) and (B.3), it is concluded that H(X | Z) < H(X) and from (B.2) and
(B.4), the inequality H(Y | Z) < H(Y) is obtained.
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Note that neither H(X | Y) = Onor H(Y | X) = 0. (This is an assumption in Blundo,
D’Arco, De Santis, and Stinson’s DOT protocol [20].) Indeed,

HX|Y)=py(OHX |Y =0)+py(DH(X | Y = 1)
= —py(0)pxy (0] 0)log,(pxy (0| 0))
= py (0)pxy (1] 0)log,(pxy(10))
= py(Dpxy (0| 1)log,(pxy (0| 1))
= py(Dpxy (1| D logy(pxy (1] 1))

From the definition of the joint probability mass function pyy, it is possible to write

pxy(010)=1/(1+16) ~ 0.06
pxy(110) = 16/(1 +16) ~ 0.94
pxy(0 1) =4/(4+11) =027
pxyy(L D) =11/(4+11)~0.73

Thus,

H(X |Y) = -0.53(0.0610g,(0.06))
—0.53(0.9410g,(0.94))
—0.47(0.2710g,(0.27))
—-0.47(0.7310g,(0.73))

~ 0.57

Similarly, H(Y | X) = 0.94.

B.2 Independent Random Variables

In the previous section, the random variables X and Y are not independent. For example,
pxy(0,0) = 1/32 = 32/1024 which is different from py (0) X py(0) = 5/32 x 17/32 =
85/1024. Intuitively, it may seem plausible that the knowledge of a linear combination
between two variables, not independent, reveals information. It is shown in this section,
that the knowledge of a linear combination between two independent variables X and Y
may still reveal some information.

Let X and Y be two discrete random variables with alphabet K = GF(3) and let pyy
be their joint probability mass function, defined in Table B.1.
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Table B.1: Joint Probability Mass Function pyy

0 1 2

5/100  10/100 10/100
5/100  10/100 10/100

Y
X
0
1
2 10/100 20/100 20/100

The marginal probability mass functions py and py are defined by:

px(0) = py(1) = 5/100 + 10/100 + 10/100 = 25/100
px(2) = 10/100 + 20/100 + 20/100 = 50/100

py(0) = 5/100 + 5/100 + 10/100 = 20/100

py (1) = py(2) = 10/100 + 10/100 + 20/100 = 40/100

The corresponding entropies are then:

H(X) = —px(0)log,(px (0))

— px(1)log,(px (1))

- px(2)log,(px(2)) = 1.50 (B.5)
H(Y) = —py(0) log,(py(0))

— py (1) log, (py (1))

— py(2) log,(py(2)) ~ 1.52 (B.6)

Itis assumed that a party obtains the pair[a, b ] € K? as well as the linear combination
z = ax + by (again, the random variable associated with the linear combination z is

denoted by Z). For example, a = 1, b = 1 and z = 0. Since z = 0, either [x,y] =[0,0],
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B.2 Independent Random Variables

[x,y] =[1,2]or [x,y] =[2,1]. It follows:

Pxz(010)
_ ny(O, 0)
Pxy(0,0) + pxy (1,2) + pxy(2,1)

5
T 5+10+420 =1/

Pxiz(110)

_ ny(l,z)
) Pxy(0,0) + pxy (1,2) + pxy (2, 1)

10
:—:2
5+10+20 /7

Px|z (210)

_ Pxy (2, 1)
Pxy(0,0) + pxy(1,2) + pxy(2,1)

20
T 5+410+20 =47

The conditional entropy H(X | Z) is

HX|Z)=p;0OHX |Z=0)+p,(DHX |Z=1)+p;(DHX | Z =2)
=HX|Z =0)
= —px1z(0 | 0)log, (pxz(0 | 0))
—Pxiz(1 10)logy(pxz(110))
—PX|z(2 | 0) logz(px|z (210))
~ 1.38 (B.7)

Also, using the equalities

Px1z(010) = pyz(0]0)
Pxiz(110) = pyz(2]0) and
Pxiz(210) = pyz(110),

one may observe, from (B.7), that
HY |Z)=HX | Z) =~ 1.38. (B.8)

From (B.5) and (B.7), it is concluded that H(X | Z) < H(X) and from (B.6) and
(B.8), the inequality H(Y | Z) < H(Y)is obtained. This demonstrates that the knowledge
of a linear combination between X and Y leaks information.

Again, note that neither H(X | Y) = Onor H(Y | X) = 0. Indeed, because X and Y
are independent, H(X | Y) = H(X) = 1.50 and H(Y | X) = H(Y) = 1.52.
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Appendix C

Characteristics of Some Polynomial
Interpolation-based Distributed
Oblivious Transfer Protocols

This appendix presents the technical characteristics of the DOT protocols de-
scribed in Sect. 1.3. Security parameters are defined in Sect. 2.2.3 while protocols’

parameters are detailed in Sect. 3.3.

C.1 Naor and Pinkas’ Distributed Oblivious Transfer

Protocol

In the sparse polynomial interpolation-based DOT protocol presented in 2000 by Naor
and Pinkas [74], the number of secrets is n = 2, the threshold parameter is &, the sender’s
privacy and strong privacy parameters are respectively Ag = kK — 1 and A = 0, the hiding
parameter is N = 2 and the encoding parameter is ¢ = 2. The encoding function is
E(s) = [ 1, 6?] and the polynomials U; and V; (1 <i < N) are:

e Ui(x) = w; + Zf:ll a;x', where coefficients a; are randomly selected in K, and

Uz(.X) =Wy — Wy,
* Vi(y1,yy) =y fori=1,2.

On the receiver’s side, the number of contacted servers is ¢t = k, the receiver’s privacy
parameter is Az = k — 1 and the first element of the encoding function being constant and
public, it is not shared (i.e., Z; = 1) and is not included in the request transmitted by the

receiver to the contacted servers.
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Characteristics of Some Polynomial Interpolation-based DOT Protocols

C.2 Blundo et al.’s Distributed Oblivious Transfer

Protocols

C.2.1 Original Distributed Oblivious Transfer Protocol

The protocol introduced by Blundo, D’Arco, De Santis, and Stinson [19] is an extension
of Naor and Pinkas’ sparse polynomial interpolation-based DOT protocol [74]. Only the

following characteristics are different from those described in Sect. C.1:
°*n>2,

e N=n,

s UgoUgo oo e S:I,

E(s) = [1 52,68 5"
e U(x)=w; —w; fori =2,3,...,N,

* Viy Y2 sye) =y fori=1,2,... N

C.2.2 Improved Distributed Oblivious Transfer Protocol

The characteristics of the protocol designed by Blundo, D’Arco, De Santis, and Stinson [20]
in 2007 are similar to those of the protocol they presented in 2002 (see Sect. C.2.1). However,

to improve the protocol, the secrets are masked twice:

* To prevent the servers from learning a linear combination of secrets, each secret w;,
(2 < i < n) is multiplied by a mask r; randomly selected in K. Each mask is
shared amongst the m servers involved in the protocol, using Shamir’s secret sharing
scheme [89],

* To prevent the receiver from learning a linear combination of secrets, each secret w;,
(1 <i < n) is masked with a mask ¢; randomly selected in K* and the receiver needs,
with one request only, to collect shares of the chosen masked secret ¢, w,,, but also

of the corresponding mask c,,.

More specifically, in the set-up phase, the sender S first selects masks ¢; (1 <i < n)in
K, which gives him two lists of secret values: [ c;w;, c,w,, . .., c,w, | and [ ¢;, 5, . .., c, .
Second, S selects random masks rl.(l) and rl.(z) (2 i £ n)in K and builds two lists
L, = [clwl, rél)czwz,rél)c;;w:;, cees r,(ll)cnwn] and L, = [cl, réz)cz, r§2)03, e ,r,(lz)cn ]
Then, a set of N polynomials Ul.(l) (1 £i < N) is generated to hide the secrets values of
L, and another set of of N polynomials Ul.(z) (1 <i £ N) is generated to hide the secrets

values of L,:
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C.3 Nikov et al.’s DOT Protocol

« UV (x) = cjw; + 217 alVx', where coefficients a'"

and fori =2,3,...,n, Ul.(l)(x) =rVcw; - cjwy,

are randomly selected in K,

(2

e U (2)(x) =c + Z, 1 a(z)x , Where coefficients a;”’ are randomly selected in K, and

fori =2,3,...,n, Ul.(z)(x) = rl.(z)cl- -y,
The e-variate polynomials V; (i = 1,2,...,N) are the same as those defined in
Sect. C.2.1.

Still in the set-up phase, each server S; (j € Z,,) receives

ey

1 D, 1
u'l) = [U1( )(J),ré 'eyw, - cywy, §)63w3—61w1a~~a"n Cn“’n_cl“’l]

J
and
uﬁ.z) = [U(z)(j),r(z)cz - cl,r§2)03 - Wy, ... ,r,(lz)cn - ] ,

as well as the shares [r(l)] [r (1)]], . (1)] and [r (2)]j, [r§2)]j, e, [r,(lz)]j (If Ft([) is the

sharing polynomial determined in Shamir’s secret sharing scheme to share rl(g), the share
(6) (j) allocated to server S is denoted by [r(f)] 2

In the transfer phase, on reception of the request z ; from the receiver R, a server S; (j €

7) calculates v; = [Vl (z;),Vo(z)),.... Vy(z; )] and returns u ; )‘Vj and u§.2) *v;, with

the two sets of n — 1 shares, [ [r3"1;, [r;”]j, N (o PO T N S P v PO i P

to R. From the collected values uﬁ.l) *v;, R interpolates a first polynomial R, Similarly,

( ). v;, R interpolates a second polynomial R'®. Then, if the

from the collected values u
choice of Ris o = 1, then R calculates R(l)(()) = c,w, and R® 0) =c,. If o # 1,
R calculates RV (0) = cgr((rl)wg and R (0) = Co (2) and also determines from the k
(2)

I;

collected shares [r((rl)] j the value of r( and 31m11ar1y, from the k collected shares [r; j

the value of rc(,2 ). Then, with simple division(s), R determines ¢, first and w,,. second.

C.3 Nikov et al.’s Distributed Oblivious Transfer

Protocol

The sparse polynomial interpolation-based DOT protocol introduced by Nikov, Nikova,
Preneel, and Vandewalle [78] is characterized by the following parameters: the number of
secrets n > 1, the threshold parameter k, the sender’s privacy parameter Ag < k — 1, the
receiver’s privacy parameter Ap < k — 1, the hiding parameter N = n and the encoding
parameter e = n. The strong privacy parameter A is defined such that Ag + A < k= 1.
In addition, the encoding function is E(s) = [ 1, 6?, 63, sy Oy ] and the polynomials U,
andV; (1 <i < N) are:
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e Uj(x) =w + Zif;ll ai, gxf, where coefficients a, , are randomly selected in K, and for
. 2 .
i=23,....N,U(x) =w; —w; + 3,5, @ gxg, where coeflicients a; , are randomly

selected in K,
¢ ‘/i(yl’yz’-'-’ye) =) fori = 1’2""’N'

As in Naor and Pinkas’ and in Blundo et al.’s DOT protocols (see Sect. C.1 and C.2.1
above), on the receiver’s side, the number of contacted servers is ¢ = k and the first element
of the encoding function being constant and public, it is not shared (i.e., Z; = 1) and is not

included in the request transmitted by the receiver to the contacted servers.

C.4 Beimel et al.’s Distributed Oblivious Transfer

Protocol

In [8], Beimel, Chee, Wang, and Zhang propose a specific reduction from a DOT protocol
to a polynomial interpolation-based information-theoretic private information retrieval
protocol. The characteristics of the DOT protocol are: the number of secrets n > 1, the
threshold parameter k, the sender’s privacy and strong privacy parameters Ag = A¢c < k—1,

the receiver’s privacy parameter A < k — 1, the hiding parameter N = n + 1 and the

encoding parameter e > 0. The polynomials U; and V; (1 <i < N) are:

e Up(x) = Yzt ay;x', where coefficients a, ; are randomly selected in K, and for

i =2,3,..., N, the polynomial U; is defined by U;(x) = (w;_; —a;o) + Zjﬁl al-,jxj,

where coefficients q; jare randomly selected in K,

* Vi(y1,¥32,-..,Y,) = land fori = 2,3,..., N, the polynomial V; and the encoding
function E must satisfy V;(E(£)) = 62‘1 for¢ e [1,n].

On the receiver’s side, the number of contacted servers is ¢t = k. In addition, for

efficiency purposes, each contacted server S; (j € ;) transforms the share u; *v; into

a split s;, which is sent back to the receiver. The receiver has just to calculate the sum

W, = Xjez §; to obtain the chosen secret.

o
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Appendix D

Jiang, Li, and Li’s Distributed
Oblivious Transfer Protocol Analysis

Jiang, Li, and Li have proposed an unconditionally secure adaptive DOT protocol [65]
based on Nikov, Nikova, Preneel, and Vandewalle’s DOT protocol [78].

Let K = GF(p) (p € N, p prime) be a finite field. Nikov et al.’s DOT protocol
encompasses a sender S who owns n secrets wy, wy, . ..,w,_; selected in K (n > 1), a
receiver R who wishes to learn a secret w,,. (o~ € [0,n—1]),and m servers S; (i € Z,, C K",
|Z,,| = m, m > 1) by contacting k servers (1 < k < m). It is assumed that p > max(n, m)
and that all operations are executed in K. In addition, assuming that Az + Ac < k-1
and Ag < A, the protocol satisfies security conditions Cy, C, with Ay < k — 1, C5 with
Ag < k =1 and C, with A < k — 1 (security conditions and parameters Ay, Ag and A¢
are described in Sect. 2.2.3).

Actually, Nikov et al.’s DOT protocol is similar to Blundo, D’Arco, De Santis, and
Stinson’s DOT protocol [19], described in Sect. 2.3.2 (see the protocol’s characteristics
in App. C.3). The main difference between both protocols lies in the form of the polyno-
mial generated in the set-up phase; in Nikov et al.’s protocol, the sender S generates a
quasi-random polynomial B, of K;_;[X], such that B;(0) = w, and n — 1 quasi-random
polynomials B; (1 <i <n-1),0of KAC[X] (0 < A¢ < k), such that B;(0) = w; — w,. Then,
S generates a sparse n-variate polynomial Q defined by

n—1

Q(X, 1, Y25+ - +» Y1) = Bp(x) + Z Bj(x) X y;.
j=1
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Jiang, Li, and Li’s DOT Protocol Analysis

In the protocol proposed by Jiang et al., the set-up phase is unchanged and the transfer
phase, where the polynomials Z; (1 <i < n - 1) belong to K; [X], is repeated  times,
allowing the receiver R to obtain ¢ secrets.

Jiang et al. describe a ‘special case’ allowing R to determine any polynomial B;
(1 £ j < n-1) and claim that it does not reduce the sender’s security level. However,
what is important is the number of contacted servers required to determine B;: only A + 1
instead of k, which leaves R with k — (4¢ + 1) redundant shares that can be used to
determine an additional secret. Thus, assuming the set-up phase is the same as in Sects. 7.4
and 7.5, and that the ¢-th adaptive transfer phase is denoted by ‘run £ — 1’, it is possible to
devise the following attack:

In run O, the dishonest receiver R selects the secret index oo = 0 and transmits to each
server S; (i € I, ={iy,i5,...,i; }) therequest g =[0,0,...,0] composed of n — 1 zeros.
The k collected shares are then B (i} ), By (i,), . .., By(i;). Since B, € K;_;[X], R is able
to calculate B, and also w, = w, = B(0), thanks to Lagrange’s interpolation technique
(see Sect. 2.1.1.3).

It is assumed that R wishes to obtain the secret W, in run ¢ and in addition, the secret
w, . Each run ¢, from run 1, allows R to obtain A¢ + 1 shares to calculate the chosen

secret w,,,, as well as u = k — (A¢ + 1) extra shares. It follows that the number of runs to
' Act+lq k
Sl = l-k—(/lc+1)-|'

For each run ¢ (1 < ¢ < v — 1), R prepares two lists of servers: J O the list of

obtain w, isv=1+T

Ac + 1 servers to contact to obtain the secret w,, and jff) the list of kK — (1c + 1)

servers to contact to obtain shares of w,,. . The list J+(€) may be defined for example by

O _ ; , , © ;
T = Ve xh= g+ 1)+ Ee=Dx (k=g +1)+20 - - = > Lex(e-ac+1) 1 The set J 7 is composed
. . ¢ ¢
of the rest of the list of servers, i.e., j( ) = L \JY,.
Each server of @ receives a request qg = [ 5(1” , 6;" e, 5:f | ] whereas each server

of jff) receives a request q+ = [5?*, 6;*, R 5;7_*1 ]

A server Sj € j(f) responds with Q(j, q[) = By(j) + Bw (7). Because R determined
B, in run 0, she is able to calculate B,, (j). The polynomial B,, belongs to K A [(X];
therefore, using Lagrange’s interpolation technique, R is able to determine B,, from
the A- + 1 shares collected from the servers of J ©
By(0) + B, (0).

At the end of run v — 1, R has collected A + 1 shares Q(j, g = By(j) + BU+ ()

from different servers S; of j+(1) U j+(2) U---u ﬂ(v_l). The polynomial B, being known,

and hence to determine w,, =

R can determine the A + 1 values B, (j). Since the polynomial B, belongs to K, [X],
R is able to apply again Lagrange’s interpolation technique and determine B, (0). The

last step consists in calculating Wy = By(0) + BU+ (0).
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In conclusion, if the receiver does not follow the protocol, she is able to obtain one
secret per run plus another secret at the end of run v. This attack shows that, without

modifications, Nikov et al.’s DOT protocol cannot be used as an adaptive DOT protocol.
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Appendix E

A Few Demonstrations

E.1 Additional Consistent Shares in Blundo et al.’s

Protocol

To demonstrate that a receiver R who collects ¢ > k consistent shares does not obtain more
linear combinations of secrets than if she collects k shares, it is sufficient to demonstrate

the following theorem:
Theorem E.1. The linear systems (5.1) and (5.2) determined in Sect. 5.7.3.1 are identical.

Proof.
System (5.2) can be written under the matrix form Ax = b, where

X, x A=Y Zi(x)) 2k Zy(x) . Zyy(x)

Xy X o xy D (=Y Zi(0)  Zi(xy) Zy(xy) . Zy(xy)

A | oo x0T (=2 Z00) Zix) Zo(x) e Zy g (x)

- 2 k-1 -1 >
Xpw1 Kot oo X1 (=200 Zi(x)) Zio) Zo(gpn) oov Zyoy ()
2 k—1 -1
Xep2 Xip2 oo Yo (=200 Zi(xi)) Zi(0gn) Zo(Xan) oo Zyg (Xgp0)
2 k—1 n—1
X, X, ... X, (1- ijl Zj(xc)) Z(x,) Zy(x.) ... Z, (x.)
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A Few Demonstrations

a :uxl
a /sz
-1 H
x= , and b=|
@o /Jxk+1
(1)1 /Jxk+2
w

n—1 My

c

We show that each row £ (k + 1 < £ < ¢) of A is a linear combination of the rows 1 to k

Let us define the k + n — 1 polynomials 7; € K;,_;[X] (1 <i < k +n — 1) by the relations
e T,=X'fori=1,2,...,k—1,

.Tk

-1
1_27:1 Z],
e T .,=Zfors=12,...,n—1.

The matrix A may be written under the form:

Tiy(x) Th(xy) T (xy) Ti(xp) Tiyy (xp) Tgo(xy)

Tin-1(x1)
A= T (x3) Ty(xy) To1(x2) Ti(xy) Thyy(x2) Tiyn(x2) Tirn-1(x2)
Ty(x.) Ty(x.) Tio1(x0) Ti(xp) Thpy(xe) Tiyn(x,) Tirn-1(x,)
In K;_;[X], we consider the k Lagrange polynomials L, related to xy,x,, ..., x; (these
elements of K are distinct and different from 0):
k
X —x.
L, = d
S
j#i

Because [Lx1 Ly Ly, ] is a basis of the vector space of polynomials of degree at

most k — 1, each polynomial 7; € K, _;[X] can be written as 7; = Zle T, (xj)fo. It follows
that the matrix A is: |
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Ty (xy) Ty(xy) Tin-1(x1)
Ty (x3) Ty (x,) e Tin-1(x2)
A T, (xy) T, (xy) - Tysn—1(xg)
Zf:l I (xj)ij (Xps1) Zf:l TZ(xj)ij (Xpr) -~ Zf:l Tk+n—1(xj)ij (Xgs1)
S T )Ly (Ki2) T OGPy (i) - Bt Tepnot L, (142)
i TiG)L, () Zia TOpPLy (5 oo B T Ly (50)

Clearly, the lines k + 1,k + 2, ..., c are linear combinations of the first k lines.

It follows that the matrix equality Ax = b can be written A'x = b’, where

X, x A7 A=Y Zi(x) Zy(x) Zy(x) ... Zy(xy)
Xy X3 ooxy 0 (=Y Zi(0) Zy(xy) Zy(xy) ... Zyy(xy)
2 k—1 n—1
A - Xp Xp ... Xy (1 =251 Zi(x) Zy(x) Zy(xp) .. Z,1(xg)
0 0 ... 0 0 0 0o ... 0
0 0 ... 0 0 0 0o ... 0
0 0 0 0 0 0 0
and
Ky,
Ky,
p | H
0
0
0

The linear system corresponding to this equation is exactly (5.1), which concludes the

demonstration. O
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E.2 Conditional Entropy with Fixed Condition

The objective of this section is to prove that if X, Y, and Z are three random variables
over respective alphabets X, Y/, and Z such that X and [Y,Z ] are independent, then
HX|Y,Z)y=HX)=HX |Y,Z=z)forzeZ.

Before a demonstration is given, a few properties on probabilities and discrete random

variables are introduced.

Lemma E.2. Let X, Y, and Z be three random variables over respective alphabets X, Y,
and Z. Their joint probability mass function is denoted by pxyz- If [ x,y,2] € XXY xZ
with p,(z) # 0,

pyiz(y12) = ZPXle(x’y | 2).
xeX

Proof.

Pyiz(y |1 2) = pyz(y,2)/pz(2) (from (2.2))
= ( ZX Pxyz(%,¥,72) ) /pz(2) (from (2.1))
= Z;(pxyz (x,y,2)/pz(2)
= Z)“( Pxyiz(x,y | 2) (from (2.2))

O

Lemma E.3. Let X, Y, and Z be three random variables over respective alphabets X, Y,
and Z. Their joint probability mass function is denoted by pyy,. If z € Z,

HX|Y,Z=27)=- ZPXY|Z(X,)’ | 2) logy (pxjyz(x | y,2)).
xeX
yeY
Proof.
Using (2.4), we develop H(X | Y, Z = 2):
HX|Y,Z=2)=HX,Y|Z=2)-HY |Z=2).

On one hand, from the definition of the conditional entropy, we can write

HX,)Y|Z=27)=- ZPXYIZ(x’y | 2) 10g2(PXY|z(x’y | 2)).

xeX
yey
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E.2 Conditional Entropy with Fixed Condition

On the other hand:

HY|Z =72

= - Z Pyiz(y | 2)10g, (py)z (¥ | 2))
yey

-7 Z ( Z Pxyiz(%.) | Z))Ing(me(y | 2)) (from Lemma E.2)

yelY \xeX

== ZPXY|Z(x’y | 2)logy (Py)z (¥ | 2))

xeX
yey

Note that if pyz(y | z) = 0, then by convention py(y | 2)log,(py;z(y | 2)) = 0.
Therefore, we can assume that the pairs [y, z | € Y x Z are such that py ,(y | z) # 0. It
follows

H(X |Y,Z =2)

= - ZPXY|Z(X,)’ | 2) (logz(Pxnz(X,y | 2)) — log, (pyz (| Z)))

xeX
yey

== ZPXY|Z(X,)’ | 2)logy (pxy iz (x,y | 2)/py1z(y | 2))

xeX
yey

=- Z Pxyiz(x,y | 2)10g,(pxiyz(x | ¥,2)) (from (2.2))

xeX
yey

Formally, it is possible to demonstrate now the following theorem:

Theorem E4. Let X, Y, and Z be three random variables over respective alphabets X,
Y,and Z. If HX | Y,Z) = H(X) then for z; € Z such that p;(z;) # 0, the equality
H(X |Y,Z =z;) = H(X) holds.

Proof.

We denote pyy the joint probability mass function associated with the random variables X,
Y,and Z. The probability mass functions py, p, and the joint probability mass function py,
are determined from pyy, thanks to the relation (2.1). Because H(X | Y,Z) = H(X), the
variables X and [ Y, Z ] are independent. Their corresponding probability mass functions

satisfy the relation
Pxyz(x,¥,2) = px(X)pyz(y,2) (E.1)
for [ x,y,z] € X XY x Z. Therefore, assuming that py,(y, z) # 0, we have

Pxiyz(x 1 y,2) = px(x). (E.2)
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A Few Demonstrations

Indeed,
Pxiyz(x | ¥,2) = pxyz(x,¥,2)/pyz(y,2) (from (2.1))
=px(X)pyz (¥, 2)/pyz(y,2) (from (E.1))
= px(x)

HX|Y,Z =z)

== Z Pxy|z (x,y1z) logz(px|yz (x1y,2)) (from Lemma E.3)

xeX
yey

== Pxviz(6.y | 2)1og (px (x) (from (E.2))

xeX
yeY

== Pxyz(x.3.2)/pz(z) X logy (px (x)) (from (2.2))

xeX
yey

== > px(OPyz (3, 2)/p7(2) X 10gy (px (x)) (from (E.1))

xeX
ey

= Z Pyz(¥,2))/pz(z;) X ( - Z px(x)log,(px(x)) )

ey xeX

= Z pyz(y:2)/pz () X H(X)
yeY

= H(X)/pz(z) % ) Pyz (3,2

yey
= H(X)/pz(z) X pz(2)) (from (2.1))
= H(X)

E.3 Maximal Matching in a Graph

A graph G is defined as a pair [V, E ] where V = {v,,v,,...,v,} (n € N) is a set of
vertices or nodes and E = { e, e,,...,¢, } (m € N) is a set of edges, where an edge is a
pair of vertices [vi,vj] (v;eV,v; eV, v, #v)).

The graph G = [V, E ] is the complement of G if V = V and e € E if and only if
e¢ E.

Inagraph G = [V, E ], amatching M C E is a set of edges such that no two edges

of M have a vertex in common.
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E.3 Maximal Matching in a Graph

A maximal matching is a matching which cannot be extended by the addition of any
edge of G.

To determine a maximal matching M of a graph G = [V, E], a simple greedy
algorithm may be used: an edge is selected, added to M and its vertices are deleted from
G. In the remaining subgraph, another edge is selected, added to M and its vertices are

deleted from the subgraph. This process continues until no edge is available.
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Appendix F

Example of Insecurity in Blundo et al.’s
Distributed Oblivious Transfer Protocol

This appendix presents an example proving that the polynomial interpolation-
based DOT protocol introduced by Blundo, D’Arco, De Santis, and Stinson [20]
is insecure. More precisely, in the scenario described below, a receiver is able to
determine two secrets although she is entitled to obtain one secret only.

The example can be decomposed into three sequential parts. First, the values
of the public information shared by the sender, the receiver and the servers involved
in the protocol are given. Second, the information generated in the set-up phase is
described: the information private to the sender and the information received by
the servers. Third, the values of the information generated in the transfer phase are
presented: the choice of the receiver and the requests received by the servers. Lastly,
it is shown how the receiver, once she has collected the responses from the contacted
servers, can determine more than one secret. The protocol is described in Sect. 2.3.3

and its characteristics are described in App. C.2.2.

F.1 Public Information

The parameters of the protocol are:
* Finite field K = GF(11)
* Threshold k =3
* Number of secrets n = 2 (w; and w,)

* Number of servers m = 3 (5}, S,, and S3)
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Example of Insecurity in Blundo et al.’s DOT Protocol

* Q, (resp. £2,) is the random variable associated with w; (resp. w,)
The probability mass functions pg and pq , associated with the random variables €2, and
Q,, are defined below.

* P, (0) =0.5,pg (2) =0.5,pg (i) =0ifi # 6and i # 2

. pgz(l) = 0.5,p92(3) = O.S,pgz(z’) =0ifi #landi #3

F.2 Set-up Phase

F.2.1 Information Private to the Sender

The secrets held by the sender are w; = 6 and w, = 1. The sender also randomly selects
the following masks:

ecy=5andc, =7,

. ril) =1 and rél) =2, and

e r? =4andrl? =5.

The masks ¢, and c, are selected in K* while the masks r @

2)
[Ty ,andr2 are

selected in K.

F.2.2 Intermediate Computation to Prepare the Sharing

Polynomials

The sender prepares two sharing polynomials U 1(1) and U 1(2), and distributes the correspond-
ing shares to servers S|, S,, and S;. The polynomials, shares and intermediate computation
results are detailed below.

. ril)Xcl Xw; =38,

. ré”xozxwz =3,

. riz) xXcp =9,

. réz) X Cy =2,

* Sharing polynomial Ul(l) = 8+2X +9X7,

* Sharing polynomial Ul(z) =9+ X +4X°,

* §, receives u(ll) =[8,6]and u§2) =[3,4],

* S, receives ugl) =[4,6]and uéz) =1[5,4], and

* S5 receives ugl) =[7,6]and ugz) =1[4,4].
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F.3 Transfer Phase

F.3 Transfer Phase

In the transfer phase, the receiver generates a request and sends the corresponding shares
to the servers Sy, S,, and S5. Each server elaborates a response which is returned to the
receiver.

* Request: z; =[1,6](j = 1,2,3),

® vj:zj:[176]a

S, replies with u'" +y, = 0 and uiz)wl =5,

(

1
* S, replies with uél) *v, =7 and uéz) ‘v, =7, and
* S5 replies with ugl)-v3 =10 and ugz) vy = 6.

F.4 Obtaining Secrets

The receiver tries to obtain all secrets:
* Interpolated polynomial: RV =2x +9x?
. rél)czwz + ril)clwl =2xRY0)=0
Interpolated polynomial: R® = X +4Xx°
« 1Py +rPc; =2x RP(0) = 0

¢ The receiver determines r%l) =1, rél) =2, riz) =4 and réz) = 5.

So, the receiver can infer the system of two equations

{2XC2(1)2+1XC1(1)1:0

SXcy+4xc =0

From the second equation, the receiver infers that ¢, = 8 X ¢;. Reporting the equality in
the first equation, she obtains: ¢; X (5§ X w, + 1 X wy) =0, 1i.e., 5 X w, + 1 X w; = 0 since
¢y belongs to K™ and K is a field. If [w,w, | =

e [6,1],thenSXw, +1 Xw; =0

e [2,1,thenSXw, + 1 Xw; =7

* [6,3],thenS Xw, + 1 xXw; =10

e [2,3,thenSXw, + 1 Xw; =6

The only pair of secrets which satisfies the first equation is [6,1]. The ‘greedy’

receiver has obtained all secrets.
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