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Abstract

The security of digital goods buyers and sellers is unbalanced. Of course, the property
of sellers is protected; for example, when customers acquire digital books or films from
Internet’s merchants, they only receive the products they have paid for. Unfortunately, the
buyers’ privacy is rarely respected: purchases are often — without the buyers’ knowledge
— monitored, recorded, analysed, and sometimes sold to marketing companies. As a
consequence, even if the customers do not intend to acquire additional products, their
computer screens are later invaded with targeted advertisements.

The main purpose of this thesis is to propose some methods to restore the balance
and guarantee the buyers’ privacy, while protecting the interests of the sellers.

To this end, it is worth looking into the area of cryptography and more specifically,
it is worth studying and designing some protocols called distributed oblivious transfer
(DOT) protocols. A DOT protocol allows a party A to obtain one of the secret pieces of
information (a secret for short) held by a party B so that the following two fundamental
conditions are satisfied:

• A chooses the secrets she wishes to obtain and does not obtain anything on the
secrets she has not chosen,

• B does not learn which secret was obtained by A.

Furthermore, to improve the availability of the information, the protocol is distributed.
That is, the party B transmits his secret information to m servers and the party A needs
to contact at least k of these servers to obtain the chosen secret. The servers are not fully
trusted, neither by A, nor by B. Therefore, from the information exchanged with A and
B, no coalition of servers should be able to learn the secrets of B or the choice of A.
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Abstract

The results of a preliminary literature review are surprising. In fact, the number of
publications on DOT protocols is small (fewer than 20) compared to, for example, the
number of publications on a similar concept, secret sharing (100s of publications). And yet,
oblivious transfer is a fundamental component of more complex cryptographic protocols
such as multi-party computation protocols, which allow a group of participants to securely
calculate any function of their joint secret inputs. So, one could expect many variants, for
example of the original DOT protocol introduced in 2002 by Naor and Pinkas [74], to fulfil
the requirements of specific scenarios.

The design of variants of DOT protocols in traditional cryptography has been the
guiding thread of my research. My contribution mainly consists in (a) a critical analysis
of the existing protocols, demonstrating their limitations, weaknesses, and in some cases,
flaws; and (b) the design of the following protocols,well adapted to some specific situations:

A Strongly Secure DOT Protocol. This DOT protocol addresses the most important
weakness of unconditionally secure, one-round, polynomial interpolation-basedDOT
protocols: after the protocol has been executed, if the party A corrupts only one
server, she can learn all the secrets of the party B. The protocol is secure even if A
corrupts up to k − 1 servers.

A Verifiable DOT Protocol. The party A should obtain the secret she has chosen, even
when some servers are controlled by a malicious adversary whose objective is to
sabotage the protocol. This is the case with this protocol, assuming that the adversary
cannot control more than k − 1 servers.

A Multiple Secrets DOT Protocol. When the party A wishes to obtain n > 1 secrets,
the current protocols have to be executed n times. In this context, they are inefficient.
The DOT protocol introduced here allows the party A, by contacting in the same
session k − 1 + n servers, to collect n secrets.

Adaptive DOT Protocols. The previous protocol allows the party A to request several
secrets. However, the request of one secretmay dependon the values of secrets already
obtained. Two efficient protocols are presented in this scenario. The first one allows
A to receive a limited number of secrets and therefore, is well adapted to a single
receiver. For several receivers, a second protocol is proposed. This second protocol
accepts an unlimited number of queries, but requires communications amongst the
servers.

A Threshold DOT protocol. Most existing DOT protocols rely on threshold secret shar-
ing schemes. In a k-threshold protocol or scheme, security is guaranteed not only

viii



Abstract

when k parties are contacted, but also when more than k parties are contacted.
However, the existing DOT protocols based on k-threshold secret sharing schemes
require an additional mechanism to control that exactly k servers are contacted,
which is an under-utilisation of the underlying functionality. The proposed protocol
is the first k-threshold DOT protocol which allows the party A to contact as many
servers as she wishes to obtain the chosen secret, provided that at least k servers are
contacted.

This research is limited to unconditionally secure protocols, i.e., protocols whose
security does not depend on mathematical (unproven) assumptions; within the limits of the
given security models, the protocols are secure even against an adversary with unlimited
computing power and time.

In brief, the results presented in this thesis are a significant advance to the state of
the art research on DOT protocols because on one hand, they point out the weaknesses of
the DOT protocols most commonly accepted by the cryptographic community and on the
other hand, they contribute to the cryptographic field through the design of new protocols,
secure and efficient.
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Introduction

Today, users who purchase products on the Internet frequently have their requests
tracked and analysed by marketers; later, numerous advertisements related to the
requests ‘magically’ appear on their computers’ screens. Without doubt, more privacy
would be welcome. On the other hand, when the same users buy and download, for
example, digital books or films, the sellers do not wish the users to freely access
products which were not paid for. It is clear that a double protection should be offered:
the privacy of the users should be maintained and the security of the sellers should be
guaranteed. This is where cryptography can help, and especially the cryptographic
functionality called distributed oblivious transfer.

Indeed, if etymologically, cryptography (from ancient Greek κρυπτός, meaning
private, hidden and γράφειν, meaning to write) is the study of what is hidden, by
extension, it may also be considered as the science of controlling the disclosure of
information. This is the purpose ofmost cryptographic protocols, including distributed
oblivious transfer protocols; a distributed oblivious transfer protocol allows a party
A to obtain one of the pieces of information held by a party B while the security of B
and the privacy of A are preserved. Furthermore, the availability of the information
is improved thanks to a distributed environment. Thus, the request of A is sent to
‘many’ intermediate parties who hold only parts of the original information. Then,
as soon as A has received ‘enough’ responses, the requested information may be
determined. Of course, ‘many’ and ‘enough’ need to be specified more formally.

In the literature, few articles describing distributed oblivious transfer protocols
have been published, whereas some similar protocols, like secret sharing protocols,
have been thoroughly studied during the last 35 years. Yet, both types of protocols
are fundamental and may be applied in similar scenarios. This lack of research
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has motivated further investigation. In this thesis, the existing distributed oblivious
transfer protocols are analysed and novel ones, particularly well suited to some specific
scenarios, are designed.

The remainder of this chapter is structured as follows. In Sect. 1.1 is refined the
concept of distributed oblivious transfer and is introduced the concept of unconditional
security. Then, Sect. 1.2 gives a brief description of related cryptographic areas
(oblivious transfer, private information retrieval and multi-party computation). In
the following section (Sect. 1.3) is presented a short literature survey of distributed
oblivious transfer protocols. Section 1.4 specifies the objectives and limitation of the
research. Finally, the main contributions are presented and an overview of the thesis
organization is given in Sect. 1.5.

1.1 Definitions

Unconditionally secure distributed oblivious transfer is the overarching concept on which
this thesis is based. This is why, first and foremost, the definition of distributed oblivious
transfer is introduced in this section. Second, the different categories of cryptographic
security are described and, more precisely, unconditional security is defined.

1.1.1 Distributed Oblivious Transfer

Informally, distributed oblivious transfer (DOT) protocols allow a party, the receiver, to
obtain one of the secrets held by another party, the sender, by collecting information from
several third parties, the servers. To follow the cryptographic tradition and to set a concrete
image of DOT protocols’ participants, the receiver is considered as a person (Alice, or R
in this document) as well as the sender (Bob, or S in this document). The third parties,
the servers, may be considered as machines having memory and processing power, able to
communicate with the sender and the receiver.

The main specificities of a DOT protocol are that, once the protocol has been executed,
on one hand the sender does not know which secret was obtained by the receiver and on the
other hand, the receiver has no information on the secrets she did not choose. In addition,
it is assumed that the servers cannot be trusted; that is, some of them could be controlled
by the sender, the receiver or even an external adversary. Therefore, the protocol should
guarantee that a coalition between the sender (or an adversary) and some servers cannot
learn the receiver’s choice. Similarly, a coalition between an adversary and some servers
should not be able to learn any of the sender’s secrets. Likewise, a coalition between the
receiver and some servers should not be able to learn any of the sender’s secrets before the
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protocol is executed and none of the secrets the receiver did not obtain after the protocol
has been executed.

A key characteristics of DOT protocols is the size of the coalitions: researchers try
to design DOT protocols where secret information (the sender’s secrets and the receiver’s
choice) are kept secret against coalitions as large as possible.

1.1.2 Cryptographic Security Typology

In a conventional cryptosystem, a clear message is encrypted thanks to a key kA by a
partyA, who transmits the resulting cryptogram to a party B. Thanks to a decrypting key
kB (possibly kA = kB), B is then able to decrypt the cryptogram and obtain the original
message. It is assumed that an adversary is able to obtain the cryptogram and, without any
key, tries to determine the original message. The security of such a cryptosystem falls in
one of the two categories:

Complexity-Theoretic Security. The adversary is able, by conducting an exhaustive
search in the key space, to determine the originalmessage. However, the cryptosystem
is designed so that (a) there is no other method than the exhaustive search to find
out the clear message and (b) the key space size is specified so that an exhaustive
search is impractical in a limited time (insufficient processing power regarding the
number of operations to execute or lack of memory to store intermediate results).
Of course the parameters of the cryptosystem need to be frequently adjusted to
take into account the increasing efficiency of computers. Since the cryptosystem’s
security depends on the available computing resource, it is also called computational
security.

Today, the security of computationally secure cryptosystems relies on mathematical
conjectures in number theory. For example, the security of all public-key cryptosys-
tems is based on the assumed hardness of computational problems such as the com-
puting of discrete logarithms in particular finite cyclic groups (e.g., Diffie-Hellman’s
cryptosystem [44]), the factorization of integers (e.g., RSA cryptosystem [86]), the
computing of square roots in finite fields (e.g., Rabin’s cryptosystem [80]), etc.

Note that if a conjecture is proved (now a theorem), an adversary can still theoret-
ically breach the security of the cryptosystem based on this conjecture, using an
exhaustive search. However, if the conjecture is disproved (no longer a conjecture),
the cryptosystem’s security is not guaranteed any more.

Information-Theoretic Security. Even with unlimited computing processing power,
unlimited time, and infinite storage capability, an adversary cannot break the security
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of an information-theoretically secure cryptosystem. The cryptosystem’s security
can be proved thanks to information-theoretic tools [90–92] and therefore cannot
depend on any unproven mathematical condition. Such a cryptosystem, not relying
on any mathematical conjecture, is also said to be unconditionally secure [44].

By extension, cryptographic protocols also fall in the computational or unconditional
security categories; this is the case for DOT protocols. The protocols designed in this
thesis are all unconditionally secure, which allows the demonstration of their security.
Furthermore, to abide by the cryptographic tradition, the design of the DOT protocols
follows Kerckhoffs’ principle, i.e., the details of the protocols are public whereas only the
private inputs need to be secret [67, 68].

1.2 Related Areas

In this section are briefly described cryptographic classes of protocols, with strong links
to DOT protocols. More specifically, the oblivious transfer, private information retrieval
and multi-party computation protocols are reviewed. For each of these three classes, it is
shown how to reduce a DOT protocol to a protocol of the class.

1.2.1 Oblivious Transfer

An oblivious transfer (OT) protocol allows two parties to exchange, in total privacy, one
or more secret messages. The first OT protocol, introduced by Rabin in 1981 [81], enables
a sender to transmit a message to a receiver in such a way that the receiver gets the
message with probability 1/2 while the sender does not know whether the message was
received. A similar concept, presented under the form of a quantum multiplexing channel-
based primitive, had already been introduced by Wiesner in years 1970’s, as reported by
Brassard and Crépeau [23]. However, Wiesner’s first formal publication describing the
novel primitive was not published until 1983 [97]. This primitive allows a party B to send
two messages to a party A in a way that (a) A can decide which message to read and
(b) the other message is irreversibly destroyed.

In 1985,Even,Goldreich, andLempel [47] introduced a variant ofRabin’s OT protocol
for a contract signature application. This OT protocol, identified as OT-

(2
1

)
, is an exchange

protocol between a receiver and a sender who has two secret messages; the receiver chooses
one of the two messages and the sender transmits the chosen message to the receiver. At the
end of the protocol, the sender does not know which message was selected and the receiver
knows nothing of the other message. The OT-

(2
1

)
was then generalized to a 1-out-of-n
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OT protocol — or OT-
(

n
1

)
— by Brassard, Crépeau, and Roberts [24] in 1987 under the

name all-or-nothing disclosure of secrets (to be understood as ‘one and only one secret
disclosure’, also designated sometimes by the acronym ANDOS).

It was later demonstrated that all these variants ofOT protocols are equivalent,whether
the secret messages are bits or strings of bits [25, 26, 36, 39]. More generally, OT protocols
are fundamental components of secure distributed computation [61, 69]. They can be
used in the design of oblivious function evaluation protocols, which enable two parties
to evaluate a function of their inputs without revealing the inputs themselves. Therefore,
numerous OT protocol variants have been designed (for example [1, 11, 39, 72, 75, 76]).

However, OT protocols suffer two major drawbacks. The first one is the restriction in
the availability of the secret messages, because if the party B is unavailable, the party A
cannot execute the protocol. This is not the case with DOT protocols which are k-threshold
protocols; parts of the secrets are transmitted to m servers, and the receiver may contact
any set of t servers (k ≤ t ≤ m) to obtain a secret.

The second drawback of OT protocols is that they cannot be unconditionally secure.
Basically, if the receiver’s request corresponds to one secret only, the receiver’s choice is
obviously known by the sender. On the other hand, if the request corresponds to more than
one secret, all these secrets need to be transmitted to the receiver, and the sender’s security
is compromised.

Link with Distributed Oblivious Transfer
It is easy to show that DOT protocols can be reduced to OT protocols. Let πOT be an

OT protocol allowing a party A to obtain one of the n secrets of a party B. The secrets
are denoted ω1, ω2, . . . ,ωn and belong to a finite field K = GF(p) (p ∈ N, p prime power,
p > n). The secret that A wishes to obtain is denoted by ωσ. With each of the m servers
involved in πOT is associated an identifier Sj ( j ∈ Im ⊆ K

∗, ��Im�� = m, 1 < m < p). From
each secret ωi (1 ≤ i ≤ n), B generates m shares [ωi] j ( j ∈ Im) thanks to Shamir’s secret
sharing scheme [89] (see Sect. 2.3.1). Then, B distributes n shares [ω1] j , [ω2] j , . . . , [ωn] j

to the server Sj ( j ∈ Im). Now, the situation is that each server Sj holds n secret values
[ωi] j (1 ≤ i ≤ n). The partyA selects a set of k server indices Ik ⊆ Im and for each server
S` such that ` ∈ Ik, executes πOT to obtain [ωσ]`. From the k collected shares, A is able
to determine the secret ωσ.

The k instances of πOT can be executed in parallel and the security of the DOT
protocol is inherited from the security of the OT protocol. In addition, the DOT protocol’s
security is guaranteed against coalitions of k − 1 servers, thanks to the use of Shamir’s
secret sharing scheme.
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1.2.2 Private Information Retrieval

A private information retrieval (PIR) protocol enables a party A to retrieve one of the
data items contained in a database held by a server S, in such a way that S does not
learn any information on party A’s request. The first PIR protocol was introduced in
1995 by Chor, Goldreich, Kushilevitz, and Sudan [31] in the information-theoretic setting.
Actually, a trivial design consists in sending the whole database to A, which in terms
of communication is inefficient. Therefore, research on PIR protocols has focused on
minimizing the communications between the party A and the server S (e.g., [2, 9, 10, 63,
64]). Chor et al. [32] have proved that in an information-theoretic setting, if the database
is unique, the trivial solution is optimal. However, if the database is duplicated amongst
several servers, assuming these servers do not communicate with each other, and the party
A is allowed to communicate with the servers, then the communication complexity may
be sub-linear in n, where n is the size of the database.

It is observed that, unlike DOT protocols (a) PIR protocols do not prevent the partyA
from obtaining, in addition to the requested item, other items of the database; and (b) the
servers involved in the protocol are trusted, to the point that they may receive the whole
database, not encrypted. A fortiori, coalitions of corrupted servers are not considered.

Some variants of PIR protocols remedy these two shortcomings: the symmetrically
private information retrieval (SPIR) protocols and the PIR protocols based on the random
server model. In a SPIR protocol [55, 56], the partyA does not obtain any information on
the data items not chosen; in a PIR protocol based on the random server model, the servers
do not receive the whole database, but unintelligible parts of the database [54].

Link with Distributed Oblivious Transfer
It is clear that SPIR protocols and 1-out-of-n OT protocols are equivalent. Since

DOT protocols can be reduced to OT protocols, it can be inferred that DOT protocols can
be reduced to SPIR protocols. Gertner et al. [55] have proposed both general reductions
and specific reductions from a SPIR protocol to a PIR protocol, which implies that DOT
protocols may be reduced to PIR protocols. Indeed, Beimel, Chee, Yeow, Wang, and
Zhang [8] have recently proposed some efficient reductions of DOT protocols to PIR
protocols, maintaining the sub-linear property of underlying PIR protocols.

1.2.3 Multi-party Computation

Secure multi-party computation (MPC) allows mutually distrustful parties to jointly com-
pute a function of their inputs, in such a way that the correctness of the output and the
privacy of the parties’ inputs are guaranteed. The original concept was introduced by
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Yao [100], who posed the problem of two millionaires wishing to compute which one is
richer, without revealing their wealth. The two-party computation protocol proposed by
Yao was later generalized to n parties by Goldreich, Micali, and Wigderson [60].

Thus, if P1, P2, . . . ,Pn are n parties respectively holding the private inputs x1,
x2, . . . , xn selected in a set S and

f : Sn
−→ Sn[

x1, x2, . . . , xn
]
7−→

[
y1, y2, . . . , yn

]
is a public function, then at the end of the execution of an MPC protocol, the party Pi

(i = 1, 2, . . . , n) obtains the output yi and has information neither on x j nor on y j where
j = 1, 2, . . . , n and j , i. A great deal of work has been done in this research field, more
particularly in the unconditionally secure setting (e.g., [14, 27]). Also, a large body of
research has shown that secure MPC is feasible for any computable function (e.g., [14, 27,
60, 99]). Lots of improvements have been achieved since; however, the general protocols
tend to be inefficient.

Link with Distributed Oblivious Transfer
Let πDOT be a DOT protocol allowing a receiver to obtain a secret ωσ from a sender

who holds n secrets ω1,ω2, . . . ,ωn selected in a set S. This DOT protocol may be seen as
an MPC protocol where the secret input of the sender is u =

[
ω1,ω2, . . . ,ωn

]
, the secret

input of the receiver is v =
[
δσ1 , δσ2 , . . . , δσn

]
and the function f is defined by

f : Kn
× Kn

−→ K × K

[ u, v ] 7−→ [ 0, u • v ] .

After the MPC protocol has been executed, the sender has obtained the constant
value 0 (i.e., a meaningless value) and the receiver has obtained the value u • v = ωσ,
which is exactly the purpose of the protocol πDOT.

1.3 Literature Survey

Currently, there are two main categories of unconditionally secure DOT protocols: the
PIR-based DOT protocols and the polynomial interpolation-based DOT protocols. Around
20 protocols were designed and described in only five articles [8, 19, 57, 74, 78] — if
extended and improved versions are excluded — between 1997 and 2012. An overview of
each of these protocols is given in this section.
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1.3.1 Private Information Retrieval-based Distributed Oblivious
Transfer Protocols

The first two DOT protocols were introduced by Gertner and Malkin [57] in 1997. Both
protocols allow a receiver to obtain one of the n secret bits held by a sender.

The key idea of the first protocol is that the receiver executes a PIR protocol (see
Sect. 1.2.2) with k servers in a first round, to collect two pointers. Then, in a second
round, the receiver sends one pointer to a first additional server and the second pointer to a
second additional server. These two servers use the received pointers to select one bit in a
random string of bits. Then, they return the retrieved bits to the receiver. The chosen bit is
determined thanks to the ‘exclusive or’ of the two bits received in the second round. None
of the k + 2 servers has any information on the receiver’s choice, but if two servers collide,
they may determine the receiver’s choice.

The second protocol is a generalization of the first protocol and aims to guarantee
the receiver’s privacy against any coalition of t servers or fewer. The protocol requires the
receiver to communicate with kt + t + 1 servers whereas in the first protocol, the receiver
needs to communicate with k + 2 servers only. Note that none of the protocols guarantees
the secrets’ confidentiality against curious or corrupted servers since k servers, in both
protocols, receive the sender’s secret bits.

The first protocol was improved by Gertner, Ishai, Kushilevitz, and Malkin in 1998
and 2000 [55, 56], so that only one additional server is required instead of two. In addition,
Gertner et al. introduced the model of SPIR (see Sect. 1.2.2 above), where besides the
privacy of the receiver, the security of the database is also guaranteed against the receiver.
More generally, Gertner et al. introduced a general technique to reduce any k-database
PIR protocol to a (k + 1)-database SPIR protocol, preserving in particular the number
of rounds and adding only a constant factor overhead in the communication complexity.
They also presented specific reductions, both in honest and malicious settings. However,
again, no protection was in place to prevent dishonest coalitions of servers to determine
the sender’s data. An extension was proposed to protect the sender’s privacy against a
coalition of t servers, but at the expense of a greater number of servers (kt + 1 instead of k

servers) or of communication overhead (multiplicative factor of
(

k+t−1
t−1

)
for k + t servers).

The PIR-based technique was abandoned for a few years until 2012, when Beimel,
Chee, Wang, and Zhang [8] introduced communication-efficient DOT protocols relying
on PIR protocols. Beimel et al. proposed two constructions:

1. The first one is a specific reduction from a polynomial interpolation-based DOT
protocol to a polynomial interpolation-based PIR. This construction is presented in
the next section.
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2. The second construction is a general reduction from aDOTprotocol to a PIR protocol.
The communication efficiency of the resulting DOT protocol is the same as the
efficiency of the underlying PIR protocol. Thus the latest progress in the research of
locally decodable codes-basedPIR protocols gives efficient sub-linearDOTprotocols.
For example, if the reduction is applied to the PIR protocol defined by Barkol, Ishai,
andWeinreb [3, 4] and Efremenko [46], the resulting DOT protocol’s communication
complexity is exp(O(

√
log(n log(log(n))))) (the receiver must contact 3kR + kR + kS

servers, where kR is such that a coalition of up to kR servers learns no information
on the receiver’s choice and kS is such that a coalition of a malicious receiver and
kS malicious servers only obtains one secret after the execution of the protocol).
However, in the set-up phase where m servers are involved, the sender has to prepare
specific shares for each subset of k servers, giving for some settings of the protocol’s
parameters an impractical number of elements to transmit to the servers.

1.3.2 Polynomial Interpolation-based Distributed Oblivious
Transfer Protocols

In 2000, Naor and Pinkas [74] proposed two unconditionally secure DOT protocols, based
on polynomial interpolation. These protocols take non-fully trusted servers into account:
servers are only provided with parts — called shares — of the original messages. Both
protocols are composed of two phases: (i) the set-up phase and (ii) the transfer phase.
During the set-up phase, the sender generates and sends shares of his secrets to all the
servers. In the transfer phase, the receiver chooses the index of a secret, selects k servers
(k > 1) and sends them requests. From the k responses, the receiver is able to interpolate
an univariate polynomial of degree at most k − 1, whose value for x = 0 is the chosen
secret.

In the first protocol, the shares distributed to the servers by the sender are generated
from a sparse bivariate polynomial. The receiver’s privacy is guaranteed against a coalition
of k − 1 servers, and with an additional protecting technique, the protocol is secure against
a dishonest receiver.

The second protocol proposes a trade-off between the sender’s security and the
receiver’s privacy; the receiver’s privacy is guaranteed against a coalition of kR servers
(0 < kR <

k−1
2 ), whereas the sender’s security is guaranteed against a coalition between

the receiver and kS =
k−1
2kR

corrupt servers. (It is assumed that the design of the protocol
takes into consideration the modifications suggested by Ghodosi [58, 59].)

In SAC 2002, Blundo, D’Arco, De Santis, and Stinson presented a generalization of
Naor and Pinkas’ protocols to n secrets [19]. In 2007, the protocols were improved [20].
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Blundo et al. also defined a security model composed of four fundamental conditions that
every DOT protocol should satisfy:

B1. Correctness — The receiver is able to determine the chosen secret once she has
received information from the k contacted servers.

B2. Receiver’s privacy — A coalition of up to k−1 servers cannot obtain any information
on the choice of the receiver.

B3. Sender’s privacy with respect to k − 1 servers and the receiver — A coalition of up
to k − 1 servers with the receiver does not obtain any information about the secrets.

B4. Sender’s privacy with respect to a ‘greedy’ receiver — Given the transcript of the
interaction with k servers, a coalition of up to k−1 dishonest servers and the receiver
does not obtain any information about secrets which were not chosen by the receiver.

The first DOT protocol of Naor and Pinkas [74], as well as the first DOT protocol of
Blundo et al. [20], only satisfies security conditions B1, B2, and B3. Actually, Blundo et al.
have proved that condition B4 cannot be guaranteed with a one-round DOT protocol —
a round being defined as a set of consistent requests/responses exchanged between the
receiver and k servers.

Still in 2002, Nikov, Nikova, Preneel, and Vanderwalle [78] introduced two uncondi-
tionally secure DOT protocols based on polynomial interpolation, similar to Blundo et al.’s
protocols. The main difference is the sharing polynomial used by the sender to prepare the
shares sent to the servers. More generally, Nikov et al. demonstrated that if the receiver’s
privacy is guaranteed against a coalition of kR servers and the sender’s security against
a coalition of kS servers, including when a secret had already been obtained, then the
parameters kS and kR must satisfy the inequality (kS + 1) + (kR + 1) < k.

In 2007, a new polynomial interpolation-based DOT protocol was introduced by
Cheong, Koshiba, and Yoshiyama [29], but it is observed that this protocol is actually an
application of the technique suggested by Naor and Pinkas to Nikov et al.’s DOT protocol.

In 2012, Beimel et al. [8] presented a reduction from polynomial interpolation-based
DOT protocols to polynomial interpolation-based PIR protocols (for example [9, 98]). The
communication complexity of the resulting DOT protocols is sub-linear (O(n1/b(k−k

S
−1)/k

Rc )
where kR and kS are defined as in the previous section), and assumes an ‘honest but
curious’ receiver (see Sect. 2.2.2).
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1.3.3 Distributed Oblivious Transfer Protocols Based on Other
Techniques

The two polynomial interpolation-based protocols introduced by Blundo et al. [20] were
accompanied by three other DOT protocols, based on combinatorial solutions. In the first
one, the receiver must contact all servers; the secret bits are hidden in a matrix and each
server receives a row of the matrix. The second combinatorial DOT protocol is based
on orthogonal arrays and assumes an honest receiver. The third protocol is similar to the
second, but is extended to general access structures (authorised lists). Blundo et al. have
also described a two-round protocol which satisfies all the security conditions B1, B2, B3,
and B4. The receiver sends a first request to k servers, receives k responses and prepares a
second set of requests, based on the received responses. However, this DOT protocol does
not guarantee the receiver’s privacy, if the sender collides with one server only. Strangely,
this scenario is not taken into account by security condition B2 where the sender does not
appear (the condition was generalised by Cheong et al. [29] to take into consideration a
coalition of the sender and of servers).

1.4 Motivation and Objectives

As pointed out by Kilian [69], OT is a fundamental cryptographic primitive; this primitive
is used as a building block in many secure protocols (e.g., [28, 38, 60, 62]). If DOT
protocols enjoy the same properties as OT protocols, they have two advantages over OT
protocols: first, they can be designed to be unconditionally secure, provided coalitions of
less than k servers are considered, and second, due to their distributed settings, they can
easily form the basis of other distributed secure computation protocols.

However, a preliminary analysis shows that most unconditionally secure DOT pro-
tocols have weaknesses, flaws or are inefficient, especially in some specific scenarios.
Furthermore, when the research on DOT protocols is considered, as well as on a sim-
ilar cryptographic primitive, namely Secret Sharing [7], the abundant literature on the
latter compared to the lack of publications on the former is surprising. Yet, both types of
primitives could be designed for the same particular contexts, and so should motivate the
design of similar variants. This has been the guiding line of the research whose results are
presented in this thesis.

Due to the high number of possible variants of DOT protocols, the research could not
be exhaustive and systematic. The research methodology consisted in detecting scenarios
of interest, for which a DOT protocol variant would be a contribution to the state of the art,
and then to design the corresponding DOT protocol. It is important to note the framework
and the limitations of the research:
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• Only unconditionally secure DOT protocols were studied, to the detriment of com-
putationally secure DOT protocols. In fact, computationally secure DOT protocols
can be easily derived from OT protocols (see Sect. 1.2.1). This is why there is very
little research on computationally secure DOT protocols (only one DOT protocol
designed by Zhong and Richard Yang [101, 102]).

• The DOT protocols presented in this thesis were all designed in conventional —
or traditional — cryptography, rather than in quantum cryptography. Basically,
quantum cryptography relies on the physics of the communication carriers [16,
88], while traditional cryptography is based on mathematics. In particular, quantum
cryptography protocols are dependent on the medium of communication, which is
not the case for traditional cryptography.

• In some security models, correctness is statistical. That is, the receiver obtains the
chosen secret with a high probability, p = 1− ε , where ε = 2−` and ` is an adjustable
parameter of the protocol. In the study, it was chosen to define the correctness for a
probability of obtaining a secret of p = 1 (i.e., ε = 0).

• Some cryptographic protocols rely on specific communication physical means or
techniques (noisy channel, time-delay, packet reordering, etc.); These particular
features were excluded from the study and only conventional communications were
considered.

1.5 Contribution and Organization of the Thesis

The first objective of this research was to analyse the principal unconditionally secure DOT
protocols. In this thesis, it is shown that some of them are flawed or suffer weaknesses.
The second objective was to design DOT variants more efficient or more secure than the
existing DOT protocols. The results form the major part of this document and mainly
consist of five novel variants of unconditionally secure DOT protocols, suitable to particular
environments:

• A DOT protocol with the highest level of security, i.e., secure against an adversary
controlling up to k − 1 servers. This protocol demonstrates that unconditionally
secure, one-round, polynomial interpolation-based DOT protocols, with a receiver
corrupting up to k − 1 servers once the protocol has been executed, may be secure.

• A verifiable DOT protocol, allowing the receiver to obtain a chosen secret, even in
the presence of malicious servers. These servers may try to disrupt the protocol’s
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execution, either by not responding or by providing incorrect responses, so that the
secret obtained by the receiver is different from the chosen secret.

• A t-out-of-n DOT protocol, allowing the receiver to obtain t secrets in one round
only. The current one-round DOT protocols allow the receiver to obtain one secret
only, but to execute the protocols t times, which is inefficient.

• Two adaptive DOT protocols, where the set-up phase is executed once only, whatever
the number of secrets requested by the receiver(s). In particular, these variants are
useful when a receiver selects a secret based upon the value of a secret previously
obtained. The first variant accepts a limited number of requests, unlike the second
one which, however, requires communication amongst servers.

• A threshold DOT protocol, enabling a receiver to contact k servers or more to obtain
a secret. The existing DOT protocols require a mechanism to control that exactly
k servers are contacted by the receiver, which annihilate the availability feature of
DOT protocols compared to OT protocols (see Sect. 1.2.1).

The remainder of this thesis is organized as follows. Chapter 2 introduces the basic
concepts common to all DOT protocols presented throughout the document. First, the
mathematics (algebra, probability, and information theory) used in the protocols and in the
security demonstrations are presented. Second, the models (communication, adversary and
security) associated with the protocols are introduced. Third, a few components common
to several of the protocols are described. In Chap. 3, some existing DOT protocols are
analysed and some weaknesses are pointed out. In the next chapters (Chaps. 4–8), novel
variants of protocols are described; each of these five chapters may be read independently
of the others. Redundancies have been kept to a minimum, but some were still required to
provide consistent and independent chapters. Lastly, conclusions and direction for future
research are given in Chap. 9.

When referred to, an appendix may be consulted for detailed proofs, examples or
explanations, but is not necessary for the comprehension of the body of the document.
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2

Preliminaries

The objective of this chapter is threefold. First, it reviews the mathematical
concepts (algebra, probability, and information theory) needed in this thesis. The
purpose is to introduce the notation, as well as specificities used in later chapters, but
not to give comprehensive treatments of the topics. More detailed information can be
found, for example, in the books of Bourbaki [21, 22], Feller [48, 49], Billingsley [17],
andCover andThomas [33]. Second, the chapter introduces the genericmodels applied
in the rest of the document, that is the communication model, the security model and
the adversary model. Lastly, the basic cryptographic components, common to some of
the protocols presented in this thesis, are described. These components are Shamir’s
secret sharing scheme [89], as well as a simplified version and the full version of the
polynomial interpolation-based distributed oblivious transfer protocol introduced by
Blundo, D’Arco, De Santis, and Stinson [19, 20].

2.1 Background Mathematics

2.1.1 Algebra

2.1.1.1 Modular Arithmetic

A fundamental characteristic of many cryptographic protocols is that one party holds secret
information. It could be, for example, secret messages, secret words, secret numbers or
secret bits. In modern cryptographic systems, secrets are often represented as numerical
values, and more specifically, integers. These mathematical entities are easy to manipulate
with the usual arithmetic operations (addition, subtraction, multiplication and division).
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Moreover, simple relations like A ↔ 1, B ↔ 2, . . . , Z ↔ 26, a ↔ 27, b ↔ 28, . . . ,
z ↔ 52, “ ” (space)↔ 53, “.”↔ 54, “,”↔ 55, etc. allow the conversion of numbers into
texts and vice versa.

Some of the protocols presented in this thesis rely on Lagrange interpolation. There-
fore, the secrets are required to belong to a commutative field, so that every non-zero
element has a multiplicative inverse. Basically, a field K is a set of elements with two laws
of composition (an addition, commutative and associative, and a multiplication, associat-
ive). The field is commutative if the multiplication is commutative. One of the elements of
K is the additive identity (denoted by 0, such that x = x + 0 = 0 + x for any element x of
K) and another one is the multiplicative identity (denoted by 1, such that x = x × 1 = 1× x

for any element x of K). Moreover, each element of K has an additive inverse (i.e., if x is
an element of K, there exists an element y such that x + y = y + x = 0) and each element
ofK∗ has a multiplicative inverse (i.e., if x is an element ofK, different from 0, there exists
an element y such that x × y = y × x = 1). Lastly, the multiplication must be distributive
over the addition, that is, for any 3 elements x, y and z of K, x × (y + z) = x × y + x × z.

Besides, it is sometimes necessary to select a random number in the set of values
containing the secrets of the protocols. Indeed, it is impossible to choose a random number
in an infinite set of numbers in a way that all numbers are equally likely (the sum of the
probabilities cannot be 1). Hence, secrets will belong to finite sets of numbers.

From the two requirements above, it follows that secrets are selected in finite fields,
i.e., Galois fields GF(qn) where q is prime and n a positive integer (the modulus qn of
the field is called a prime power). The immediate consequence is that modular arithmetic
will be used, and not real arithmetic. To simplify notations, congruence symbols will be
omitted in operations (e.g., if q = 7 and n = 1, instead of ‘3 + 5 ≡ 1 (mod 7)’ it will be
written ‘3 + 5 = 1’, keeping in mind that the modulus of the field is qn

= 7).
Throughout this document, all operations on secrets are executed in a finite field

K =
[
GF(p),+,×

]
, where p ∈ N is a prime power, + is the additive law of composition,

and × is the multiplicative law of composition of the field. When p is prime, it is assumed
that GF(p) = Z/pZ = { 0, 1, . . . , p − 1 } where the elements of Z/pZ are representatives of
the equivalence classes for the congruence modulo p relation. More precisely, an element
e belongs to Z/pZ if e is the smallest non-negative integer of its class. In this context, it
is convenient to define an order relation ‘≤’ on the set GF(p) = Z/pZ: for e1 ∈ Z/pZ and
e2 ∈ Z/pZ, e1 ≤ e2 if e1 ≤ e2.

2.1.1.2 Polynomials

Some underlying mechanisms of the protocols described in this document are based on
polynomial interpolation. A polynomial with coefficients in a group G may be considered
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as an infinite sequence of elements of G, with a finite number of non-zero elements. It is
convenient to introduce the indeterminate X and to represent a polynomial,not as a sequence,
but as a sum of products between a coefficient of K and a power of the indeterminate.
From this point, this notation will be used. For example, if G = Z, the polynomial
F = [ 1, 5, 7, 0, 3, 0, 0, . . . ] will be written under the form F = 1 + 5X + 7X2

+ 3X4.

Definition 2.1. If [K[X],+,× ] is the ring of polynomials over K and
[
Kk[X],+

]
the

additive group of polynomials of degree at most k over K, a polynomial F =
∑k

i=0 fi X
i of

Kk[X] is said to be quasi-random, if the coefficients fi (1 ≤ i ≤ k) are randomly selected
in K and the constant term f0 ∈ K has a predefined value.

Definition 2.2. By an abuse of language, if F =
∑r

i=0 fi X
i (r ∈ N, fi ∈ K) is a polynomial

of K[X], the polynomial function F is given by F : K → K, x 7→
∑r

i=0 fi x
i. Note that the

additive and multiplicative laws of composition in K[X] are defined such that, for P, Q,
R ∈ K[X] and for x ∈ K

• If R = P +Q, then the corresponding polynomial functions satisfy the relationship
R(x) = P(x) +Q(x),

• Similarly, if R = P × Q, then the corresponding polynomial functions satisfy the
relationship R(x) = P(x) ×Q(x).

2.1.1.3 Lagrange’s Interpolation Technique

Let K be a field and K[X] be the ring of polynomials with coefficients in K. According to
Lagrange’s interpolation theorem, given k points

[
a1, b1

]
,
[

a2, b2
]

, . . . ,
[

ak , bk
]
of K2,

where abscissae ai are distinct, a polynomial RG agreeing with the k points has the form

RG =

k∑
i=1

bi Li + G ×
k∏

j=1
(X − a j ) ,

where G can be any polynomial of K[X] and where the polynomials Li are defined by:

Li =

k∏
j=1
j,i

X − a j

ai − a j
.

Note that Li (a j ) = δ
j
i , Li ∈ Kk−1[X] and R0 =

∑k
i=1 bi Li is the unique polynomial of

Kk−1[X] agreeing with the points.
Moreover, to determine the value of the interpolating polynomial R0 ∈ Kk−1[X] for

the value x = 0, it is more efficient to calculate

R0(0) =
k∑

i=1
bi Li (0) ,
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where

Li (0) =
k∏

j=1
j,i

−a j

ai − a j
.

2.1.2 Probability Theory

2.1.2.1 Finite Probability Space

In Sect. 2.1.1.1, it was mentioned that the secret elements of cryptographic protocols are
selected in finite fields. For the sake of generality, it is assumed that an element of a finite
field may be chosen according to any probability distribution. This naturally leads to the
use of discrete probability theory concepts, applied to finite sets of possible secrets. These
concepts are briefly described below.

A finite probability space [Ω, Σ, Pr ] consists of a finite setΩ , ∅ (the sample space),
a collection Σ of subsets ofΩ (the event space), together with a function Pr (the probability
measure). The elements ofΩ are called elementary events and the elements of Σ are called
events.

The event space Σ is closed under complement operations and countable unions, that
is

1. Σ , ∅

2. If A ∈ Σ then Ω \ A ∈ Σ

3. If A1, A2, . . . , An are n events of Σ (n ≥ 1) then

*
,

n⋃
i=1

Ai
+
-
∈ Σ

The probability measure Pr is a function whose domain is Σ and image is R, and
which satisfies the Kolmogorov axioms:

1. Pr(A) ≥ 0 for any event A ∈ Σ

2. Pr(Ω) = 1

3. If A and B are two events of Σ such that A ∩ B = ∅,

Pr(A ∪ B) = Pr(A) + Pr(B)
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It is easy to deduce from these axioms the following two properties: Pr(∅) = 0 and
0 ≤ Pr(A) ≤ 1 for any A ∈ Σ. Commonly, the real number Pr(A) is called the probability
of the event A. The function Pr also satisfies the essential property,

Pr(A ∪ B) = Pr(A) + Pr(B) − Pr(A ∩ B),

where A and B are two events of Σ.

Mutual Independence. Two events A and B of Σ are independent if

Pr(A ∩ B) = Pr(A) × Pr(B) .

Conditional Probability. The conditional probability Pr(A | B) of an event A given that
another event B occurs is defined as

Pr(A | B) =
Pr(A ∩ B)

Pr(B)

whenever Pr(B) is positive. In the rest of the document, the standard notation Pr(A, B) =
Pr(A ∩ B) will be used.

2.1.2.2 Discrete Random Variables

A discrete random variable X on a discrete probability space [Ω, Σ, Pr ] is a function

X : Ω −→ X

such that {ω ∈ Ω | X (ω) = x } ∈ Σ for x ∈ X. It is assumed that the domain X (Ω) is such
that X = X (Ω) and the alphabet of X is denoted by X. For convenience, the event of Σ,

{ω ∈ Ω | X (ω) = x },

is denoted by X = x. Hence, the probability mass function pX of the discrete random
variable X can be defined:

pX : X −→ R+

x 7−→ Pr(X = x) .

Actually, the use of random discrete variables allows the omission of theoretical
details of probability measures and the use of probability mass functions defined on
alphabets. Thus, in the rest of the thesis, when a random variable X (bold font upper
case letter) is introduced, it will implicitly be associated with an alphabet X (cursive font)
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and a probability mass function pX (lower case p with, as subscript, the random variable
identifier), while the other components, e.g., the sample space Ω, the event space Σ and
even the probability measure Pr, will be ignored. Because the most important feature of
a discrete random variable is its probability mass function, a few properties of random
variables are introduced below. These properties are directly induced from equivalent
properties of probability measures (see previous section).

Joint Probability. If X and Y are two discrete random variables defined on the same
probability space, the pair [ X ,Y ] can be associated with a joint probability mass function.
This function, denoted by pXY , is defined by

pXY (x, y) = Pr(X = x,Y = y) .

for any pair
[

x, y
]
on X × Y. Note that this definition can be extended to any tuple of

discrete random variables.
Given a probability mass function pXY for X , Y , one can recover the marginal

distribution of X via
pX (x) =

∑
y∈Y

pXY (x, y) .

This formula can be generalized to any finite tuple of random variables. Thus, let Xi be
a random variable over an alphabet Xi, with a probability mass function pXi

(0 ≤ i ≤ k).
Similarly, let Y j be a random variable over an alphabetYj , with a probability mass function
pYj

(0 ≤ j ≤ `). If pX1X2...XkY1Y2...Y `
is the joint probability mass function between all

these variables, then the marginal probability mass function pX1X2...Xk
is defined and

calculated thanks to the formula:

pX1X2...Xk
(x1, x2, . . . , xk ) =

∑
y1∈Y1,
y2∈Y2
...

y`∈Ỳ

pX1X2...XkY1Y2...Y `
(x1, x2, . . . , xk , y1, y2, . . . , y`)

(2.1)
where xi ∈ Xi for i = 1, 2, . . . , k.

From this point, all random variables introduced in the document will be implicitly
discrete.

Conditional Probability. For two random variables X and Y associated with a joint
probability mass function pXY , the conditional probability pX |Y of the random variable X
given the random variable Y is defined as

pX |Y (x | y) = Pr(X = x | Y = y),
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for any pair
[

x, y
]
∈ X × Y, such that pY (y) , 0, i.e.,

pX |Y (x | y) =
pXY (x, y)

pY (y)
. (2.2)

Thus, for each value y ∈ Y such that pX (y) , 0, there is a probability mass function
of X given that Y = y, denoted by

pX |Y=y (x) = pX |Y (x | y) = Pr(X = x | Y = y) .

Mutual Independence. Two random variables X and Y are said to be independent if for
all pairs

[
x, y

]
∈ X × Y,

pXY (x, y) = pX (x) × pY (y) .

2.1.3 Theory of Information

Since security conditions are linked to the quantity of information received by parties,
it seems appropriate to use Shannon’s entropy function [90, 91], and more generally
information theory, to demonstrate the security of the protocols I designed. The following
definitions and properties will be used in the rest of the document (for more details on
information theory, see for example [33]).

Let X andY be two random variables over an alphabetV = K, whereK is a finite field,
and let pXY be their joint probability mass function. The probability mass functions pX

and pY associated with X and Y respectively are determined thanks to (2.1).

• The entropy of X is

H (X ) = −
∑
x∈X

pX (x) log2 pX (x) .

• The joint entropy H (X ,Y ) of X and Y is

H (X ,Y ) = −
∑
x∈X

∑
y∈Y

pXY (x, y) log2 pXY (x, y) .

• The conditional entropy H (X | Y ) of X given Y is defined as

H (X | Y ) =
∑
y∈Y

pY (y)H (X | Y = y),

where the entropy H (X | Y = y) is

H (X | Y = y) = −
∑
x∈X

pX |Y (x | y) log2 pX |Y (x | y) .
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Note that if R is a random variable and pR (r) = 0, then the convention that
pR (r) log2 pR (r) = 0 is adopted.

Let X ,Y , and Z be random variables. The following properties are used in the security
demonstrations:

H (X ) ≥ H (X | Y ) (2.3)

H (X ,Y ) = H (X ) + H (Y | X ) = H (Y ) + H (X | Y ) (2.4)

0 ≤ H (X ) ≤ log2 |X| (2.5)

If H (Y | Z ) = 0 then H (X | Y ) ≥ H (X | Z ) (2.6)

If H (Y | Z ) = 0 then H (X | Y , Z ) = H (X | Z ) (2.7)

H (Z | X ,Y ) = H (Z | X ) iff H (Y | X , Z ) = H (Y | X ) (2.8)

If H (Z | X ,Y ) = H (Z ) then H (X | Y , Z ) = H (X | Y ) (2.9)

and

If H (X | Y , Z ) = H (X ) then H (X | Y ) = H (X | Z ) = H (X ) (2.10)

2.2 Models

This section introduces the communicationmodel,adversarymodel and securitymodel used
in the rest of the document. The communication model defines how the different entities
of protocols communicates with each other. The adversary model gives a classification
of adversaries who would wish to breach the security of protocols. Finally, the security
model defines how the security of the protocols is assessed and more importantly, defines
the security criteria which are evaluated, as well as the specific parameters associated with
each criterion.

2.2.1 Communication Model

It is considered that all entities (sender, receiver, servers, etc.) involved in the protocols
introduced in this thesis are connected to the same network allowing them to communicate
with each other. For each DOT protocol are made some assumptions on the network
characteristics; these characteristics are shortly presented below.

First, the entities may send messages to other entities through unicast channels or
broadcast channels. A unicast or point-to-point channel enables both way communication
between two entities. A broadcast or point-to-multipoint channel allows any party to send
a message to all other entities in the network.
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Second, the topology of the network connecting the protocols’ entities is complete,
i.e., any two entities are connected — in that they can exchange messages. In particular, it
is assumed that some mechanisms guarantee the connexity of the network so that a receiver
cannot execute two instances of a DOT protocol in two disjoint parts of the network, while
she is entitled to execute one instance only.

Third, communication channels may be secure, insecure or unauthenticated. A secure
channel guarantees that communications cannot be tampered with and cannot be eaves-
dropped on. With insecure channels, an adversary can obtain all the messages exchanged
by the entities; yet, the adversary cannot alter the communication. Finally, unauthenticated
channels allow an adversary to have a full control on communication: in addition to the
ability to eavesdrop on messages, the adversary may modify or delete messages, and even
generate messages on behalf of an entity. An immediate consequence of these definitions
is that broadcast channels are not secure since all entities, including an adversary, receive
broadcast messages.

Communication network are also characterized by the synchronisation of messages;
Basically, a network may be synchronous or asynchronous. A network is synchronous if
all the entities connected to the network have access to a common clock; time is divided
by equidistant clock ticks, and messages are sent on a clock tick and received at the next
clock tick. That is, the delay of messages in the channel is bounded by a known constant. In
asynchronous networks, there is neither common clock, nor bounded delay for the reception
of a message. In particular the messages may be received in an order different from the
order of sending. In this thesis, networks are assumed to be asynchronous which is more
general than considering synchronous networks [13].

2.2.2 Adversary Model

An adversary represents the coalition formed by a party who tries to breach the security of
a cryptographic protocol (i.e., who tries to obtain information that should remain private)
and possibly, by some of the parties taking part in the protocol. The parties under the
control of the adversary are said to be corrupted. In particular, in a DOT protocol, the
adversary may be the sender, the receiver or a party external to the protocol.

Informally, the adversary model specifies a list of assumptions on the adversary’s
capability.

An adversary may be passive, semi-honest or ‘honest but curious’ if the corrupt
parties do not interfere with the execution of the protocol, but are able to collect data
(internal states, temporary and final computation results, messages sent and received, etc.)
and provide these data to the adversary.
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An adversary may also be active or malicious, that is, the adversary can make the
corrupted parties behave arbitrarily, and interfere with the communication by deleting,
injecting, or modifying messages.

Regarding the strategy of corruption, an adversary may also be categorized as static
or adaptive. A static adversary cannot corrupt parties during the execution of the protocol.
Hence the set of corrupted parties is fixed before the protocol starts. The adversary is
adaptive (or dynamic) if the parties can be corrupted during the execution of the protocol.
If the number of corrupted parties is limited, at any moment, there cannot be more parties
that the limit colluding with the adversary, but the set of corrupt parties may change in the
course of the protocol’s execution. For all the DOT protocols presented in this document,
the adversary model is static.

An adversary is also characterized by the computational resources at his disposal
(bounded or unbounded). Because all the protocols presented in this thesis are uncondi-
tionally secure, only adversaries with unlimited computational resources are considered.

2.2.3 Security Model

The security of a DOT protocol may be assessed thanks to the following security conditions
based on definitions given by Blundo, D’Arco, De Santis, and Stinson [19, 20]:

C1. Correctness – The receiver is able to determine the chosen secret once she receives
information from t contacted servers (t ≥ k).

C2. Receiver’s privacy – A coalition of up to λR servers (1 ≤ λR ≤ m) cannot obtain
any information on the choice of the receiver.

C3. Sender’s privacy with respect to λS servers and the receiver – A coalition of up to
λS servers (1 ≤ λS ≤ m) with the receiver does not obtain any information about
the secrets before the protocol is executed.

C4. Sender’s privacy with respect to a ‘greedy’ receiver – Once the protocol has been
executed, a coalition of up to λC dishonest servers (0 ≤ λC ≤ m) and the receiver
does not obtain any information about secrets which were not chosen by the receiver.
This security condition may be decomposed into two parts; given the transcript of
the interaction with t servers (t ≥ k),

C4.1. The receiver does not obtain any information about secrets she did not choose
(λC = 0).

C4.2. A coalition of up to λC dishonest servers and the receiver does not obtain any
information about secrets which were not chosen by the receiver (λC > 0).
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In [20], a DOT protocol is private if the following conditions are satisfied: C1 for
t = k, C2 for λR = k − 1, C3 for λS = k − 1 and C4.1. A DOT protocol is defined as
strongly private if it is private and if condition C4.2 is satisfied for λC = k − 1. Blundo et al.
have shown that a one-round DOT protocol cannot reach strong privacy, i.e, if t = k and
λR = k − 1, then condition C4.2 cannot be satisfied for λC = k − 1. More generally, Nikov,
Nikova, Preneel, and Vandewalle [78] have demonstrated that the relation λR + λC < k

needs to hold for conditions C2 and C4.2 to be guaranteed.

2.3 Some Useful Components

In this section, a few basic cryptographic components are gathered. Some of the protocols
described in the rest of the document are based on these components. To avoid repetitions,
the components are described only once here. The first component, Shamir’s secret sharing
scheme [89], is a threshold protocol allowing cooperating parties holding parts of a secret
to determine this secret only when a threshold of parties is reached. The second component
is the polynomial interpolation-based DOT protocol introduced by Blundo et al. [19],
because some of the protocols I designed are simply a modified version of this DOT
protocol. A basic version of the protocol (also referenced as sub-protocol) is described
first, and then the full version of the protocol, which is actually an enhancement of the
basic protocol, is presented.

2.3.1 Shamir’s Secret Sharing Scheme

In [89], Shamir shows how to share a secret ω randomly selected in a prime finite field
amongst m usersU1,U2, . . . ,Um such thatω can be reconstructed from any set of k shares
(k ≤ m). The construction is called a secret sharing scheme. More specifically, because
ω can be determined from any set containing k or more shares, k is called the threshold
of the scheme and the scheme itself is called a (k, m)-threshold secret sharing scheme.
Shamir suggests the following algorithm for his construction:

1. A dealer, D, who has a secret ω in a finite field K = GF(p) (p ∈ N, p prime),
secretly chooses k − 1 random elements of K, denoted by a1, a2, . . . , ak−1 and forms
the sharing polynomial F =

∑k−1
`=1 a`X `

+ ω.

2. D gives (in private) the share F (i) to the userUi.

In the secret reconstruction phase, a set of at least k participants uses Lagrange’s
interpolation formula (see Sect. 2.1.1.3) to recover the secret. Without loss of generality,
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let U1,U2, . . . ,Uk be the set of collaborating users in the secret reconstruction phase.
Then the secret can be recovered, using

ω =

k∑
i=1

F (i)
k∏

j=1
j,i

j
j − i

.

It is well-known that Shamir’s secret sharing scheme is perfect, i.e., the knowledge of k−1 or
fewer shares leaves ω completely undetermined (see information-theoretic demonstration
in App. A).

Remark 2.3. In Shamir’s scheme, the secret ω is randomly selected in a finite field GF(p)
where p ∈ N is prime. Actually, the scheme is still valid in any finite field, i.e., in Galois
fields where p is a prime power, and for any secret ω whose probability distribution is not
uniform.

2.3.2 Blundo et al.’s Distributed Oblivious Transfer Protocol
(Simplified Protocol)

In SAC 2002,Blundo et al. [19] presented an extension of Naor and Pinkas’ 1-out-of-2 DOT
protocol [74]. This polynomial interpolation-based protocol (see description in Fig. 2.1)
allows a receiver to obtain one of the n secrets (n > 1) of a sender, by contacting exactly
k servers. The secrets belong to a field K = GF(p) (p ∈ N, p prime) and the parameter
k is such that 1 < k ≤ m, where m is the total number of servers participating to the
protocol. In terms of security, without additional features, the protocol only guarantees
security conditions C1 and C2 for λR = k − 1 in a semi-honest model (security conditions
and parameters are defined in Sect. 2.2.3).

2.3.3 Blundo et al.’s Distributed Oblivious Transfer Protocol (Full
Protocol)

Blundo et al. later designed a new DOT protocol [20] which improved the security of
the protocol described in the previous section. The new protocol is still polynomial
interpolation-based, but with only one new assumption (the secrets need to be distinct), it
guarantees security conditions C1, C2 for λR = k − 1 and C3 for λS = k − 1. Blundo et al.
claimed that the protocol satisfies security condition C4.1, but this claim is correct only if
the protocol is slightly modified as shown in Chap. 3.

The two phases of the protocol — the set-up phase and the transfer phase — are
described in Figs. 2.2 and 2.3.
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Let Im = { 1, 2, . . . , m } (m > 1) be a subset of K∗ and Sj be a server such that j ∈ Im.

Input The sender S contributes with n secrets ω0, ω1, . . . ,ωn−1 selected in K
The receiver R chooses an index σ ∈ In = J 0, n − 1 K, and contributes
with n − 1 private values δσ1 , δ

σ
2 , . . . , δσn−1 of { 0, 1 }

Output R receives ωσ, while S receives nothing.

Set-up Phase

1. The sender S generates a quasi-random polynomial B0 of Kk−1[X], such that
B0(0) = ω0, and the sparse n-variate polynomial Q defined by

Q(x, y1, y2, . . . , yn−1) = B0(x) +
n−1∑
j=1

(ω j − ω0) × y j .

Note that ω` = Q(0, δ`1, δ`2, . . . , δ`n−1) for ` ∈ In.

2. Then, to each server Sj ( j ∈ Im), S transmits the (n − 1)-variate polynomial Fj
defined by

Fj (y1, y2, . . . , yn−1) = Q( j, y1, y2, . . . , yn−1) .

Transfer Phase

1. The receiverR chooses the identifierσ of one secret (σ ∈ In) and generates n−1
quasi-random polynomials Zi (1 ≤ i ≤ n − 1) of Kk−1[X], such that Zi (0) = δσi .

2. Then,R selects a subset Ik ⊆ Im of k indices and sends to each server Sj ( j ∈ Ik)
a request r j =

[
Z1( j), Z2( j), . . . , Zn−1( j)

]
. When a server Sj receives r j , it

replies with the share s j = Fj (r j ).

3. After receiving k responses s j ( j ∈ Ik), R interpolates a univariate polynomial
R from the k points

[
j, s j

]
(see Sect. 2.1.1.3) and calculates the chosen secret:

ωσ = R(0).

Figure 2.1: Blundo et al.’s Simplified Distributed Oblivious Transfer Protocol
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Let Im = { 1, 2, . . . , m } (m > 1) be a subset of K∗ and Sj be a server such that j ∈ Im.

Input The sender S contributes with:
• n secrets ω0, ω1, . . . ,ωn−1 of K,
• n − 1 masks u1

1, u1
2, . . . , u1

n−1 of K,
• n − 1 masks u2

1, u2
2, . . . , u2

n−1 of K, and
• n masks v0, v1, . . . , vn−1 of K

∗.
The receiver R chooses an index σ ∈ In = J 0, n − 1 K, and contributes
with n − 1 private values δσ1 , δ

σ
2 , . . . , δσn−1 of { 0, 1 }

Output R receives ωσ, while S receives nothing.

Set-up Phase

1. The sender S generates two quasi-random polynomials B1
0 and B2

0 of Kk−1[X],
such that B1

0 (0) = v0ω0 and B2
0 (0) = v0. Then, S generates two sparse n-variate

polynomial Q1 and Q2:




Q1(x, y1, y2, . . . , yn−1) = B1
0 (x) +

n−1∑
j=1

(u1
j v jω j − v0ω0) × y j ,

Q2(x, y1, y2, . . . , yn−1) = B2
0 (x) +

n−1∑
j=1

(u2
j v j − v0) × y j .

For each mask u`i (` = 1, 2, i ∈ J 1, n − 1 K), S generates m shares [u`i ] j ( j ∈ Im)
thanks to Shamir’s secret sharing scheme (see Sect. 2.3.1).

2. Then, to each server Sj ( j ∈ Im), S transmits the (n − 1)-variate polynomial Fi
j

(i = 1, 2) defined by

Fi
j (y1, y2, . . . , yn−1) = Qi ( j, y1, y2, . . . , yn−1),

as well as the shares [u`i ] j (` = 1, 2, i ∈ J 1, n − 1 K).

Figure 2.2: Blundo et al.’s Full Distributed Oblivious Transfer Protocol - Set-up Phase
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Transfer Phase

1. The receiverR chooses the identifierσ of one secret (σ ∈ In) and generates n−1
quasi-random polynomials Zi (1 ≤ i ≤ n − 1) of Kk−1[X], such that Zi (0) = δσi .

2. Then,R selects a subset Ik ⊆ Im of k indices and sends to each server Sj ( j ∈ Ik)
a request r j =

[
Z1( j), Z2( j), . . . , Zn−1( j)

]
. When a server Sj receives r j , it

replies with the two shares s1
j = F1

j (r j ), s2
j = F2

j (r j ), the n − 1 shares [u1
i ] j and

the n − 1 shares [u2
i ] j (i ∈ J 1, n − 1 K).

3. After receiving k responses, if σ = 0, R applies Lagrange’s interpolation tech-
nique to determine R1(0) = v0ω0 from the k points

[
j, s1

j

]
and R2(0) = v0 from

the k points
[

j, s2
j

]
. With a simple division, R obtains ω0. If σ , 0, R applies

the reconstruction phase of Shamir’s secret sharing scheme to determine u1
σ and

u2
σ. Then, R applies Lagrange’s interpolation technique (see Sect. 2.1.1.3) to
determine R1(0) = u1

σvσωσ from the k points
[

j, s1
j

]
and R2(0) = u2

σvσ from
the k points

[
j, s2

j

]
. The secret ωσ is then obtained thanks to the equality

ωσ =
u2
σR1(0)

u1
σR2(0)

.

Figure 2.3: Blundo et al.’s Full Distributed Oblivious Transfer Protocol - Transfer Phase
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3

Security Analysis of Polynomial
Interpolation-based Distributed

Oblivious Transfer Protocols

In an unconditionally secure distributed oblivious transfer protocol, a receiver
contacts at least k servers to obtain one of the n secrets held by a sender. Once the
protocol has been executed, the sender does not know which secret was chosen by the
receiver and the receiver has not gained information on the secrets she did not choose.

In practical applications, the probability distribution of the secrets may not be
uniform, e.g., when distributed oblivious transfer protocols are used in auctions, some
bids may be more probable than others.

In this kind of scenario, it is shown that the claim ‘a party cannot obtain more
than a linear combination of secrets’ is incorrect. Depending on the probability
distribution of the secrets, some existing polynomial interpolation-based distributed
oblivious transfer protocols allow a cheating receiver, or a curious server, who has
obtained a linear combination of the secrets to determine all the secrets.

3.1 Introduction

In their generalization of Even, Goldreich, and Lempel’s oblivious transfer (OT) [47],
Brassard, Crépeau and Robert [24] note that it should be impossible for a receiver to gain
joint information on several secrets held by a sender. This remark is the consequence that, in
classical cryptography, shifting the letters of an English message thanks to a secret word is
not secure. For example, an adversary can breach the security of the Vigenère cryptosystem,
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which basically produces a cryptogram by shifting the letters of a message according to
a secret key, in plain English too. The non-uniform frequency of letters in the original
message, and in the key for some variants of Vigenère’s cryptosystem, allows an adversary
to retrieve both the original text and the key from a cryptogram (index of coincidence
technique [51] and Kasiski method [66]). Aware of this weakness, OT and distributed
oblivious transfer (DOT) protocols’ designers have taken a great care to construct protocols
where receivers cannot learn a linear combination of the secrets held by a sender.

In some instances, where the secrets are elements randomly selected in a finite field,
the precaution is useless. But when the probability distribution of each secret is not uniform
(like for letters in English messages), the control is essential.

In some polynomial interpolation-based DOT protocols, e.g. [20, 74], it is claimed
that ‘a party cannot learn more than a linear combination of secrets’. In this chapter, it is
shown that such a claim is incorrect. Overall, the knowledge of a linear combination of
secrets combined with the knowledge of the probability distributions of the same secrets
may lead to the knowledge of the secrets themselves, as shown in the following basic
example.

Example 3.1. Let ω1 and ω2 be two secrets in the prime finite field K = GF(11) with the
probability distributions:




pω1
(0) = 0.5, pω1

(1) = 0.5, pω1
(i) = 0 if i , 0 and i , 1,

pω2
(0) = 0.5, pω2

(3) = 0.5, pω2
(i) = 0 if i , 0 and i , 3.

It is assumed that a partyA is able to determine, for instance, the linear combination
` = ω2 − ω1.

From the probability distributions of the secrets, the only possible values of ` are:




0, if ω1 = 0 and ω2 = 0,

3, if ω1 = 0 and ω2 = 3,

10, if ω1 = 1 and ω2 = 0, and

2, if ω1 = 1 and ω2 = 3.

In this scenario where all the potential values of ` are different, A just has to compare `
with the values 0, 3, 10 and 2 to determine the secrets ω1 and ω2.

Using this property, it is demonstrated that depending on the probability distributions
of the secrets held by a sender, polynomial interpolation-based DOT protocols may allow a
receiver to obtain all secrets. In other words, in this type of protocol, if a coalition of t > 0
curious servers obtains a linear combination of secrets, security condition C3 (security
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conditions and parameters are defined in Sect. 2.2.3) cannot be satisfied for λS ≥ t and
similarly, if a curious or malicious receiver obtains a linear combination of secrets, security
condition C4.1 cannot be satisfied.

In addition, a demonstration is given showing that in Blundo, D’Arco, De Santis, and
Stinson’s sparse polynomial interpolation-based DOT protocol [20], the two techniques
preventing the servers and the receiver from learning linear combinations of secrets make
the protocol insecure (in spite of Blundo et al.’s claim, security condition C4.1 is not
satisfied); indeed, only one of the two techniques should be applied to guarantee the
security of the protocol.

The settings of the different DOT protocols described hereafter encompass a sender
S who owns n secrets ω1,ω2, . . . ,ωn (n > 1) selected in a finite field K = GF(p) (p ∈ N,
p prime), a receiver R who wishes to learn a secret ωσ, and m servers Sj ( j ∈ Im ⊆ K

∗,
��Im�� = m, and m > 1). It is assumed that all operations are executed in K and that
p > max(n, m). The minimum number of servers the receiver has to contact to obtain ωσ
is k (1 < k ≤ m).

The organization of the chapter is as follows. In Sect. 3.2 it is shown that the combined
knowledge of the probability distributions of secrets and of a linear combination of these
secrets may lead to the knowledge of all of them. Then, in Sect. 3.3, the general form
of polynomial interpolation-based DOT protocols is shortly described, as well as the
technique allowing a receiver to obtain a linear combination of secrets. Section 3.4 is
devoted to the analysis of some protocols [8, 19, 74, 78] in the light of the previous section.
In Sect. 3.5, it is proved that even Blundo et al.’s sparse polynomial interpolation-based
DOT protocol [20], designed to protect the sender’s privacy against a malicious receiver in
presence of honest servers, does not satisfy security condition C4.1. A conclusion follows
in Sect. 3.6.

3.2 Linear Combination of Secrets

It is not difficult to generalize the example given in the previous section. Hence, the
following lemma is obtained:

Lemma 3.2. Let ω1,ω2, . . . ,ωn be n secrets in the finite field K and s be the integer such
that 2s

≤ p < 2s+1. If n ≤ s and ` ∈ V = { 0, 1, . . . , 2n
− 1 } ⊆ K, there exist probability

distributions pω1
, pω2

, . . . , pωn
such that one and only one n-tuple of secrets satisfies the

linear combination ` = ω1 + ω2 + · · · + ωn.
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Proof.
Given an element ` of K such that 0 ≤ ` ≤ 2n

− 1 (if aK ∈ K and bK ∈ K, where
K is a prime finite field, by abuse of language we write aK ≤ bK if the corresponding
elements of N, aN and bN are such that aN ≤ bN), we just have to exhibit n probability
distributions pω1

, pω2
, . . . , pωn

, such that only one n-tuple v =
[
ω1,ω2, . . . ,ωn

]
allows

the linear combination ` = ω1 + ω2 + · · · + ωn to be satisfied.
We define the probability distribution of the secret ωi (1 ≤ i ≤ n) by

pωi
( j) =




0.5, if j = 0

0.5, if j = 2i−1

0, otherwise.

If ` ∈ V , let B(`)
= b(`)

n−1b(`)
n−2 . . . b

(`)
1 b(`)

0 be the unique binary representation of `.
The n-tuple

[
b(`)

n−1, b(`)
n−2, . . . , b(`)

1 , b(`)
0

]
is denoted by β(`). Then, assuming that the set of

n-tuples { β(0), β(1), . . . , β(2n−1)
} is denotedU , we define the function

f : V −→ U

` 7−→ β(`) .

The setsU andV have the same size (2n elements) and the function f is injective,since
every element ` ∈ V has a unique binary representation; therefore f is bijective. We con-
clude that for any element ` ∈ V , there exists a unique n-tuple

[
b(`)

n−1, b(`)
n−2, . . . , b(`)

1 , b(`)
0

]

where b(`)
i ∈ { 0, 1 } for i = 0, 1, . . . , n − 1 such that ` is written as a linear combination of

the secrets ω1,ω2, . . . ,ωn:

` = b(`)
n−1 × 2n−1

+ b(`)
n−2 × 2n−2

+ · · · + b(`)
1 × 21

+ b(`)
0 × 20

= ωn + ωn−1 + · · · + ω2 + ω1

We conclude that ωi = b(`)
i−1 × 2i−1 for i = 1, 2, . . . , n. �

Using this basic result, in the next section some polynomial interpolation-based DOT
protocols are reviewed and it it shown that their security is weaker than expected.

Amore formal approach to prove that the knowledge of a linear combination of secrets
may give information on the secrets themselves could be based on the theory of information
(see Sect. 2.1.3). Let Ω1 and Ω2 be two random variables associated with the secrets ω1

and ω2 respectively and L the random variable associated with the linear combination `.
It is sufficient to find a joint probability distributions pΩ1Ω2

such that for each secret, the
conditional entropy of the secret given the linear combination is smaller than the entropy
of the secret (i.e., H (Ω1 | L) < H (Ω1) and H (Ω2 | L) < H (Ω2)). Examples of such a
distribution are given in App. B, both for dependent and independent random variables.
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3.3 Polynomial Interpolation-based Distributed
Oblivious Transfer Protocols

Each of the existing unconditional secure polynomial interpolation-based DOT protocols,
e.g. [8, 19, 20, 29, 74, 78], follows the same principle (security parameters λR, λS, and λC
are described in Sect. 2.2.3).

• Before the protocol is executed, some details are made public: the number n of
secrets, the threshold parameter k, the sender’s privacy parameters λS and λC, the
receiver’s privacy parameter λR, the meaning of each secret ωi (1 ≤ i ≤ n), the
joint probability pω1,ω2,...,ωn

of the secrets, the encoding parameter e (e > 0), the
encoding function E where E : J 1, n K −→ Ke encodes the index chosen by the
receiver, the hiding parameter N corresponding to the number of monomials of the
hiding polynomial Q (see set-up phase below) before reduction and N e-variate
polynomials Vi (1 ≤ i ≤ N) of K[Y1,Y2, . . . ,Ye]. The degree of the multivariate
polynomial Vi is vi; it is the highest degree of the monomials of Vi, assuming that
the degree of a monomial is the sum of the degrees of its variables.

• In the set-up phase, the sender S generates N quasi-random polynomials Ui (1 ≤
i ≤ N) ofKui

[X ] (ui ≤ k −1) such that
∑N

i=1 Ui (0)Vi (E( j)) = ω j , for j = 1, 2, . . . , n.
The free coefficient of Ui is Ui (0) = ai,0 +

∑n
j=1 ai, jω j where the coefficients ai, j

(0 ≤ j ≤ n) are randomly selected inK. Then,S builds an (e+1)-variate polynomial:

Q(x, y1, y2, . . . , ye) =
N∑

i=1
Ui (x) × Vi (y1, y2, . . . , ye) ,

and distributes the N-tuple u j =
[
U1( j), U2( j), . . . , UN ( j)

]
to the server Sj ( j ∈

Im).

• In the transfer phase, the receiver R who wishes to obtain the secret ωσ prepares
an e-tuple E(σ) =

[
q1, q2, . . . , qe

]
as well as e quasi-random polynomial Zi

(1 ≤ i ≤ e) of KλR[X] (λR ≤ k − 1) such that Zi (0) = qi. Then, R selects a subset
It ⊆ Im of t indices (k ≤ t ≤ m) and sends to each server Sj ( j ∈ It) the request
z j =

[
Z1( j), Z2( j), . . . , Ze( j)

]
. On reception of z j , Sj calculates and returns u j

• v j

to R, where v j =
[

V1(z j ), V2(z j ), . . . , VN (z j )
]
.

Because the relation ui + λR × vi ≤ k − 1 is satisfied for i = 1, 2, . . . , N , the receiver
R is able to interpolate a polynomial R ∈ Kk−1[X ] from the t pairs

[
i j , u j

• v j

]
and

to calculate ωσ = R(0) (see Sect. 2.1.1.3).
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The characteristics of the sparse polynomial interpolation-based DOT protocols
analysed hereafter ([8, 19, 20, 74, 78]) are described in App. C.

Note that if the receiver R does not follow the protocol and, instead of E(σ), prepares
the e-tuple

[
γ1, γ2, . . . , γe

]
such that Vi (γ1, γ2, . . . , γe) = αi (1 ≤ i ≤ N), then she is able

to compute

R(0) =
N∑

i=1
Ui (0)Vi (γ1, γ2, . . . , γe)

=

N∑
i=1

(
αi

(
ai,0 +

n∑
j=1

ai, jω j
))

=

N∑
i=1

αiai,0 +
n∑

j=1

( N∑
i=1

αiai, j
)
ω j

Consequently, if R is able to determine an e-tuple
[
γ1, γ2, . . . , γe

]
such that the

equality
∑N

i=1 αiai,0 = 0 is satisfied, she obtains a linear combination of the secrets
ω1,ω2, . . . ,ωn.

In addition, if the values α1, α2, . . . , αN resulting from the choice of
[
γ1, γ2, . . . , γe

]
are such that for j = 1, 2, . . . , n,

∑N
i=1 αiai, j = 1, then R is able to establish the environment

of the scenario of Sect. 3.2.

3.4 Weaknesses of Some Distributed Oblivious Transfer
Protocols

3.4.1 Protocols Insecure Against Curious Servers

In 2000, Naor and Pinkas [74] introduced a sparse polynomial interpolation-based uncon-
ditionally secure DOT protocol where the sender S holds two secrets ω1 and ω2. In this
protocol, the hiding parameter N described in Sect. 3.3 is N = 2 and the polynomials U1

and U2 are:

U1(x) = ω1 +
k−1∑
i=1

a1,i x
i

and
U2(x) = ω2 − ω1

where the coefficients a1,i (1 ≤ i ≤ k − 1) are randomly selected in K (see
App. C.1). It follows that in the set-up phase, each server Sj ( j ∈ Im) receives a pair
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u j =
[
U1( j), U2( j) = ω2 − ω1

]
from S. That is, every server receives a linear combina-

tion of secrets and may (see Lemma 3.2) determine both secrets. Consequently, for any
value of λS (1 ≤ λS ≤ m), security condition C3 is not guaranteed.

The sparse polynomial interpolation-based unconditionally secure DOT protocol pro-
posed by Blundo et al. [19] in 2002 is an extension of Naor and Pinkas’ protocol to n secrets
ω1,ω2, . . . ,ωn where n > 1. The hiding parameter is N = n, the free coefficient of U1 is
U1(0) = ω1 and the free coefficient of Ui (1 < i ≤ n) is Ui (0) = ωi − ω1 (see App. C.2.1).
Each server Sj ( j ∈ Im) receives an n-tuple u j =

[
U1( j),ω2 − ω1,ω3 − ω1, . . . ,ωn − ω1

]
in the set-up phase and thus holds linear combinations of the secrets. Again, according to
Lemma 3.2, each server may determine all the secrets of the sender and, for any value of
λS (1 ≤ λS ≤ m), security condition C3 is not satisfied.

Another polynomial interpolation-based unconditionally secure DOT protocol was
introduced in 2002 by Nikov et al. [78]. In this protocol, like in Blundo et al.’s protocol, the
hiding parameter is N = n, the free coefficient of U1 is U1(0) = ω1 and the free coefficient
of Ui (2 ≤ i ≤ n) is Ui (0) = ωi − ω1. The polynomial U1 belongs to Kk−1[X] and the
polynomials U2, U3, . . . , Un belong to KλC[X] (see App. C.3). Note that if λS = λC = 0,
which is not allowed with the security model presented in Sect. 2.2.3 since λS ≥ 1, each
server Sj ( j ∈ Im) receives an n-tuple u j =

[
U1( j),ω2 − ω1,ω3 − ω1, . . . ,ωn − ω1

]
in

the set-up phase. Again, according to Lemma 3.2, each server may determine all the secrets
of the sender.

Similarly, in the interpolation-based unconditionally secure DOT protocol construc-
ted from a private information retrieval protocol presented by Beimel, Chee, Wang and
Zhang [8], each server may determine all the secrets of the sender if λS = λC = 0. In this
case, the hiding parameter is N = n+1, the free coefficient ofU1 isU1(0) = a1,0, a random
element of K and the free coefficient of Ui (2 ≤ i ≤ n + 1) is Ui (0) = ωi−1 − a1,0. The
polynomial U1 belongs to Kk−1[X] and the polynomials U2, U3, . . . , Un belong to KλC[X]
(see App. C.4). Again, with the security model presented in Sect. 2.2.3, for any value of
λS (1 ≤ λS ≤ m), security condition C3 is not guaranteed.

3.4.2 Protocols Insecure Against a ‘Greedy’ Receiver

In the sparse polynomial interpolation-based unconditionally secure DOT protocol in-
troduced by Naor and Pinkas [74], the encoding function is E(σ) =

[
1, δσ1

]
and the

polynomials V1 and V2 are V1(y1, y2) = 1 and V2(y1, y2) = y2. As mentioned in the previ-
ous section, the free coefficient of U1 is U1(0) = ω1. If a cheating receiver sends to each
server Sj ( j ∈ It) a request z j = [ 1, 1/2 ] (because the first term is constant and public, it
is not included in the request), it receives back

∑2
i=1 Ui ( j)Vi (z j ) = U1( j) + 1/2(ω2 − ω1).
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Interpolating a polynomial R from t ≥ k collected values, the receiver calculates R(0) =
U1(0) + 1/2(ω2 − ω1) = 1/2(ω2 + ω1). From this linear combination, the receiver may
(see Lemma 3.2) determine both secrets. Consequently, security condition C4.1 is not
guaranteed.

The insecurity is the same in Blundo et al.’s protocol [19]; the receiver sends the
n-tuple request z j = [ 1, 1/n, 1/n, . . . , 1/n ] to each server Sj ( j ∈ It). The linear combination
determined by the receiver is then R(0) = 1/n

∑n
i=1ωi. As in Naor and Pinkas’ protocol,

security condition C4.1 is not guaranteed.
In the DOT protocol introduced by Nikov et al. [78], the free coefficient of U1 is

U1(0) = ω1 and the free coefficient of Ui (2 ≤ i ≤ n) is Ui (0) = ωi − ω1, exactly as in
Blundo et al.’s protocol. Therefore, with the same n-tuple request z j = [ 1, 1/n, 1/n, . . . , 1/n ]
as above sent to servers Sj ( j ∈ It), the receiver determines a linear combination R(0) =
1/n

∑n
i=1ωi and security condition C4.1 is not guaranteed.
The polynomial interpolation-based unconditionally secure DOT protocol designed

by Beimel et al. [8] assumes a semi-honest security model: the receiver may be curious
but has to follow the protocol. Thus, in this model, security condition C4.1 is guaranteed.

3.5 A More Robust Protocol

Blundo et al. [20] ameliorated the protocol presented in [19] to prevent (a) the servers and
(b) the receiver from learning a linear combination of secrets. It is shown below that in
spite of three different improvements, the protocol is still insecure regarding a ‘greedy’
receiver.

3.5.1 First Improvement

To prevent servers from receiving a linear combination of secrets (see Sect. 3.4.1), each
secret ωi (2 ≤ i ≤ n) is multiplicatively masked by an element ri randomly selected in K.
More precisely, in the set-up phase, the senderS randomly selects n−1 masks r2, r3, . . . , rn

in K and generates an (n + 1)-variate polynomial

Q(x, y1, y2, . . . , yn) =
n∑

i=1
Ui (x) × Vi (y1, y2, . . . , yn),

where

• U1 is a quasi-random polynomial of Kk−1[X] such that U1(0) = ω1,

• Ui is a constant polynomial defined as Ui (x) = riωi − ω1, for i = 2, 3, . . . , n, and
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• Vi is an n-variate polynomial defined as Vi (y1, y2, . . . , yn) = yi, for i = 1, 2, . . . , n.

In the set-up phase, each server Sj ( j ∈ Im) receives from S an n-tuple u j =[
U1( j), r2ω2 − ω1, r3ω3 − ω1, . . . , rnωn − ω1

]
, but also shares, generated by Shamir’s

secret sharing scheme [89], of r2, r3, . . . , rn (see Sect. 2.3.1).
In the transfer phase, the receiver R selects the index σ ∈ J 1, n K of the secret

she wishes to obtain as well as a set Ik ⊆ Im of k servers’ indices. Then, she prepares
an n-tuple z j =

[
1, Z2( j), Z3( j), . . . , Zn( j)

]
where Zi (2 ≤ i ≤ n) is a quasi-random

polynomial of Kk−1[X] such that Zi (0) = δσi . When a server Sj (Sj ∈ Ik) receives a
request z j =

[
1, Z2( j), Z3( j), . . . , Zn( j)

]
, it calculates v j = z j and returns to R not only

u j
• v j but also its shares of r2, r3, . . . , rn. From the collected k responses, R interpolates a

polynomial R and calculates rσωσ = R(0) if σ , 1 or ω1 = R(0) if σ = 1. If the former
case, R also calculates rσ from the collected shares and with a simple division the chosen
secret, ωσ.

Note that (a) the masks ri (2 ≤ i ≤ n) may be nil since they are selected in K and
(b) the secret ω1 is not masked.

Thus, if n = 2, each server Sj ( j ∈ Im) receives a pair u j =
[
U1( j), r2ω2 − ω1

]
in

the set-up phase. It is clear that if R wishes to obtain ω2 and if r2 = 0, after collecting k

shares, she will determine r2ω2 = R(0) = 0 and will be unable to calculate the value of
ω2. Therefore, the correctness (security condition C1) of the protocol is not guaranteed; it
follows that multiplicative masks r2, r3, . . . , rn need to be selected in K

∗ and not in K.
In addition, not maskingω1 may provide the servers with information onω1 as shown

in the following example.

Example 3.3. In the finite field K = GF(11), it is assumed that n = 2 and that the
probability distributions of ω1 and ω2 are:




pω1
(0) = 0.5, pω1

(1) = 0.5, pω1
(i) = 0 if i , 0 and i , 1,

pω2
(1) = 0.5, pω2

(3) = 0.5, pω2
(i) = 0 if i , 1 and i , 3.

If the value received by the server Sj ( j ∈ Im) in the set-up phase forU2( j) = r2ω2−ω1

is 0, Sj is able to infer that ω1 , 0, hence ω1 = 1, because r2ω2 = ω1 and r2 , 0 (r2 ∈ K
∗

as shown above),ω2 , 0 (ω2 = 1 orω2 = 3), and K is a field and consequently an integral
domain.

It follows that in the sub-protocol presented by Blundo et al., the secret ω1 should be
masked like other secrets ω2,ω3, . . . ,ωn and that all masks should be selected in K∗.

It is observed that if the use of shared masks is a good technique to prevent the
servers from learning linear combinations of secrets, it does not change the situation of a
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‘greedy’ receiver, since she can determine all the masks. Therefore, once the protocol has
been executed, the cheating receiver who has determined a linear combination of masked
secrets easily obtains a linear combination of secrets, and from there, possibly all secrets
(see Lemma 3.2). However, an advantage of the masks is that the receiver cannot choose
the coefficients of the linear combination of secrets she obtains by cheating. Indeed, each
coefficient of the linear combination is the product of a coefficient chosen by the receiver
with a mask, unknown to her at the time she prepares requests.

To conclude, the first improvement to Blundo et al.’s DOT protocol is insufficient to
guarantee the sender’s privacy. This is a contradiction with Blundo et al.’s claim ([20],
Sect. 5, p. 350):

‘Notice that, in [74], for the case of two secrets, a proof that the Receiver
can get no more than a single linear combination of the two secrets by running
the sub-protocol described in Fig. 3 with k Servers was given. It is not difficult
to show that the proof easily generalizes to our scheme for n secrets, i.e., after
receiving information from k servers, the Receiver cannot learn more than a
single linear combination of ω1,ω2, . . . ,ωn.’

This is because, as stated by Lemma 3.2, the knowledge of a linear combination of
secrets and of the probability distribution of the secrets may lead to the knowledge of all
secrets.

3.5.2 Second Improvement

The major problem with the sub-protocol presented by Blundo et al. is that the receiver R
is able to determine a linear combination of secrets, and then, depending on the probability
distribution of secrets, the secrets themselves. However, if the secrets have a uniform
distribution in the fieldK, even if R (resp. a coalition of less than k servers) obtains a linear
combination of secrets, she (resp. the coalition) cannot infer any of the secrets. So, the main
idea underlying the second improvement is to transform a specific probability distribution
into a uniform probability distribution. To this end, using the technique proposed by Naor
and Pinkas [74], Blundo et al. have modified the protocol so that it is executed twice: at
first on masks randomly selected in K (uniform distribution) and secondly on the products
of the secrets and of the masks. To guarantee the consistency of receiver’s requests, the
same request sent by R to a server is used by the server for both the masks and the masked
secrets.

The characteristics of the protocol are given in App. C.2.2.
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It is observed that even if the protocol includes the technique suggested by Naor and
Pinkas, the receiver may still obtain, not only a linear combination of secrets, but the secrets
themselves (see example in App. F).

In the demonstration proving that the protocol is secure, even with a ‘greedy’ receiver
(but with honest servers), Blundo et al. require an additional assumption: secrets cannot
be identical. This assumption may be satisfied thanks to pads. For example, if q is a prime
power such that q ≥ np, the field GF(p) could be replaced with a field GF(q) and the
pad (i − 1) × p added to secret ωi (1 ≤ i ≤ n). It is noted that this additional assumption
decreases the communication performance, since the new field has a cardinality larger than
the original one.

However, even with this additional assumption, the claim on the security of the sender
is incorrect (condition (7) of Definition 2.2, p. 329 in [20], is not satisfied) against a ‘greedy’
receiver. The case is illustrated with the same example (App. F), because according to the
probability distributions chosen in the example, the secrets are necessarily different.

This is actually due to the first improvement which is not taken into account in
Blundo et al.’s demonstration. Indeed, Naor and Pinkas demonstrated that the receiver
could obtain the system of equations:




α1c1ω1 + α2c2ω2 = R(1) (0)

α1c1 + α2c2 = R(2) (0)

where coefficients α1 and α2 are chosen by the receiver.
It is clear that if R(2) (0) = 0, the receiver can infer c1 =

−α2
α1

c2 which, reported in the
first equation gives α2c2(ω2 − ω1) = R(1) (0). Then, if R(1) (0) = 0, then the receiver can
infer the linear combination ω2 − ω1 = 0, because c2 ∈ K

∗ and α2 can be chosen to be
different from 0 by the receiver). This explains the additional assumption.

However, in Blundo et al.’s protocol, each secret value is masked according to the
first improvement (see Sect. 3.5.1). Therefore, in the case n = 2, the system of equations
that the receiver is able to obtain is




α1r (1)
1 c1ω1 + α2r (1)

2 c2ω2 = R(1) (0)

α1r (2)
1 c1 + α2r (2)

2 c2 = R(2) (0)

Again, assuming that R(2) (0) = 0, the receiver can infer c1 =
−α2r (2)

2
α1r (2)

1
c2 which, reported

in the first equation gives α2c2(r (1)
2 ω2 −

r (1)
1 r (2)

2
r (2)

1
ω1) = R(1) (0). If R(1) (0) = 0, then the

receiver can infer the linear combination r (1)
2 r (2)

1 ω2 − r (1)
1 r (2)

2 ω1 = 0. The coefficients r (i)
j

(i = 1, 2, 1 ≤ j ≤ n) being randomly selected in K, there is no way to prevent the receiver
from obtaining such a linear combination of the secrets.

41



Security Analysis of Polynomial Interpolation-based DOT Protocols

However, it is easy to see that the first improvement is not useful when the second
improvement is applied. Indeed, with the second improvement, servers do not receive linear
combinations of secrets, but linear combinations of masked secrets (which is the result of
the first improvement) and linear combinations of random masks. To conclude, only the
second improvement of the protocol is necessary.

3.5.3 Third Improvement

Concerned with the degree of randomness necessary for the protocol, Blundo et al. suggest
a simplification of the protocol to save a few random values ([20], Sect. 5, Remark p. 353):

‘However, we can show that the same random values a1, a2, . . . , ak−1 can be
used in both instances of SubDot(.) and the values r (2)

2 , r (2)
3 , . . . , r (2)

n can be
computed as a function of r (1)

2 , r (1)
3 , . . . , r (1)

n .’

It is shown in the following example, that sharing polynomials with the same coeffi-
cients a1, a2, . . . , ak−1 make the protocol insecure, regarding the sender’s privacy.

Example 3.4. In the finite fieldK = GF(5), it is assumed that n = 2 and that the probability
distributions of ω1 and ω2 are:




pω1
(1) = 0.5, pω1

(2) = 0.5, pω1
(i) = 0 if i , 1 and i , 2,

pω2
(0) = 0.5, pω2

(4) = 0.5, pω2
(i) = 0 if i , 0 and i , 4.

Since the secrets are masked only once (see previous section), it can also be assumed
that

U (1)
1 (x) = c1ω1 +

k−1∑
i=1

ai x
i,

U (2)
1 (x) = c1 +

k−1∑
i=1

ai x
i,

U (1)
2 (x) = c2ω2 − c1ω1,

and

U (2)
2 (x) = c2 − c1

where a1, a2, . . . , ak−1 are randomly selected in K.
In the set-up phase, each server Sj ( j ∈ Im) receives from the senderS the pair u(1)

j =[
U (1)

1 ( j), U (1)
2 ( j)

]
(for the masked secrets) as well as the pair u(2)

j =
[
U (2)

1 ( j), U (2)
2 ( j)

]
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(for the masks). The server Sj is able to calculate d j = U (1)
1 ( j) −U (2)

1 ( j) = c1(ω1 − 1). It
is assumed that d j , 0. Therefore, ω1 − 1 , 0 and so, ω1 = 2, according to the probability
distribution pω1

. Hence, c1 = d j/(ω1−1) = d j . Moreover, since Sj holds c2 − c1, the value of
c2 can be determined: c2 = (c2 − c1) + c1 = (c2 − c1) + d j . The server Sj has received
c2ω2 − c1ω1 from the sender and is able to determine c1, c2 and ω1; to calculate ω2 is
easy. It follows that, given the probability distribution pω1

described above and assuming
that d j , 0, every server Sj is able to infer ω1 and ω2 in the set-up phase and the sender’s
privacy is not guaranteed (for any value of λS (1 ≤ λS ≤ m), security condition C3 is not
satisfied).

This weakness extends to a ‘greedy’ receiver and security condition C4.1 could not
be satisfied with this improvement. Indeed, if in the transfer phase the receiver sends the
request zi = [ 1, 0 ] to k − 1 servers Si (i ∈ Ik−1 ⊆ Ik , |Ik−1 | = k − 1) and z` = [ 1, 1 ] to
the k-th server S` (` ∈ Ik \ Ik−1), both secrets ω1 and ω2 can be determined thanks to the
following method (the polynomial

∑k−1
i=1 ai x

i is denoted by P(x)):

• First, as soon as R has received a response
[
u(1)

j
• v j , u

(2)
j
• v j

]
, where v j = z j , from

a server Sj ( j ∈ Ik−1), she determines ω1 with the technique described above. Thus,
R receives U (1)

1 ( j) × 1+U (1)
2 ( j) × 0 = c1ω1 + P( j) and U (2)

1 ( j) × 1+U (2)
2 ( j) × 0 =

c1 + P( j). She calculates d j = u(1)
j
• v j − u(2)

j
• v j = c1(ω1 − 1). Because d j , 0 and

according to the probability distribution pω1
, R determines ω1 = 2. Hence, c1 can

be calculated too.

• Second, R determines P( j) from the response of Sj : P( j) = u(1)
j
• v j − c1ω1. The

same operation can be executed from the responses of the other servers of Ik−1, and
R obtains k − 1 values P( j). The free coefficient of P is P(0) = 0. So, P may be
written under the form P = xP′ where P′ ∈ Kk−2[X ]. With k − 1 values 1/jP( j), the
polynomial P′ may be interpolated, which allows R to compute P = xP′.

• Finally, from the server S`, R obtains
[
u(1)
`

• v`, u
(2)
`

• v`
]
=

[
c1ω1 + P(`) + c2ω2 − c1ω1, c1 + P(`) + c2 − c1

]
=

[
P(`) + c2ω2, P(`) + c2

]
Since P has been computed in the second step, R is able to calculate c2 from the
second element of the pair and then the second secret, ω2, from the first element of
the pair.

This example shows that if the third improvement is applied, security condition C4.1

is not satisfied either.
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3.6 Conclusion

It was shown that when a party is able to obtain a linear combination of secrets, the sender’s
privacy (security conditions C3 for any value of λS (1 ≤ λS ≤ m) and C4.1) may not be
guaranteed for all distributions of secrets. As a consequence, some weaknesses have been
identified in the following polynomial interpolation-based DOT protocols:

• Naor and Pinkas’ sparse polynomial interpolation-based protocol [74]: without
the technique described in Sect. 4, p. 214, security condition C3 for any value of
λS (1 ≤ λS ≤ m), and security condition C4.1 are not guaranteed (in particular,
Theorem 1 in [74] is incorrect). If the technique is applied, the size of the secrets
space needs to be increased, and hence communication is less efficient (bigger
shares need to be exchanged). The weakness is the same in Blundo et al.’s sparse
polynomial interpolation-based protocol [19] which extends to n secrets Naor and
Pinkas’ protocol.

• Nikov et al.’s protocol [78] and Beimel et al.’s protocol [8]: for some values of the
protocols’ parameters, security condition C3 is not guaranteed (for any value of λS
(1 ≤ λS ≤ m)). However, this case is valid in regard to the security models presented
by Nikov et al. and Beimel et al.: the protocols are considered as private even though
each server holds the sender’s secrets, assuming no server colludes with the receiver.
On the other hand, Nikov et al.’s protocol [78] cannot guarantee security condition
C4.1, in spite of the claim of the designers.

• Blundo et al.’s protocol [20]: security condition C4.1 is not guaranteed because
of the combination of two techniques: the masking of secrets in the underlying
sub-protocol and the parallel execution of the protocol on masked secrets and masks.
If the masking of secrets in the underlying sub-protocol is removed, the protocol
reaches the same level of security as Naor and Pinkas’ protocol. In addition, the
simplification suggested by Blundo et al. (reuse of the coefficients of the hiding
polynomials) is a breach in the sender’s security.

It was also observed that the DOT protocol introduced in 2009 by Cheong, Koshiba,
and Yoshiyama [29] is actually an application of the technique suggested by Naor and
Pinkas to Nikov et al.’s DOT protocol; the level of security of the protocol is the same as
in Naor and Pinkas’ protocol.

Finally, note that in the DOT protocols introduced in the next chapters, the receiver
cannot obtain a linear combination of secrets: for example, protocols in Chaps. 5, 6, and 7
use the technique proposed by Naor and Pinkas [74], and the protocol described in Chap. 8
has an inherent protection, due to the use of a broadcast channel.
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3.6 Conclusion

In the next chapter is proposed a DOT protocol satisfying Blundo et al.’s four security
conditions B1, B2, B3, and B4 [20] (see Sect. 1.3.2). One of the components of the protocol is
a specific mechanism designed to prevent the receiver from obtaining a linear combination
of secrets.
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4

A Strongly Secure Polynomial
Interpolation-based Distributed

Oblivious Transfer Protocol

In an ideal distributed oblivious transfer where the receiver must contact k

servers to learn one of the secrets held by the sender, security and privacy should be
guaranteed against a coalition of less than k parties. However, Blundo, D’Arco, De
Santis, and Stinson [20] have demonstrated that this level of security is impossible to
achieve in one-round polynomial interpolation-based constructions.

In this chapter, it is shown that if communication is allowed amongst the servers,
it is possible to design an unconditionally secure, polynomial interpolation-based
distributed oblivious transfer protocolwith the highest level of security. More precisely,
in the resulting construction, a receiver who contacts k servers and is able to corrupt
up to k − 1 servers (not necessarily from the set of the contacted servers) cannot learn
more than one secret.

4.1 Introduction

In the original sparse polynomial interpolation-based distributed oblivious transfer (DOT)
protocol [74] introduced by Naor and Pinkas, as well as in its generalization [19, 20]
presented by Blundo,D’Arco,De Santis, and Stinson, a sender distributes some information
amongst m servers so that, by contacting k servers, a receiver is able to learn only one of
the secrets held by the sender, while the sender cannot learn the receiver’s choice.
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A simplified overview of the DOT protocol presented in [20], allowing a receiver to
obtain one of the n secrets of the sender, is described in Sect. 2.3.2. As pointed out by
Blundo et al. [19, 20], their protocol is private, that is, it satisfies security conditions C1,
C2 with λR = k − 1, C3 with λS = k − 1 and C4.1 (security conditions and parameters are
defined in Sect. 2.2.3). However, the protocol’s security is not strong, because it does not
satisfy condition C4.2 with λC = k − 1 (the receiver colluding with only one corrupt server
can determine all the secrets of the sender). In fact, Blundo et al. have proved that security
condition C4.2 with λC = k − 1 cannot be guaranteed with a one-round DOT protocol
— a round being defined as a set of consistent requests/responses exchanged between the
receiver and k servers — when security condition C2 with λR = k − 1 is satisfied.

A simple observation is that, in polynomial interpolation-based DOT protocols, the
amount of information given to each server is too high. A fundamental requirement for
achieving condition C4.2 with λC = k −1 is that not only each server, but also any coalition
of up to k − 1 servers, should not gain a linear combination of any of two secrets (see
Chap. 3). To meet this requirement, a solution consists, for the sender, in storing the secret
values in the servers using a (k, m)-threshold secret sharing scheme (see Sect. 4.4.1).

In this chapter, it is shown that allowing communication amongst the servers enables
the design of a one-round, polynomial interpolation-based, unconditionally and strongly
secure DOT protocol (the protocol is private and satisfies condition C4.2 with λC = k − 1).

Note that allowing communication amongst the servers is a silent condition in some
DOT protocols [19, 20, 74]. Indeed, since given the transcript of the interaction with k

servers, a coalition of the receiver and only one dishonest server is able to learn all secrets,
there must be a mechanism for ensuring that the receiver does not contact more than k

servers (see technique proposed by Naor and Pinkas [74]). This kind of mechanism could
be implemented with communication amongst the servers.

The organization of the chapter is as follows. Definitions and notations are provided
in Sect. 4.2. Section 4.3 briefly describes the model related to the protocol introduced in
the chapter. The components involved in the system are presented in Sect. 4.4. Section 4.5
is devoted to the detailed description of the protocol. In Sect. 4.6, the proposed scheme is
evaluated and it is demonstrated that it guarantees security conditionsC1,C2 for λR = k−1,
C3 for λS = k − 1, and C4 for λC = k − 1. A conclusion follows in Sect. 4.7.

4.2 Preliminaries

The setting of the protocol is similar to the setting of DOT protocols in [19, 20, 74], i.e., it
encompasses a sender S who owns n secrets ω1, ω2, . . . ,ωn (n > 1) selected in a finite
field K = GF(p) (p ∈ N, p prime power), a receiver R who wishes to learn a secret ωσ
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(σ ∈ In = J 1, n K), and m servers Si (i ∈ Im ⊆ K
∗, ��Im�� = m, m > 1). It is assumed that all

operations are executed in K and that p > max(n − 1, m). The receiver R has to contact at
least k servers to obtain ωσ (1 < k ≤ m).

The protocol is based on polynomial interpolation. Therefore, a few definitions and
theorems related to polynomials and quasi-random polynomials (see Sect. 2.1.1.2) are
given.

Definition 4.1. Let Φ =
[

F1, F2, . . . , Fn
]
be an n-tuple of polynomials of Kt[X], where

t ∈ N.
The n-tuple Φ(x) =

[
F1(x), F2(x), . . . , Fn(x)

]
is defined as the n-tuple of cor-

responding polynomial functions. For any element α ∈ K, the n-tuple of polynomial
functions F1(x), F2(x), . . . , Fn(x) evaluated for the argument x = α is denoted Φα =

Φ(α) =
[

F1(α), F2(α), . . . , Fn(α)
]
. By homogeneity, the value of a polynomial function

F applied to the argument x = α is denoted by Fα.

Definition 4.2. Let Φ =
[

F1, F2, . . . , Fn
]
and Ω =

[
Z1, Z2, . . . , Zn

]
be two n-tuples of

polynomials of K[X]. The dot product operation (denoted •) between Φ and Ω is defined
as

Φ •Ω =

n∑
i=1

Fi × Zi .

Lemma 4.3. Let F be a quasi-random polynomial of Kk[X] (k > 1), with a constant
coefficient α ∈ K, andG a (quasi-random) polynomial of Kk[X ], with a constant coefficient
β ∈ K. Then,H = F+G is a quasi-random polynomial of Kk[X ],with a constant coefficient
α + β.

Proof.
The degree of the sum of two polynomials is lower or equal to the maximum degree

of the two original polynomials. Thus deg(H) ≤ max(deg(F), deg(G)) ≤ k. It follows
H ∈ Kk[X].

The quasi-random polynomial F, the (quasi-random) polynomial G, and their sum,
H , may be written under the form:

F =
k∑

i=0
fi X

i, G =
k∑

i=0
gi X

i, F + G =
k∑

i=0
( fi + gi)X i, and H =

k∑
i=0

hi X
i,

where f0 = α, fi ∈R K (1 ≤ i ≤ k), g0 = β, gi ∈R K if G is quasi-random and gi ∈ K

otherwise (1 ≤ i ≤ k), and hi ∈ K. The (k + 1)-tuple of polynomials
[

1, X , X2, . . . , X k
]

is a basis of the vector space Kk[X]; therefore, since H = F + G, we infer hi = fi + gi for
i = 0, 1, . . . , k. For 1 ≤ i ≤ k, the coefficient fi+gi is random (the sum of a random element
of K with another element of K is random) and the constant term h0 = f0 + g0 = α + β

has a predetermined value. Thus, H is a quasi-random polynomial. �
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Theorem 4.4 (Addition of shares). Let F and G be two quasi-random polynomials of
Kk−1[X] (k > 1) generated by (k, m)-threshold Shamir’s secret sharing schemes (see
Sect. 4.4.1) to share respectively the secrets α and β of K amongst m parties. It is also
assumed that Im ⊆ K

∗ is a set of m distinct indices. For each index i ∈ Im, the shares F (i)
and G(i) are defined. If P is the sum of F and G, then:

(i) P is a quasi-random polynomial of Kk−1[X],

(ii) P(0) = α + β and for i ∈ Im, the share P(i) is the sum of the shares F (i) and G(i).

In other words, P may be considered as a polynomial generated by a (k, m)-threshold
Shamir’s secret sharing scheme to share the secret α + β.

Proof.

(i) Immediate with the application of Lemma 4.3.

(ii) From the definition 2.2 of the additive law of composition in K[X], it holds P(x) =
(F+G)(x) = F (x)+G(x), for x ∈ K. Consequently, for x = 0, P(0) = F (0)+G(0).
As F andG are the sharing polynomials for the secrets α and β,we have F (0) = α and
G(0) = β. It follows P(0) = α + β. Still from the relationship P(x) = F (x) +G(x),
we trivially obtain for i ∈ Im, P(i) = F (i) + G(i).

�

Theorem 4.5 (Product of shares). Let F and G be two quasi-random polynomials of
Kk−1[X ] (k > 1) generated by (k, m)-threshold Shamir’s schemes to share respectively the
secrets α and β of K amongst m parties. It is also assumed that Im ⊆ K

∗ is a set of m

distinct indices and that m ≥ 2k − 1. For each index i ∈ Im, the shares F (i) and G(i) are
defined. If Q is the product of F and G, then:

(i) Q ∈ K2k−2[X],

(ii) Q(0) = α × β and for i ∈ Im, the share Q(i) is the product of the shares F (i) and
G(i).

Proof.

(i) If F =
∑k−1

i=0 fi X
i ( f0 = α and fi ∈R K, 1 ≤ i ≤ k − 1) and G =

∑k−1
i=0 gi X

i (g0 = β

and gi ∈R K, 1 ≤ i ≤ k−1), then using the Cauchy product form of the multiplicative
law of composition in K[X], we have

Q =
2k−2∑
`=0

( ∑
i+ j=`

fig j

)
X `
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where fi = 0 if i ≥ k and g j = 0 if j ≥ k. The degree of Q is at most 2k − 2, so
Q ∈ K2k−2[X].

(ii) Using the definition 2.2 of the multiplicative law of composition in K[X], we
can write Q(x) = (F × G)(x) = F (x) × G(x) for x ∈ K. In particular, Q(0) =
F (0) × G(0) = α × β. Of course, the relationship is also true for i ∈ Im.

�

The polynomial Q cannot be considered as quasi-random because, by construction, it
cannot be irreducible. However, if Q is added to a quasi-random polynomial of K2k−2[X]
whose constant term is zero, the resulting polynomial is quasi-random (see Lemma 4.3)
and may be considered as a polynomial generated by a (2k − 1, m)-threshold Shamir’s
scheme to share the secret α × β.

Corollary 4.6. Let Φ =
[

F1, F2, . . . , Fn
]
and Γ =

[
G1, G2, . . . , Gn

]
be two n-tuples of

quasi-random polynomials of Kk−1[X ]. For i = 1, 2, . . . , n, the polynomial Fi (resp. Gi) is
generated by a (k, m)-threshold Shamir’s scheme to share the secret ϕi (resp. the secret γi).
It is assumed that m ≥ 2k − 1. For each index i ∈ Im, the shares

[
F1(i), F2(i), . . . , Fn(i)

]
and

[
G1(i), G2(i), . . . , Gn(i)

]
are defined. If the polynomial Q is the dot product of Φ

and Γ (i.e., Q = Φ •Γ), then:

(i) Q ∈ K2k−2[X],

(ii) Q(0) =
∑n

i=1 ϕi × γi and for ` ∈ Im, Q(`) =
∑n

i=1 Fi (`) × Gi (`).

By simplification, it is considered that the polynomial Q is quasi-random. However,
to obtain a quasi-random polynomial, it would be necessary to add Q to a quasi-random
polynomial of K2k−2[X] whose constant term is zero. The resulting polynomial would be
quasi-random (see Lemma 4.3) and could be considered as a polynomial generated by a
(2k − 1, m)-threshold Shamir’s scheme to share the secret

∑n
i=1 ϕi × γi.

Proof.

(i) From Theorem 4.5(i), Fi × Gi ∈ K2k−2[X] (1 ≤ i ≤ n). Then, by generalization of
Theorem 4.4(i),

∑n
i=1 Fi × Gi ∈ K2k−2[X]. Consequently, Q ∈ K2k−2[X].

(ii) From Theorems 4.5(ii) and 4.4(ii), it holds Q(x) =
∑n

i=1 Fi (x) × Gi (x) for x ∈ K.
In particular, Q(0) =

∑n
i=1 Fi (0) × Gi (0) =

∑n
i=1 ϕi × γi. Of course, the relationship

is also true for ` ∈ Im, i.e., Q(`) =
∑n

i=1 Fi (`) × Gi (`).

�

51



A Strongly Secure Polynomial Interpolation-based DOT Protocol

Notations:
Addition and multiplication of n-tuples (of the same variety) are defined naturally. For
example, if U =

[
u1, u2, . . . , un

]
and V =

[
v1, v2, . . . , vn

]
, then the sum of U and V

is U + V =
[

u1 + v1, u2 + v2, . . . , un + vn
]
and the product of U and V is U × V =[

u1 × v1, u2 × v2, . . . , un × vn
]
. Similarly, the product α × U between an element α of

K and an n-tuple U =
[

u1, u2, . . . , un
]
of n elements of K is defined as the n-tuple[

α × u1, α × u2, . . . , α × un
]
.

Each server participating in the protocol is identified by an index selected in Im ⊆ K
∗,

|Im | = m. Thus, the server associated with the index ` ∈ Im is identified as S`.

4.3 Model

In addition to the three categories of parties — the sender S, the receiver R and the servers
Si (i ∈ Im) — involved in the protocol presented in this chapter, an adversary whose
characteristics are defined below needs to be taken into account.

Like other DOT protocols, the protocol presented in this chapter is composed of two
phases: a set-up phase and a transfer phase. During the set-up step, the sender generates
shares of the n secrets he holds and distributes them to the m servers. The sender does not
intervene in the rest of the protocol. During the transfer phase, the receiver has to contact
k servers (1 < k ≤ m) to collect enough shares to construct ωσ.

In the scheme, however, the inequality m ≥ 2k − 1 must be satisfied. This is because
in some steps of the protocol, 2k −1 distinct servers need to exchange information amongst
themselves. Note that since the inequality is satisfied, security condition C4 allows the
receiver to corrupt up to λC = k − 1 servers different from the k servers chosen by the
receiver for gaining shares of the chosen secret.

4.3.1 The Adversary

During the execution of the DOT protocol, the receiver contacts k servers. In addition, she
is allowed to corrupt up to k − 1 servers, possibly amongst the contacted servers. That is,
the receiver plays the role of an active adversary — although the corrupted servers have a
passive behaviour, i.e., they do not deviate from the protocol but share all their data with
the receiver—who wishes to breach the sender’s security by learning more than one secret
from the protocol. As in other DOT protocols (for example, see [74]), it is assumed that a
mechanism prevents the receiver from contacting more than k servers in one round.

On the other hand, up to k − 1 servers may collaborate to learn the choice σ of the
receiver. In this scenario, the coalition of servers may be considered as an adversary who
wishes to breach the privacy of the receiver.
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4.3.2 Overview of the Protocol

The key idea underlying the design of the protocol is that if a sender holds an n-tuple
Ω =

[
ω1,ω2, . . . ,ωn

]
of n secrets ofK (n > 1) and if a receiver wishes to learn the secret

ωσ (σ ∈ In), then the receiver contributes with an n-tuple ∆ =
[
δσ1 , δσ2 , . . . , δσn

]
, and

the servers respond with the dot product of these two n-tuples, i.e., Ω •∆ =
∑n

i=1ωi × δ
σ
i ,

which is the requested secret.
To guarantee the security of the sender and the privacy of the receiver, the n-tuples

involved in the dot product are shared thanks to Shamir’s secret sharing schemes [89]. That
is, the sender transmits to each server S` (` ∈ Im) an n-tuple u` =

[
F1(`), F2(`), . . . , Fn(`)

]
of n shares, where Fi (1 ≤ i ≤ n) is the sharing polynomial related to ωi. In the same way,
to obtain a secret ωσ, the receiver selects a subset Ik ⊆ Im of k distinct indices, sends
to each server Sj ( j ∈ Ik) an n-tuple Φ j =

[
Z1( j), Z2( j), . . . , Zn( j)

]
of n shares (Zi is

the sharing polynomial related to δσi ) and receives k shares of the chosen secret ωσ. The
shares are associated with a polynomial R ofKk−1[X ] and so, by interpolation, the receiver
is able to determine R and to calculate the chosen secret ωσ = R(0) (see Sect. 2.1.1.3).

4.4 Components of the System

The protocol is mainly based on three components.
The first one is a secret sharing scheme, allowing on one hand the sender to generate

and distribute shares of the secrets he holds, and on the other hand the receiver to generate
and distribute shares of the identifier of the secret she wishes to learn.

The second one is a mechanism which enables a set of parties to redistribute a
secret to another set of parties. This component requires the availability of private unicast
communication channels between any two parties involved in the protocol. It is assumed
that these communication channels are secure, i.e., any party is unable to eavesdrop on
them and they guarantee that communications cannot be tampered with (see Sect. 2.2.1).

The third component is a scheme which allows a set of parties to verify that the shares
— generated by a secret sharing scheme— that they have received correspond to one of the
values in a predefined set of values. This component also requires private communication
channels between any two parties.

4.4.1 Secret Sharing Scheme

The secret sharing scheme underlying the DOT protocol presented in this chapter is a
(k, m)-threshold Shamir’s secret sharing scheme [89]. The scheme allows a dealer to
distribute shares of a secret ω to m parties so that ω can be reconstructed by any set of k
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(1 < k ≤ m) or more of these parties. The secret as well as the shares are elements of a
finite field K = GF(p). The detailed description of the scheme is given in Sect. 2.3.1.

In a semi-honest security model, Shamir’s scheme is unconditionally secure; the
secret ω is always reconstructed from k or more shares and the knowledge of k − 1 or
fewer shares leaves ω completely undetermined (see information-theoretic demonstration
in App. A).

4.4.2 Transformation from One to Another Threshold Scheme

There are many applications that require redistribution of a secret from one set of parties
to another set of parties, with possibly a different threshold. Desmedt and Jajodia [42] have
considered this problem and proposed some protocols. The specific case of the reduction
of the threshold is commonly discussed in multi-party computation studies. Indeed, if two
secrets are shared (Shamir’s scheme) thanks to two polynomials P1 and P2 of Kk−1[X],
then from the polynomial Q = P1 × P2 can be generated shares of the product of the two
secrets (see Theorem 4.5). But the degree of Q (up to 2k − 2) corresponds to a threshold
2k−1, and so a degree reduction is necessary to obtain a sharing polynomial corresponding
to a threshold k. Such a reduction was introduced, for example, by Ben-Or, Goldwasser,
and Wigderson [14].

Below is presented a combined method, allowing a set of k1 or more parties holding
shares generated by a (k1, m1)-threshold Shamir’s scheme to distribute them under the
form of shares generated by a (k2, m2)-threshold Shamir’s scheme, where k1 ≥ k2, to a set
of m2 parties.

Let ω be a secret in a finite field K = GF(p) (p ∈ N, p prime power),U (resp.V) be
a set of m1 > 1 parties Ui (resp. m2 > 1 parties Vj) where i ∈ Im1

⊆ K∗, ���Im1

��� = m1 (resp.
j ∈ Im2

⊆ K∗, |Im2
| = m2). It is assumed that ω is shared amongst the parties of the group

U thanks to a polynomial F generated in a (k1, m1)-threshold scheme (1 < k1 ≤ m1).
Each party Ui holds the share F (i). Let Ik1

⊆ Im1
be a set of k1 indices; it is assumed that

the parties U` (` ∈ Ik1
) wish to redistribute the secret ω over the set of partiesV using a

(k2, m2)-threshold scheme (1 < k2 ≤ m2). Note that U and V are two arbitrary sets of
parties. Each party U` (` ∈ Ik1

) generates a polynomial G` such that

G` =

k2−1∑
r=1

g`,r X r
+ F (`) × L` (0),

where g`,r ∈R K (1 ≤ r ≤ k2 − 1) and L` is the Lagrange basis polynomial

L` =
∏
j∈Ik1
j,`

X − j
` − j

.

54



4.4 Components of the System

A variant of the technique described by Beaver [6] is actually applied. With the original
technique, to generate a polynomial G` of Kk2−1[X] and not Kk1−1[X] (when k2 < k1),
each party U` (` ∈ Ik1

) truncates the Lagrange basis polynomial L` ∈ Kk1
[X] thanks to

a modulo X k2 operation. The variant presented here is more efficient since only the free
coefficient L` (0) needs to be calculated.

Then, for all j ∈ Im2
, the party U` (` ∈ Ik1

) privately sends the value G` ( j) to the
party Vj . Once a party Vj ∈ V obtains k1 partial shares, sent by the partiesU`,Vj computes
a new share ρ j =

∑
`∈Ik1

G` ( j) as his or her share of the secret ω.
With this method, the original sharing polynomial F is replaced with a sharing

polynomial F′ such that

F′ =
∑
`∈Ik1

G`

=
∑
`∈Ik1

(k2−1∑
r=1

g`,r X r
+ F (`) × L` (0)

)

=
∑
`∈Ik1

k2−1∑
r=1

g`,r X r
+

∑
`∈Ik1

F (`) × L` (0)

=
∑
`∈Ik1

k2−1∑
r=1

g`,r X r
+ F (0) .

The degree of the polynomial F′ is at most k2 − 1 and F′(0) = F (0) = ω. Therefore,
k2 parties Vj , where j ∈ Ik2

⊆ V , |Ik2
| = k2 are able from the shares ρ j = F′( j) to

interpolate F′ and to determine the secret ω.

Theorem 4.7. If k2 ≤ k1, the proposed protocol for transforming a (k1, m1)-threshold
Shamir’s scheme into a (k2, m2)-threshold Shamir’s scheme is secure.

Proof.
To demonstrate the security ofω,we show that after the new shares have been obtained,

no coalition of k2 − 1 parties or fewer can infer any information about ω.
After the redistribution of shares, a coalition of k2 − 1 parties holds at most k2 − 1

shares F ( j) and k2 − 1 shares F′( j). We analyze the worst case, i.e., when all the members
of the coalition belong toU . First, the coalition cannot interpolate F and calculate F (0)
since k1 shares F ( j) would be necessary, and the coalition only holds k2 − 1 ≤ k1 − 1 < k1

shares. Second, with only k2 − 1 values F′( j), and F′ being a polynomial of Kk2−1[X ], the
coalition can neither interpolate F′ nor calculate F′(0). Consequently, a coalition of k2 − 1
parties Ui ∈ V is unable to gain any information on the secret ω. �
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4.4.3 Multi-party Computation Membership of a Public Set

Suppose that in a polynomial interpolation-based DOT protocol, a malicious receiver
prepares a request q =

[
γ1, γ2, . . . , γn

]
of n elements of K while the protocol requires

that she prepares an n-tuple
[
δσ1 , δσ2 , . . . , δσn

]
where σ is the index of one of the secrets

ω1, ω2, . . . ,ωn. In Chap. 3, it was shown that in this scenario, the receiver may learn a
linear combination of the secrets, and possibly the secrets themselves. To detect a cheating
receiver, a method is proposed here. This method allows the contacted servers to control
that the n-tuples they have received correspond to a legitimate request, without revealing
the receiver’s choice, of course.

Similar private set operation protocols like private equality test,private set intersection
or private set membership have been proposed in distributed environments [50, 70, 79].
With private equality test, a party A sends shares, generated by Shamir’s secret sharing
scheme, of a secret value a to m servers. Symmetrically, a party B sends shares of a secret
value b to the same servers. The servers calculate if a = b and return shares of the result
to A and B. If k (1 < k ≤ m) is the security parameter of the protocol, no coalition of
k − 1 honest but curious servers has any information on a or b. Furthermore, if a , b,
A does not obtain any information on b and B does not get any information on a. In a
private set intersection protocol, a party A holds a set A = { a1, a2, . . . , as } of elements
of K and a party B holds a set B = { b1, b2, . . . , bt } of elements of K (s ∈ N, t ∈ N). A
sends shares of each element of A to m servers and similarly, B sends shares of elements
of B to the same servers. Then, the servers calculate A ∩ B and return shares of the result
to A and B. Again, if k is the security parameter of the protocol, no coalition of k − 1
servers learns any of the elements of A ∪ B, and A and B cannot obtain any information
on the secret values ai and b j not in A ∩ B (i ∈ J 1, s K, j ∈ J 1, t K). Also, coalitions of
k − 1 servers do not obtain information on A ∩ B. A variant of this protocol allows the
parties A and B to obtain the size |A ∩ B | of the intersection of A and B. With the set
membership functionality, a party A holds a secret value a while a party B holds a set
B = { b1, b2, . . . , bt } of secrets values. Shares of a, b1, b2, . . . , bt are sent to m servers
which calculate if a ∈ B; the shares of the result are returned toA and B. At the end of the
protocol, a coalition of k − 1 servers has no information on B∪ { a },A has no information
on B \ { a } and if a < B, B has no information on a.

Actually, all these schemes are more complex than necessary. Indeed, in these pro-
tocols, the value to control is shared amongst the servers, but the potential values for the
comparisons are private too. Moreover, most of the schemes are computationally secure.
This is why a simple, unconditionally secure, special-purpose solution based on Shamir’s
scheme, in a semi-honest model, was designed. The objective is that the servers contacted
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by the receiver collectively check that the n-tuples they received contain the shares of a
request q =

[
γ1, γ2, . . . , γn

]
where all elements γi ∈ K are nil except one.

The main idea of the protocol is that the polynomial P = X (X − 1) can be used to
check that a value a is 0 or 1 (it is the case if P(a) = 0). To verify that given n values
of { 0, 1 }, only one of those values is 1, it is sufficient to calculate their sum s. Indeed,
0 ≤ s ≤ n < p which means that if all values are nil except one, then s = 1.

LetA be a partywho holds an n-tuple q =
[
γ1, γ2, . . . , γn

]
of elements of a finite field

K = GF(p) (p ∈ N, p prime power) and let Si be a server such that i ∈ Im ⊆ K
∗ (��Im�� = m,

1 < m < p). Each element γi of q is shared thanks to a (k, m)-threshold Shamir’s
scheme. More precisely, for each element γi, A generates a quasi-random polynomial
Fi ∈ Kk−1[X] such that Fi (0) = γi. It is assumed that m ≥ 2k − 1. If I2k - 1 ∈ Im is
a set of 2k − 1 servers’ indices, A transmits to each server Sj ( j ∈ I2k - 1) the n-tuple
q j =

[
F1( j), F2( j), . . . , Fn( j)

]
. The polynomial X (X − 1) is denoted by P.

To check that there exists σ ∈ J 1, n K such that q =
[
δσ1 , δσ2 , . . . , δσn

]
, each server Sj

( j ∈ I2k - 1) applies the following procedure:

1. Sj calculates u j,i = P(Fi ( j)) for i = 1, 2, . . . , n as well as v j =
∑n

i=1 Fi ( j).

2. Sj redistributes u j,1, u j,2, . . . , u j,n and v j to the servers S` (` ∈ I2k - 1) thanks to the
redistribution protocol described in Sect. 4.4.2. As a result, each server Sj holds new
shares u′j,1, u′j,2, . . . , u′j,n and v′j of respectively γ

2
1 − γ1, γ2

2 − γ2, . . . , γ2
n − γn, and∑n

i=1 γi.

3. Sj sends its n + 1 shares to S` (` ∈ I2k - 1)

4. Sj interpolates from the received values the n values P(γi) (i ∈ J 1, n K) and
∑n

i=1 γi.
Then, Sj checks that for i = 1, 2, . . . , n, P(γi) = 0 and that

∑n
i=1 γi = 1, otherwise,

Si aborts the protocol because the n-tuples sent to the servers do not correspond to a
valid request.

The correctness of the protocol is guaranteed because P(Fi) = Fi (Fi − 1) is a
polynomial of K2k−2[X] (so 2k − 1 shares are sufficient to interpolate P(Fi)) and the
privacy is guaranteed by the use of the redistribution protocol (see Sect. 4.4.2).

4.5 A Strongly Secure Distributed Oblivious Transfer
Protocol

This section presents a new polynomial interpolation-based, one-round DOT protocol,
which satisfies all security conditions, i.e., C1, C2 with λR = k − 1, C3 with λS = k − 1,
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Let Im (m > 1) be a set of m distinct elements of K∗ and Sj a server such that j ∈ Im.

Input The sender S, contributes with n secrets ω1, ω2, . . . ,ωn ∈ K.
The receiver R chooses an index σ ∈ In = J 1, n K, and contributes
with n private values δσ1 , δ

σ
2 , . . . , δσn ∈ J 0, 1 K.

Output R receives ωσ, while S receives nothing.

Set-up Phase – Generation of the Servers’ Shares

1. S applies a (k, m)-threshold Shamir’s scheme to each of the elements of
Ω =

[
ω1,ω2, . . . ,ωn

]
. If Fi ∈ Kk−1[X] is the quasi-random polynomial

such that Fi (0) = ωi (1 ≤ i ≤ n), then S obtains an n-tuple of polynomials
Θ =

[
F1, F2, . . . , Fn

]
.

2. S transmits the n-tuple of shares Θ` =
[

F1(`), F2(`), . . . , Fn(`)
]
to the server

S` (` ∈ Im).

Figure 4.1: A Strongly Secure Distributed Oblivious Transfer Protocol (Set-up Phase)

C4.1, and C4.2 with λC = k − 1. The protocol, depicted in Figs. 4.1 and 4.2, is composed
of a set-up phase (one step) and of a transfer phase (five steps), described in the following
sections.

4.5.1 Set-up Phase – Generation of the Servers’ Shares

This step is straightforward. The sender, S, distributes the shares of the secrets of the
n-tupleΩ =

[
ω1,ω2, . . . ,ωn

]
to each server S` (` ∈ Im), using (k, m)-threshold Shamir’s

schemes. That is, for each secret ωi (1 ≤ i ≤ n), S generates a quasi-random polynomial
Fi ∈ Kk−1[X] such that

Fi =

k−1∑
j=1

fi, j X
j
+ ωi,

where fi, j ∈R K, and computes the shares of ωi for all servers S` (` ∈ Im). Then, S
transmits to each server S` the n-tuple of shares Θ` =

[
F1(`), F2(`), . . . , Fn(`)

]
. The

sender does not intervene in the rest of the protocol.

4.5.2 Transfer Phase Step 1 – Generation of the Receiver’s Request

The receiver, R, chooses the index σ of the secret she wishes to obtain, as well as a
subset Ik ⊆ Im of k indices of the servers she intends to contact. Then, R applies a
(k, m)-threshold Shamir’s scheme to each element of the n-tuple ∆ =

[
δσ1 , δσ2 , . . . , δσn

]
.
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Transfer Phase Step 1 – Generation of the Receiver’s Request

1. R choosesσ ∈ In and selectsIk ⊆ Im such that |Ik | = k. Then,R applies a (k, m)-
threshold Shamir’s scheme to each element of the n-tuple ∆ =

[
δσ1 , δσ2 , . . . , δσn

]
.

If Zi ∈ Kk−1[X ] is the quasi-random polynomial such that Zi (0) = δσi (1 ≤ i ≤ n),
then R obtains an n-tuple of polynomials Φ =

[
Z1, Z2, . . . , Zn

]
.

2. R transmits to the server S` (` ∈ Ik) the n-tupleΦ` =
[

Z1(`), Z2(`), . . . , Zn(`)
]
.

Transfer Phase Step 2 – Redistribution of the Receiver’s Input

1. The contacted servers S` (` ∈ Ik) select a subset I2k - 1 ⊆ Im such that |I2k - 1 | =
2k − 1 and Ik ⊆ I2k - 1.

2. The servers S` (` ∈ Ik) redistribute the n-tuples Φ` to the servers Sj ( j ∈ I2k - 1)
thanks to the scheme described in Sect. 4.4.2. The threshold k is preserved. As
a result, each server Sj holds an n-tupleΦ′j =

[
Z′1( j), Z′2( j), . . . , Z′n( j)

]
where

Z′i ∈ Kk−1[X ] is a quasi-random polynomial such that Z′i (0) = Zi (0) (1 ≤ i ≤ n).

Transfer Phase Step 3 – Verification of the Receiver’s Input

Each server S` (` ∈ I2k - 1) applies the verification technique described in Sect. 4.4.3 to
verify if the shares received in the previous step correspond to a legitimate value of ∆,
i.e., if the shares were generated for an n-tuple ∆ =

[
δσ1 , δσ2 , . . . , δσn

]
, where σ ∈ In.

If this is not the case (for example, because the receiver has cheated), S` aborts the
protocol.

Transfer Phase Step 4 – Computation of the Requested Secret

1. Each server S` (` ∈ I2k - 1) calculates the dot product λ` = Θ` •Φ
′
`, which is

its share of the requested secret, Θ0 •Φ0, related to a quasi-random polynomial
Q of K2k−2[X]. Then, each server S` (` ∈ I2k - 1) redistributes its share λ` to
the servers Sj ( j ∈ Ik) thanks to a (k, k)-threshold scheme, as described in
Sect. 4.4.2.

2. Once the redistribution has been executed,each server S` (` ∈ I2k - 1) holds a value
λ′` = R(`), where R is a quasi-polynomial of Kk−1[X] such that R(0) = Q(0).

Transfer Phase Step 5 – Transfer of the Requested Secret

1. S` (` ∈ Ik) sends λ
′
` to R.

2. From the k responses,R interpolates the polynomial R ofKk−1[X ] and calculates
ωσ = R(0) (see Sect. 2.1.1.3).

Figure 4.2: A Strongly Secure Distributed Oblivious Transfer Protocol (Transfer Phase)
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That is, R generates n quasi-random polynomials Zi ∈ Kk−1[X] (1 ≤ i ≤ n) such that

Zi =

k−1∑
j=1

zi, j X
j
+ δσi ,

where zi, j ∈R K, and transmits to each server S` (` ∈ Ik) the n-tuple of shares Φ` =[
Z1(`), Z2(`), . . . , Zn(`)

]
.

4.5.3 Transfer Phase Step 2 – Redistribution of the Receiver’s Input

In this step the k contacted servers which have received, from R, shares generated by
(k, k)-threshold Shamir’s schemes, redistribute them as shares considered as generated
by (k, 2k − 1)-threshold Shamir’s schemes. To perform this redistribution, the servers S`
(` ∈ Ik) first select a set I2k - 1 of 2k − 1 distinct indices of K∗ such that Ik ⊆ I2k - 1 ⊆ Im.
Then for every secret value δσi shared thanks to a polynomial Zi (1 ≤ i ≤ n), they execute
the redistribution protocol described in Sect. 4.4.2, and re-share that secret value from
the k servers S` (` ∈ Ik) to the 2k − 1 servers Sj ( j ∈ I2k - 1), keeping the threshold k

unchanged. At the end of the distribution, the shares associated with a secret value δσi
(1 ≤ i ≤ n) are considered as generated from a new polynomial of Kk−1[X ] denoted by Z′i
(also, the n-tuple of quasi-random polynomials related to the n-tuple ∆ of private values
is denoted by Φ′ =

[
Z′1, Z′2, . . . , Z′n

]
). Therefore, each server S` (` ∈ I2k - 1) obtains an

n-tuple Φ′` =
[

Z′1(`), Z′2(`), . . . , Z′n(`)
]
of shares of the elements of ∆.

4.5.4 Transfer Phase Step 3 – Verification of the Receiver’s Input

To prevent the receiver from learning a linear combination of secrets, the contacted servers
verify that the shares they have received in the previous step correspond to a legitimate
request. To this end, they apply the technique described in Sect. 4.4.3. More precisely,

1. Each server S` (` ∈ I2k - 1) calculates Γ` = Φ
′
` ×Φ

′
` −Φ

′
` as well as γ` = Φ

′
`
• 1n.

For i = 1, 2, . . . , n, let Gi denote the product of the quasi-random polynomials Z′i
and Z′i − 1 of Kk−1[X ]. Then, the n-tuple Γ = Φ′ ×Φ′ −Φ′ =

[
G1, G2, . . . , Gn

]
is

composed of polynomials of K2k−1[X] (see Theorem 4.5). If H is the polynomial
such that H =

∑
i∈In

Z′i , then H is a quasi-random polynomial of Kk−1[X] and for
` ∈ I2k - 1, γ` = H (`) (see Theorem 4.4).

2. Then, the servers S` (` ∈ I2k - 1) redistribute the n-tuples of shares Γ` to themselves
thanks to the scheme described in Sect. 4.4.2, decreasing the threshold 2k − 1 to
k. The share γ` is also redistributed by the servers to themselves, but the threshold
k is kept unchanged. As a result, each server S` (` ∈ I2k - 1) holds an n-tuple Γ′` =

60



4.5 A Strongly Secure DOT Protocol
[

G′1(`), G′2(`), . . . , G′n(`)
]
where G′i ∈ Kk−1[X] is a quasi-random polynomial,

such that G′i (0) = Gi (0) (1 ≤ i ≤ n), as well as a value γ′` = H′(`), where H′ is a
quasi-random polynomial of Kk−1[X] too, such that H′(0) = H (0).

3. Each server S` (` ∈ I2k - 1) transmits Γ′` and γ
′
` to each server Sj ( j ∈ I2k - 1). Each

server Sj , once it holds k n-tuples Γ′` and k values γ′` (` ∈ I2k - 1), calculates by
interpolation (see Sect. 2.1.1.3) Γ′ =

[
G′1(0), G′2(0), . . . , G′n(0)

]
and γ′ = H′(0).

4. The last operation consists, for each server S` (` ∈ I2k - 1), in checking that Γ
′
= 0n

and γ′ = 1. If these two conditions are satisfied, the received shares correspond to a
legitimate choice of the receiver.

4.5.5 Transfer Phase Step 4 – Computation of the Requested Secret

Now, each server S` (` ∈ I2k - 1) holds an n-tuple Θ` =
[

F1(`), F2(`), . . . , Fn(`)
]
as its

shares of the secrets of Ω, and a legitimate n-tupleΦ′` =
[

Z′1(`), Z′2(`), . . . , Z′n(`)
]
as its

shares of the receiver’s request ∆.
The elements of the two n-tuples Θ and Φ′ are polynomials belonging to Kk−1[X].

It follows (see Corollary 4.6) that Θ •Φ′ is a polynomial K2k−2[X], that (Θ •Φ′)(0) = ωσ
and that for ` ∈ I2k - 1, λ` = Θ` •Φ

′
` is a share of ωσ, generated by the quasi-random

polynomial Θ •Φ′.
So, each server S` (` ∈ I2k - 1) calculates the new share λ` = Θ` •Φ

′
`. Since at least

2k − 1 servers participate in the computation, they are able to redistribute the resulting
shares λ`, (` ∈ I2k - 1), thanks to a (k, k)-threshold Shamir’s scheme (using the method
described in Sect. 4.4.2), to the servers Sj ( j ∈ Ik).

4.5.6 Transfer Phase Step 5 – Transfer of the Requested Secret

After redistribution of the secret shares in the previous step, the set of contacted servers Sj

( j ∈ Ik) collectively owns the value of ωσ = Ω0 •Φ0, under the form of shares generated
by a (k, k)-threshold Shamir’s scheme. Each server Sj responds to the receiver’s request
with the value R j , which is its share of Ω0 •Φ0 generated from a sharing polynomial R of
Kk−1[X]. The receiver R interpolates the polynomial of Kk−1[X] corresponding to the k

responses, and obtains ωσ.
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4.6 Security Evaluation of the Protocol

In this section it is demonstrated that the proposed protocol satisfies all desirable security
conditions listed in Sect. 2.2.3 (i.e., conditions C1, C2 with λR = k − 1, C3 with λS = k − 1,
C4.1, and C4.2 with λC = k − 1).

4.6.1 Correctness

Theorem 4.8. The proposedDOT protocol, described in Figs. 4.1 and 4.2, satisfies security
condition C1.

Proof. We demonstrate that R(0) = ωσ.
First, we observe that the secret input Ω of the sender and the secret input ∆ of the

receiver satisfy the relationΩ •∆ = ωσ. In the set-up phase (see Sect. 4.5.1), the n-tuple of
quasi-random polynomialsΘ is such thatΘ0 = Ω. Similarly, the n-tupleΦ of quasi-random
polynomials of Kk−1[X ] generated in the first step of the transfer phase (see Sect. 4.5.2) is
such that Φ0 = ∆. In the second step of the transfer phase (see Sect. 4.5.3), the n-tuple Φ′

resulting from the shares redistribution is such thatΦ′0 = Φ0. It follows that Θ0 •Φ
′
0 = ωσ.

The verification step (see Sect. 4.5.4) modifies neither Θ nor Φ′. In the fourth step of
the transfer phase (see Sect. 4.5.5), the servers S` (` ∈ I2k - 1) collectively calculate the
polynomial Q = Θ •Φ′. Hence, Q(0) = (Θ •Φ′)(0) = Θ0 •Φ

′
0 = ωσ. The redistribution

at the end of the same step replaces the polynomial Q of K2k−2[X] with a polynomial R

of Kk−1[X], such that R(0) = Q(0). We note that each server Sj ( j ∈ Ik) returns to the
receiver the share λ j = R( j). Hence, in the last step of the protocol (see Sect. 4.5.6), the k

shares λ j are sufficient for the receiver to interpolate R and to determine ωσ. �

Therefore, security condition C1 is guaranteed.

4.6.2 Receiver’s Privacy

Theorem 4.9. The proposed DOT protocol, which is depicted in Figs. 4.1 and 4.2, satisfies
security condition C2 with λR = k − 1.

Proof.
The index σ chosen by the receiver is represented under the form of an n-tuple

∆ =
[
δσ1 , δσ2 , . . . , δσn

]
of private values. The receiver’s input to the protocol consists of

shares of these values. That is, each element δσi , which is either zero or one, is distributed
amongst the set of k servers S` (` ∈ Ik), using a (k, k)-threshold Shamir’s scheme. This is
achieved by generating an n-tuple Φ =

[
Z1, Z2, . . . , Zn

]
of n quasi-random polynomials

of Kk−1[X], such that Zi (0) = δσi .
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In order to breach the privacy of the receiver, a set of k−1 colluding servers (during the
execution of the protocol, or after completion of the protocol) should be able to determine
at least one of the values δσi . The set of k − 1 collaborating servers, however, owns k − 1
shares corresponding to each values δσi associated with a (k, k)-threshold Shamir’s scheme.
Due to the perfectness of Shamir’s secret sharing scheme, every set of k −1 shares provides
the coalition with absolutely no information about the relevant secret. That is, the inputs
of the receiver guarantees her privacy, in the first step of the transfer phase of the protocol.
Although in the next step of the protocol, the set of k servers redistribute the private
values δσi , to 2k − 1 servers, this transformation does not leak any information to a set of
k − 1 servers (see Theorem 4.7). In the same way, the redistributions of δσi (δσi − 1) = 0,∑

j∈In
δσi = 1 and δσi (1 ∈ In) presented in Sects. 4.5.4 and 4.5.5 preserve the privacy of

the receiver.
One may argue that, after completion of the protocol, the knowledge of the output

ωσ may help the set of k − 1 servers to determine the choice of the secret. However, this
is not the case, since the shares held by the k − 1 servers after the redistribution may be
considered as generated from a (k, m)-threshold Shamir’s scheme, and thus k − 1 shares
of any secret provides no information about the secret. �

Consequently, the security condition C2 with λR = k − 1 is guaranteed.

4.6.3 Sender’s Security with Respect to a Coalition of Servers and
the Receiver

At the level of the servers, the role of the n-tuple Ω is the same as the role of the n-tuple
Φ′. That is, a set of k − 1 colluding servers cannot learn any of the secrets ω1,ω2, . . . ,ωn

(see previous section). Note that, in this scenario, there is no advantage for the coalition of
k − 1 servers to collude with the receiver to breach the sender’s security, since the receiver
has no input to contribute in this attack. Indeed, even if the receiver initiates the protocol
by contacting only k − 1 servers (no matter what her input to the k-th selected server is),
she cannot learn any of the secrets. This is because, the k − 1 shares she receives from
the servers are considered as generated by a (k, m)-threshold Shamir’s scheme, and thus
provide no information about the secrets.

Remark 4.10. One may note that, contrary to the protocol presented in [19, 20], the
protocol presented in this chapter does not require the use of masks. Indeed, in the scheme,
a corrupt server cannot provide the receiver with a linear combination of the secrets
ω1,ω2, . . . ,ωn because it never owns such a combination.
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4.6.4 Sender’s Security with Respect to a ‘Greedy’ Receiver

Let IC be the set of indices of k − 1 corrupt servers. A corrupt server S` (` ∈ IC) may be
one of the servers selected by the receiver in the first step of the transfer phase protocol.
In this case, ` ∈ Ik. The worst scenario is assumed, from the sender’s point of view (the
best scenario from the ‘greedy’ receiver’s point of view), i.e., that all the corrupt servers
are selected by the receiver in the first step of the transfer phase of the protocol (IC ⊆ Ik).
Thus, it is assumed that the receiver has access to all information of these k − 1 corrupt
servers during the execution of the protocol.

In the initialization step, each server Sc (c ∈ IC) receives from the sender an n-tuple
Ωc =

[
F1(c), F2(c), . . . , Fn(c)

]
of n elements, where the element Fi (c) is the share

allocated to Sc for the secret ωi. Clearly, the knowledge of k − 1 shares of any secret ωi,
provides the receiver with no useful information about the secret ωi.

In the first step of the transfer phase of the protocol, the receiver transmits her inputs
to servers S` (` ∈ Ik). Obviously, she cannot learn any information about ω1, ω2, . . . ,ωn

from her inputs.
In the second step of the transfer phase, the contacted servers redistribute the receiver’s

private values δσi (1 ≤ i ≤ n) amongst the servers S` (` ∈ I2k - 1), using the method
described in Sect. 4.4.2. The receiver has access to all partial shares received by servers
Sc (c ∈ IC), and has also access to all partial shares sent by servers Sc (c ∈ IC) to servers
S` (` ∈ I2k - 1). At the end of this step, the receiver’s private values, δσi (1 ≤ i ≤ n), are
shared amongst the servers S` (` ∈ I2k - 1). The shares are considered as generated from
(k, 2k − 1)-threshold Shamir’s schemes. Although the receiver, for each private value δσi ,
has only access to k − 1 shares owned by servers Sc (c ∈ IC), she can figure out all the
2k − 1 shares elaborated by servers S` (` ∈ I2k - 1). Indeed, for i = 1, 2, . . . , n, the receiver
knows δσi and k − 1 shares of δσi ; so she can reconstruct the associated sharing polynomial
generated in the (k, 2k − 1)-threshold Shamir’s scheme, and from the polynomial, the
corresponding shares held by servers S` (` ∈ I2k - 1). That is, the receiver is able to find
out all the elements of the n-tuple Φ′` (` ∈ I2k - 1).

In the fourth step of the transfer phase, each server S` (` ∈ I2k - 1) computes λ` =
Ω` •Φ

′
`. The receiver is able to multiply the corresponding shares of two n-tuples Ωc and

Φ′c (c ∈ IC), and thus learns k − 1 shares of ωi × δ
σ
i (1 ≤ i ≤ n). She also knows the

value of ωi × δ
σ
i (1 ≤ i ≤ n), because if δσi = 0, then the ωi × δ

σ
i = 0, and if δσi = 1,

then ωi × δ
σ
i = ωσ, which is the secret that the receiver learns at the end of the protocol.

However, contrary to the previous step, knowing a value ωi × δ
σ
i (1 ≤ i ≤ n) and k − 1

of its shares is not sufficient to learn all other shares. This is because in the fourth step of
the transfer phase, the value and the shares are associated with a polynomial of K2k−2[X]
(see Sect. 4.5.5), generated in a (2k − 1, 2k − 1)-threshold scheme. Consequently, the
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receiver cannot learn any useful information about ωi (1 ≤ i ≤ n, i , σ). Note that the
redistribution of secrets from a (2k − 1, 2k − 1)-threshold scheme to a (k, k)-threshold
scheme is completely secure (see Sect. 4.4.2) and therefore provides the receiver with no
information about ω1, ω2, . . . ,ωn.

Finally, in the last step of the transfer phase, the data held by servers Sc (c ∈ IC) are
not modified; the servers Sj ( j ∈ Ik) transmit to the receiver k shares of ωσ, generated
by a (k, k)-threshold scheme and the receiver learns the secret ωσ. That is, if the receiver
generates a valid request in the first step of the transfer phase, there is no way for her to
learn more than the requested secret. If the request is not legitimate, the protocol is aborted
by the honest servers in the third step of the transfer phase. Thus, in both situations, the
following is proved.

Theorem 4.11. The proposedDOT protocol,which is depicted in Figs. 4.1 and 4.2, satisfies
security condition C4 with λC = k − 1.

4.7 Conclusion

In this chapter was presented a new one-round, polynomial interpolation-based, uncondi-
tionally secure DOT protocol. The protocol significantly improves the security of DOT
protocols. If the efficiency of the protocol is compared to the efficiency of the poly-
nomial interpolation-based DOT protocol presented in [19, 20], it is observed that the
protocol presented in this chapter requires more computation on the servers’ sides, but less
computation on the sender and receiver’s sides, as shown in Table 4.1.

In contrast to the protocol described in this chapter, the DOT protocol proposed in the
next chapter allows a receiver to obtain a chosen secret, even in the presence of malicious
servers which may try to disrupt the protocol’s execution. Some mechanisms are included
in the protocol, so that the secret obtained by the receiver is the chosen secret, in spite of
servers not responding or providing incorrect responses.
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Table 4.1: Efficiency of Distributed Oblivious Transfer Protocols

Party Blundo et al.’s Protocol Proposed Protocol

Sender S 1 distribution of n secrets
c0ω0, c1ω1, . . . , cn−1ωn−1,
n masks c0, c1, . . . , cn−1 and
2 × (n − 1) masks r1

1 ,
r1

2 , . . . , r1
n−1, r2

1 , r2
2 , . . . , r2

n−1

1 distribution of n secretsω1,ω2, . . . ,ωn

Receiver R 1 distribution of n private
values (0 or 1), 1 polynomial
interpolation

1 distribution of n private values (0 or 1),
1 polynomial interpolation

Server S`
(worst case)

1 generation of 2 shares
from degree 1 polynomials

n transformations from a (k, k)- to a
(k, 2k − 1)-threshold scheme, (n + 1)
transformations from a (2k − 1, 2k − 1)-
to a (2k − 1, 2k − 1)-threshold scheme,
1 transformation from a (2k − 1, 2k − 1)-
to a (k, k)-threshold scheme,
1 generation of the dot product of two
n-tuples, 1 polynomial interpolation
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5

A Verifiable Distributed Oblivious
Transfer Protocol

In the various distributed oblivious transfer protocols designed in an uncondi-
tionally secure environment, a receiver contacts k out of m servers to obtain one of
the n secrets held by a sender. After a protocol has been executed, the sender has no
information on the choice of the receiver and the receiver has no information on the
secrets she did not obtain. Likewise, a coalition of k − 1 servers is unable to infer any
information, either on the sender’s secrets, or on the receiver’s choice.

These protocols are based on a semi-honest model: no mechanism prevents a
group of malicious servers from disrupting the protocol so that the secret obtained
by the receiver does not correspond to the chosen secret. Actually, to verify the
information transmitted by the servers seems to require some properties difficult to
reconcile: on one hand the receiver has to collect more information from the servers
to discard the incorrect data generated by the malicious servers; on the other hand,
if the receiver is allowed to gather more information from the servers, the sender’s
security may be compromised.

In this chapter is studied the first unconditionally secure distributed oblivious
transfer protocol in the presence of an active adversary who may corrupt up to k − 1
servers. In addition to the active adversary, it is also assumed that the sender may
corrupt up to k − 1 servers to learn the choice of the receiver. Similarly, the receiver
may corrupt up to k − 1 servers to learn more than the chosen secret. However, it is
assumed that the sender, the receiver, and the active adversary do not collaborate with
each other. The distributed oblivious transfer protocol allows the receiver to contact
4k − 3 servers to obtain one secret, while the required security is maintained.
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5.1 Introduction

In the unconditionally secure distributed oblivious transfer (DOT) schemes presented
in [8, 19, 20, 74, 78], a sender S holds n secrets and a receiver R wishes to obtain one of
them. The model encompasses a distributed environment including m servers. The sender
distributes shares of the secrets to the servers and does not intervene in the rest of the
protocol. The receiver selects the index of a secret, sends shares of this index to k servers
and receives back k shares allowing her to reconstruct the chosen secret. The security of
these protocols may be assessed thanks to the model defined in Sect. 2.2.3.

In particular, the correctness property (security condition C1) guarantees that the
receiver obtains the secret she has chosen. However, the security model of the protocols
mentioned above is semi-honest,with regards to the servers. That is, nomechanism prevents
a set of up to k−1 malicious servers from disrupting a protocol such that the secret obtained
by the receiver does not correspond to the chosen secret. Such a mechanism could allow
(a) the servers to check that the requests sent by the receiver are consistent and (b) the
receiver to collect redundant shares to detect and discard inconsistent shares returned by
the malicious servers.

This kind of mechanism is introduced in one of the polynomial interpolation-based
protocols presented by Blundo, D’Arco, De Santis, and Stinson [19, 20]. In this context,
security condition C1 is extended to condition C′1:

C′1. Correctness – If the receiver is not detected as cheating, she is able to determine
the chosen secret once she receives information from the contacted servers, in spite
of up to λM malicious servers.

The resulting protocol guarantees security conditions C′1 with λM = k − 1, C2 with
λR = k − 1, C3 with λS = k − 1 and C4.1, despite the participation of malicious servers
to the protocol. Blundo et al. have proved that security condition C4.2 cannot be satisfied,
for any λC > 0, by one-round DOT protocols. Indeed, when condition C2 is satisfied, any
subset of k − 1 shares selected from the k shares collected by the receiver during the
execution of the protocol, cannot give any information on the receiver’s choice. Having
selected a subset of k − 1 shares, the receiver is able to build a request to collect a k-th
share — from a corrupted server — to obtain any secret.

This chapter is organized as follows. The next section shortly describes Blundo et al.’s
protocol [20] and investigates verifiable secret sharing schemes. In Sect. 5.3 a few notations
and definitions used in the rest of the chapter are introduced. Then, in Sect. 5.4, the model
related to the DOT protocol presented in the chapter is described and an overview the
protocol is given. The main components of the protocol are described in Sect. 5.5 and the
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protocol itself is presented in Sect. 5.6. In Sect. 5.7, the security of the protocol is analysed
and a conclusion is given in Sect. 5.8.

5.2 Related Works

Although there have been a few DOT protocols studied in the past 15 years, e.g. [19, 20,
74, 78, 101, 102], the verifiability of distributed shares in such protocols was rarely tackled.
The main contribution to the subject was made by Zhong and Yang [101, 102], but the
setting of their proposed scheme is conditionally secure (difficulty to compute a discrete
logarithm).

The first unconditionally secure verifiable DOT protocol is presented. The protocol
is adapted from the main component of the DOT protocol introduced by Blundo et al. [19,
20]. This component is described first.

5.2.1 Blundo et al.’s Distributed Oblivious Transfer Protocol

The basic principles underlying DOT protocols are conceptually similar. In the original
DOT protocol [74] introduced by Naor and Pinkas, as well as in its generalization [19, 20]
presented by Blundo et al., a sender distributes some information amongst m servers so
that, by contacting k servers, a receiver is able to learn only one of the secrets held by
the sender. A simplified overview of the (k, m)-DOT-

(
n
1

)
presented in [20] is described in

Sect. 2.3.2 and the full description in Sect. 2.3.3.

5.2.2 Verifiable Secret Sharing Schemes

A component common to all unconditionally secure DOT protocols is the threshold secret
sharing scheme introduced by Shamir [89] in 1979 (see an overview of the protocol
in Sect. 2.3.1). In this scheme, a dealer who shares a secret is honest: the m pieces he
generates are built in compliance with the protocol and so, the k pieces used by players to
reconstruct the secret are genuine. In 1985, Chor, Goldwasser, Micali, and Awerbuch [30]
assumed that the dealer could be cheating and transmit some invalid shares to some players.
They introduced the concept of verifiable secret sharing (VSS) to detect any deviation of
the dealer from the sharing protocol. Moreover, during the reconstruction phase, some
malicious players could provide honest players with incorrect shares to make honest players
reconstruct an incorrect secret while they, the dishonest players, would reconstruct the
original secret. Tompa and Woll [96] studied the particular problem of secret sharing in
presence of an honest dealer but also in the presence of dishonest players attempting to
cheat during the reconstruction of the secret.
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Following Chor et al.’s scheme, there have been considerable research on VSS
schemes. It is clear that if a combiner — or a group of players — wants to check the
validity of a reconstructed secret, she needs to collect in addition to k shares, some
verification information. Basically, this verification information may consist of additional
shares (redundancy technique) or longer shares containing verification information (check
vectors technique).

The first unconditionally secure VSS schemeswere introduced byBen-Or,Goldwasser,
and Wigderson [14] and by Chaum, Crépeau, and Damgård [27]. However, the correctness
of the VSS scheme presented in [27] is not guaranteed: the reconstructed secret may
be incorrect with a very small probability. A similar weakness can be found in [83, 84]
and [34].

The unconditionally secure VSS scheme introduced by Ben-Or et al. [14] tolerates n
3

cheaters — n being the number of players — including the dealer, and is correct without
probability error. This scheme was improved by Cramer, Damgård, and Maurer [35] and a
simpler version was proposed by Desmedt, Kurosawa, and Van Le [43]. However, in the
original scheme and in its variants, the dealer has to make public the shares of complaining
players. So, cheating players may force the dealer to reveal some shares and consequently
the threshold k cannot be guaranteed. In this scenario, a coalition of k − 1 corrupt servers
(see security conditions C3 and C4) could obtain additional shares to the shares it holds,
and consequently breach the security of the protocol.

In [95], Stinson and Wei introduced an unconditionally secure VSS scheme in which
the shares of the identified cheaters are not made public, but are simply ignored during the
reconstruction of the secret. Therefore, the threshold k of the underlying secret sharing
scheme is not modified during the execution of the protocol. The scheme is correct without
error probability and tolerates up to t = b n

4c cheaters. Gennaro, Ishai, Kushilevitz, and
Rabin proposed a VSS scheme [53] similar to Stinson andWei’s scheme, tolerating also up
to t = b n

4c cheaters and with no share publicly disclosed. D’Arco and Stinson [40] improved
this VSS scheme in 2002 using a feature introduced in [53] to detect inconsistencies.

However, in [95] and in [40], the detection of cheaters is based on the determination
of a maximum clique in a graph, which is a classical NP-complete problem; thus, the
complexity of these two VSS schemes is not polynomial. Inversely, in [53], the detection
of cheaters is based on the determination of a maximal matching in a graph, which is a
problem that can be solved in a polynomial time [45]. For these reasons, it was chosen
to replace the secret sharing scheme component used in [20] with Gennaro et al.’s VSS
scheme.
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5.3 Preliminaries

5.3 Preliminaries

Throughout this chapter, operations are executed in a finite field K = GF(p) (p ∈ N,
p prime power). The number of secrets involved in the protocol is n (n > 1) and the
number of servers is m (m > 1). It is assumed that p ≥ max(n, m). In addition, by an
abuse of language, a polynomial and its corresponding polynomial function will not be
differentiated.

The definition of quasi-random polynomial (see Sect. 2.1) is extended to bivariate
polynomials.

Definition 5.1. If [K[X ,Y ], +, × ] is the ring of bivariate polynomials over K and[
Kk[X ,Y ], +

]
the additive group of polynomials of degree at most k in X and Y over

K, a polynomial F =
∑k

i=0
∑k

j=0 fi, j X
iY j of Kk[X ,Y ] is said to be quasi-random, if the

coefficients fi, j (0 ≤ i, j ≤ k,
[
i, j

]
, [ 0, 0 ]) are randomly selected inK and the constant

term f0,0 has a predefined value.

Definition 5.2. In a (k, m)-threshold secret sharing scheme involving a dealerD,m players
P1, P2, . . . ,Pm and a combiner C, if the same polynomial of Kk−1[X ] is interpolated from
any set of k shares selected from the m shares distributed by the dealer D to players P1,
P2, . . . ,Pm, then the m shares are said to be k-consistent.

Definition 5.3. In a (k, m)-threshold secret sharing scheme involving a dealer D, m

players P1, P2, . . . ,Pm and a combiner C, if a set of ` shares (k ≤ ` ≤ m), possibly
including incorrect shares, allows C to calculate the dealer’s secret s, then the ` shares
are said to be k-resilient.

Notations:
If v =

[
f1, f2, . . . , fn

]
is an n-tuple of polynomials and i an element of K, the n-tuple[

f1(i), f2(i), . . . , fn(i)
]
is denoted by v(i).

5.4 Model

The setting of protocol presented in this chapter encompasses a sender S who holds n

secrets ω0, ω1, . . . ,ωn−1 (n > 1), elements of the field K, a receiver R who wishes to
obtain a secretωσ (σ ∈ In = J 0, n− 1 K), and m servers Si (m > 1 and i ∈ Im ⊆ K

∗, where
��Im�� = m). Without loss of generality, it is assumed that Im = { 1, 2, . . . , m }. In addition
to these parties, it is necessary to take into account an adversary whose characteristics are
defined below.
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Like other DOT protocols, the protocol is composed of two phases: a set-up phase
and a transfer phase. During the set-up phase, the sender generates a sharing polynomial
for the n secrets he holds and distributes shares of this sharing polynomial to the m servers.
The sender does not intervene in the rest of the protocol. During the transfer phase, the
receiver has to contact c ≥ 4k −3 servers (c ≤ m) to collect enough shares to constructωσ.

5.4.1 Adversary Model

Three parties may try to breach the security of the protocol:

• The senderS,with possibly a coalition of corrupt servers, plotting against the receiver
to obtain the receiver’s choice σ. Servers of the coalition make any information they
hold available to the sender. In addition, S distributes correct shares of the secrets
he holds to the servers.

• The receiver R, colluding with corrupt servers to obtain information not only about
the chosen secretωσ, but about other secrets too. Here too, the servers of the coalition
share their data with R.

• An active adversary, with the help of a group of malicious servers, who intends to
disrupt the protocol such that the secret obtained by the receiver does not correspond
to the chosen secret. In particular, when they are requested to provide a share,
these malicious servers may not reply or replace the requested share with any value,
designated in this case as an incorrect share.

It is assumed that both the sender S and the receiver R wish to complete the protocol
to allow R to obtain the chosen secret. The adversary collaborates neither with the sender
S nor with the receiver R. Therefore, it is assumed that the set of malicious servers, the
set of servers colluding with S and the set of servers colluding with R are disjoint.

In this chapter, only static parties are considered; the sets of malicious and corrupted
servers are in place before the protocol is executed and their contents do not change during
the execution of the protocol.

In addition, during the execution of the protocol, some servers may be disqualified. It is
assumed that a mechanism prevents the disqualified servers from keeping on participating
in the protocol.

5.4.2 Communication Model

The protocol requires the availability of private communication channels between the
sender and the servers, the receiver and the servers and amongst the servers. It also requires
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5.4 Model

a broadcast channel, allowing all participants to receive simultaneously information sent
by one participant through this channel.

It is assumed that these communication channels are secure, i.e., any party is unable
to eavesdrop on them and they guarantee that communications cannot be tampered with
(see Sect. 2.2.1).

5.4.3 Principle of the Protocol

The protocol introduced by Blundo et al. (see Sect. 5.2.1) is adapted with the following
two modifications:

1. The receiver is allowed to contact more than k servers. However, to prevent the
receiver from obtaining more than one secret (see the impossibility result with
security condition C4 in Sect. 5.1), she must be kept from asking information related
to different secrets. Distributing the shares of her secret inputs to c ≥ 4k − 3 servers,
thanks to a VSS scheme, enables the servers to verify that the receiver did not cheat,
to disqualify ` ≤ k − 1 servers with incorrect shares and to prepare at least c − `

k-consistent shares.

2. The receiver collects at least k + 2t shares, including t ≤ k − 1 incorrect shares. An
error-decoding code decoding scheme allows her to interpolate a unique sharing
polynomial R ∈ Kk−1[X] and to calculate the chosen secret R(0).

To guarantee the security of the sender and the privacy of the receiver, the sender
and the receiver send shares of their privates values to the servers. That is, the sender
generates a sharing n-variate polynomial from the n secrets he holds and distributes one
share to each of the m servers. Actually, the shares are (n − 1)-variate polynomials. To
obtain a secret ωσ, the receiver selects at least 4k − 3 servers, and for each secret input
δσs (1 ≤ s ≤ n − 1) distributes shares generated by Gennaro et al.’s VSS scheme to these
servers. For each secret input, the VSS scheme allows the majority of honest servers to
identify servers with incorrect shares and to disqualify some of them. If the overall number
of disqualified servers is greater than k, the receiver has cheated and the protocol stops.
Otherwise, servers with inconsistent shares are able to correct them, thanks to an error-
correcting codes decoding scheme. Every server not disqualified returns to the receiver
the evaluation of the (n − 1)-variate polynomial received from the sender at the request
transmitted by the receiver, consisting of n − 1 shares. Using the same error-correcting
codes decoding scheme as the servers, the receiver then is able to determine a sharing
polynomial related to the chosen secret and to calculate this secret.
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5.5 Components of the Protocol

The protocol is mainly based on two components.
The first one is an error-correcting codes decoding scheme [52, 85]. With this scheme,

a participant who has collected k+2t shares generated by a sharing polynomial ofKk−1[X ]
is able to determine the dealer’s secret, even if t out of the k + 2t shares are incorrect.

The second component is the VSS scheme introduced by Gennaro et al. [53]. This
scheme allows 4k − 3 players which have received shares generated from a sharing
polynomial of Kk−1[X] to detect and disqualify up to k − 1 cheating participants (dealer
or players). The scheme also enables the players to prepare k-consistent shares.

5.5.1 Error-Correcting Codes Decoding Scheme

LetD be an honest dealer holding a secret s,Pi (i = 1, 2, . . . , m) a player and C a combiner
wishing to obtain s. It is assumed that D uses for example a (k, m)-threshold Shamir’s
secret sharing to generate m shares si (1 ≤ i ≤ m) from a polynomial f and distributes the
share si to the player Pi. Thus, if C collects k shares from the players, she can reconstruct
s, but if C collects k − 1 or fewer shares, she does not obtain any information on s. It is
also assumed that up to t players may cheat; a cheating player Pc, when requested by C to
provide the share sc received from D, may transmit to C a value s′c , sc.

If C contacts k players, she will collect k shares (correct or incorrect) and will be able
to interpolate a polynomial f ′ of Kk−1[X] and to calculate s′ = f ′(0). If only one share
is incorrect, s′ , s. So, C is considered to be allowed to contact ` players (k ≤ ` ≤ m) to
collect some redundant information.

If the ` shares are not k-consistent, a protocol is proposed hereafter so that if ` ≥ k+2t,
then C is able to reconstruct the original secret, in spite of up to t incorrect shares
transmitted by cheaters. This protocol is adapted from the Reed-Solomon correcting error
technique [85] which allows a decoder, given a list of k + 2t codes including up to t

incorrect codes, to detect that some codes are incorrect, to locate them and to correct them.

Set-up Phase

Each player Pi (1 ≤ i ≤ m) is allocated a distinct element αi ∈ K. The values α1,
α2, . . . , αm are public. The sharing polynomial f =

∑k−1
i=0 ai X

i, where a0 = s and ai ∈R K

(1 ≤ i ≤ k − 1), is presented under the form of a word a =
[

a0, a1, . . . , ak−1
]
encoded as

the codeword D =
[

D1, D2, . . . , Dm
]
, where Di = f (αi) (1 ≤ i ≤ m).

The dealer D distributes
[
αi, Di

]
to the player Pi (1 ≤ i ≤ m).
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Reconstruction Phase

The combiner C collects ` shares (k ≤ ` ≤ m), without loss of generality from
players P1,P2, . . . ,P`, and checks that the collected shares are k-consistent. To perform
this task, C applies Lagrange interpolation formula on the first k collected shares

[
αi, Di

]
(1 ≤ i ≤ k) and obtains a polynomial f of Kk−1[X]. For all remaining shares

[
α j , D j

]

(k + 1 ≤ j ≤ `), C checks that f (α j ) = D j . If the ` − k equalities are satisfied, the shares
are k-consistent and C calculates s = f (0).

If incorrect shares were detected, they could be identified and corrected thanks to
algorithms like the Berlekamp-Massey algorithm [15] introduced by Berlekamp. However,
if the main objective of error-correcting codes is to restore original codes from corrupted
codes, the goal here is to reconstruct the polynomial f which was used to generates the
code so as to calculate s = f (0). In other words, the combiner C does not need to identify
the incorrect shares, but needs to interpolate f from the received shares. This is why a
Reed-Solomon decoding algorithm like the algorithm introduced by Gao [52] is preferred.
This algorithm allows C to reconstruct f , in spite of up to t ≤ `−k

2 incorrect shares.
First, the combiner C generates two polynomials g0 and g1 such that:

• g0(x) =
∏`

i=1 (x − αi) and

• g1 is interpolated from the received shares D1, D2, . . . , D`. Thus, g1 is the unique
polynomial of K`−1[X] such that g1(αi) = Di for 1 ≤ i ≤ `.

Then, C calculates a partial greatest common divisor polynomial g between g0 and g1.
This polynomial g is determined using the extended Euclidean algorithm. More precisely,
C determines three polynomials u, v and g verifying ug0 + vg1 = g and the following
criterion. At each step i of the algorithm, C obtains ui, vi and ri such that uig0 + vig1 = ri.
At each step i+1 of the iteration, the degree of ri+1 is smaller than the degree of ri obtained
in the previous step. As soon as deg ri <

`+k
2 , the iteration process is stopped and v = vi

and g = ri. Then, C determines the polynomial g
v which is the polynomial f generated by

D in the set-up phase, and consequently can calculate s = f (0).

5.5.2 Verifiable Secret Sharing Scheme

The setting of Gennaro et al.’s VSS scheme [53] encompasses a dealer D who holds a
secret ω, m players P1, P2, . . . ,Pm, each of them receiving a (k, m)-threshold share of ω
and a combiner C collecting the shares from ` (1 < ` < m) players P1, P2, . . . ,P`. Up to
t < k participants (dealer or players) may cheat during the execution of the protocol. In
particular, cheating players may provide incorrect shares to C. The protocol guarantees
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that, if ` ≥ 4t + 1, C is able to verify the k-consistency of the shares distributed by D and
also to collect a set of k-resilient shares if D is not detected as cheating.

The outline of the protocol is as follows.
First, D generates a quasi-random bivariate polynomial F in Kk−1[X ,Y ]. The poly-

nomial function F (x, i) where i ∈ J 1, m K is denoted by fi (x). Similarly, the polynomial
function F (i, y) where i ∈ J 1, m K is denoted by gi (y). The dealer D distributes to player
Pi (1 ≤ i ≤ m) the polynomials fi and gi.

Second, each player Pi (1 ≤ i ≤ m) sends to the player Pj (1 ≤ j ≤ m) an
element ri, j ∈R K and then broadcasts fi ( j) + ri, j and gi ( j) + r j,i. From the broadcast
values, each player builds the same set of lists { L1, L2, . . . , Lm } where Li contains Pj if
fi ( j) + ri, j , g j (i) + ri, j .

Third, each player transforms the lists L1, L2, . . . , Lm into a graph G = [ V , E ] where
V = { P1,P2, . . . ,Pm } and

[
Pi,Pj

]
∈ E if Pi < L j and Pj < Li. The following step

allows the players to build three sets H , D and C. The set H contains players whose
broadcast information is consistent with the broadcast information of all other players of
H , D is the group of players whose broadcast information is consistent with the broadcast
information of at least 2t + 1 players in H , and C is the set of disqualified players. Players
in D and C may have cheated or they may be honest but have received forged shares from
the dealer.

Remark 5.4. It is important to note that the players in H ∪ D are able to calculate their
correct shares, but may be cheaters, whereas players in C do not hold enough correct
information to reconstruct the shares they should hold.

Applying for example the algorithm described in App. E.3, Pi determines a maximal
matching Mal of G and builds the set of players H =

⋃
{ Pi,Pj } where

[
Pi,Pj

]
∈ Mal

and the set H = { P1,P2, . . . ,Pm } \ H . Then, Pi builds the set of players D, thanks to the
following algorithm: for each Pu < H , Pi checks the number nu of pairs

[
Pu,Pv

]
in E. If

nu ≥ 2t + 1, then Pu is added to D. Otherwise, Pu is disqualified and added to the set C of
cheaters.

The last step consists for Pi in assessing |H | + |D |: if |H | + |D | < 3t + 1, then D has
cheated. Otherwise, each player Pi calculates fi (0).

At the end of the protocol, ifD was not detected as a cheater, |H |+ |D | ≥ 3t+1 players,
including up to t corrupted players are considered as holding a valid share. Applying for
example the error-correcting codes decoding scheme described in Sect. 5.5.1 allows C to
determine ω from the shares collected from the players of H ∪ D.

Like Shamir’s secret sharing scheme, Gennaro et al.’s VSS scheme is perfect, i.e., the
knowledge of k − 1 or fewer shares

[
fi, gi

]
leaves ω completely undetermined.
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Let Im = { 1, 2, . . . , m } (m > 1) be a subset of K∗ and Sj be a server such that j ∈ Im.

Input The sender S, contributes with n secrets ω0, ω1, . . . ,ωn−1 of K
The receiver R, chooses an index σ ∈ In = J 0, n − 1 K, and contributes
with n − 1 private values δσ1 , δ

σ
2 , . . . , δσn−1 ∈ { 0, 1 }

Output R is either detected as a cheater and the protocol stops. Otherwise, if she
follows the protocol, R receives ωσ, while S receives nothing.

Phase 1 – Sharing of the Sender’s Secrets

1. S generates an n-variate polynomial function Q(x, y1, y2, . . . , yn−1) = P(x) +∑n−1
i=1 (ωi − ω0)yi where P ∈ Kk−1[X] is a quasi-random polynomial whose

constant term is ω0.

2. S transmits to the server S` (` ∈ Im) the (n − 1)-variate polynomial function
F` (y1, y2, . . . , yn−1) = Q(`, y1, y2, . . . , yn−1).

Figure 5.1: A Verifiable (4k − 3, m)-DOT-
(

n
1

)
(Set-up Phase)

5.6 Description of the Protocol

This section presents a verifiable DOT protocol (see Figs. 5.1 and 5.2). The protocol is
composed of five phases, described hereafter.

5.6.1 Phase 1 – Sharing of the Sender’s Secrets

The sender S generates a quasi-random polynomial P ∈ Kk−1[X] such that

P = ω0 +
k−1∑
i=1

ai X
i, where ai ∈R K, 1 ≤ i ≤ k − 1 .

Then, S generates the n-variate polynomial

Q(x, y1, y2, . . . , yn−1) = P(x) +
n−1∑
j=1

(ω j − ω0)y j .

For each index ` ∈ Im, S builds an (n− 1)-variate polynomials F` = Q(`, y1, y2, . . . , yn−1)
and transmits this polynomial to the server S`. The sender does not intervene in the rest of
the protocol.

At the end of this phase, m servers S` including up to k − 1 malicious servers have
received a polynomial F`.
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Phase 2 – Sharing of the Receiver’s Secret Inputs

1. R chooses σ ∈ In and I ⊆ Im, a set of c ≥ 4k − 3 servers to contact.

2. R generates an (n − 1)-tuple Θ =
[

G1, G2, . . . , Gn−1
]
of n − 1 quasi-random

bivariate polynomials Gs ∈ Kk−1[X ,Y ], where the constant term ofGs is δ
σ
s . The

polynomial function Gs (x, i) (i ∈ I) is denoted by f s,i (x) and the polynomial
function Gs (i, y) (i ∈ I) is denoted by gs,i (y).

3. R generates c tuples V i =
[

f1,i, f2,i, . . . , fn−1,i)
]
of polynomials (i ∈ I).

Similarly, R generates c tuples W i =
[
g1,i, g2,i, . . . , gn−1,i

]
of polynomials

(i ∈ I).

4. R transmits to Si (i ∈ I) the pair of tuples
[
V i,W i

]
.

5. For s = 1, 2, . . . , n−1, Si (i ∈ I) sends to the server Sj ( j ∈ I) a random element
rs,i, j ∈R K.

Phase 3 – Detection of Cheaters

1. Si (i ∈ I) broadcasts f s,i ( j)+rs,i, j and gs,i ( j)+rs, j,i, for s = 1, 2, . . . , n−1. From
the broadcast values and for s = 1, 2, . . . , n − 1, Si builds three sets of servers
Hs, Ds and Cs, following the technique described in Sect. 5.5.2. If |Cs | > k − 1,
then R has cheated and the protocol stops.

2. Si (i ∈ I) determinesH =
⋂n−1

s=1
(

Hs ∪ Ds
)
. If c− |H | ≥ k, then R has cheated

and the protocol stops. Otherwise, the set of indices corresponding to the servers
inH is denoted by IH .

3. Si (i ∈ IH ) calculates Φi =
[

Z1(i), Z2(i), . . . , Zn−1(i)
]
. The share Zs (i) (1 ≤

s ≤ n − 1) is calculated from the values gs (i) (i ∈ IH ) thanks to the error-
correcting codes decoding scheme described in Sect. 5.5.1.

Phase 4 – Computation of the Shares of the Chosen Secret

Each server Si (i ∈ IH ) calculates the share µi = Fi (Φi) and sends it to R.

Phase 5 – Reconstruction of the Chosen Secret

R interpolates a polynomial R ofKk−1[X ], thanks to the error-correcting codes decoding
scheme described in Sect. 5.5.1 and calculates ωσ = R(0).

Figure 5.2: A Verifiable (4k − 3, m)-DOT-
(

n
1

)
(Transfer Phase)
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5.6.2 Phase 2 – Sharing of the Receiver’s Secret Inputs

The receiver R chooses the index σ ∈ In of the secret ωσ she wishes to obtain as well as
a set I ⊆ Im of c ≥ 4k − 3 indices of servers. The index σ is coded under the form of a
tuple

[
δσ1 , δσ2 , . . . , δσn−1

]
of n − 1 elements of { 0, 1 }.

Then, for each secret input δσs , R generates and distributes shares of δσs according to
the VSS scheme sharing phase of the protocol described in Sect. 5.5.2.

That is, R generates for s = 1, 2, . . . , n − 1, a quasi-random bivariate polynomial
Gs ∈ Kk−1[X ,Y ] such that Gs (0, 0) = δσs . For i ∈ I, the polynomial function Gs (x, i)
is denoted by f s,i (x) and the polynomial function Gs (i, y) by gs,i (y). The polynomial
function Zs by Zs (y) = Gs (0, y) is also defined, for s = 1, 2, . . . , n − 1. The polynomial
Zs ∈ Kk−1[X] satisfies the c equalities Zs (i) = f s,i (0) (i ∈ I). The receiver R distributes
to server Si (i ∈ I) the two (n − 1)-tuples of polynomials V i =

[
f1,i, f2,i, . . . , fn−1,i

]
and

W i =
[
g1,i, g2,i, . . . , gn−1,i

]
.

Then, for s = 1, 2, . . . , n − 1, each contacted server Si (i ∈ I) sends to the server Sj

( j ∈ I) a random element rs,i, j ∈R K.

5.6.3 Phase 3 – Detection of Cheaters

This phase, composed of three steps, allows the servers to verify that the receiver is honest,
possibly to detect and identify malicious servers, and above all to calculate the receiver’s
secret inputs shares.

5.6.3.1 Categorization of Servers

Each server Si (i ∈ I) broadcasts f s,i ( j) + rs,i, j and gs,i ( j) + rs, j,i, for s = 1, 2, . . . , n − 1.
From the broadcast values, each server builds for each value s = 1, 2, . . . , n − 1, c lists
Ls,1, Ls,2, . . . , Ls,c where Ls,i contains Sj if f s,i ( j) + rs,i, j , gs, j (i) + rs,i, j .

Then, Si transforms Ls,1, Ls,2, . . . , Ls,c into a graph Gs =
[
Vs, Es

]
where Vs =

{ Si1
, Si2

, . . . , Sic
} (i1, i2, . . . , ic ∈ I) and

[
Si, Sj

]
∈ Es if Si < Ls, j and Sj < Ls,i. The next

step consists for each server Si (i ∈ I) in building for s = 1, 2, . . . , n − 1 the sets Hs, Ds

and Cs. The set Hs is a group of servers in which any server’s broadcast information was
consistent with the broadcast information of all other servers of the group, Ds is a group
of servers whose broadcast information was consistent with the broadcast information of
at least 2k − 1 servers in Hs, and Cs is a set of servers detected as cheaters. Servers in Ds

and Cs may be malicious or may be honest but have received forged shares from R.
Using the algorithm described in App. E.3, Si (i ∈ I) determines, for each value

s (s = 1, 2, . . . , n − 1) a maximal matching Ms of Gs and builds the set of servers
Hs =

⋃
{ Si, Sj } where

[
Si, Sj

]
∈ Ms and the set Hs = Vs \Hs. Then, Si builds another set
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of servers Ds, thanks to the following algorithm: for each Su < Hs, Si checks the number
nu of pairs

[
Su, Sv

]
in Gs. If nu ≥ 2k − 1 (i.e., at least k honest players have consistent

information with Su), then Su is added to Ds. Otherwise, Su is disqualified and added to
the set Cs.

If Si finds out that |Cs | > k − 1, then the receiver R is considered as a cheater and the
protocol stops.

5.6.3.2 Overall Verification

Then, each server Si (i ∈ I) agglomerates the sets constructed in the previous step. Thus,
H =

⋂n−1
s=1

(
Hs ∪ Ds

)
. If Si finds out that c − |H | > k − 1, then as in the previous step,

the receiver R is considered as a cheater and the protocol stops.
The set of indices corresponding to the servers in H is denoted by IH . A server

Sd belongs to the set D of disqualified servers if d ∈ I \ IH . The servers in D do not
participate to the rest of the protocol.

5.6.3.3 Recovering of Shares

Each server Si (i ∈ IH ) calculates the (n − 1)-tuple

Φi =
[

Z1(i), Z2(i), . . . , Zn−1(i)
]
.

The share Zs (i) (1 ≤ s ≤ n − 1) is calculated from the values gs, j (i) ( j ∈ IH ) thanks to
the error-correcting codes decoding scheme described in Sect. 5.5.1.

5.6.4 Phase 4 – Computation of the Shares of the Chosen Secret

Now, each server Si (i ∈ IH ) holds an (n − 1)-variate polynomial Fi as well as an (n − 1)-
tuple Φi =

[
Z1(i), Z2(i), . . . , Zn−1(i)

]
of secret inputs shares. Therefore, Si is able to

calculate the value µi = Fi (Φi).
Each of the servers Si (i ∈ IH ) transmits µi to R.

5.6.5 Phase 5 – Reconstruction of the Chosen Secret

From the collected shares µi (i ∈ H ), the receiver R executes the error-correcting codes
decoding scheme described in Sect. 5.5.1 to interpolate a polynomial R of Kk−1[X].
Assuming R distributed shares of δσ1 , δ

σ
2 , . . . , δσn−1 in Phase 2,R can easily calculateωσ =

R(0).

80



5.7 Security of the Protocol

5.7 Security of the Protocol

In this section it is shown (proof sketch) that the proposed protocol satisfies all desirable
conditions C′1 with λM = k − 1, C2 with λR = k − 1, C3 with λS = k − 1 and C4.1.

5.7.1 Correctness

Because it is assumed that the sender S is honest, each server Si (i ∈ Im) has received a
correct polynomial Fi at the end of Phase 1.

Each of the n − 1 sets Hs ∪ Ds (1 ≤ s ≤ n − 1) determined in the first step of Phase 3
contains at least c− (k − 1) servers holding k-consistent shares. If t = k − 1, the number of
servers in Hs ∪Ds is at least k +2t, including up to t malicious servers, because c ≥ 4k −3.
It follows that each server Si of Hs∪Ds, from the shares gs, j (i) ( j such that Sj ∈ Hs∪Ds), is
able to interpolate a polynomial f ′s,i thanks to the error-correcting codes decoding scheme
described in Sect. 5.5.1 and to calculate the share Zs (i) = f ′s,i (0). If a server Si was given
an incorrect sharing polynomial f s,i by R, then f s,i (0) , f ′s,i (0), but if a server Si (honest
or malicious) was given a correct share by R, then f s,i (0) = f ′s,i (0).

However, the receiver may have cheated by giving inconsistent shares for one secret
input to a group of servers and inconsistent shares for another secret input to another group
of servers. This is why in the second step of Phase 3, each server Si determines the set
C =

⋃n−1
s=1 Cs composed of the cheaters regarding all the secret inputs. If |C | > k − 1,

then at least one honest server had incorrect shares, which means that this server received
incorrect shares from R. If |C | ≤ k − 1, it cannot be proved that R cheated. It follows that
|H | = c − |C | ≥ c − (k − 1). Again, the parameter t is defined by t = k − 1. Because
c ≥ 4k − 3, it holds |H | ≥ k + 2t.

Therefore, at the end of Phase 3, each server Si ∈ H , i.e., at least k + 2t servers,
including up to t malicious servers, holds an (n−1)-tupleΦi =

[
Z1(i), Z2(i), . . . , Zn−1(i)

]
of k-consistent shares.

The computations executed by the servers Si ∈ H in Phase 4 are therefore correct,
although up to t of those servers may be malicious.

In Phase 5, R receives the responses from the servers of H , i.e., at least k + 2t

shares, including up to t incorrect shares. The receiver is then entitled to apply the error-
correcting codes decoding scheme described in Sect. 5.5.1 and calculate the chosen secret
ωσ = R(0) = Q(0, δσ1 , δσ2 , . . . , δσn−1).

To conclude, condition C′1 with λM = k − 1 is satisfied.
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5.7.2 Receiver’s Privacy

To demonstrate that the receiver’s privacy is guaranteed, it is sufficient to show that the
sender, but also the sender and k − 1 corrupt servers, cannot obtain any information on the
receiver’s choice, during or after the execution of the protocol.

The index σ chosen by the receiver is represented under the form of an (n − 1)-tuple[
δσ1 , δσ2 , . . . , δσn−1

]
of private values. The receiver’s input to the protocol consists of shares

of these values. That is, each element δσs , which is either zero or one, is distributed amongst
the c selected servers Si (i ∈ I), using Gennaro et al.’s VSS scheme. This is achieved by
generating a tuple

[
G1, G2, . . . , Gn−1

]
of n − 1 quasi-random bivariate polynomials of

Kk−1[X ,Y ], such that Gs (0, 0) = δσs .
Note that the polynomial Zs ∈ Kk−1[Y ] (1 ≤ s ≤ n− 1) defined by Zs = Gs (0,Y ) is a

quasi-random polynomial with a free coefficient Zs (0) = δσs . Thus, Zs may be considered
as a sharing polynomial for the value δσs .

For each private value δσs , a server Si (i ∈ I) receives two polynomial functions
f s,i = Gs (x, i) and gs,i = Gs (i, y). The server Si is then able to calculate the share Zs (i)
since Zs (i) = f s,i (0). From the received polynomial gs,i, Si is also able to determine one
share corresponding to the sharing polynomial f s, j received by the server Sj ( j ∈ I).
Indeed, Si is able to calculate gs,i ( j) = f s, j (i).

In order to breach the privacy of the receiver during the execution of the protocol, or
after completion of the protocol, a set of k − 1 colluding servers S` (` ∈ Ib ⊆ I) should
be able to determine at least one of the values δσs . The set of k − 1 collaborating servers,
however, holds for each value δσs , k − 1 shares associated with a Gennaro et al.’s scheme.
More precisely, the coalition holds k − 1 shares Zs (`) (` ∈ Ib) and also k − 1 shares of
each sharing polynomial f s, j of Kk−1[X] ( j ∈ I). The knowledge of a k-th share of f s, j

would allow the coalition to determine Zs ( j) and by interpolation Zs, and then δ
σ
s = Zs (0).

But, due to the perfectness of Gennaro et al.’s scheme, every set of k − 1 shares provides
the coalition with absolutely no information about the relevant private value.

Consequently, the condition C2 with λR = k − 1 is guaranteed.

5.7.3 Sender’s Security

First, it is shown that during or after the execution of the protocol, the receiver cannot
obtain more than one secret and second, it is demonstrated that a coalition of k − 1 servers
with the receiver is unable to obtain information on the secrets ω0, ω1, . . . ,ωn−1.
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5.7.3.1 Sender’s Security with Respect to the Receiver

In the original protocol, if the set of indices of the contacted servers is denoted by
Ik = { x1, x2, . . . , xk }, each collected share µi (i ∈ Ik) is actually the right member of the
equation:

ω0 +
k−1∑
j=1

a ji
j
+

n−1∑
j=1

(ω j − ω0)Z j (i) = µi .

So, the receiver R is able to build the linear system of k equations in n + k − 1
unknowns (n secrets, k − 1 coefficients ai):




∑k−1
j=1 a j x

j
1 + ω0(1 −

∑n−1
j=1 Z j (x1)) +

∑n−1
j=1 ω j Z j (x1) = µx1

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .∑k−1
j=1 a j x

j
k + ω0(1 −

∑n−1
j=1 Z j (xk )) +

∑n−1
j=1 ω j Z j (xk ) = µxk

(5.1)

With the protocol presented in this chapter,R collects additional shares. The c ≥ 4k−3
collected shares are consistent, i.e., assuming I = Ik ∪ { xk+1, xk+2, . . . , xc }, R is able to
built the linear system




∑k−1
j=1 a j x

j
1 + ω0(1 −

∑n−1
j=1 Z j (x1)) +

∑n−1
j=1 ω j Z j (x1) = µx1

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .∑k−1
j=1 a j x

j
k + ω0(1 −

∑n−1
j=1 Z j (xk )) +

∑n−1
j=1 ω j Z j (xk ) = µxk∑k−1

j=1 a j x
j
k+1 + ω0(1 −

∑n−1
j=1 Z j (xk+1)) +

∑n−1
j=1 ω j Z j (xk+1) = µxk+1

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .∑k−1
j=1 a j x

j
c + ω0(1 −

∑n−1
j=1 Z j (xc)) +

∑n−1
j=1 ω j Z j (xc) = µxc

(5.2)

According to Theorem E.1 (see App. E.1), the two systems (5.1) and (5.2) are identical.
It follows that R can learn a linear combination of secrets, as in the original protocol, by
collecting extra consistent shares. To force R to obtain information on no more than one
secret from the linear combination, the technique described by Naor and Pinkas [74] may
be applied; in Phase 1,S randomly selects n masks c0, c1, . . . , cn−1 ∈ K

∗. Two polynomials
P1 and P2 are generated: P1 to share the n masked secrets ciωi and P2 to share the n masks
ci (0 ≤ i ≤ n − 1). Phase 3 is executed with the shares of both the masked secrets and
the masks. In Phase 4, in response to the receiver’s request Φi, each server Si (i ∈ IH )
returns two shares: P1(i,Φi) and P2(i,Φi). From the collected shares, R is able to apply
the error-correcting codes decoding scheme described in Sect. 5.5.1 and calculate the
chosen masked secret and its corresponding mask.

Consequently, with the additional technique introduced by Naor and Pinkas, R cannot
obtain more than one secret. Therefore, security condition C4.1 is satisfied.
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5.7.3.2 Sender’s Security with Respect to a Coalition of Servers

Assuming the technique preventing R from obtaining information on more than one secret
is used (see previous section), the initialisation phases of Blundo et al.’s protocol and the
protocol presented in this chapter are the same. So at the end of Phase 1, a coalition of
k − 1 servers holds 2× (k − 1) sharing (n − 1)-variate polynomials. There is no advantage
for the coalition to collude with the receiver to breach the sender’s security, because the
receiver has no input to contribute to an attack. It follows that the sender’s security with
respect to a coalition of the receiver and k −1 servers is the same for the protocol presented
in this chapter as for the original protocol, i.e., C3 with λS = k − 1 is satisfied.

5.8 Conclusion

In this chapter, a variant of DOT protocol was introduced, allowing a receiver to obtain a
chosen secret, even in the presence of malicious servers (see Sect. 2.2.2). These servers
seek to disrupt the protocol’s execution, either by not responding or by providing incorrect
responses, so that the secret obtained by the receiver is different from the chosen secret.

From a performance point of view, note that Blundo et al.’s DOT protocol [20] is more
efficient than the protocol presented here. This is simply because the components used
in Blundo et al.’s protocol (Lagrange interpolation technique — see Sect. 2.1.1.3 — and
Shamir’s secret sharing scheme [89]) are more efficient than the underlying components
of the protocol presented in this chapter (error-correcting codes decoding scheme [52, 85]
and VSS scheme [53]). However, a performance comparison is of limited relevance since
the security models of the protocols are different.

The protocol described in the next chapter is a t-out-of-n DOT protocol, allowing a
receiver to obtain t secrets in one round only. The reason for designing such a protocol
is that if a receiver wishes to obtain t secrets with the current one-round DOT protocols,
including the verifiable DOT protocol described in this chapter, she needs to execute the
protocols t times. Of course, this is inefficient.
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6

A t-out-of-n Distributed Oblivious
Transfer Protocol

The original unconditionally secure distributed oblivious transfer protocol intro-
duced by Naor and Pinkas [74] allows a receiver to contact k servers and obtain one
out of two secrets held by a sender. In its generalized version presented by Blundo,
D’Arco, De Santis, and Stinson [19, 20], a receiver can choose one out of n secrets.

In this chapter is introduced the first unconditionally secure distributed oblivious
transfer protocol which allows a receiver to obtain t out of n secrets in one round only,
provided this receiver communicates with k + t−1 servers. Like other unconditionally
secure polynomial-based oblivious transfer protocols, this protocol guarantees the
security of the sender and the privacy of the receiver. Furthermore, the sender’s security
is guaranteed even if the receiver corrupts up to k − 1 servers and, symmetrically,
the receiver’s privacy is guaranteed even if the sender corrupts up to k − 1 servers.
The proposed protocol is significantly more efficient than t runs of Blundo et al.’s
1-out-of-n distributed oblivious transfer protocol.

6.1 Introduction

An oblivious transfer (OT) protocol allows two parties — the sender and the receiver
— to exchange, in total privacy, one or more secrets. To increase the availability of the
secrets, the sender distributes them to m servers. This is the case in the original distributed
oblivious transfer (DOT) protocol [74] introduced by Naor and Pinkas, as well as in its
generalization [19, 20] presented by Blundo, D’Arco, De Santis, and Stinson; in these
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protocols, a sender distributes some information amongst m servers so that, by contacting
k servers, a receiver is able to learn only one of the secrets held by the sender.

Basically, these protocols are composed of two phases: (i) the set-up phase and (ii) the
transfer phase. During the set-up phase, the sender generates pieces of his secrets — the
shares— and sends to each of the m servers a different set of shares. In the transfer phase,
the receiver chooses the index of one secret and selects k servers she intends to contact.
Then, she generates shares from the chosen index and sends to each of the k selected
servers a value determined by the calculated shares and by the identifier of the server.
Each contacted server generates a response based on its program and the value sent by
the receiver. The response is sent back to the receiver. After receiving k responses, the
receiver is able to determine the chosen secret. (A detailed overview of the DOT protocol
presented in [20] is described in Sect. 2.3.3.)

It is observed that if the receiver wishes to obtain t > 1 secrets, these protocols have
to be executed t times, involving computation and communication overheads. Note that
executing the set-up phase once and the transfer phase t times is not possible without
compromising the security of the sender. Bellare andMicali [11] introduced an OT protocol
allowing a receiver to obtain 2 out of the 3 secrets held by a sender. This protocol may be
generalized so that the receiver obtains exactly n− 1 out of the n secrets held by the sender.
However, the protocol, as well as similar OT protocols (e.g., [73]), have been studied in
computationally secure settings, not in unconditionally secure settings.

In this chapter is introduced the first unconditionally secure DOT protocol which
allows a receiver to contact K = k + t−1 servers and obtain t out of n secrets (1 ≤ t < n) in
one round only. As in [19, 20, 74], the protocol guarantees the security of the sender and the
privacy of the receiver. Furthermore, the sender’s security is guaranteed even if the receiver
corrupts up to k −1 servers and, symmetrically, the receiver’s privacy is guaranteed even if
the sender corrupts up to k−1 servers. The proposed protocol is significantly more efficient
than t runs of the (k, m)-DOT-

(
n
1

)
presented in [19, 20]. (The notation (a, b)-DOT-

(
d
c

)
corresponds to a DOT protocol where the sender holds d secrets, the receiver obtains c

secrets, b servers receive shares of the sender’s secrets and the receiver needs to contact a

out of the b servers to obtain the chosen c secrets.)
This chapter is organized as follows: in Sect. 6.2 is introduced the security model as

well as the underlying principles of the unconditionally secure (K , m)-DOT-
(

n
t

)
presented

in the chapter. In Sect. 6.3, a brief presentation of the protocol is given. Section 6.4 is
devoted to the detailed description of the protocol and Sect. 6.5 to its security analysis.
The protocol performance is discussed in Sect. 6.6, before the conclusion in Sect. 6.7.
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6.2 Principle of the Protocol

The objective is to propose an unconditionally secure protocolwith the same level of security
as in the polynomial interpolation-based DOT protocol introduced by Blundo et al. [19,
20]. As shown by Blundo et al., their protocol satisfies security conditions C1, C2 with
λR = k − 1, C3 with λS = k − 1 and C4.1 (security conditions and parameters are defined
in Sect. 2.2.3). However, the protocol does not satisfy security condition C4.2 (the protocol
is insecure as soon as λC > 0). It is shown in Sect. 6.5 that the protocol satisfies the same
security conditions, extended to t secrets. Thus, the security conditions C1, C2, C3, and C4

(C4.1 and C4.2) described in Sect. 2.2.3 are redefined as shown below.

C′1. Correctness – The receiver is able to determine the t chosen secrets once she receives
information from the contacted servers.

C′2. Receiver’s privacy – A coalition of up to λ′R servers cannot obtain any information
on the choice of the receiver.

C′3. Sender’s privacy with respect to λ
′
S servers and the receiver – A coalition of up to λ′S

servers with the receiver does not obtain any information about the sender’s secrets
before the protocol is executed.

C′4. Sender’s privacy with respect to a ‘greedy’ receiver – Once the protocol has been
executed, a coalition of up to λ′C dishonest servers and the receiver does not obtain
any information about secrets which were not chosen by the receiver. This security
condition may be decomposed into two parts; given the t transcripts of interactions
with the contacted servers,

C′4.1. The receiver does not obtain any information about secrets she did not choose
(λ′C = 0).

C′4.2. A coalition of up to λ′C (λ′C > 0) dishonest servers and the receiver does not
obtain any information about secrets which were not chosen by the receiver.

In the following sections, it is shown that if the (k, m)-DOT-
(

n
1

)
presented in [19, 20]

is modified so that the receiver collects K = k + t −1 shares instead of k shares, she obtains
exactly t secrets.

The key idea underlying the t-out-of-n DOT protocol presented here is that from
K = k + t − 1 collected shares (1 < K ≤ m), a receiver is able to build t univariate
polynomials of degree at most k − 1 agreeing with k shares. These t polynomials allow
the receiver, who wishes to obtain t secrets, to build a free linear system of t equations in t

unknowns. Solving this system results in obtaining the t chosen secrets.
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6.3 Overview of the Protocol

The setting of the protocol is similar to the setting of DOT protocols in [19, 20, 74], i.e., it
encompasses a sender S who owns n secrets ω1, ω2, . . . ,ωn (n > 1) selected in a finite
field K = GF(p) (p ∈ N, p prime power), m servers Si (m > 1 and i ∈ Im ⊆ K

∗, where
��Im�� = m) and a receiver R. In the model considered here, the receiver wishes to obtain t

secrets ωσ1
, ωσ2

, . . . ,ωσt
amongst the n secrets held by S.

The protocol requires the availability of private unicast communication channels
between the sender and the servers and between the receiver and the servers. Moreover,
it is assumed that these communication channels are secure, i.e., any party is unable to
eavesdrop on them and they guarantee that communications cannot be tampered with (see
Sect. 2.2.1).

The protocol is composed of two phases: a set-up phase and a transfer phase. During
the set-up phase, the sender generates shares of the n secrets he holds and distributes them
to the m servers. The sender does not intervene in the rest of the protocol. During the
transfer phase, the receiver contacts K servers (1 < K ≤ m) to collect enough shares to
construct ωσ1

, ωσ2
, . . . ,ωσt

.
As in other DOT protocols where only a subset of servers are contacted by the receiver

(see [19, 20, 74]), it is also assumed that a mechanism prevents the receiver from contacting
more than the specified number of servers in the transfer phase.

In the rest of this chapter, all computations are performed in the finite field K. It is
assumed that the inequality p > max(n, m) is satisfied. The set of indices of secrets ω1,
ω2, . . . ,ωn held by S is denoted by In = J 1, n K. In addition, by an abuse of language, a
polynomial F =

∑i=`
i=0 ai X

i of K`[X ] and its corresponding polynomial function f : K −→
K, x 7−→

∑i=`
i=0 ai x

i will not be differentiated (coefficients a0, a1, . . . , a` belong to K).

6.4 Description of the Protocol

The set-up phase is similar to the one described in Sect. 2.3.2 except that, to avoid a specific
processing of ω0, the form of the sparse polynomial generated by the sender is slightly
modified:

Q(x, y1, y2, . . . , yn) = α +
k−1∑
i=1

ai x
i
+

n∑
i=1

(ωi − α) × yi ,

where the coefficients α and ai (1 ≤ i ≤ k − 1) are elements randomly selected in K.
In the transfer phase, the servers have the same behaviour as in the original protocol.

On the other hand, the receiver:

• Selects K = k + t − 1 servers to contact instead of k servers.
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• Generates t sets of n sharing polynomials instead of n − 1 sharing polynomials. One
set of polynomials is associated with a chosen secret. Since two distinct chosen
secrets produce two secret inputs with two differences (two ‘1’ in different positions
as in the n-tuples [ 1, 0, 0, . . . , 0 ] and [ 0, 1, 0, 0, . . . , 0 ]), the receiver is able to use
the same polynomials to share the (n − 2) ‘0’ values in the same positions, which
minimises the number of sharing polynomials to generate. From the K collected
shares, the receiver prepares t sets of k shares (k − 1 shares common to all sets) and
interpolates t polynomials. From each of these t polynomials, the receiver is able to
obtain one secret.

The resulting protocol is described in Fig. 6.1.

6.5 Security of the Protocol

6.5.1 Correctness

The receiver R sends an n-tuple Θ j =
[

Z (σ1)
1 ( j), Z (σ1)

2 ( j), . . . , Z (σ1)
n ( j)

]
to each server

Sj (1 ≤ j ≤ k − 1). Thus, the response returned to R by Sj is

Fj (Θ j ) = α +
k−1∑
i=1

ai ji
+

n∑
i=1

(ωi − α)Z (σ1)
i ( j) .

By construction, for j = 1, 2, . . . , k−1 and ` = 1, 2, . . . , t, Z (σ1)
i ( j) = Z (σ` )

i ( j) = λi, j .
It follows that the interpolation of the k shares Fj (Θ j ) ( j = 1, 2, . . . , k − 1, k − 1+ `) gives
a polynomial of Kk−1[X],

G(σ` ) (x) = α +
k−1∑
i=1

ai x
i
+

n∑
i=1

(ωi − α)Z (σ` )
i (x) .

The evaluation of G(σ` ) for x = 0 is therefore:

G(σ` ) (0) = α +
k−1∑
i=1

ai0
i
+

n∑
i=1

(ωi − α)Z (σ` )
i (0) = ωσ`

.

To conclude, the protocol is correct, i.e., security condition C′1 is satisfied.

6.5.2 Receiver’s Privacy Against a Coalition of Servers

The indices σ` ∈ It chosen by the receiver are represented under the form of n-tuples[
δ
σ`

1 , δσ`

2 , . . . , δσ`
n

]
of private values, where δσ`

j = 0 or δσ`

j = 1. The receiver’s input to
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Let Im (m > 1) be a set of m distinct elements of K∗ and Sj a server such that j ∈ Im.

Input The sender S contributes with n secrets ω1,ω2, . . . ,ωn ∈ K.
The receiver R chooses t indices σ1,σ2, . . . ,σt of In, and contributes with
t private n-tuples

[
δσ1 , δσ2 , . . . , δσn

]
, where σ = σ1,σ2, . . . ,σt .

Output R receives ωσ1
, ωσ2

, . . . ,ωσt
while S receives nothing.

Set-up Phase

1 - Preparation of a sharing polynomial. The senderS generates a sparse (n+1)-variate
polynomial Q defined by

Q
(
x, y1, y2, . . . , yn

)
= α +

k−1∑
i=1

ai x
i
+

n∑
i=1

(
ωi − α

)
× yi ,

where the coefficients α and ai (1 ≤ i ≤ k − 1) are randomly selected in K.

2 - Distribution of sharing polynomials. Then, to each server Sj ( j ∈ Im), S transmits
the n-variate polynomial Fj defined by

Fj
(
y1, y2, . . . , yn

)
= Q

(
j, y1, y2, . . . , yn

)
.

Transfer Phase

1 - Selection of secret indices and servers. The receiver R chooses the t secrets, ωσ1
,

ωσ2
, . . . ,ωσt

, that she wishes to obtain. The set containing the indices of the t secrets
is denoted by It =

{
σ1,σ2, . . . ,σt

}
⊆ In. The receiver also selects a subset IK ⊆ Im,

containing the K = k + t − 1 indices of the servers she intends to contact. Without loss
of generality, it is assumed that these servers are S1, S2, . . . , SK .

2 - Generation of the receiver’s requests. R builds n lists Λi =
[
λi,1, λi,2, . . . , λi,k−1

]

(i ∈ In) of k − 1 elements randomly selected in K. Then, for σ` ∈ It, from
each list Λi , R interpolates a polynomial Z (σ` )

i ∈ Kk−1[X] from the k points of{ [
0, δσ`

i

]
,

[
1, λi,1

]
,

[
2, λi,2

]
, . . . ,

[
k − 1, λi,k−1

] }
.

3 - Transmission of the requests to the servers. R sends to each server Sj an n-
tuple Θ j =

[
Z (σ1)

1 ( j), Z (σ1)
2 ( j), . . . , Z (σ1)

n ( j)
]
if 1 ≤ j ≤ k − 1 and an n-tuple

Θ j =

[
Z

(σ j−k+1)
1 ( j), Z

(σ j−k+1)
2 ( j), . . . , Z

(σ j−k+1)
n ( j)

]
if k ≤ j ≤ K .

4 - Transmission of the requests’ responses to the receiver. When a server Sj ( j ∈ IK)
receives a request Θ j , it replies with the share Fj (Θ j ).

5 - Construction of the requested secrets. For each secret index σ` ∈ It, R interpolates
a univariate polynomial G(σ` )

∈ Kk−1[X] from the k values Fj (Θ j ) (1 ≤ j ≤ k − 1)
and Fk−1+` (Θk−1+`). Then, R calculates the t secrets ωσ`

= G(σ` ) (0) (` ∈ It).

Figure 6.1: A One-Round t-out-of-n Distributed Oblivious Transfer Protocol
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the protocol consists of shares of these values. That is, each server Sj ( j ∈ IK) receives for
each of the n elements δσ`

i a share produced by a (k, K)-threshold Shamir’s secret sharing
scheme [89] (see Sect. 2.3.1).

In order to breach the privacy of the receiver, a set of k − 1 colluding servers should
be able to determine at least one of the values δσ`

j . The set of k − 1 collaborating servers,
however, owns k − 1 shares corresponding to each values δσ`

j associated with a (k, K)-
threshold Shamir’s scheme. Due to the perfectness of Shamir’s secret sharing scheme (see
App. A), every set of k − 1 shares provides the coalition with absolutely no information
about the relevant secret.

It follows that security condition C′2 is satisfied with a security parameter λ′R = k − 1.

6.5.3 Sender’s Security

6.5.3.1 Sender’s Security Against a Dishonest Receiver

During the transfer phase, R contacts K servers to collect shares. It is assumed that R does
not follow the protocol and sends an n-tuple Θ j =

[
y j,1, y j,2, . . . , y j,n

]
of elements of K

to the server Sj ( j ∈ IK). From the K collected shares, R is able to build a linear system
of K equations in k + n unknowns, namely α, a1, a2, . . . , ak−1, ω1, ω2, . . . ,ωn.

This system may also be written under the matrix form T × U = Γ, where

T =

*.......
,

(1 −
∑n

i=1 y1,i) 11 12 . . . 1k−1 y1,1 y1,2 . . . y1,n

(1 −
∑n

i=1 y2,i) 21 22 . . . 2k−1 y2,1 y2,2 . . . y2,n

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

(1 −
∑n

i=1 yK ,i) K1 K2 . . . K k−1 yK ,1 yK ,2 . . . yK ,n

+///////
-

,

U =

*........................
,

α

a1

a2

. . . .

ak−1

ω1

ω2

. . . .

ωn

+////////////////////////
-

and Γ =

*.......
,

G(1) (0)

G(2) (0)

. . . . . . .

G(K ) (0)

+///////
-

.
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To obtain r linear combinations of the secrets ω1, ω2, . . . ,ωn, R has to transform the
system T × U = Γ into an equivalent system T ′ × U = Γ′, where

T
′
=

*.
,

A B

0 D
+/
-

and A ∈ MK−r ,k (K), B ∈ MK−r ,n(K) and D ∈ Mr ,n(K). In T , one can observe a
Vandermonde sub-matrix composed of the columns 2 to k:

*.......
,

11 12 . . . 1k−1

21 22 . . . 2k−1

. . . . . . . . . . . . . . . .

k1 k2 . . . k k−1

+///////
-

.

The rank of this sub-matrix is k − 1, and so the number of rows of A is at least k − 1.
It follows that K − r = k + t − 1 − r ≥ k − 1 and so r ≤ t. Therefore, R cannot determine
more than r = t linear combinations of secrets.

To force the receiver to obtain information on no more than t secrets from the t

linear combinations of secrets, the technique described by Naor and Pinkas [74] may be
applied; in the set-up phase, the sender randomly selects n masks c1, c2, . . . , cn ∈ K

∗. Two
polynomials Q1 and Q2 are generated (see Sect. 2.3.3), Q1 to share the n masked secrets
ciωi and Q2 to share the n masks ci (1 ≤ i ≤ n). In the transfer phase, in response to
the receiver’s request

[
Z1( j), Z2( j), . . . , Zn( j)

]
, the contacted server Sj ( j ∈ IK) returns

two shares: Q1( j, Z1( j), Z2( j), . . . , Zn( j)) and Q2( j, Z1( j), Z2( j), . . . , Zn( j)). From the
collected 2K shares the receiver is able to determine exactly t masked secrets and their
corresponding masks.

It follows that the protocol is secure against a dishonest receiver, i.e., security condition
C′4.1 is satisfied.

6.5.3.2 Sender’s Security Against a Coalition of Servers Before the Protocol is
Executed

Assuming the technique preventing the receiver from obtaining information on more
than t secrets is used (see Sect. 6.5.3.1), each server Sj ( j ∈ Im) receives two n-variate
polynomial functions from S. More precisely, each server Sj receives a list of 2 × (n + 1)
elements: α1 +

∑k−1
i=1 a1, j ji, α2 +

∑k−1
i=1 a2, j ji, c1ω1 − α1, c2ω2 − α1, . . . , cnωn − α1, and

c1 − α2, c2 − α2, . . . , cnα2. The first two elements can be considered as shares generated
by (k, m)-threshold Shamir’s secret sharing schemes whereas the other elements can be
viewed as 2n secrets masked by α1 and α2, the masks α1 and α2 being unknown. To
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determine α1 or α2, a coalition of servers would need to obtain the corresponding sharing
polynomial which is of degree at most k − 1. So, the coalition should contain at least k

members. In addition, although each server is able to determine linear combinations of
masks c1, c2, . . . , cn they cannot obtain linear combinations of the secrets ω1, ω2, . . . ,ωn,
as shown by Cheong, Koshiba, and Nishiyama [29]. Note that in this scenario, the use of
the technique described in Sect. 6.5.3.1 makes the additional masking of secrets described
in Blundo et al.’s DOT sub-protocol [19, 20] unnecessary (see Sect. 3.5.2).

Furthermore, in this scenario there is no advantage for the receiver to collude with
k − 1 servers to breach the sender’s security, since the receiver has no input to contribute
in an attack.

To conclude, a coalition of the receiverwith k−1 servers cannot obtain any information
on the secrets held by the sender before the transfer phase is executed, i.e., security condition
C′3 is satisfied with the security parameter λ′S = k − 1.

6.5.3.3 Sender’s Security Against a Coalition of Servers After the Protocol is
Executed

As in the original protocol, the security of the sender is not guaranteed if servers are
corrupted by the receiver once the protocol has been executed. Actually, if the receiver
corrupts only one server, she is able to obtain all secrets. Indeed, any corrupt server Sj

( j ∈ Im) is able to provide the receiverwith the elements c1ω1−α1,c2ω2−α1, . . . , cnωn−α1,
c1 − α2, c2 − α2, . . . , cn − α2. Moreover, the execution of the protocol gives the receiver
t masks cσ1

, cσ2
, . . . , cσt

, as well as t secrets, ωσ1
, ωσ2

, . . . ,ωσt
. Consequently, simple

subtractions allow the receiver to determine α1 and α2 and hence all masks and masked
secrets. Then, simple divisions allow the receiver to calculate all the secretsω1,ω2, . . . ,ωn.

It follows that security condition C′4.2 cannot be guaranteed for a security parameter
λ′C > 0.

6.6 Efficiency Consideration

In this section, the efficiency of the protocol presented in this chapter is compared to the
efficiency of Blundo et al.’s protocol [19, 20] regarding the number of exchanges amongst
the different parties. To obtain t secrets, the receiver has to run the proposed protocol once
and Blundo et al.’s protocol t times. The results are shown in Table 6.1.

To improve the fairness of the comparison, the masks of the sub-protocol described
in [19, 20] are not taken into account, i.e., the 2 × t ×m × (n − 1) shares distributed by the
sender to the servers and the 2 × t × k shares collected by the receiver (see Sect. 3.5.2).
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Table 6.1: Efficiency of t-out-of-n Distributed Oblivious Transfer Protocols

Parties Blundo et al.’s Protocol Proposed Protocol

Sender S →
Servers Sj

t × 2 × m × n elements of K,
n polynomial coefficients per
server per run per secret to be
obtained by R

2 × m × (n + 1) elements of K,
n + 1 polynomial coefficients per
server per set of shares returned to
R

Receiver R →
Servers Sj

t × k × (n − 1) elements of K,
1 share per private value per
server per secret to be obtained
by R

(k + t − 1) × n elements of K,
1 share per private value per server

Servers Sj →

Receiver R
t × 2 × k elements of K,
1 share per server per set of
shares returned to R per secret
to be obtained by R

2 × (k + t − 1) elements of K,
1 share per server per set of shares
returned to R

It is observed that in the set-up phase, the sender S transmits around t fewer shares
to the servers Si (i ∈ Im) in the proposed protocol than in Blundo et al.’s one.

Furthermore, the transfer phase of the proposed protocol is around e = kt
k+t−1 times

more efficient than the transfer phase of the original protocol executed t times. Note that
e belongs to the interval [ 1, k ] ⊂ Q with the case e = 1 corresponding to the receiver’s
request for t = 1 secret only.

6.7 Conclusion

In this chapter was introduced the first unconditionally secure distributed oblivious transfer
protocol allowing a receiver to obtain t out of n secrets in one round only. The proposed
protocol is significantly more efficient than t runs of DOT protocols allowing the receiver
to obtain one secret per run.

Note that the list of the t secrets the receiver wishes to obtain needs to be established
before the transfer phase starts. The two DOT protocols presented in the next chapter also
allow a receiver to obtain t out of n secrets. Additionally, these two protocols enable the
receiver to select a secret based upon the value of the secrets previously obtained.
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7

Adaptive Distributed Oblivious
Transfer Protocols

A distributed oblivious transfer protocol allows a receiver to choose one out of
the n secrets held by a sender, by contacting k servers. Once the protocol has been
executed, the sender learns nothing about the receiver’s choice and the receiver does
not have information on the secrets she did not choose.

The current unconditionally secure polynomial interpolation-based distributed
oblivious transferprotocols all suffer the sameweakness: security cannot be guaranteed
if the receiver, after she has obtained a secret, wishes to obtain a second secret by
contacting, again, k servers.

In this chapter, two unconditionally secure distributed oblivious transfer pro-
tocols are proposed. They allow a receiver to sequentially obtain t secrets, more
efficiently than by simply executing a distributed oblivious transfer protocol t times.
In the first protocol, the number of secrets the receiver can obtain is limited, in contrast
to the second protocol. However, in the second protocol, the contacted servers need
to communicate with each other. In addition, both protocols guarantee the sender’s
and the receiver’s privacy against a coalition of k − 1 servers.

7.1 Introduction

A distributed oblivious transfer (DOT) protocol enables a receiver to contact k servers
to obtain one of the n secrets held by a sender. Once the protocol has been executed, the
sender does not know which secret was chosen by the receiver and the receiver has not
gained information on the secrets she did not choose. Polynomial interpolation-based DOT
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protocols (e.g., [19, 20, 29, 74, 78]) are composed of two phases: a set-up phase, allowing
the sender to generates shares of the n secrets he holds and to distributes them to m servers,
and a transfer phase, enabling the receiver to contact k servers (1 < k ≤ m) to collect
enough shares to determine the chosen secret. The sender only intervenes in the set-up
phase. The receiver obtains the chosen secret in the single round of the transfer phase of
the protocol, a round being defined as a set of consistent requests/responses exchanged
between the receiver and k servers. If the receiver wishes to obtain t secrets, she may use
the t-out-of-n DOT protocol presented in the previous chapter. However, if the choice of
one secret depends on the secrets already obtained (the protocol is said to be adaptive [77]),
the t-out-of-n DOT protocol presented in Chap. 6 is unsuitable and other DOT protocols
have to be executed t times, resulting in a low overall efficiency.

Recently, Jiang,Li, and Li [65] have proposed an unconditionally secure DOT protocol
with adaptive queries. However, their protocol consists in the repetition of the transfer
phase of Nikov, Nikova, Preneel, and Vanderwalle’s protocol [78]. This technique does not
guarantee the protocol’s security against a dishonest — but not malicious — receiver (see
App. D).

In this chapter, two unconditionally secure DOT protocols with adaptive queries are
introduced; both protocols are adapted from Blundo, D’Arco, De Santis, and Stinson’s
polynomial interpolation-based DOT protocol [19, 20].

In the first one, the servers receive a list of t tokens from the sender and consume a
token of the list for each query prepared by the receiver. Thus, the receiver cannot obtain
more than t secrets. This model is well adapted to a single receiver, but for several receivers,
a second protocol is proposed; this protocol accepts an unlimited number of queries. In
this second protocol, servers are allowed to communicate with each other and for each
query, generate new ad hoc secret sharing polynomials.

The chapter is organized as follows. In Sect. 7.2 a few notations and definitions are
introduced. In Sect. 7.3, security and communication models are presented. The first DOT
protocol is described in Sect. 7.4 and the second one in Sect. 7.5. The communication
and computation performance of both protocols is discussed in Sect. 7.6. Finally, a brief
conclusion is given in Sect. 7.7.

7.2 Preliminaries

The settings of the two DOT protocols described in this chapter encompass a sender S
who owns n secrets ω1,ω2, . . . ,ωn (n > 1) selected in a finite field K = GF(p) (p ∈ N,
p prime power), a receiver R who wishes to learn t secrets (1 ≤ t < n), and m servers
Si (m > 1 and i ∈ Im ⊆ K

∗, where ��Im�� = m). All operations are executed in K and it is
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assumed that p > max(n, m). Also, the set of indices of secrets ω1,ω2, . . . ,ωn held by S
is denoted by In = J 1, n K.

7.3 Model

Each protocol is composed of a set-up phase and t transfer phases (run 1 to run t). The
receiver wishes to learn a secret ωσ`

(σ` ∈ In) in run `.
During the set-up phase, the sender generates shares of the n secrets he holds and

distributes them to the m servers. The sender does not intervene in the rest of the protocol.
In run `, the receiver has to contact k servers (1 < k ≤ m) to collect enough shares to
construct ωσ`

.

7.3.1 Security Model

The objective is to propose unconditionally secure adaptive DOT protocols with the same
level of security as in Blundo et al.’s protocol [19, 20]. Of course, because of the adaptive
feature of the proposed protocols, it is necessary to adjust some of the security properties,
to extend the original security to t secrets; actually, the same security conditions and
parameters as those described in Sect. 6.2 are adopted. Thus, it is shown that similarly
to other oblivious transfer protocols, the proposed protocols guarantee the following
properties:

• When all participants follow the protocol,R obtains the selected secrets (correctness
is guaranteed, i.e., security condition C′1 is satisfied).

• Assuming the servers and S are honest, even if R does not follow the protocol, she
cannot obtain information on the secrets she did not choose (sender’s security is
guaranteed, i.e., security condition C′4.1 is satisfied).

• Assuming the servers and R are honest, S who may not follow the protocol, cannot
obtain any information on the receiver’s selection. Because S is only involved in the
set-up phase and other participants are not supposed to communicate with him in
the runs, this property is de facto guaranteed.

In addition, because of the distributed setting, the protocols are required to satisfy the
following properties:

• The receiver’s privacy against a passive coalition of k − 1 servers (security condition
C′2, with λ

′
R = k − 1 is satisfied).
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• The sender’s security against a passive coalition of the receiver and k − 1 servers,
before the first run is started (security condition C′3, with λ

′
S = k − 1 is satisfied).

As in the original protocol, the proposed protocols do not guarantee the sender’s
security against a ‘greedy’ receiver who, once a protocol is completed and she has obtained
t secrets, would corrupt one server. With the additional information collected from the
corrupted server, the receiver is able to determine all secrets (security condition C′4 with
λC > 0 is not satisfied).

7.3.2 Communication Model

Both protocols require the availability of private unicast communication channels between
the sender and the servers and between the receiver and the servers. It is assumed that
these communication channels are secure, i.e., any party is unable to eavesdrop on them
and they guarantee that communications cannot be tampered with (see Sect. 2.2.1).

In addition, in the first protocol it is assumed that a broadcast channel is available and
in the second protocol, it is assumed that a secure unicast communication channel between
any two servers is available.

As in other DOT protocols where only a subset of servers is contacted by the
receiver [19, 20, 74], it is assumed that a mechanism prevents the receiver from contacting
more than k servers in each run.

7.4 First Distributed Oblivious Transfer Protocol with
Adaptive Queries

In this section, the first protocol is described and its security proved.

7.4.1 Description

The first protocol is a basic adaptation of Blundo et al.’s one-round polynomial-based DOT
protocol [19, 20] (see Fig. 2.1) where the transfer phase is executed t times.

The major characteristics of the adapted protocol are:

• In the set-up phase, the sender generates a list of polynomials Q(`) (1 ≤ ` ≤ t)
instead of a single polynomial Q.

• In run `, the contacted servers use the polynomial Q(`) to respond to the receiver’s
query.
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To avoid a specific processing of the first secret as in the original protocol, the sparse
polynomial generated by the sender is slightly transformed; in the set-up phase, the sender
selects a random elementα ∈ K and generates t quasi-random polynomials B(`)

0 (1 ≤ ` ≤ t),
of Kk−1[X], such that B(`)

0 (0) = α. The sender is then able to build the t (n + 1)-variate
polynomials

Q(`) (x, y1, y2, . . . , yn) = B(`)
0 (x) +

n∑
i=1

(ωi − α) × yi .

To transmit a list of t polynomials

Q(1) ( j, y1, y2, . . . , yn), Q(2) ( j, y1, y2, . . . , yn), . . . , Q(t) ( j, y1, y2, . . . , yn)

to a server Sj , the sender just has to send to Sj the values B(1)
0 ( j), B(2)

0 ( j), . . . , B(t)
0 ( j),

ω1 − α,ω2 − α, . . . ,ωn − α.
A server contacted by the receiver needs to know what polynomial Q(`) to use, i.e.,

what is the current run number `. Therefore, a mechanism is added, to synchronize the
contacted servers thanks to a broadcast channel. Before sending requests, the receiver
broadcasts the number of the next run as well as the list of servers she intends to contact.
On reception of the next run number `, a server with a local run number `′ checks if
`′ < ` ≤ t. If the double inequality is satisfied, then the server updates its local run number
to `. Otherwise it shuts down since the receiver has either reused a run number or tried to
execute more than t runs. To prevent the receiver from taking advantage of a disconnected
network and to use the same run number for two queries, it is necessary that k > m/2. So,
if a server finds out that the broadcast list contains m/2 or fewer servers, it shuts down.
Moreover, a server which receives a request from the receiver has to check that it belongs
to the broadcast list. Otherwise, it shuts down too.

The DOT protocol introduced by Blundo et al. [19], including the above modifications,
is described in Fig. 7.1.

7.4.2 Security

It is shown that the protocol is correct and guarantees the sender’s security. In addition,
the two scenarios involving a coalition of active parties are considered.

7.4.2.1 Correctness.

In run `, a contacted server Sj ( j ∈ I (`)) uses the n + 1 elements of K, B(`)
0 ( j), ω1 − α,

ω2 − α, . . . ,ωn − α, to prepare the response s(`)
j . We have:

s(`)
j = B(`)

0 ( j) +
n∑

i=1
(ωi − α) × D(`)

i ( j) .
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Let Im (m > 1) be a set of m distinct elements of K∗ and Sj a server such that j ∈ Im.

Set-up Phase

1. The sender S selects a random element α ∈ K and generates t quasi-random
polynomials B(`)

0 =
∑k−1

i=1 a(`)
i X i

+ α (1 ≤ ` ≤ t).

2. Then, to each server Sj ( j ∈ Im), S transmits the t + n values B(1)
0 ( j),

B(2)
0 ( j), . . . , B(t)

0 ( j), ω1 − α, ω2 − α, . . . ,ωn − α, as well as a local current run
number initialized to 0 (it is necessary that t ≤ p − 1).

Run ` (1 ≤ ` ≤ t)

1. The receiver R chooses the index e(`) of one secret and generates n quasi-
random polynomials Z (`)

i (i ∈ In), of degree at most k − 1, such that
[

Z (`)
1 (0), Z (`)

2 (0), . . . , Z (`)
n (0)

]
=

[
δe(`)

1 , δe(`)

2 , . . . , δe(`)

n

]
.

2. Then, R selects a subset I (`)
⊆ Im of k indices and broadcasts the current run

number ` as well as the list I (`).

3. On reception of ` and I (`), a server Sj ( j ∈ Im) with a local run number `′ checks
that ` ≤ t and `′ < `. If the two inequalities are satisfied, the local run number is
updated with `, otherwise, Sj shuts down.

4. Then, R sends to each server Sj ( j ∈ I (`)) the request
[

Z (`)
1 ( j), Z (`)

2 ( j), . . . , Z (`)
n ( j)

]
.

5. When a server Sj receives such a request, it first checks that it is in the list
I

(`). If this condition is satisfied, Sj replies with the share s(`)
j = B(`)

0 ( j) +∑n
i=1 (ωi − α) × Z (`)

i ( j). Otherwise, Sj shuts down.

6. After receiving k responses s(`)
j ( j ∈ I (`)),R interpolates a univariate polynomial

R(`) from the k points
[

j, s(`)
j

]
and calculates the chosen secret: ωe(`) = R(`) (0).

Figure 7.1: Distributed Oblivious Transfer Protocol with Adaptive Queries (Limited
Number of Queries)

The polynomial B(`)
0 is of degree at most k − 1, as well as the polynomials D(`)

i

(1 ≤ i ≤ n). It follows that the degree of the polynomial R = B(`)
0 +

∑n
i=1 (ωi − α) × D(`)

i

is at most k − 1. With the k values s(`)
j , the receiver is therefore able to interpolate this

polynomial R. Thus, the receiver can calculate
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R(`) (0) = *
,

B(`)
0 +

n∑
i=1

(ωi − α) × D(`)
i

+
-

(0)

= B(`)
0 (0) +

n∑
i=1

(ωi − α) × D(`)
i (0)

= α +

n∑
i=1

(ωi − α) × δe(`)

i

It follows that R(`) (0) = α + (ωe(`) − α) = ωe(`) . Therefore, the protocol is correct
(security condition C′1 is satisfied).

7.4.2.2 Sender’s Security.

It is assumed that R does not follow the protocol and in run ` (1 ≤ ` ≤ t) sends an
n-tuple y (`)

j
=

[
yi(`)

j ,1, yi(`)
j ,2, . . . , yi(`)

j ,n

]
of elements of K to the server Si(`)

j
(i(`)

j ∈ I
(`)
=

{ i(`)
1 , i(`)

2 , . . . , i(`)
k }). After t runs have been executed, R has collected kt shares and is

able to build a linear system of kt equations in (k − 1)t + n + 1 unknowns, namely a(1)
1 ,

a(1)
2 , . . . , a(1)

k−1, a(2)
1 , a(2)

2 , . . . , a(2)
k−1, . . . , a(t)

1 , a(t)
2 , . . . , a(t)

k−1, α, ω1, ω2, . . . ,ωn.
If we denote

V
(`)

r ,c =

*........
,

(i(`)
1 )1 (i(`)

1 )2 . . . (i(`)
1 )c

(i(`)
2 )1 (i(`)

2 )2 . . . (i(`)
2 )c

...
...

...

(i(`)
r )1 (i(`)

r )2 . . . (i(`)
r )c

+////////
-

, z (`)
r =

*.........
,

z(`)
1 =

(
1 −

∑n
j=1 (ωi(`)

1
− α)D(`)

j (i(`)
1 )

)
z(`)

2 =
(

1 −
∑n

j=1 (ωi(`)
2
− α)D(`)

j (i(`)
2 )

)
...

z(`)
r =

(
1 −

∑n
j=1 (ωi(`)

r
− α)D(`)

j (i(`)
r )

)
+/////////
-

,

Y
(`)

r =

*........
,

y (`)
1
y (`)

2
...

y (`)
r

+////////
-

, s(`)
=

*........
,

s(`)
1

s(`)
2
...

s(`)
k

+////////
-

and a(`)
=

*........
,

a(`)
1

a(`)
2
...

a(`)
k−1

+////////
-

,

the system built by R may be written under the matrix form T × U = S, where:
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T =

*........
,

V
(1)

k,k−1 0 . . . 0 z (1)
k
Y

(1)
k

0 V
(2)

k,k−1 . . . 0 z (2)
k
Y

(2)
k

...
...

. . .
...

...
...

0 0 . . . V (t)
k,k−1 z (t)

k
Y

(t)
k

+////////
-

, U =

*.........................
,

a(1)

a(2)

...

a(t)

α

ω1

ω2
...

ωn

+/////////////////////////
-

and S =

*........
,

s(1)

s(2)

...

s(t)

+////////
-

.

To obtain r linear combinations of the secrets α, ω1, ω2, . . . ,ωn, R has to transform
the system T × U = S into an equivalent system T ′ × U = S′, where

T
′
=

*.
,

A1 A2

0 A3

+/
-

and A1 ∈ Mkt−r ,(k−1)t (K), A2 ∈ Mkt−r ,n+1(K) and A3 ∈ Mr ,n+1(K).
By moving each k-th row of T at the bottom of the matrix, we obtain a new matrix

equivalent to T :

*......................
,

V
(1)

k−1,k−1 0 . . . 0 z (1)
k−1

Y
(1)

k−1

0 V
(2)

k−1,k−1 . . . 0 z (2)
k−1

Y
(2)

k−1
...

...
. . .

...
...

...

0 0 . . . V (t)
k−1,k−1 z (t)

k−1
Y

(t)
k−1

(i(1)
k )1 (i(1)

k )2 . . . (i(1)
k )k−1 z(1)

k y (1)
k

(i(2)
k )1 (i(2)

k )2 . . . (i(2)
k )k−1 z(2)

k y (2)
k

...
...

...
...

...
...

(i(t)
k )1 (i(t)

k )2 . . . (i(t)
k )k−1 z(t)

k y (t)
k

+//////////////////////
-

.

In thismatrix,we observe t Vandermonde submatricesV (`)
k−1,k−1 (1 ≤ ` ≤ t) equivalent

to identity matrices Ik−1,k−1. It follows that T is equivalent to the matrix:
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T
′
=

*......................
,

1 0 . . . 0 ∗ ∗

0 1 . . . 0 ∗ ∗

...
...

. . .
...

... ∗

0 0 . . . 1 ∗ ∗

(i(1)
k )1 (i(1)

k )2 . . . (i(1)
k )k−1 z(1)

k y (1)
k

(i(2)
k )1 (i(2)

k )2 . . . (i(2)
k )k−1 z(2)

k y (2)
k

...
...

...
...

...
...

(i(t)
k )1 (i(t)

k )2 . . . (i(t)
k )k−1 z(t)

k y (t)
k

+//////////////////////
-

.

The rank of the upper left corner (k − 1)t × (k − 1)t sub-matrix is (k − 1)t, and so
the number of rows ofA1 is at least (k − 1)t. It follows that kt − r ≥ (k − 1)t and so r ≤ t.
Therefore, R cannot determine more than r = t linear combinations of secrets.

To force R to obtain information on no more than t secrets from the t linear combina-
tions of secrets, the technique described by Naor and Pinkas [74] may be applied; in the
set-up phase, S prepares a set of n random masks c1, c2, . . . , cn ∈ K

∗. For each run `, two
polynomialsQ(`)

1 andQ(`)
2 are generated (see Sect. 2.3.3),Q(`)

1 to share the n masked secrets
ciωi and Q(`)

2 to share the n masks ci (i ∈ In). In run `, in response to the receiver’s request(
D(`)

1 ( j), D(`)
2 ( j), . . . , D(`)

n ( j)
)
, the contacted server Sj ( j ∈ I (`)) returns two shares:

Q(`)
1 ( j, D(`)

1 ( j), D(`)
2 ( j), . . . , D(`)

n ( j)) and Q(`)
2 ( j, D(`)

1 ( j), D(`)
2 ( j), . . . , D(`)

n ( j)). In each
run, from the collected 2k shares, R is able to determine exactly one masked secret and
its corresponding mask, and finally the chosen secret. Note that the use of this technique
makes the additional masking of secrets described in Blundo et al.’s DOT sub-protocol [19,
20] unnecessary.

Thus, the sender’s security is guaranteed (security condition C′4.1 is satisfied).

7.4.2.3 Receiver’s Privacy against a Coalition of Servers.

In run `, the index e(`) chosen by the receiver is represented under the form of an n-tuple[
δe(`)

1 , δe(`)

2 , . . . , δe(`)

n

]
of private values. The receiver’s input to the protocol consists of

shares — generated by a k-threshold Shamir’s scheme — of these values. This is achieved
by generating n quasi-random polynomials D(`)

1 , D(`)
2 , . . . , D(`)

n , of degree at most k − 1,
such that D(`)

i (0) = δe(`)

i .
In order to breach the privacy of the receiver, a set of k − 1 colluding servers should

be able to determine at least one of the values δe(`)

i . The set of k − 1 collaborating servers,
however, owns k−1 shares corresponding to each values δe(`)

i associated with a k-threshold
Shamir’s secret sharing scheme. Due to the perfectness of Shamir’s secret sharing scheme
(see App. A), every set of k−1 shares provides the coalition with absolutely no information
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about the relevant secret. That is, the inputs of the receiver guarantee her privacy (security
condition C′2 with λ

′
R = k − 1 is satisfied).

7.4.2.4 Sender’s Security against a Coalition of the Receiver and Servers before
the First Run.

Assuming the technique preventing the receiver from obtaining information on more
than t secrets is used (see Sender’s Security above), each server Sj ( j ∈ Im) receives
2t n-variate polynomial functions from S. More precisely, each server Sj receives a list
of 2 × (n + t) elements: B(`)

1,0 = α1 +
∑k−1

i=1 a(`)
1, j ji, B(`)

2,0 = α2 +
∑k−1

i=1 a(`)
2, j ji, c1ω1 − α1,

c2ω2 − α1, . . . , cnωn − α1 and c1 − α2, c2 − α2, . . . , cn − α2. The first 2t elements can
be considered as shares generated by (k, m)-threshold Shamir’s secret sharing schemes
whereas the other elements can be viewed as n secrets masked by α1 and α2, the masks α1

and α2 being unknown. To determine α1 or α2, a coalition of servers would need to obtain
the corresponding sharing polynomial which is of degree at most k − 1. So, the coalition
should contain at least k members. In addition, although each server is able to determine
linear combinations of masks c1, c2, . . . , cn they cannot obtain linear combinations of the
secrets ω1,ω2, . . . ,ωn, as shown by Cheong, Koshiba, and Nishiyama [29].

Note that in this scenario, there is no advantage for the receiver to collude with k − 1
servers to breach the sender’s security, since the receiver has no input to contribute in an
attack.

To conclude, a coalition of the receiverwith k−1 servers cannot obtain any information
on the secrets held by the sender before the first run is executed (security condition C′3 with
λ′S = k − 1 is satisfied).

7.5 Second Distributed Oblivious Transfer Protocol with
Adaptive Queries

In this section, the second protocol is described and its security proved.

7.5.1 Description

The major problem with the current unconditionally secure polynomial-based DOT pro-
tocols [19, 20, 74, 78] is that when the receiver sends the same request to a server in
two different runs, she obtains the same response. Thus, she is able to reuse responses
from previous queries, which allows her to request additional shares and obtain additional
secrets. The key idea of the second protocol is to force a server contacted in different runs,
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Let Im (m > 1) be a set of m distinct elements of K∗ and Sj a server such that j ∈ Im.

Set-up Phase

1. The senderS selects a random element α ∈ K. Then,S generates a quasi-random
polynomial B0, of degree at most k − 1, such that B0(0) = α.

2. Then, to each server Sj ( j ∈ Im), S transmits B0( j) and the n elements of K,
ω1 − α, ω2 − α, . . . ,ωn − α.

Run ` (` ≥ 1)

1. The receiver R chooses the index e(`) of the secret she wishes to obtain. She
also generates n quasi-random polynomials Z (`)

i (i ∈ In) of Kk−1[X], such that
[

Z (`)
1 (0), Z (`)

2 (0), . . . , Z (`)
n (0)

]
=

[
δe(`)

1 , δe(`)

2 , . . . , δe(`)

n

]
.

2. Then, R selects a subset I (`)
⊆ Im of k indices and sends to each server Sj

( j ∈ I (`)) a request
[

Z (`)
1 ( j), Z (`)

2 ( j), . . . , Z (`)
n ( j)

]
as well as the list I (`).

3. When a server Sj receives such a request, it generates a quasi-random polynomial
C (`)

j , of degree at most k −1, such that C (`)
j (0) = B0( j). The server Sj distributes

to each server Si (i ∈ I
(`)) the share C (`)

j (i). Each server Si calculates

B(`)
0 (i) =

∑
j∈I (`)

C (`)
j (i) ×

∏
d∈I (`)

d,i

d
d − i

(7.1)

and replies to R with the share s(`)
i = B(`)

0 (i) +
∑n

j=1 (ω j − α) × D(`)
j (i).

4. After receiving k responses s(`)
i (i ∈ I (`)),R interpolates a univariate polynomial

R(`) from the k points
[

i, s(`)
i

]
and calculates the chosen secret: ωe(`) = R(`) (0).

Figure 7.2: Second Distributed Oblivious Transfer Protocol with Adaptive Queries (Un-
limited Number of Queries)

with the same request, to respond with — possibly — different shares. To achieve this, it is
proposed that the servers generate a new polynomial Q(`) for the run ` instead of reusing
the same polynomial Q in each run as in Sect. D.

In the original protocol, it is observed that the polynomial B0 generated by the sender
can actually be considered as a sharing polynomial for the valueω0. Consequently, applying
the redistribution technique introduced by Desmedt and Jajodia [42], the servers contacted
in run ` are able to calculate a new sharing polynomial, B(`)

0 , for ω0. The polynomial Q(`)
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is then defined by:

Q(`) (x, y1, y2, . . . , yn−1) = B(`)
0 (x) +

n−1∑
i=1

(ωi − ω0) × yi .

To avoid a specific processing ofω0, the sparse polynomial generated by the sender is
slightly transformed and the following modifications is introduced in Blundo et al.’s DOT
protocol:

• In the set-up phase, the sender randomly selects an element α ∈ K. The quasi-random
polynomial B0 is such that B0(0) = α and the coefficient of yi is ωi − α (1 ≤ i ≤ n).

• In run `, in addition to the n values D(`)
1 ( j), D(`)

2 ( j), . . . , D(`)
n ( j) sent to the server

Sj ( j ∈ I (`)), the receiver sends the list I (`) of contacted servers.

• Each contacted server Sj generates a quasi-random polynomial C (`)
j , of degree at

most k − 1, such that C (`)
j (0) = B0( j). Then Sj distributes C (`)

j (i) to Si (i ∈ I
(`)).

With k shares C (`)
j (i), each server Si calculates

B(`)
0 (i) =

∑
j∈I (`)

C (`)
j (i) ×

∏
d∈I (`)

d,i

d
d − i

.

• The response s(`)
i returned by Si to the receiver is then built on B(`)

0 (i) instead of
B0(i).

The resulting protocol is described in Fig. 7.2.

7.5.2 Security

The sender’s security, the receiver’s privacy against a coalition of servers and the sender’s
security against a coalition of the receiver and k − 1 servers before the first run are the
same as in the first protocol. Indeed, the redistribution protocol is secure and the receiver’s
contribution is exactly the same.

Now, it is shown that the protocol is correct.
At the end of run `, the receiver has collected k shares s(`)

j ( j ∈ I (`)) and interpolates

R(`) (0) =
∑

i∈I (`)

(
s(`)

i ×
∏

i∈I (`)

j,i

j
j − i

)
.
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We show that R(`) (0) = ωe(`) .

R(`) (0) =
∑

i∈I (`)

((
B(`)

0 (i) +
n∑

j=1
(ω j − α) × D(`)

j (i)
)
×

∏
i∈I (`)

j,i

j
j − i

)

=
∑

i∈I (`)

(
B(`)

0 (i) ×
∏

i∈I (`)

j,i

j
j − i

)
︸                             ︷︷                             ︸

=R1

+

n∑
j=1

( ∑
i∈I (`)

k

(ω j − α) × D(`)
j (i) ×

∏
i∈I (`)

j,i

j
j − i

)
︸                                                   ︷︷                                                   ︸

=R2

If we replace B(`)
0 with its value (7.1), we obtain

R1 =
∑

i∈I (`)

(( ∑
j∈I (`)

C (`)
j (i) ×

∏
d∈I (`)

d,i

d
d − i

)
×

∏
i∈I (`)

j,i

j
j − i

)

=
∑

j∈I (`)

(( ∑
i∈I (`)

C (`)
j (i) ×

∏
d∈I (`)

d,i

d
d − i

)
×

∏
i∈I (`)

j,i

j
j − i

)

=
∑

j∈I (`)

C (`)
j (0) ×

∏
i∈I (`)

j,i

j
j − i

=
∑

j∈I (`)

B0( j) ×
∏

i∈I (`)

j,i

j
j − i

= B0(0) = α

In addition, we have

R2 =
n∑

j=1

(
ω j − α

)
× D(`)

j (0)

=

n∑
j=1

(
ω j − α

)
δe(`)

j

= ωe(`) − α

It follows that R(`) (0) = R1 + R2 = ωe(`) . Therefore, the protocol is correct (security
condition C′1 is satisfied).

7.6 Efficiency Consideration

In Table 7.1, the main computations performed by each party are listed for Blundo et al.’s
DOT protocol repeated t times, and for the two DOT protocols proposed in this chapter.
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Table 7.1: Computation Efficiency of Adaptive Distributed Oblivious Transfer Protocols

Party Blundo et al.’s
DOT protocol

First Adaptive
DOT protocol

Second Adaptive
DOT protocol

Set-up Phase(s)

S 2t sharing
polynomials

2t sharing
polynomials

2 sharing
polynomials

Run ` (1 ≤ ` ≤ t)

R n − 1 sharing
polynomials,
2 interpolations,
1 division

n sharing
polynomials,
2 interpolations,
1 division

n sharing
polynomials,
2 interpolations,
1 division

Si (i ∈ I
(`)) 2 (n − 1)-tuple

products
2 (n − 1)-tuple
products

2 sharing
polynomials,
2 interpolations,
2 (n − 1)-tuple
products

The polynomial B0 generated by the sender in the `-th execution of Blundo et al.’s protocol
is denoted by B(`)

0 (1 ≤ ` ≤ t) and the transfer phase of the `-th execution of Blundo et al.’s
protocol is called run `.

Similarly, Table 7.2 lists for Blundo et al.’s DOT protocol repeated t times, and for
the two adaptive DOT protocols presented in this chapter the number of shares exchanged
between the sender and the servers, the receiver and the servers, and amongst the servers.

To improve the fairness of the comparison, the masks of the sub-protocol described
in [19, 20] are not taken into account, i.e., the 2 × t ×m × (n − 1) shares distributed by the
sender to the servers and the 2 × t × k shares collected by the receiver.

The computation and communication performance of the first protocol are close to
the performance of Blundo et al.’s protocol executed t times (see Tables 7.1 and 7.2). The
second protocol requires more computation on the servers’ sides, but less computation on
the sender’s side, as shown in Table 7.1. In addition, the number of shares exchanged in
the second protocol is slightly higher than the number of shares exchanged in the original
protocol (see Table 7.2), due to the redistribution of the secret values α1 and α2 amongst
servers.
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Table 7.2: Communication Efficiency of Adaptive Distributed Oblivious Transfer Protocols

Party Blundo et al.’s
DOT protocol

First Adaptive
DOT protocol

Second Adaptive
DOT protocol

Set-up Phase(s)

S to Sj
(1 ≤ j ≤ m)

2tn shares:
B(`)

1,0 ( j),
B(`)

2,0 ( j),
c1ω1 − c0ω0,
c2ω2 − c0ω0,
. . . ,
cn−1ωn−1 − c0ω0,
c1 − c0,
c2 − c0,
. . . ,
cn−1 − c0
(1 ≤ ` ≤ t)

2(n + t) shares:
B(1)

1,0 ( j),
B(2)

1,0 ( j),
. . . ,
B(t)

1,0( j),
B(1)

2,0 ( j),
B(2)

2,0 ( j),
. . . ,
B(t)

2,0( j),
c1ω1 − α1,
c2ω2 − α1,
. . . ,
cnωn − α1,
c1 − α2,
c2 − α2,
. . . ,
cn − α2

2(n + 1) shares:
B1,0( j),
B2,0( j),
c1ω1 − α1,
. . . ,
cnωn − α1,
c1 − α2,
. . . ,
cn − α2

Run ` (1 ≤ ` ≤ t)

R to Si (i ∈ I
(`)) n − 1 shares:

D(`)
1 (i),

D(`)
2 (i),

. . . ,
D(`)

n−1(i)

n shares:
D(`)

1 (i),
D(`)

2 (i),
. . . ,
D(`)

n (i)

n shares:
D(`)

1 (i),
D(`)

2 (i),
. . . ,
D(`)

n (i)

Si to R (i ∈ I (`)) 2 shares:
s(`)

1,i ,
s(`)

1,i

2 shares:
s(`)

1,i ,
s(`)

1,i

2 shares:
s(`)

1,i ,
s(`)

1,i

Si to Sj (i ∈ I
(`)

and j ∈ I (`))
– – 2(k − 1) shares:

C (`)
1,i ( j),

C (`)
2,i ( j)
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7.7 Conclusion

In this chapter were presented two polynomial interpolation-based unconditionally secure
DOT protocols. Both protocols have the same levels of security and performance as
Blundo et al.’s DOT protocol. In addition, they allow one or more receivers to adaptively
obtain several of the sender’s secrets.

In the next chapter is proposed the first information-theoretically secure threshold
one-round DOT protocol, satisfying the four security conditions defined by Blundo et al.
(see Sect. 1.3.2). This protocol allows a receiver to obtain a secret, provided she contacts
at least k servers, where k is a fixed parameter of the protocol.
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8

An Information-Theoretically Secure
Threshold Distributed Oblivious

Transfer Protocol

The unconditionally secure distributed oblivious transfer protocol presented by
Blundo, D’Arco, De Santis, and Stinson at SAC 2002 [19] allows a receiver to contact
k servers and obtain one out of n secrets held by a sender.

Once the protocol has been executed, the sender does not know which secret
was selected by the receiver and the receiver knows nothing of the secrets she did
not choose. In addition, the receiver’s privacy is guaranteed against a coalition of
k − 1 servers and similarly, the sender’s security is guaranteed against a coalition of
k − 1 servers. However, after the receiver has obtained a secret, she is able to learn
all secrets by corrupting one server only. As a consequence, an external mechanism
is required to prevent the receiver from contacting more than k servers.

The one-round distributed oblivious transfer protocol proposed in this chapter is
unconditionally secure, allows the receiver to contact k servers ormore, and guarantees
the sender’s security, even if the receiver corrupts k − 1 servers after having obtained
a secret.

8.1 Introduction

A distributed oblivious transfer (DOT) protocol enables a receiver to contact at least k

servers to obtain one of the n secrets held by a sender. Once the protocol has been executed,
the sender does not know which secret was chosen by the receiver and the receiver has not
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gained information on the secrets she did not choose. In some DOT protocols (e.g., [8,
19, 20, 29, 74, 78]), a restriction is observed in the definition above: the receiver is not
allowed to contact “k or more” servers to obtain the chosen secret, but exactly k servers. If
the receiver contacts more than k servers, the protocol’s security is compromised. This is
especially surprising for polynomial interpolation-based protocols which rely on Shamir’s
secret sharing scheme [89]. Indeed, Shamir’s scheme allows a party to obtain a secret
shared amongst m other parties, by contacting k or more of these parties. It may seem
curious that this threshold property is not inherited by the DOT protocols themselves.

This chapter introduces the first information-theoretically secure threshold one-round
DOT protocol. That is, the number of servers the receiver needs to contact to obtain a
secret is not limited to k. Moreover, unlike other unconditionally secure DOT protocols,
the proposed protocol satisfies security conditions C1, C2 for a coalition of any size (i.e.,
λR = m, where m > 1 is the number of servers participating in the protocol), C3 for
λS = k − 1, and C4 for λC = k − 1 (security conditions and parameters are described in
Sect. 2.2.3). Actually, Blundo, D’Arco, De Santis, and Stinson [19, 20] have proved that
condition C4 cannot be guaranteed with a one-round DOT protocol for λC > 0, a round
being defined as a set of consistent requests/responses exchanged between the receiver
and t ≥ k servers. To circumvent this limitation, the commodity-based model introduced
by Beaver [5] is used. More precisely, the protocol is based on Rivest’s trusted initializer
oblivious transfer protocol [87]. In Rivest’s protocol, an additional party — the trusted
initializer — is involved in the set-up phase; he generates and distributes random values,
but receives nothing from other parties (in particular, he obtains neither the sender’s secrets,
nor the receiver’s choice). In addition, the proposed protocol has an efficiency similar to
the efficiency of the full protocol presented by Blundo et al. [19, 20].

This chapter is organized as follows. In Sect. 8.2, an overview of the oblivious transfer
protocol proposed by Rivest [87] is given. Section 8.3 introduces some definitions and
notations, as well as the security model related to the proposed protocol. The protocol itself
is described in Sect. 8.4 and its security is analysed in Sect. 8.5. The following section
(Sect. 8.6) is devoted to the performance of the protocol and the last section (Sect. 8.7)
concludes the chapter.

8.2 Background

The oblivious transfer protocol presented by Rivest [87] is based on the protocol introduced
by Bennett, Brassard, Crépeau, and Skubiszewska [12], adapted to the trusted initializer
model.
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In Rivest’s protocol, a sender S holds two secrets ω0, ω1 ∈ J 0, 1 K` (` ∈ N, ` > 0)
and a receiver R wishes to learn the secret ωe (e = 0 or e = 1).

In the set-up phase, a trusted initializer T gives to S two random `-bit strings r0 and
r1. Then, T selects a random bit d and sends the pair

[
d, rd

]
to R.

In the transfer phase, R selects the index e of one secret and transmits c = e ⊕ d to S.
The sender S replies with two values f0 = ω0 ⊕ rc and f1 = ω1 ⊕ r1−c. To obtain ωe, R
calculates fe ⊕ rd .

Clearly, the receiver obtains one secret only and the sender cannot determine which
secret was chosen by the receiver.

8.3 Preliminaries

8.3.1 Notations and Definitions

The setting of the DOT protocol described in this chapter encompasses a sender S who
owns n secrets ω1, ω2, . . . ,ωn (n > 1) in a finite field K = GF(p) (p ∈ N, p prime
power), a receiver R who wishes to learn a secret ωe (1 ≤ e ≤ n), a trusted initializer T
who generates random elements of K and m servers Si (m > 1 and i ∈ Im ⊆ K

∗, where
��Im�� = m). It is assumed that p > max(n, m) and that all operations are executed in K. The
set of indices of secrets ω1,ω2, . . . ,ωn held by S is denoted by In = J 1, n K.

The protocol is composed of three phases: a set-up phase, a commodity acquisition
phase and a transfer phase. In the set-up phase, for each secret the sender generates shares
thanks to a (k, m)-threshold Shamir’s secret sharing scheme [89] (1 < k ≤ m). Then,
the sender distributes the shares to the m servers and does not intervene in the rest of the
protocol. In the commodity acquisition phase, the receiver contacts the trusted initializer
who generates and distributes consistent masks to the m servers and to the receiver. The
trusted initializer’s presence is only required in this phase. In the transfer phase, the receiver
has to contact t servers (k ≤ t ≤ m) to collect enough shares to construct ωe.

The protocol requires the availability of unicast communication channels between
the trusted initializer and the servers, between the trusted initializer and the receiver and
between the sender and the servers. The receiver sends requests to the servers thanks to
a broadcast channel and collects responses thanks to unicast channels between servers
and herself. It is assumed that these unicast channels are secure, i.e., any party is unable
to eavesdrop on them and that all channels guarantee that communications cannot be
tampered with (see Sect. 2.2.1).

Since security conditions are linked to the quantity of information received by parties,
it seems appropriate to use Shannon’s entropy function [90, 91], and more generally
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information theory, to demonstrate the security of the protocol (see Sect. 2.1.3 and for
more details on information theory, see for example [33]).

8.3.2 Security Model

In this chapter, an active adversary (see Sect. 2.2.2) is assumed. This adversary wishes to
obtain information he is not entitled to have, without aborting the protocol or providing
the receiver with a forged secret. That is, all parties wish to complete the protocol to allow
the receiver to obtain the chosen secret. In particular, the trusted initializer and the sender
are honest. However, some servers may actively collaborate to determine the receiver’s
choice or the sender’s secrets. The receiver may also actively cheat by corrupting servers,
before or after the protocol is executed. In both cases, the receiver has of course access to
all data held by the corrupted servers.

8.4 Protocol Description

The key idea underlying the DOT protocol presented in this chapter is to extend Rivest’s
OT protocol in two directions:

1. Generalization to n secrets

2. Introduction of a distributed model with m servers

Furthermore, to prevent the servers from learning the sender’s secrets, they receive
shares of the secrets held by the sender. These shares are generated thanks to Shamir’s
secret sharing schemes [89] (see Sect. 2.3.1).

In addition, to guarantee that the contacted servers do not receive requests related to
different secrets, they all receive the same request broadcast by the receiver.

The full protocol is described in Fig. 8.1.

8.5 Security of the Protocol

8.5.1 Formal Model

To prove the security of the protocol, a formal model similar to the model introduced by
Blundo et al. [19, 20] is used. In this model, it is assumed that the parties execute publicly
known programs whose data are private. These data are described by the following discrete
random variables shown on Fig. 8.2.
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Let Im (m > 1) be a set of m distinct elements of K∗ and Sj a server such that j ∈ Im.

Input The sender S contributes with n secrets ω1, ω2, . . . ,ωn ∈ K

The trusted initializer T generates n sets of m random masks and
randomly chooses one of the n sets
The receiver R chooses an index e ∈ In = J 1, n K, and contributes
with a cyclic permutation π ∈ Sn

Output R receives ωe, while S and T receive nothing.

Set-up Phase
1 - Preparation of shares. For each secret ωi (i ∈ In), the sender S generates, thanks to
a (k, m)-threshold Shamir’s secret sharing scheme, a sharing polynomial Fi ofKk−1[X ],
such that Fi (0) = ωi.
2 - Distribution of shares. To each server Sj ( j ∈ Im), S transmits the n shares F1( j),
F2( j), . . . , Fn( j).

Commodity Acquisition Phase
1 - Preparation of masks. The trusted initializer T generates mn randommasks r j,i ∈ K
( j ∈ Im, i ∈ In) and one random index s ∈ In.
2 - Distribution of masks. T distributes the n masks r j,1, r j,2, . . . , r j,n to the server Sj
( j ∈ Im) and the index s as well as the m masks r j,s to the receiver R.

Transfer Phase
1 - Selection of the secret index and generation of the corresponding request. The
receiver R chooses a secret index e ∈ In and generates the cyclic permutation π ∈ Sn
which satisfies π(e) = s.
2 - Selection of servers and broadcast of a query. R selects a subset I ⊆ Im of t ≥ k
indices and broadcasts a query containing the first cyclic permutation item, π(1), as
well as the list I.
3 - Responses of the servers. Each server S` such that ` ∈ I returns µ`,i = Fi (`)+ r`,π(i)
(i ∈ In) to R.
4 - Construction of the requested secret. For each of the t responses µ`,e, R calculates
the share µ`,e − r`,s = Fe(`), interpolates Fe and obtains ωe = Fe(0).

Figure 8.1: Threshold Distributed Oblivious Transfer Protocol – Overview

By extension, if Xj is a random variable which describes a datum x j held by a
server Sj ( j ∈ Im) and G =

[
j1, j2, . . . , jt

]
is a list of t indices of Im (t ∈ J 1, m K),

the random variable describing the sequence
[

x j1
, x j2

, . . . , x jt

]
is denoted by XG =[

Xj1
, Xj2

, . . . , Xjt

]
. By simplification, XIm is denoted by X .

• Each secretωi ∈ K (i ∈ In) is described by a random variableW i and the sequence of
secrets ω1,ω2, . . . ,ωn by the random variableW =

[
W 1,W 2, . . . ,W n

]
. Moreover,

115



An Information-Theoretically Secure Threshold DOT Protocol

Sender S W , RS

Trusted
Initializer T

RmT , RsT

S1

S2

. . .

Sm

F1
F2

Fm

Receiver R E

M1

M2

Mm

S,
M s

Q

A1
A2

Am

Figure 8.2: Threshold Distributed Oblivious Transfer Protocol – Random Variables

if e ∈ In, the sequence
[
W 1,W 2, . . . ,W e−1,W e+1,W e+2, . . . ,W n

]
is denoted by

W ē.

• The secret index e ∈ In chosen by R is described by the random variable E.

• The random variable M i
j ( j ∈ Im, i ∈ In) corresponds to the mask r j,i and the

random variable Mj ( j ∈ Im) to the n ordered masks
[

r j,1, r j,2, . . . , r j,n
]
distributed

by T to the server Sj (i.e.,Mj = M
In
j =

[
M1

j , M
2
j , . . . , M

n
j

]
). Similarly, the random

variable Fi is associated with the polynomial Fi ∈ Kk−1[X] (i ∈ In), the random
variable Fi

j (i ∈ In, j ∈ Im) with the share Fi ( j) and the random variable Fj ( j ∈ Im)
with the n shares F1( j), F2( j), . . . , Fn( j) distributed by S to the server Sj (i.e.,
Fj = F

In
j =

[
F1

j , F
2
j , . . . , F

n
j

]
). Note thatKk−1[X ] is a finite field isomorphic toKk

since each polynomial F ∈ Kk−1[X ] can be represented by an k-tuple of coefficients,
elements of K (see Sect. 2.1.1.2). Therefore, the random variable F associated with
the polynomial F ∈ Kk−1[X] is well defined.

• In addition, the random index s ∈ In chosen by T is described by the random
variable S. The notation M s

j corresponds to the random variable describing r j,s and
M s is a shorthand for

[
M s

j1
, M s

j2
, . . . , M s

jm

]
where Im = { j1, j2, . . . , jm }.
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• The cyclic permutation π ∈ Sn is described by the random variable Q:

H (Q | E, S) = 0. (8.1)

• The random variable A j describes the answer a j =
[
µ j,1, µ j,2, . . . , µ j,n

]
returned

by the server Sj ( j ∈ I) to the receiver on response to the broadcast request q = π.
The random variable describing the answer µ j,i = Fi ( j) + r j,π(i) ( j ∈ I, i ∈ In) is
denoted by Ai

j .

• A few uniform random variables are associated with the private data produced by
the parties involved in the protocol:

– The random masks r j,i (i ∈ In, j ∈ Im) generated by the trusted initialiser T
are described by the uniform random variable RmT . That is,

H (M i
j | RmT ) = 0. (8.2)

Similarly, the secret index s generated by the trusted initialiser T is described
by the uniform random variable RsT , i.e.,

H (S | RsT ) = 0. (8.3)

Note that since H (M s
| M , S) = 0 then

H (M s
| RmT , RsT ) = 0. (8.4)

– The shares Fi ( j) (i ∈ In, j ∈ Im) generated by the sender S are described by
the uniform random variable RS . Therefore,

H (Fi
j | W

i, RS) = 0. (8.5)

To show that security conditions C1, C2 for λR = m, C3 for λS = k − 1, and C4 for
λC = k − 1 are satisfied is equivalent to show properties listed in Table 8.1. The coalition
controlled by an adversary is represented by the set G of indices of servers.

8.5.2 Correctness

Theorem 8.1. The protocol described in Fig. 8.1 is correct (condition C1 is satisfied for
t ∈ N such that k ≤ t ≤ m), i.e., if all parties follow the protocol, the receiver obtains the
chosen secret ωe by contacting t servers Sj where j ∈ I = { j1, j2, . . . , jt }.
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Table 8.1: Security Conditions from an Information Theory Viewpoint

Security Number of Property
Condition Servers

C1 k ≤ |I| ≤ m H (W e
| E = e, S, M s, Q, AI ) = 0

C2 |G | ≤ m H (E | FG, MG, Q) = H (E)
C3 |G | ≤ k − 1 H (W | FG, MG, E, S, M s) = H (W )
C4 k ≤ |I| ≤ m

|G | ≤ k − 1
H ( W ē

| FG, MG, E = e, S = s, Q = π, AI ,
M s
=

[
r1,s, r2,s, . . . , rm,s

]
) = H (W ē )

Proof.
Once R has chosen e, the cyclic permutation π ∈ Sn such that π(e) = s is determined.
The response sent by the server S` (` ∈ I) then contains the value µ`,e = Fe(`) + r`,π(e) =

Fe(`) + r`,s. Since R has received r`,s from the trusted initializer in the commodity
acquisition phase, she is able to calculate the t shares Fe(`), to interpolate Fe (degree at
most k − 1 < t) and to determine ωe = Fe(0).
It follows that H (W e

| E = e, S, M s, Q, AI ) = 0. �

8.5.3 Receiver’s Privacy against a Coalition of Servers

Theorem 8.2. The protocol described in Fig. 8.1 guarantees the receiver’s privacy against
a coalition of h servers Sj where j ∈ G = { j1, j2, . . . , jh } (0 ≤ h ≤ m), i.e., security
condition C2 with λR = m is satisfied.

Proof.
To show that H (E | FG, MG, Q) = H (E), first we demonstrate that

H (E | FG, MG, Q) = H (E | Q)

and second that
H (E | Q) = H (E).

For the first part of the demonstration, we adapt a technique applied by Beimel, Chee,
Wang, and Zhang [8] in a similar context.

1. First, we show that the conditional entropy of E given FG, MG and Q satisfies

H (E | FG, MG, Q) = H (E | Q).
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For this purpose, thanks to property (2.8), we show that

H (FG, MG | E, Q) = H (FG, MG | Q).

The choice of the receiver is independent from the data held by the trusted initializer,
by the sender, by the servers and by herself at the end of the commodity acquisition
phase, so

H (E | RmT , RsT ,W , RS , F, M , S, M s) = H (E). (8.6)

If we apply property (2.10), we obtain the particular case

H (E | FG, MG, RsT ) = H (E). (8.7)

Similarly, the uniform random variable RsT held by the trusted initializer is inde-
pendent from the uniform random variable RmT , from the sender’s data and from
the data held by the servers at the end of the commodity acquisition phase. It follows

H (RsT | RmT ,W , RS , F, M ) = H (RsT ). (8.8)

Once more, if we apply property (2.10), we obtain the particular case

H (RsT | FG, MG) = H (RsT ). (8.9)

The joint entropy between FG and MG is

H (FG, MG) ≥ H (FG, MG | Q) (from (2.3))

≥ H (FG, MG | Q, E) (from (2.3))

≥ H (FG, MG | RsT , E) (from (8.1), (8.3) and (2.6))

= H (FG, MG | RsT ) (from (8.7) and (2.9))

= H (FG, MG). (from (8.9) and (2.9))

Therefore, H (FG, MG | Q) = H (FG, MG | Q, E) and from property (2.8), H (E |
Q, FG, MG) = H (E | Q).

2. To prove that H (E | Q) = H (E), thanks to property (2.8), it is sufficient to show
that H (Q | E) = H (Q).

First, we observe that given a secret index e and a cyclic permutation π, the random
index s is uniquely determined: s = π(e). Therefore, in terms of entropy, it follows
that

H (S | Q, E) = 0. (8.10)
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Second, the conditional joint entropy between Q and S given E is

H (Q, S | E) = H (Q | E) + H (S | Q, E) (from (2.4))

= H (Q | E) (from (8.10))

and also

H (Q, S | E) = H (S | E) + H (Q | E, S) (from (2.4))

= H (S | E) (from (8.1))

It follows that H (Q | E) = H (S | E).

If we apply property (2.10) to equality (8.6), we obtain the particular case H (E |
S) = H (E) which, combinedwith property (2.8) gives H (S | E) = H (S). Therefore,
H (Q | E) = H (S). Moreover, because the random variable S is uniform, it holds
H (S) = log2 (n) and because the number of cyclic permutations ofSn is n, we can
write:

log2 (n) ≥ H (Q) ≥ H (Q | E) = H (S) = log2 (n).

It follows that H (Q | E) = H (Q) and from (2.8) that H (E | Q) = H (E).

We have shown that H (E | Q, FG, MG) = H (E | Q) and H (E | Q) = H (E). We conclude
H (E | FG, MG, Q) = H (E).

�

8.5.4 Sender’s Security against a Coalition of the Receiver and
Servers

Theorem 8.3. The protocol described in Fig. 8.1 guarantees the sender’s security against
a coalition of the receiver and h servers Sj where j ∈ G = { j1, j2, . . . , jh } (0 ≤ h ≤ k−1),
before the protocol is executed (security condition C3 with λS = k − 1 is satisfied).

Proof.
The demonstration is symmetrical to the previous demonstration. First, we demonstrate
that H (W | FG, MG, E, S, M s) = H (W | FG) and second that the secrets are independent
from the shares received by any set of h servers (h ≤ k − 1) in the set-up phase, i.e.,
H (W | FG) = H (W ). These two demonstrations show that the secrets are independent
from the data held by a coalition between the receiver and h servers.
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1. The uniform random variable RmT held by the trusted initializer is independent
from the data held by the sender, by the servers and by herself at the end of the
commodity acquisition phase, except masks. It follows

H (RmT | RsT ,W , RS , F) = H (RmT ). (8.11)

If we apply property (2.10), we obtain the particular case

H (RmT | RsT ,W , FG) = H (RmT ). (8.12)

Likewise, from (8.6) and (2.10) we can write

H (E | W , FG, RsT , RmT ) = H (E), (8.13)

and from (8.8) and (2.10) we can write

H (RsT | W , FG) = H (RsT ). (8.14)

The conditional entropy of W given FG is

H (W | FG) ≥ H (W | FG, MG, E, S, M s) (from (2.3))

≥ H (W | FG, E, RmT , RsT ) (from (8.2), (8.3), (8.4) and (2.6))

= H (W | FG). (from (8.13), (8.14), (8.12) and (2.9))

We conclude that H (W | FG, MG, E, S, M s) = H (W | FG).

2. It is well-known that Shamir’s secret sharing scheme [89] is perfect, i.e, for i ∈ In,
we have H (W i

| Fi
G) = H (W i). The n secrets ω1, ω2, . . . ,ωn are shared thanks

to independent schemes; therefore, the previous equality may easily be generalized
to the n-tuple of random variables

[
W 1,W 2, . . . ,W n

]
. It follows that H (W |

F1
G, F2

G, . . . , Fn
G) = H (W ).

Since
[
F1

G, F2
G, . . . , Fn

G

]
= F

In
G = FG, we obtain H (W | FG) = H (W ).

We have demonstrated that H (W | FG, MG, E, S, M s) = H (W | FG) and that H (W |

FG) = H (W ). We conclude

H (W | FG, MG, E, S, M s) = H (W ).

�
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8.5.5 Sender’s Security against a ‘Greedy’ Receiver

Theorem 8.4. The protocol described in Fig. 8.1 guarantees the sender’s security against
a coalition of the receiver and h servers S` where ` ∈ G = { `1, `2, . . . , `h } (0 ≤ h ≤ k−1),
after the protocol has been executed (security condition C4 with λC = k − 1 is satisfied).

Proof.
We assume that in the transfer phase of the protocol, t servers Sj are contacted by the
receiver, where j ∈ I = { j1, j2, . . . , jt } (k ≤ t ≤ m). We introduce a random variable
K =

[
E, S, M s ]

describing the data K =
[

e, s,
[

r1,s, r2,s, . . . , rm,s
] ]

. The theorem is
demonstrated in four steps:

• First, we demonstrate that

H (W ē
| FG, MG, AI , K = K , Q = π)

= H (W ē
| F ē

G, Fe
I , M s̄

G, Aē
I\G, K = K ).

• Second, we show that

H (W ē
| F ē

G, Fe
I , M s̄

G, Aē
I\G, K = K )

= H (W ē
| F ē

G, Fe
I , M s̄

G, K = K ).

• Third, we prove that

H (W ē
| F ē

G, Fe
I , M s̄

G, K = K ) = H (W ē
| F ē

G, Fe
I , K = K ).

• Lastly, we show that H (W ē
| F ē

G, Fe
I , K = K ) = H (W ē).

1. The random variable AI may be decomposed under the form AI =
[
AI\G, AG

]
.

Since H (AG | FG, MG, Q = π) = 0, we apply property (2.7) which yields

H (W ē
| FG, MG, AI , K = K , Q = π)

= H (W ē
| FG, MG, AI\G, K = K , Q = π).

Similarly, the random variable AI\G may be decomposed under the form AI\G =[
Aē
I\G, Ae

I\G

]
. Since for j ∈ Im, we have Fe( j) = (Fe( j) + r j,π(e)) − r j,π(e) =

(Fe( j) + r j,π(e)) − r j,s, it holds that

H (Fe
I\G | A

e
I\G, M s

I\G) = 0 and H (Ae
I\G | F

e
I\G, M s

I\G) = 0.
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Applying (2.7) we obtain

H (W ē
| FG, MG, AI\G, K = K , Q = π)

= H (W ē
| FG, Fe

I\G, MG, Aē
I\G, K = K , Q = π).

From properties (8.1) and (2.7), we obtain

H (W ē
| FG, Fe

I\G, MG, Aē
I\G, K = K , Q = π)

= H (W ē
| FG, Fe

I\G, MG, Aē
I\G, K = K ).

Because MG =
[
M s

G, M s̄
G

]
and FG =

[
Fe

G, F ē
G

]
, we can apply (2.7). It follows

H (W ē
| FG, Fe

I\G, MG, Aē
I\G, K = K )

= H (W ē
| F ē

G, Fe
I , M s̄

G, Aē
I\G, K = K ).

2. To prove that

H (W ē
| F ē

G, Fe
I , M s̄

G, Aē
I\G, K = K ) = H (W ē

| F ē
G, Fe

I , M s̄
G, K = K ),

thanks to property (2.9) and to the fact that for three random variables X , Y , and
Z (respective alphabets X, Y, and Z) such that X and [Y , Z ] are independent,
H (X | Y , Z ) = H (X ) = H (X | Y , Z = z) for z ∈ Z (see Theorem E.4 in App. E.2),
it is enough to show that

H (Aē
I\G | F

ē
G, Fe

I , M s̄
G, K ,W ē) = H (Aē

I\G).

We have:

H (Aē
I\G, M s̄

I\G | F
ē, Fe

I , M s̄
G, K = K ,W ē)

= H (M s̄
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē)

+ H (Aē
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē, M s̄
I\G)

= H (Aē
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē)

+ H (M s̄
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē, Aē
I\G).

For i ∈ In, i , e and j ∈ Im, we have Fi ( j) = (Fi ( j) + r j,π(i)) − r j,π(i). Using
property (8.1), it holds that

H (Aē
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē, M s̄
I\G) = 0
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and symmetrically

H (M s̄
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē, Aē
I\G) = 0.

It follows that

H (M s̄
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē)

= H (Aē
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē).

Each mask r j,i (i ∈ In, j ∈ Im) is randomly generated by the trusted initializer and is
independent from the other variables held by the different parties at the beginning of
the transfer phase. More precisely, if G1, G2 ⊆ Im, and H1, H2 ⊆ In are four subsets
such that G1 ∩ G2 = ∅ or H1 ∩ H2 = ∅, we have

H (MH1
G1
| E, S,W , F, MH2

G2
) = H (MH1

G1
). (8.15)

If we apply property (2.10) and thanks to Theorem E.4 (see App. E.2), we obtain
the particular case

H (M s̄
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē) = H (M s̄
I\G).

Therefore, H (Aē
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē) = H (M s̄
I\G).

Furthermore, the random variable M s̄
I\G is uniform, so

H (M s̄
I\G) = log2 (p(n−1)×|I\G |).

Thus,

H (Aē
I\G) ≥ H (Aē

I\G | F
ē, Fe

I , M s̄
G, K = K ,W ē) (from (2.3))

= log2 (p(n−1)×|I\G |).

By property (2.5), H (Aē
I\G) ≤ log2 (p(n−1)×|I\G |).

It follows that H (Aē
I\G) = log2 (p(n−1)×|I\G |) = H (M s̄

I\G). We conclude

H (Aē
I\G | F

ē, Fe
I , M s̄

G, K = K ,W ē) = H (M s̄
I\G) = H (Aē

I\G).

Applying property (2.10), we obtain H (Aē
I\G | F

ē
G, Fe

I , M s̄
G, K = K ,W ē) =

H (Aē
I\G) and consequently

H (W ē
| F ē

G, Fe
I , M s̄

G, Aē
I\G, K = K ) = H (W ē

| F ē
G, Fe

I , M s̄
G, K = K ).
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3. Once again, we apply property (2.10) and Theorem E.4 to (8.15) and obtain the
particular case

H (M s̄
G | W

ē, F ē
G, Fe

I , K = K ) = H (M s̄
G).

It follows, from property (2.9), that

H (W ē
| F ē

G, Fe
I , M s̄

G, K = K ) = H (W ē
| F ē

G, Fe
I , K = K ).

4. Thanks to Lagrange’s interpolation theorem, we can write H (Fe
G′,W

e
| Fe
I ) = 0

and H (Fe
I | F

e
G′,W

e) = 0 where G′ is a set of k − 1 distinct non-null indices.
In particular, if G′ = G (|G | = h < k), we obtain H (Fe

G,W e
| Fe

I ) = 0 and
H (Fe

I | F
e
G,W e) = 0. Using property (2.7), it follows that

H (W ē
| F ē

G, Fe
I , K ) = H (W ē

| FG,W e, K ).

In Sect. 8.5.4, we have demonstrated that if |I | < k then

H (W | FI , MI , E, S, M s) = H (W ).

Applying this property to G and combining it with property (2.10) gives

H (W | FG, K ) = H (W ).

From property (2.8), H (W | FG, K ) = H (W ) involves H (FG, K | W ) = H (FG, K )
and from property (2.9), H (FG, K | W ) = H (FG, K | W e,W ē) = H (FG, K )
involves H (W ē

| FG, K ,W e) = H (W ē
| W e). We assume that the secrets are

independent; consequently, H (W ē
| W e) = H (W ē), which allows us to conclude

H (W ē
| FG,W e, K ) = H (W ē), i.e., H (W ē

| F ē
G, Fe

I , K ) = H (W ē). Using The-
orem E.4, it follows that H (W ē

| F ē
G, Fe

I , K = K ) = H (W ē).

The demonstrations of the four steps above yield that H (W ē
| FG, MG, E = e, S = s, M s

=[
r1,s, r1,s, . . . , rm,s

]
, Q = π, AI ) = H (W ē). �

8.6 Efficiency Consideration

Clearly, the number of shares returned by the servers to the receiver is higher with the
proposed protocol (linear communication complexity in n) than with Beimel, Chee, Wang,
and Zhang’s DOT protocols [8] (sub-linear communication complexity in n for some
private information retrieval protocols — see Sect. 1.2.2). However, in this section, it is
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Table 8.2: Computation Efficiency of Distributed Oblivious Transfer Protocols

Blundo et al.’s DOT
Protocol

Proposed DOT Protocol

Set-up Phase

S 2(n − 1) random masks in K∗,
2n sharing polynomials,
2mn shares

n sharing polynomials,
mn shares

Commodity Acquisition Phase

T – mn random masks in K,
1 random element of In

Transfer Phase

R (n − 1) sharing polynomials,
k (n − 1) shares,
4 polynomial interpolations

1 cyclic permutation ofSn,
1 polynomial interpolation

Sj ( j ∈ I) 2(n − 1)-tuple dot products,
2 additions

n additions

shown that the performance of Blundo et al.’s DOT protocol [19, 20] and of the protocol
presented in this chapter are similar.

In Table 8.2 are listed themain computations performed by each party, for the proposed
DOT protocol and for Blundo et al.’s DOT protocol.

Similarly, in Table 8.3 are listed for each protocol the number of shares exchanged
between the sender and the servers, the receiver and the servers, and between the trusted
initializer and (a) the sender and (b) the receiver in the case of the proposed protocol. It is
assumed that in both protocols, k servers are contacted by the receiver, i.e., t = k in the
proposed protocol.

The operations performed off-line (set-up and commodity acquisition phases) for
both protocols are close, but in the proposed protocol these operations are distributed
between the sender and the trusted initializer. As for the on-line operations, the proposed
protocol is more efficient than Blundo et al.’s one: on the receiver’s side, only one cyclic
permutation and one interpolation are required (vs. the generation of k (n − 1) shares
from (n − 1) sharing polynomials and four interpolations in the case of Blundo et al.’s
protocol), whereas on the servers’ side, only n additions are required (vs. 2(n − 1)-tuple
scalar products and two additions in the case of Blundo et al.’s protocol).

The number of shares distributed by the sender in the set-up phase is around 3n in
Blundo et al.’s protocol and 2n in the proposed protocol. However, the proposed protocol
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Table 8.3: Communication Efficiency of Distributed Oblivious Transfer Protocols (Shares)

Blundo et al.’s DOT
Protocol

Proposed DOT Protocol

Set-up Phase

S → Sj ( j ∈ Im) 2n shares,
n − 1 elements of K

n shares

Commodity Acquisition Phase

T → Sj ( j ∈ I) – n masks

T → R – 1 index,
m masks

Transfer Phase

R → Sj ( j ∈ I) n − 1 shares t = k server indices,
1 element of In (nota:
broadcast data)

Sj → R ( j ∈ I) 2n shares n shares

requires an additional distribution of m(n + 1) shares by the trusted initializer in the
commodity acquisition phase. In the transfer phase, the request sent to a server contains
n−1 shares (Blundo et al.’s protocol) whereas the broadcast request contains k +1 integers
(the proposed protocol). The receiver collects two times more shares in Blundo et al.’s
protocol than in the proposed protocol.

It is also worth pointing out that the DOT protocol presented in this chapter can
easily be extended to a DOT-

(
n
`

)
; instead of choosing one set of random masks, the trusted

initializer randomly selects ` sets of random masks and distributes them to the receiver
in the commodity acquisition phase, with the corresponding indices s1, s2, . . . , s`. In this
scenario, the receiver selects ` indices e1, e2, . . . , e` and generates a random permutation
π, instead of a cyclic permutation, such that π(e1) = s1, π(e2) = s2, . . . , π(e`) = s`. The
operations executed by the servers are the same as in the case where the receiver wishes
to obtain one secret only. On reception of the responses, the receiver has to interpolate `
polynomials to determine the ` chosen secrets. Therefore, in the proposed protocol, due to
the constant number of operations performed by the servers and to the constant number of
data exchanged between the servers and the receiver, the communication and computation
performance, relative to `, improves when ` increases. Blundo et al.’s DOT protocol would
need to be executed ` times for ` secrets, which would be less efficient than the proposed
protocol.
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In a similar vein, the protocol may easily be extended to a verifiable DOT protocol,
with the simple requirement that enough shares are collected by the receiver to identify
— and discard — incorrect shares returned by malicious servers. Thus, a Reed-Solomon
codes [85] decoding algorithm like the algorithm introduced by Gao [52] would allow the
receiver to determine the chosen secret in spite of u ≤ t−k

2 malicious servers.

8.7 Conclusion

In this chapter was proposed the first strongly private (see Sect. 1.3.2) information-
theoretically secure threshold one-round DOT protocol. This protocol allows a receiver to
obtain a secret shared amongst m other parties, by contacting k or more of these parties.

The next chapter concludes this thesis. The results presented in this document are
summarised and directions for possible future work are given.
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Conclusion

This brief chapter presents a summary of results and outlines some directions for future
research.

One of the contributions described in this thesis is the critical analysis of the few
distributed oblivious transfer (DOT) protocols designed in years 2000s, showing the flaws
andweaknesses of some of them. Also, five novel variants ofDOT protocols were presented,
either with a better efficiency than the existing protocols, or with additional features. More
precisely, the following DOT protocols were proposed:

• a strongly secure DOT protocol (Chap. 4),

• a verifiable DOT protocol (Chap. 5),

• a t-out-of-n DOT protocol (Chap. 6),

• two adaptive DOT protocols (Chap. 7), and

• a threshold DOT protocol (Chap. 8).

Incidentally, the perfectness of Shamir’s secret sharing scheme was demonstrated,
using an information-theoretic model, and a new scheme was designed to prevent, in a
DOT protocol, a receiver from obtaining a linear combination of secrets (with more than a
non-null coefficient). While these results contribute significantly to the state of the art, there
are still several interesting research directions to be explored to design a DOT protocol
solution to the initial concern outlined in Chap. 1, namely, how to protect at the same time
the privacy of Internet digital goods’ buyers and sellers. Indeed, if a malicious receiver
is assumed, all existing DOT protocols including the protocol variants presented in this
thesis, either are not strongly secure (that is, they do not satisfy Blundo, D’Arco, De Santis,
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and Stinson’s four security conditions B1, B2, B3, and B4 [20], defined in Sect. 1.3.2), or are
not efficient enough in terms of communication. The most obvious directions to explore
are given by the limitations presented in Sect. 1.4:

• Efficient computationally secure DOT protocols is the first area to investigate. A
simple question is: is it possible to design a DOT protocol much more efficient and
secure than the parallel execution of oblivious transfer protocols by a receiver and k

servers?

• Even though quantum oblivious transfer protocols have been heavily studied [37],
the same question has not been tackled for computational security: is it possible to
design an efficient quantum DOT protocol?

• Only a few variants of DOT protocols were designed and presented in this thesis;
when secret sharing schemes variants are looked at, much remains to be done. A
well-known strategy to design novel DOT protocols is to relax some parameters
(for example, a perfect correctness may not be necessary) or to modify the DOT
protocols’ settings. Thus, DOT protocols relying on specific communication features
(noisy channel, time-delay, packet reordering, etc.) could be investigated.

Finally, even if there is much research left to be done, current DOT protocols could
have practical applications in some specific scenarios, in particular for a small number of
random secrets held by a sender. This could be the case, for example, for encryption or
decryption keys.
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Appendix A

Demonstration of the Security of
Shamir’s Secret Sharing Scheme

In a k-threshold secret sharing scheme, a dealer who holds a secret s distributes
parts of this secret (the shares) to n players; if k or more of these players pool
their shares, they are able to determine s, but if less than k of them pool their
shares, they cannot infer any information on s. In 1979, Shamir introduced such a
scheme [89], based on polynomial interpolation in a finite field. This scheme is widely
used in other cryptographic protocols, because it is simple, elegant and above all
information-theoretically secure. There are a few proofs of the scheme’s security, but
to my knowledge, none of them is entirely based on the information-theoretic entropy
function introduced by Shannon in 1948 [90, 91]. Such a demonstration is proposed
below.

A.1 Introduction

Threshold secret sharing schemes were introduced by Blakley [18] and Shamir [89] in
1979. These schemes encompass a dealer and n players P1, P2, . . . , Pn (n > 1). The dealer
holds a secret s from which he generates shares that he privately distributes to the players.
Assuming that the threshold of a scheme is k (1 < k ≤ n) and that the security model of
this scheme is semi-honest (see Sect. 2.2.2), t players (k ≤ t ≤ n) pool their shares, which
allows them to determine the secret s.

Shamir’s scheme relies on the unisolvence theorem which states that given d points[
xi, yi

]
(1 ≤ i ≤ d) in a finite field K2 where K = GF(p) (p ∈ N, p prime power),
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0 < d ≤ p and abscissae xi are distinct, there exists a unique polynomial F of Kd−1[X]
such that for i = 1, 2, . . . , d, the equality yi = F (xi) is satisfied.

Practically, in Shamir’s secret sharing scheme, the dealer secretly chooses k − 1
random elements q1, q2, . . . , qk−1 of K and forms the polynomial

F =
k−1∑
`=1

q`X `
+ s .

Then, the dealer gives (in private) the share F (i) to the player Pi (i ∈ I, whereI ⊆ K
∗

and 1 < |I | < p).
In the secret reconstruction phase, t players Pj ( j ∈ J ⊆ I, |J | = t ≥ k) pool their

shares F ( j) and apply Lagrange’s interpolation formula

s =
∑
j∈J

F ( j)
∏
i∈J
i, j

i
i − j

to recover the secret s.
Shamir’s scheme is the key building block in numerous areas of threshold cryp-

tographic protocols like key distribution protocols (e.g. [94]), key agreement protocols
(e.g. [71]), Byzantine agreement protocols (e.g. [82]), multi-party computation protocols
(e.g. [14, 27]), digital signature protocols (e.g. [41]), etc. (for more details on secret sharing
schemes, see for example [7, 93]).

This broad usage is due to the simplicity of the scheme and to its security. Indeed,
Shamir’s scheme enjoys two basic security properties: correctness and perfectness.

• The correctness property means that at the end of the reconstruction phase, the
secret s is determined with certainty. The correctness of Shamir’s scheme is easy
to demonstrate. Indeed, from their t pooled shares, the players involved in the
reconstruction phase are able to build a system of k linear equations in k unknowns
(the k coefficients of the sharing polynomial F). The matrix of the system is a
Vandermonde matrix, which is non singular. By consequence, the system has a
unique solution over K. This unique solution allows the players to completely
determine the sharing polynomial, in particular its free coefficient, i.e., the dealer’s
secret s.

• The perfectness property of the schememeans that a set of less than k players pooling
their shares does not have any information on the dealer’s secret. The most common
proof of the perfectness of Shamir’s scheme does not make any assumption on the
probability distribution of the secret s (for example [89, 93]). The proof relies on
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the fact that, given any set of k − 1 shares, any k-th share corresponds to a different
secret s. Recently, a demonstration assuming a probability distribution of s was
proposed by Beimel [7], who showed that for any secret s ∈ K, the probability for
any sequence of k − 1 shares is 1/|K|k−1.

To my knowledge, there has never been a formal information-theoretic demonstration
of the security of Shamir’s secret sharing scheme, uniquely based on Shannon’s entropy
inequalities [90, 91]. In this chapter, such a demonstration is given. Section A.2 introduces
some notations and definitions as well as the security model employed. The scheme’s
security itself is analysed in Sect. A.3.

A.2 Preliminaries

A.2.1 Notations and Definitions

Operations are executed in a finite field K = GF(p) where p ∈ N is a prime power and
1 < n < p.

The scheme requires the availability of private communication channels between the
dealer and the players, and amongst the players who pool their shares. It is assumed that
private channels are secure, i.e., no party is able to eavesdrop on them and that all channels
guarantee that communications cannot be tampered with.

A.2.2 Security Model

It is assumed that the dealer is honest and that the players are honest but curious; in
particular, some players may try to obtain the secret s by pooling less that k shares.

A.2.3 Theory of Information

Since security conditions are linked to the quantity of information received by parties,
it seems appropriate to use Shannon’s entropy function [90, 91], and more generally
information theory, to demonstrate the security of Shamir’s scheme. The definitions and
properties given in Sect. 2.1.3 will be used (for more details on information theory, see for
example [33]).
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A.3 Security of Shamir’s Secret Sharing Scheme

For a threshold k (1 < k ≤ n), the sharing polynomial F ∈ Kk−1[X] generated by the
dealer is

F = q0 + q1X + · · · + qk−1X k−1 ,

where q0 = s and the coefficients qi (1 ≤ i ≤ k − 1) are randomly selected in K. It is
assumed that t players Pi1

, Pi2
, . . . , Pit

(i1, i2, . . . , it ∈ J ⊆ K
∗) pool their t shares F (i1),

F (i2), . . . , F (it ). The random variable describing the secret s is denoted by S and the
random variable describing the share F (i) (i ∈ I ⊆ K∗) is denoted by Fi. The random
variable describing the polynomial coefficient q` (0 ≤ ` ≤ k − 1) is denoted by Q`.

To demonstrate that Shamir’s secret sharing scheme is correct, i.e., that any set of k

or more players pooling their shares is able to determine the secret s, it is shown that for
t ≥ k the entropy of the secret, knowing t shares, is null, that is:

H (S | Fi1
, Fi2

, . . . , Fit
) = 0 . (A.1)

Moreover, to demonstrate that the scheme is perfect, i.e., that any set of less than
k players pooling their shares does not have any information on s, it is shown that for
t ≤ k − 1 the entropy of the secret, knowing t shares, is the entropy of the secret, that is:

H (S | Fi1
, Fi2

, . . . , Fit
) = H (S) . (A.2)

A.3.1 Correctness

Theorem A.1. Shamir’s secret sharing scheme is correct.

Proof.
According to the unisolvence theorem, given k points

[
a1, b1

]
,
[

a2, b2
]

, . . . ,
[

ak , bk
]

of K2, where abscissae ai are distinct, there exists a unique polynomial

F = q0 + q1X + · · · + qk−1X k−1

of Kk−1[X ] such that F (ai) = bi for i = 1, 2, . . . , k. Thus, in Shamir’s scheme, the sharing
polynomial F — that is, the k coefficients q0, q1, . . . , qk−1 — is uniquely determined by
the k pairs

[
i1, F (i1)

]
,
[
i2, F (i2)

]
, . . . ,

[
ik , F (ik )

]
. From an information theory point

of view, it follows that

H (Q0, Q1, . . . , Qk−1 | Fi1
, Fi2

, . . . , Fik
) = 0 . (A.3)
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A.3 Security of Shamir’s Secret Sharing Scheme

Furthermore, the polynomial F, and by consequence the shares F (i) (i = i1, i2, . . . , ik),
are completely determined by the knowledge of the coefficients q0, q1, . . . , qk−1. From an
information theory viewpoint,

H (Fi1
, Fi2

, . . . , Fik
| Q0, Q1, . . . , Qk−1) = 0 . (A.4)

From equalities (A.3), (A.4) and property (2.6), we can write

H (S | Q0, Q1, . . . , Qk−1) = H (S | Fi1
, Fi2

, . . . , Fik
) .

In addition, q0 = s. Therefore,

H (S | Q0, Q1, . . . , Qk−1) = H (S | S, Q1, Q2, . . . , Qk−1) = 0 .

Hence, H (S | Fi1
, Fi2

, . . . , Fik
) = 0.

Using property (2.3), it holds

H (S | Fi1
, Fi2

, . . . , Fit
) ≤ H (S | Fi1

, Fi2
, . . . , Fik

) = 0 .

By property (2.5), it follows that

H (S | Fi1
, Fi2

, . . . , Fit
) = 0 .

This demonstrates that the scheme is correct. �

A.3.2 Perfectness

Theorem A.2. Shamir’s secret sharing scheme is perfect.

Proof.
The joint entropy between the k-tuples

[
Q0, Q1, . . . , Qk−1

]
and

[
F0, Fi1

, Fi2
, . . . , Fik−1

]

is

H (Q0, Q1, . . . , Qk−1, F0, Fi1
, Fi2

, . . . , Fik−1
)

= H (F0, Fi1
, Fi2

, . . . , Fik−1
) + H (Q0, Q1, . . . , Qk−1 | F0, Fi1

, Fi2
, . . . , Fik−1

)
(from (2.4))

= H (F0, Fi1
, Fi2

, . . . , Fik−1
) . (from (A.3))

Similarly,

H (Q0, Q1, . . . , Qk−1, F0, Fi1
, Fi2

, . . . , Fik−1
)

= H (Q0, Q1, . . . , Qk−1) + H (F0, Fi1
, Fi2

, . . . , Fik−1
| Q0, Q1, . . . , Qk−1) (from (2.4))

= H (Q0, Q1, . . . , Qk−1) . (from (A.4))
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Therefore,
H (F0, Fi1

, Fi2
, . . . , Fik−1

) = H (Q0, Q1, . . . , Qk−1) ,

i.e., because F (0) = q0 = s,

H (S, Fi1
, Fi2

, . . . , Fik−1
) = H (S, Q1, Q2, . . . , Qk−1) . (A.5)

Using property (2.4), we develop the two members of (A.5):

H (S) + H (Fi1
, Fi2

, . . . , Fik−1
| S)

= H (Q1, Q2, . . . , Qk−1) + H (S | Q1, Q2, . . . , Qk−1) .

The coefficients q1, q2, . . . , qk−1 are randomly chosen in K. Consequently, we have

H (Q1, Q2, . . . , Qk−1) = log2 |K|
k−1 .

Moreover, the coefficients q1, q2, . . . , qk−1 are independent from the secret s, that is,

H (S | Q1, Q2, . . . , Qk−1) = H (S) .

It follows
H (Fi1

, Fi2
, . . . , Fik−1

| S) = log2 |K|
k−1 .

From property (2.3), we can write

H (Fi1
, Fi2

, . . . , Fik−1
) ≥ H (Fi1

, Fi2
, . . . , Fik−1

| S) ,

so H (Fi1
, Fi2

, . . . , Fik−1
) ≥ log2 |K|

k−1. By property (2.5), we have

H (Fi1
, Fi2

, . . . , Fik−1
) ≤ log2 |K|

k−1 ,

so we conclude H (Fi1
, Fi2

, . . . , Fik−1
) = log2 |K|

k−1. Using property (2.4), we develop
again the two members of (A.5):

H (Fi1
, Fi2

, . . . , Fik−1
) + H (S | Fi1

, Fi2
, . . . , Fik−1

)

= H (Q1, Q2, . . . , Qk−1) + H (S | Q1, Q2, . . . , Qk−1) .

Since
H (Fi1

, Fi2
, . . . , Fik−1

) = H (Q1, Q2, . . . , Qk−1) = log2 |K|
k−1

and
H (S | Q1, Q2, . . . , Qk−1) = H (S) ,

we obtain
H (S | Fi1

, Fi2
, . . . , Fik−1

) = H (S) .
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Because t ≤ k − 1, by property (2.3) we have

H (S) ≥ H (S | Fi1
, Fi2

, . . . , Fit
)

≥ H (S | Fi1
, Fi2

, . . . , Fik−1
)

= H (S) .

It follows that
H (S | Fi1

, Fi2
, . . . , Fit

) = H (S) .

Consequently the scheme is perfect. �

137





Appendix B

Conditional Entropies of Secrets Given
a Linear Combination of these Secrets

Let x and y be two secrets selected in a finite field K = GF(p) (p ∈ N, p prime
power) and X and Y the corresponding random variables. The joint probability mass
function of X and Y is denoted by pXY . It is assumed that a party learns the linear
combination z = ax + by (z, a and b being elements of K), i.e., the party learns z,
a and b. The random variable associated with z is denoted by Z . It is shown that in
this scenario, the party may obtain information on x and y. Formally, it is sufficient
to find a joint probability mass function pXY such that the entropies of the secrets
and the conditional entropies of the secrets given the linear combination satisfy the
inequalities




H (X | Z ) < H (X ) and

H (Y | Z ) < H (Y ).
In the following sections, such a probability mass function is exhibited in two

examples, both for dependent and independent random variables X and Y .

B.1 Dependent Random Variables

Let X and Y be two discrete random variables with alphabet K = GF(2) and let pXY be
their joint probability mass function defined by




pXY (0, 0) = 1/32

pXY (0, 1) = 4/32

pXY (1, 0) = 16/32

pXY (1, 1) = 11/32
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The marginal probability mass functions pX and pY are defined by:




pX (0) = 1/32 + 4/32 = 5/32 ≈ 0.16

pX (1) = 16/32 + 11/32 = 27/32 ≈ 0.84

pY (0) = 1/32 + 16/32 = 17/32 ≈ 0.53

pY (1) = 4/32 + 11/32 = 15/32 ≈ 0.47

The corresponding entropies are then:




H (X ) = −
∑
x∈K

pX (x) log2(pX (x)) ≈ 0.63

H (Y ) = −
∑
y∈K

pY (y) log2(pY (y)) ≈ 1.00

(B.1)

(B.2)

It is assumed that a party obtains the pair [ a, b ] ∈ K2 as well as the linear combination
z = ax + by (the random variable associated with the linear combination z is denoted by
Z). For example, a = 1, b = 1 and z = 0. Since z = 0 (i.e., pZ (0) = 1 and pZ (1) = 0),
either

[
x, y

]
= [ 0, 0 ] or

[
x, y

]
= [ 1, 1 ]. It follows:




pXY |Z (0, 0 | 0) = 1/(1 + 11) ≈ 0.08

pXY |Z (1, 1 | 0) = 11/(1 + 11) ≈ 0.92

In addition,




pX |Z (0 | 0) = pY |Z (0 | 0) = pXY |Z (0, 0 | 0) ≈ 0.08

pX |Z (1 | 0) = pY |Z (1 | 0) = pXY |Z (1, 1 | 0) ≈ 0.92

The conditional entropy H (X | Z ) is

H (X | Z ) = pZ (0)H (X | Z = 0) + pZ (1)H (X | Z = 1)

= H (X | Z = 0)

= −pX |Z (0 | 0) log2(pX |Z (0 | 0)) − pX |Z (1 | 0) log2(pX |Z (1 | 0))

≈ 0.41 (B.3)

Similarly,
H (Y | Z ) ≈ 0.41. (B.4)

From (B.1) and (B.3), it is concluded that H (X | Z ) < H (X ) and from (B.2) and
(B.4), the inequality H (Y | Z ) < H (Y ) is obtained.
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Note that neither H (X | Y ) = 0 nor H (Y | X ) = 0. (This is an assumption in Blundo,
D’Arco, De Santis, and Stinson’s DOT protocol [20].) Indeed,

H (X | Y ) = pY (0)H (X | Y = 0) + pY (1)H (X | Y = 1)

= −pY (0)pX |Y (0 | 0) log2(pX |Y (0 | 0))

− pY (0)pX |Y (1 | 0) log2(pX |Y (1 | 0))

− pY (1)pX |Y (0 | 1) log2(pX |Y (0 | 1))

− pY (1)pX |Y (1 | 1) log2(pX |Y (1 | 1))

From the definition of the joint probability mass function pXY , it is possible to write




pX |Y (0 | 0) = 1/(1 + 16) ≈ 0.06

pX |Y (1 | 0) = 16/(1 + 16) ≈ 0.94

pX |Y (0 | 1) = 4/(4 + 11) ≈ 0.27

pX |Y (1 | 1) = 11/(4 + 11) ≈ 0.73

Thus,

H (X | Y ) ≈ −0.53(0.06 log2(0.06))

− 0.53(0.94 log2(0.94))

− 0.47(0.27 log2(0.27))

− 0.47(0.73 log2(0.73))

≈ 0.57

Similarly, H (Y | X ) ≈ 0.94.

B.2 Independent Random Variables

In the previous section, the random variables X and Y are not independent. For example,
pXY (0, 0) = 1/32 = 32/1024 which is different from pX (0) × pY (0) = 5/32 × 17/32 =
85/1024. Intuitively, it may seem plausible that the knowledge of a linear combination
between two variables, not independent, reveals information. It is shown in this section,
that the knowledge of a linear combination between two independent variables X and Y
may still reveal some information.

Let X and Y be two discrete random variables with alphabet K = GF(3) and let pXY

be their joint probability mass function, defined in Table B.1.
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Table B.1: Joint Probability Mass Function pXY

Y 0 1 2

X

0 5/100 10/100 10/100
1 5/100 10/100 10/100
2 10/100 20/100 20/100

The marginal probability mass functions pX and pY are defined by:




pX (0) = pX (1) = 5/100 + 10/100 + 10/100 = 25/100

pX (2) = 10/100 + 20/100 + 20/100 = 50/100

pY (0) = 5/100 + 5/100 + 10/100 = 20/100

pY (1) = pY (2) = 10/100 + 10/100 + 20/100 = 40/100

The corresponding entropies are then:




H (X ) = −pX (0) log2(pX (0))

− pX (1) log2(pX (1))

− pX (2) log2(pX (2)) ≈ 1.50

H (Y ) = −pY (0) log2(pY (0))

− pY (1) log2(pY (1))

− pY (2) log2(pY (2)) ≈ 1.52

(B.5)

(B.6)

It is assumed that a party obtains the pair [ a, b ] ∈ K2 as well as the linear combination
z = ax + by (again, the random variable associated with the linear combination z is
denoted by Z). For example, a = 1, b = 1 and z = 0. Since z = 0, either

[
x, y

]
= [ 0, 0 ],
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x, y

]
= [ 1, 2 ] or

[
x, y

]
= [ 2, 1 ]. It follows:




pX |Z (0 | 0)

=
pXY (0, 0)

pXY (0, 0) + pXY (1, 2) + pXY (2, 1)

=
5

5 + 10 + 20
= 1/7

pX |Z (1 | 0)

=
pXY (1, 2)

pXY (0, 0) + pXY (1, 2) + pXY (2, 1)

=
10

5 + 10 + 20
= 2/7

pX |Z (2 | 0)

=
pXY (2, 1)

pXY (0, 0) + pXY (1, 2) + pXY (2, 1)

=
20

5 + 10 + 20
= 4/7

The conditional entropy H (X | Z ) is

H (X | Z ) = pZ (0)H (X | Z = 0) + pZ (1)H (X | Z = 1) + pZ (2)H (X | Z = 2)

= H (X | Z = 0)

= −pX |Z (0 | 0) log2(pX |Z (0 | 0))

− pX |Z (1 | 0) log2(pX |Z (1 | 0))

− pX |Z (2 | 0) log2(pX |Z (2 | 0))

≈ 1.38 (B.7)

Also, using the equalities




pX |Z (0 | 0) = pY |Z (0 | 0)

pX |Z (1 | 0) = pY |Z (2 | 0) and

pX |Z (2 | 0) = pY |Z (1 | 0),

one may observe, from (B.7), that

H (Y | Z ) = H (X | Z ) ≈ 1.38. (B.8)

From (B.5) and (B.7), it is concluded that H (X | Z ) < H (X ) and from (B.6) and
(B.8), the inequality H (Y | Z ) < H (Y )is obtained. This demonstrates that the knowledge
of a linear combination between X and Y leaks information.

Again, note that neither H (X | Y ) = 0 nor H (Y | X ) = 0. Indeed, because X and Y
are independent, H (X | Y ) = H (X ) ≈ 1.50 and H (Y | X ) = H (Y ) ≈ 1.52.
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Appendix C

Characteristics of Some Polynomial
Interpolation-based Distributed

Oblivious Transfer Protocols

This appendix presents the technical characteristics of the DOT protocols de-
scribed in Sect. 1.3. Security parameters are defined in Sect. 2.2.3 while protocols’
parameters are detailed in Sect. 3.3.

C.1 Naor and Pinkas’ Distributed Oblivious Transfer
Protocol

In the sparse polynomial interpolation-based DOT protocol presented in 2000 by Naor
and Pinkas [74], the number of secrets is n = 2, the threshold parameter is k, the sender’s
privacy and strong privacy parameters are respectively λS = k − 1 and λC = 0, the hiding
parameter is N = 2 and the encoding parameter is e = 2. The encoding function is
E(s) =

[
1, δ2

s

]
and the polynomials Ui and Vi (1 ≤ i ≤ N) are:

• U1(x) = ω1 +
∑k−1

i=1 ai x
i, where coefficients ai are randomly selected in K, and

U2(x) = ω2 − ω1,

• Vi (y1, y2) = yi for i = 1, 2.

On the receiver’s side, the number of contacted servers is t = k, the receiver’s privacy
parameter is λR = k − 1 and the first element of the encoding function being constant and
public, it is not shared (i.e., Z1 = 1) and is not included in the request transmitted by the
receiver to the contacted servers.

145



Characteristics of Some Polynomial Interpolation-based DOT Protocols

C.2 Blundo et al.’s Distributed Oblivious Transfer
Protocols

C.2.1 Original Distributed Oblivious Transfer Protocol

The protocol introduced by Blundo, D’Arco, De Santis, and Stinson [19] is an extension
of Naor and Pinkas’ sparse polynomial interpolation-based DOT protocol [74]. Only the
following characteristics are different from those described in Sect. C.1:

• n ≥ 2,

• N = n,

• E(s) =
[

1, δ2
s , δ3

s , . . . , δn
s

]
,

• Ui (x) = ωi − ω1 for i = 2, 3, . . . , N ,

• Vi (y1, y2, . . . , ye) = yi for i = 1, 2, . . . , N .

C.2.2 Improved Distributed Oblivious Transfer Protocol

The characteristics of the protocol designed by Blundo, D’Arco, De Santis, and Stinson [20]
in 2007 are similar to those of the protocol they presented in 2002 (see Sect. C.2.1). However,
to improve the protocol, the secrets are masked twice:

• To prevent the servers from learning a linear combination of secrets, each secret ωi

(2 ≤ i ≤ n) is multiplied by a mask ri randomly selected in K. Each mask is
shared amongst the m servers involved in the protocol, using Shamir’s secret sharing
scheme [89],

• To prevent the receiver from learning a linear combination of secrets, each secret ωi

(1 ≤ i ≤ n) is masked with a mask ci randomly selected inK∗ and the receiver needs,
with one request only, to collect shares of the chosen masked secret cσωσ, but also
of the corresponding mask cσ.

More specifically, in the set-up phase, the senderS first selects masks ci (1 ≤ i ≤ n) in
K∗,whichgives him two lists of secret values:

[
c1ω1, c2ω2, . . . , cnωn

]
and

[
c1, c2, . . . , cn

]
.

Second, S selects random masks r (1)
i and r (2)

i (2 ≤ i ≤ n) in K and builds two lists
L1 =

[
c1ω1, r (1)

2 c2ω2, r (1)
3 c3ω3, . . . , r (1)

n cnωn

]
and L2 =

[
c1, r (2)

2 c2, r (2)
3 c3, . . . , r (2)

n cn

]
.

Then, a set of N polynomials U (1)
i (1 ≤ i ≤ N) is generated to hide the secrets values of

L1 and another set of of N polynomials U (2)
i (1 ≤ i ≤ N) is generated to hide the secrets

values of L2:
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• U (1)
1 (x) = c1ω1 +

∑k−1
i=1 a(1)

i xi, where coefficients a(1)
i are randomly selected in K,

and for i = 2, 3, . . . , n, U (1)
i (x) = r (1)

i ciωi − c1ω1,

• U (2)
1 (x) = c1 +

∑k−1
i=1 a(2)

i xi, where coefficients a(2)
i are randomly selected in K, and

for i = 2, 3, . . . , n, U (2)
i (x) = r (2)

i ci − c1,

The e-variate polynomials Vi (i = 1, 2, . . . , N) are the same as those defined in
Sect. C.2.1.

Still in the set-up phase, each server Sj ( j ∈ Im) receives

u(1)
j =

[
U (1)

1 ( j), r (1)
2 c2ω2 − c1ω1, r (1)

3 c3ω3 − c1ω1, . . . , r (1)
n cnωn − c1ω1

]

and
u(2)

j =
[
U (2)

1 ( j), r (2)
2 c2 − c1, r (2)

3 c3 − c1ω1, . . . , r (2)
n cn − c1

]
,

as well as the shares [r (1)
2 ] j , [r (1)

3 ] j , . . . , [r (1)
n ] j and [r (2)

2 ] j , [r (2)
3 ] j , . . . , [r (2)

n ] j (If F (`)
t is the

sharing polynomial determined in Shamir’s secret sharing scheme to share r (`)
t , the share

F (`)
t ( j) allocated to server Sj is denoted by [r (`)

t ] j .)
In the transfer phase, on reception of the request z j from the receiverR, a server Sj ( j ∈

I) calculates v j =
[

V1(z j ), V2(z j ), . . . , VN (z j )
]
and returns u(1)

j
• v j and u(2)

j
• v j , with

the two sets of n− 1 shares,
[

[r (1)
2 ] j , [r (1)

3 ] j , . . . , [r (1)
n ] j

]
and

[
[r (2)

2 ] j , [r (2)
3 ] j , . . . , [r (2)

n ] j

]
,

to R. From the collected values u(1)
j
• v j , R interpolates a first polynomial R(1). Similarly,

from the collected values u(2)
j
• v j , R interpolates a second polynomial R(2). Then, if the

choice of R is σ = 1, then R calculates R(1) (0) = cσωσ and R(2) (0) = cσ. If σ , 1,
R calculates R(1) (0) = cσr (1)

σ ωσ and R(2) (0) = cσr (2)
σ and also determines from the k

collected shares [r (1)
σ ] j the value of r (1)

σ and similarly, from the k collected shares [r (2)
σ ] j

the value of r (2)
σ . Then, with simple division(s), R determines cσ first and ωσ second.

C.3 Nikov et al.’s Distributed Oblivious Transfer
Protocol

The sparse polynomial interpolation-based DOT protocol introduced by Nikov, Nikova,
Preneel, and Vandewalle [78] is characterized by the following parameters: the number of
secrets n > 1, the threshold parameter k, the sender’s privacy parameter λS ≤ k − 1, the
receiver’s privacy parameter λR ≤ k − 1, the hiding parameter N = n and the encoding
parameter e = n. The strong privacy parameter λC is defined such that λR + λC ≤ k − 1.
In addition, the encoding function is E(s) =

[
1, δ2

s , δ3
s , . . . , δn

s

]
and the polynomials Ui

and Vi (1 ≤ i ≤ N) are:
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• U1(x) = ω1+
∑k−1
`=1 a1,`x`, where coefficients a1,` are randomly selected inK, and for

i = 2, 3, . . . , N , Ui (x) = ωi −ω1 +
∑λC
`=1 ai,`x`, where coefficients ai,` are randomly

selected in K,

• Vi (y1, y2, . . . , ye) = yi for i = 1, 2, . . . , N .

As in Naor and Pinkas’ and in Blundo et al.’s DOT protocols (see Sect. C.1 and C.2.1
above), on the receiver’s side, the number of contacted servers is t = k and the first element
of the encoding function being constant and public, it is not shared (i.e., Z1 = 1) and is not
included in the request transmitted by the receiver to the contacted servers.

C.4 Beimel et al.’s Distributed Oblivious Transfer
Protocol

In [8], Beimel, Chee, Wang, and Zhang propose a specific reduction from a DOT protocol
to a polynomial interpolation-based information-theoretic private information retrieval
protocol. The characteristics of the DOT protocol are: the number of secrets n > 1, the
threshold parameter k, the sender’s privacy and strong privacy parameters λS = λC ≤ k−1,
the receiver’s privacy parameter λR ≤ k − 1, the hiding parameter N = n + 1 and the
encoding parameter e > 0. The polynomials Ui and Vi (1 ≤ i ≤ N) are:

• U1(x) =
∑i=k−1

i=0 a1,i x
i, where coefficients a1,i are randomly selected in K, and for

i = 2, 3, . . . , N , the polynomial Ui is defined by Ui (x) = (ωi−1 − a1,0) +
∑λC

j=1 ai, j x
j ,

where coefficients ai, j are randomly selected in K,

• V1(y1, y2, . . . , ye) = 1 and for i = 2, 3, . . . , N , the polynomial Vi and the encoding
function E must satisfy Vi (E(`)) = δi−1

` for ` ∈ J 1, n K.

On the receiver’s side, the number of contacted servers is t = k. In addition, for
efficiency purposes, each contacted server Sj ( j ∈ It) transforms the share u j

• v j into
a split s j , which is sent back to the receiver. The receiver has just to calculate the sum
ωσ =

∑
j∈It

s j to obtain the chosen secret.
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Appendix D

Jiang, Li, and Li’s Distributed
Oblivious Transfer Protocol Analysis

Jiang, Li, and Li have proposed an unconditionally secure adaptive DOT protocol [65]
based on Nikov, Nikova, Preneel, and Vandewalle’s DOT protocol [78].

Let K = GF(p) (p ∈ N, p prime) be a finite field. Nikov et al.’s DOT protocol
encompasses a sender S who owns n secrets ω0,ω1, . . . ,ωn−1 selected in K (n > 1), a
receiverR who wishes to learn a secretωσ (σ ∈ J 0, n−1 K), and m servers Si (i ∈ Im ⊆ K

∗,
��Im

�� = m, m > 1) by contacting k servers (1 < k ≤ m). It is assumed that p > max(n, m)
and that all operations are executed in K. In addition, assuming that λR + λC ≤ k − 1
and λS ≤ λC, the protocol satisfies security conditions C1, C2 with λR ≤ k − 1, C3 with
λS ≤ k − 1 and C4 with λC ≤ k − 1 (security conditions and parameters λR, λS and λC
are described in Sect. 2.2.3).

Actually, Nikov et al.’s DOT protocol is similar to Blundo, D’Arco, De Santis, and
Stinson’s DOT protocol [19], described in Sect. 2.3.2 (see the protocol’s characteristics
in App. C.3). The main difference between both protocols lies in the form of the polyno-
mial generated in the set-up phase; in Nikov et al.’s protocol, the sender S generates a
quasi-random polynomial B0 of Kk−1[X], such that B0(0) = ω0 and n − 1 quasi-random
polynomials Bi (1 ≤ i ≤ n− 1), of KλC[X ] (0 ≤ λC < k), such that Bi (0) = ωi −ω0. Then,
S generates a sparse n-variate polynomial Q defined by

Q(x, y1, y2, . . . , yn−1) = B0(x) +
n−1∑
j=1

B j (x) × y j .
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Jiang, Li, and Li’s DOT Protocol Analysis

In the protocol proposed by Jiang et al., the set-up phase is unchanged and the transfer
phase, where the polynomials Zi (1 ≤ i ≤ n − 1) belong to KλR[X], is repeated t times,
allowing the receiver R to obtain t secrets.

Jiang et al. describe a ‘special case’ allowing R to determine any polynomial B j

(1 ≤ j ≤ n − 1) and claim that it does not reduce the sender’s security level. However,
what is important is the number of contacted servers required to determine B j : only λC + 1
instead of k, which leaves R with k − (λC + 1) redundant shares that can be used to
determine an additional secret. Thus, assuming the set-up phase is the same as in Sects. 7.4
and 7.5, and that the `-th adaptive transfer phase is denoted by ‘run ` − 1’, it is possible to
devise the following attack:

In run 0, the dishonest receiver R selects the secret index σ = 0 and transmits to each
server Si (i ∈ Ik = { i1, i2, . . . , ik }) the request q = [ 0, 0, . . . , 0 ] composed of n − 1 zeros.
The k collected shares are then B0(i1), B0(i2), . . . , B0(ik ). Since B0 ∈ Kk−1[X], R is able
to calculate B0 and also ωσ = ω0 = B0(0), thanks to Lagrange’s interpolation technique
(see Sect. 2.1.1.3).

It is assumed that R wishes to obtain the secretωσ`
in run ` and in addition, the secret

ωσ+ . Each run `, from run 1, allows R to obtain λC + 1 shares to calculate the chosen
secret ωσ`

, as well as u = k − (λC + 1) extra shares. It follows that the number of runs to
obtain ωσ+ is v = 1 + d λC+1

u e = d
k

k−(λC+1) e.
For each run ` (1 ≤ ` ≤ v − 1), R prepares two lists of servers: J (`), the list of

λC + 1 servers to contact to obtain the secret ωσ`
and J (`)

+ the list of k − (λC + 1)
servers to contact to obtain shares of ωσ+ . The list J

(`)
+ may be defined for example by

J
(`)
+ = { i(`−1)×(k−λC+1)+1, i(`−1)×(k−λC+1)+2, . . . , i`×(k−λC+1) }. The set J (`) is composed

of the rest of the list of servers, i.e., J (`)
= Ik \ J

`
+ .

Each server of J (`) receives a request q` =
[
δ
σ`

1 , δσ`

2 , . . . , δσ`

n−1

]
whereas each server

of J (`)
+ receives a request q+ =

[
δ
σ+
1 , δσ+2 , . . . , δσ+n−1

]
.

A server Sj ∈ J
(`) responds with Q( j, q`) = B0( j) + Bσ`

( j). Because R determined
B0 in run 0, she is able to calculate Bσ`

( j). The polynomial Bσ`
belongs to KλC[X];

therefore, using Lagrange’s interpolation technique, R is able to determine Bσ`
from

the λC + 1 shares collected from the servers of J (`) and hence to determine ωσ`
=

B0(0) + Bσ`
(0).

At the end of run v − 1, R has collected λC + 1 shares Q( j, q+) = B0( j) + Bσ+ ( j)
from different servers Sj of J

(1)
+ ∪ J

(2)
+ ∪ · · · ∪ J

(v−1)
+ . The polynomial B0 being known,

R can determine the λC + 1 values Bσ+ ( j). Since the polynomial Bσ+ belongs to KλC[X],
R is able to apply again Lagrange’s interpolation technique and determine Bσ+ (0). The
last step consists in calculating ωσ+ = B0(0) + Bσ+ (0).
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In conclusion, if the receiver does not follow the protocol, she is able to obtain one
secret per run plus another secret at the end of run v. This attack shows that, without
modifications, Nikov et al.’s DOT protocol cannot be used as an adaptive DOT protocol.
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Appendix E

A Few Demonstrations

E.1 Additional Consistent Shares in Blundo et al.’s
Protocol

To demonstrate that a receiverR who collects c ≥ k consistent shares does not obtain more
linear combinations of secrets than if she collects k shares, it is sufficient to demonstrate
the following theorem:

Theorem E.1. The linear systems (5.1) and (5.2) determined in Sect. 5.7.3.1 are identical.

Proof.
System (5.2) can be written under the matrix formAx = b, where

A =

*.....................
,

x1 x2
1 . . . xk−1

1 (1 −
∑n−1

j=1 Z j (x1)) Z1(x1) Z2(x1) . . . Zn−1(x1)

x2 x2
2 . . . xk−1

2 (1 −
∑n−1

j=1 Z j (x2)) Z1(x2) Z2(x2) . . . Zn−1(x2)
...

...
...

...
...

...
...

xk x2
k . . . xk−1

k (1 −
∑n−1

j=1 Z j (xk )) Z1(xk ) Z2(xk ) . . . Zn−1(xk )

xk+1 x2
k+1 . . . xk−1

k+1 (1 −
∑n−1

j=1 Z j (xk+1)) Z1(xk+1) Z2(xk+1) . . . Zn−1(xk+1)

xk+2 x2
k+2 . . . xk−1

k+2 (1 −
∑n−1

j=1 Z j (xk+2)) Z1(xk+2) Z2(xk+2) . . . Zn−1(xk+2)
...

...
...

...
...

...
...

xc x2
c . . . xk−1

c (1 −
∑n−1

j=1 Z j (xc)) Z1(xc) Z2(xc) . . . Zn−1(xc)

+/////////////////////
-

,

153



A Few Demonstrations

x =

*.....................
,

a1

a2
...

ak−1

ω0

ω1
...

ωn−1

+/////////////////////
-

, and b =

*.....................
,

µx1

µx2
...

µxk

µxk+1

µxk+2
...

µxc

+/////////////////////
-

.

We show that each row ` (k + 1 ≤ ` ≤ c) ofA is a linear combination of the rows 1 to k.
Let us define the k + n − 1 polynomials Ti ∈ Kk−1[X ] (1 ≤ i ≤ k + n − 1) by the relations:

• Ti = X i for i = 1, 2, . . . , k − 1,

• Tk = 1 −
∑n−1

j=1 Z j ,

• Tk+s = Zs for s = 1, 2, . . . , n − 1.

The matrixA may be written under the form:

A =

*........
,

T1(x1) T2(x1) . . . Tk−1(x1) Tk (x1) Tk+1(x1) Tk+2(x1) . . . Tk+n−1(x1)

T1(x2) T2(x2) . . . Tk−1(x2) Tk (x2) Tk+1(x2) Tk+2(x2) . . . Tk+n−1(x2)
...

...
...

...
...

...
...

T1(xc) T2(xc) . . . Tk−1(xc) Tk (xc) Tk+1(xc) Tk+2(xc) . . . Tk+n−1(xc)

+////////
-

,

In Kk−1[X], we consider the k Lagrange polynomials Lxi
related to x1, x2, . . . , xk (these

elements of K are distinct and different from 0):

Lxi
=

k∏
j=1
j,i

X − x j

xi − x j

Because
[

Lx1
, Lx2

, . . . , Lxk

]
is a basis of the vector space of polynomials of degree at

most k −1, each polynomialTi ∈ Kk−1[X ] can be written as Ti =
∑k

j=1 Ti (x j )Lx j
. It follows

that the matrixA is:
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A =

*......................
,

T1(x1) T2(x1) . . . Tk+n−1(x1)

T1(x2) T2(x2) . . . Tk+n−1(x2)
...

...
...

T1(xk ) T2(xk ) . . . Tk+n−1(xk )∑k
j=1 T1(x j )Lx j

(xk+1)
∑k

j=1 T2(x j )Lx j
(xk+1) . . .

∑k
j=1 Tk+n−1(x j )Lx j

(xk+1)∑k
j=1 T1(x j )Lx j

(xk+2)
∑k

j=1 T2(x j )Lx j
(xk+2) . . .

∑k
j=1 Tk+n−1(x j )Lx j

(xk+2)
...

...
...∑k

j=1 T1(x j )Lx j
(xc)

∑k
j=1 T2(x j )Lx j

(xc) . . .
∑k

j=1 Tk+n−1(x j )Lx j
(xc)

+//////////////////////
-

.

Clearly, the lines k + 1, k + 2, . . . , c are linear combinations of the first k lines.
It follows that the matrix equalityAx = b can be writtenA′x = b′, where

A
′
=

*.....................
,

x1 x2
1 . . . xk−1

1 (1 −
∑n−1

j=1 Z j (x1)) Z1(x1) Z2(x1) . . . Zn−1(x1)

x2 x2
2 . . . xk−1

2 (1 −
∑n−1

j=1 Z j (x2)) Z1(x2) Z2(x2) . . . Zn−1(x2)
...

...
...

...
...

...
...

xk x2
k . . . xk−1

k (1 −
∑n−1

j=1 Z j (xk )) Z1(xk ) Z2(xk ) . . . Zn−1(xk )

0 0 . . . 0 0 0 0 . . . 0
0 0 . . . 0 0 0 0 . . . 0
...

...
...

...
...

...
...

0 0 . . . 0 0 0 0 . . . 0

+/////////////////////
-

and

b′ =

*.....................
,

µx1

µx2
...

µxk

0
0
...

0

+/////////////////////
-

.

The linear system corresponding to this equation is exactly (5.1), which concludes the
demonstration. �
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E.2 Conditional Entropy with Fixed Condition

The objective of this section is to prove that if X , Y , and Z are three random variables
over respective alphabets X, Y, and Z such that X and [Y , Z ] are independent, then
H (X | Y , Z ) = H (X ) = H (X | Y , Z = z) for z ∈ Z.

Before a demonstration is given, a few properties on probabilities and discrete random
variables are introduced.

Lemma E.2. Let X , Y , and Z be three random variables over respective alphabets X, Y,
andZ. Their joint probability mass function is denoted by pXYZ . If

[
x, y, z

]
∈ X×Y×Z

with pZ (z) , 0,
pY |Z (y | z) =

∑
x∈X

pXY |Z (x, y | z) .

Proof.

pY |Z (y | z) = pYZ (y, z)/pZ (z) (from (2.2))

= *
,

∑
x∈X

pXYZ (x, y, z) +
-
/pZ (z) (from (2.1))

=
∑
x∈X

pXYZ (x, y, z)/pZ (z)

=
∑
x∈X

pXY |Z (x, y | z) (from (2.2))

�

Lemma E.3. Let X , Y , and Z be three random variables over respective alphabets X, Y,
andZ. Their joint probability mass function is denoted by pXYZ . If z ∈ Z,

H (X | Y , Z = z) = −
∑
x∈X
y∈Y

pXY |Z (x, y | z) log2(pX |YZ (x | y, z)) .

Proof.
Using (2.4), we develop H (X | Y , Z = z):

H (X | Y , Z = z) = H (X ,Y | Z = z) − H (Y | Z = z) .

On one hand, from the definition of the conditional entropy, we can write

H (X ,Y | Z = z) = −
∑
x∈X
y∈Y

pXY |Z (x, y | z) log2(pXY |Z (x, y | z)) .
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E.2 Conditional Entropy with Fixed Condition

On the other hand:

H (Y | Z = z)

= −
∑
y∈Y

pY |Z (y | z) log2(pY |Z (y | z))

= −
∑
y∈Y

*
,

∑
x∈X

pXY |Z (x, y | z) +
-

log2(pY |Z (y | z)) (from Lemma E.2)

= −
∑
x∈X
y∈Y

pXY |Z (x, y | z) log2(pY |Z (y | z))

Note that if pY |Z (y | z) = 0, then by convention pY |Z (y | z) log2(pY |Z (y | z)) = 0.
Therefore, we can assume that the pairs

[
y, z

]
∈ Y ×Z are such that pY |Z (y | z) , 0. It

follows

H (X | Y , Z = z)

= −
∑
x∈X
y∈Y

pXY |Z (x, y | z)
(

log2(pXY |Z (x, y | z)) − log2(pY |Z (y | z))
)

= −
∑
x∈X
y∈Y

pXY |Z (x, y | z) log2(pXY |Z (x, y | z)/pY |Z (y | z))

= −
∑
x∈X
y∈Y

pXY |Z (x, y | z) log2(pX |YZ (x | y, z)) (from (2.2))

�

Formally, it is possible to demonstrate now the following theorem:

Theorem E.4. Let X , Y , and Z be three random variables over respective alphabets X,
Y, and Z. If H (X | Y , Z ) = H (X ) then for zi ∈ Z such that pZ (zi) , 0, the equality
H (X | Y , Z = zi) = H (X ) holds.

Proof.
Wedenote pXYZ the joint probabilitymass function associatedwith the random variables X ,
Y , and Z . The probabilitymass functions pX , pZ and the joint probabilitymass function pYZ

are determined from pXYZ thanks to the relation (2.1). Because H (X | Y , Z ) = H (X ), the
variables X and [Y , Z ] are independent. Their corresponding probability mass functions
satisfy the relation

pXYZ (x, y, z) = pX (x)pYZ (y, z) (E.1)

for
[

x, y, z
]
∈ X × Y ×Z. Therefore, assuming that pYZ (y, z) , 0, we have

pX |YZ (x | y, z) = pX (x) . (E.2)
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A Few Demonstrations

Indeed,

pX |YZ (x | y, z) = pXYZ (x, y, z)/pYZ (y, z) (from (2.1))

= pX (x)pYZ (y, z)/pYZ (y, z) (from (E.1))

= pX (x)

H (X | Y , Z = zi)

= −
∑
x∈X
y∈Y

pXY |Z (x, y | zi) log2(pX |YZ (x | y, zi)) (from Lemma E.3)

= −
∑
x∈X
y∈Y

pXY |Z (x, y | zi) log2(pX (x)) (from (E.2))

= −
∑
x∈X
y∈Y

pXYZ (x, y, zi)/pZ (zi) × log2(pX (x)) (from (2.2))

= −
∑
x∈X
y∈Y

pX (x)pYZ (y, zi)/pZ (zi) × log2(pX (x)) (from (E.1))

=
∑
y∈Y

pYZ (y, zi)/pZ (zi) × *
,
−

∑
x∈X

pX (x) log2(pX (x)) +
-

=
∑
y∈Y

pYZ (y, zi)/pZ (zi) × H (X )

= H (X )/pZ (zi) ×
∑
y∈Y

pYZ (y, zi)

= H (X )/pZ (zi) × pZ (zi) (from (2.1))

= H (X )

�

E.3 Maximal Matching in a Graph

A graph G is defined as a pair [ V , E ] where V = { v1, v2, . . . , vn } (n ∈ N) is a set of
vertices or nodes and E = { e1, e2, . . . , em } (m ∈ N) is a set of edges, where an edge is a
pair of vertices

[
vi, v j

]
(vi ∈ V , v j ∈ V , vi , v j).

The graph Ḡ =
[

V̄ , Ē
]
is the complement of G if V̄ = V and e ∈ Ē if and only if

e < E.
In a graph G = [ V , E ], a matching M ⊆ E is a set of edges such that no two edges

of M have a vertex in common.
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E.3 Maximal Matching in a Graph

A maximal matching is a matching which cannot be extended by the addition of any
edge of G.

To determine a maximal matching M of a graph G = [ V , E ], a simple greedy
algorithm may be used: an edge is selected, added to M and its vertices are deleted from
G. In the remaining subgraph, another edge is selected, added to M and its vertices are
deleted from the subgraph. This process continues until no edge is available.
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Appendix F

Example of Insecurity in Blundo et al.’s
Distributed Oblivious Transfer Protocol

This appendix presents an example proving that the polynomial interpolation-
based DOT protocol introduced by Blundo, D’Arco, De Santis, and Stinson [20]
is insecure. More precisely, in the scenario described below, a receiver is able to
determine two secrets although she is entitled to obtain one secret only.

The example can be decomposed into three sequential parts. First, the values
of the public information shared by the sender, the receiver and the servers involved
in the protocol are given. Second, the information generated in the set-up phase is
described: the information private to the sender and the information received by
the servers. Third, the values of the information generated in the transfer phase are
presented: the choice of the receiver and the requests received by the servers. Lastly,
it is shown how the receiver, once she has collected the responses from the contacted
servers, can determine more than one secret. The protocol is described in Sect. 2.3.3
and its characteristics are described in App. C.2.2.

F.1 Public Information

The parameters of the protocol are:
• Finite field K = GF(11)
• Threshold k = 3
• Number of secrets n = 2 (ω1 and ω2)
• Number of servers m = 3 (S1, S2, and S3)
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Example of Insecurity in Blundo et al.’s DOT Protocol

• Ω1 (resp. Ω2) is the random variable associated with ω1 (resp. ω2)
The probability mass functions pΩ1

and pΩ2
, associated with the random variablesΩ1 and

Ω2, are defined below.
• pΩ1

(6) = 0.5, pΩ1
(2) = 0.5, pΩ1

(i) = 0 if i , 6 and i , 2
• pΩ2

(1) = 0.5, pΩ2
(3) = 0.5, pΩ2

(i) = 0 if i , 1 and i , 3

F.2 Set-up Phase

F.2.1 Information Private to the Sender

The secrets held by the sender are ω1 = 6 and ω2 = 1. The sender also randomly selects
the following masks:

• c1 = 5 and c2 = 7,
• r (1)

1 = 1 and r (1)
2 = 2, and

• r (2)
1 = 4 and r (2)

2 = 5.
The masks c1 and c2 are selected in K∗ while the masks r (1)

1 , r (1)
2 , r (2)

1 , and r (2)
2 are

selected in K.

F.2.2 Intermediate Computation to Prepare the Sharing
Polynomials

The sender prepares two sharing polynomialsU (1)
1 andU (2)

1 , and distributes the correspond-
ing shares to servers S1, S2, and S3. The polynomials, shares and intermediate computation
results are detailed below.

• r (1)
1 × c1 × ω1 = 8,

• r (1)
2 × c2 × ω2 = 3,

• r (2)
1 × c1 = 9,

• r (2)
2 × c2 = 2,

• Sharing polynomial U (1)
1 = 8 + 2X + 9X2,

• Sharing polynomial U (2)
1 = 9 + X + 4X2,

• S1 receives u
(1)
1 = [ 8, 6 ] and u(2)

1 = [ 3, 4 ],
• S2 receives u

(1)
2 = [ 4, 6 ] and u(2)

2 = [ 5, 4 ], and
• S3 receives u

(1)
3 = [ 7, 6 ] and u(2)

3 = [ 4, 4 ].
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F.3 Transfer Phase

F.3 Transfer Phase

In the transfer phase, the receiver generates a request and sends the corresponding shares
to the servers S1, S2, and S3. Each server elaborates a response which is returned to the
receiver.

• Request: z j = [ 1, 6 ] ( j = 1, 2, 3),
• v j = z j = [ 1, 6 ],
• S1 replies with u(1)

1
• v1 = 0 and u(2)

1
• v1 = 5,

• S2 replies with u(1)
2

• v2 = 7 and u(2)
2

• v2 = 7, and
• S3 replies with u(1)

3
• v3 = 10 and u(2)

3
• v3 = 6.

F.4 Obtaining Secrets

The receiver tries to obtain all secrets:
• Interpolated polynomial: R(1)

= 2X + 9X2

• r (1)
2 c2ω2 + r (1)

1 c1ω1 = 2 × R(1) (0) = 0
• Interpolated polynomial: R(2)

= X + 4X2

• r (2)
2 c2 + r (2)

1 c1 = 2 × R(2) (0) = 0
• The receiver determines r (1)

1 = 1, r (1)
2 = 2, r (2)

1 = 4 and r (2)
2 = 5.

So, the receiver can infer the system of two equations




2 × c2ω2 + 1 × c1ω1 = 0

5 × c2 + 4 × c1 = 0

From the second equation, the receiver infers that c2 = 8 × c1. Reporting the equality in
the first equation, she obtains: c1 × (5 × ω2 + 1 × ω1) = 0, i.e., 5 × ω2 + 1 × ω1 = 0 since
c1 belongs to K

∗ and K is a field. If
[
ω1,ω2

]
=

• [ 6, 1 ], then 5 × ω2 + 1 × ω1 = 0
• [ 2, 1 ], then 5 × ω2 + 1 × ω1 = 7
• [ 6, 3 ], then 5 × ω2 + 1 × ω1 = 10
• [ 2, 3 ], then 5 × ω2 + 1 × ω1 = 6
The only pair of secrets which satisfies the first equation is [ 6, 1 ]. The ‘greedy’

receiver has obtained all secrets.
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