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Abstract—Security of a watermark refers to its resistance to 

unauthorized detecting and decoding, while watermark 

robustness refers to the watermark’s resistance against common 

processing. Many watermarking schemes emphasize robustness 

more than security. However, a robust watermark is not enough 

to accomplish protection because the range of hostile attacks is 

not limited to common processing and distortions. In this paper, 

we give consideration to watermark security. To achieve this, we 

employ chaotic maps due to their extreme sensitivity to the initial 

values. If one fails to provide these values, the watermark will be 

wrongly extracted. While the chaotic maps provide perfect 

watermarking security, the proposed scheme is also intended to 
achieve robustness.  

Index Terms—Blind Image Watermarking, Chaotic Map, 

Frequency Domain, Robustness, Security.  

I.  INTRODUCTION  

Digital watermarking is viewed as a potential tool for 
preserving protection of digital content. A watermark, which is 
embedded into a host content will remain associated with the 
content in its subsequent duplication and distribution. The 
watermark can later be detected or extracted to provide 
ownership evidence or copyright notification. Research on 
digital watermarking was initiated in the early 1990’s and the 
interest in this topic has started to increase since 1995 [1]. The 
increasing amount of watermarking research has been 
principally motivated by its essential applications in digital 
copyright management and protection. 

Typically, research on digital image watermarking attempts 
to achieve three main features: imperceptibility, robustness and 
security, whereas the evaluation of the last two features relies 
on watermarking detectability. Based on the method used to 
detect watermark, a watermarking scheme can be categorized 
into non-blind or blind watermarking [2]. A non-blind 
watermarking requires the orginal image to detect or extract the 
watermark, while a blind watermarking does not. 
Imperceptibility of a watermark aims at preserving the quality 
of the host image. While the watermark should act as a 
distinctive identifier, it must not degrade the aesthetic value of 
the image. 

  Watermark security refers to its resistance to unauthorized 
detecting and decoding, while robustness refers to a 
watermark’s resistance against common processing, such as 
filtering, geometrical transforms and compression. A survey on 
watermarking research shows that many watermarking 

schemes give consideration to robustness more than security 
[3]. However, a robust watermark is not enough to accomplish 
protection because the range of hostile attacks is not limited to 
common processing and distortions. Therefore, robustness and 
security should be proportionally considered in a watermarking 
system.  

A popular approach to achieve the robust and secure 
watermarking for multimedia content is the spread-spectrum 
technique. A general spread-spectrum system encodes data in a 
chosen binary sequence that appears like noise to an outsider 
but can be recognized by a legitimate receiver with the aid of 
an appropriate key [4]. The most cited secure spread-spectrum 
watermarking method was one presented by Cox et al. [5]. In 
this method, the watermark is placed into the perceptually most 
significant components of the content spectrum, since many 
common signal and geometrical processes affect the 
insignificant regions of content. Cox et al’s watermarking 
scheme yields a watermark which is invisble, difficult to 
remove and robust to common signal and geometric 
distorsions. However, this method is a non-blind watermarking 
and uses a sequence of meaningless random numbers as the 
watermark. A non-blind watermarking might be less 
applicable, because the original image may not be available 
when watermark detection is required. In this paper, we 
consider using a meaningful watermark, i.e. a binary image, in 
a blind watermarking. To achieve security, the watermarking 
scheme is constructed based on chaotic maps. 

II. CHAOTIC MAP AND WATERMARKING 

A chaotic map is an evaluation function that exhibits some 
sorts of chaotic behavior. This map can be parameterized by 
discrete-time or continuous-time. Discrete maps usually take 
the form of iterated functions. The most attractive features of 
chaos in the information hiding are its extreme sensitivity to 
initial conditions and the outspreading of orbits over the entire 
space. These special characteristics make chaotic maps 
excellent candidates for securing watermarks.  

One of the simplest chaotic maps is the logistic map. The 
logistic map is discrete and mathematically written as 

 )1(1 nnn zrzz   (1) 

where ]1,0(nz  and 40  r . When 57.3r , the map is 

in the chaotic state [6]. The sequences generated by the logistic 
map are sensitive to the initial value, meaning that two logistic 
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sequences generated from different initial values are 
statistically uncorrelated. 

Chaotic maps have been proposed to undertake various 
tasks in watermarking schemes. For example, a watermarking 
scheme employs logistic function to modify Cox’s 
watermarking by adding a watermark encryption feature [7]. 
Instead of using a sequence of meaningless random numbers, 
this scheme uses a binary image as the watermark. The binary 
watermark is firstly encrypted using two generated logistic 
sequences and then spread into the host image spectrum using 
Cox’s technique [5]. To extract the watermark, the modified 
Cox’s scheme also requires the original host image. Thus, it is 
a non-blind watermarking. However, though the scheme is 
robust against JPEG compression, it is susceptible to cropping, 
resizing and adding noise. 

Chaotic maps are often used to modify a watermark before 
the embedding process. The modification could be mutation, 
permutation or mixture. Watermark mutation is a process to 
randomly change the value of watermark pixels according to a 
chaotic sequence [8]. The mutated watermark pixels are then 
randomly embedded into the host image spectrum according to 
another generated chaotic sequence. This mechanism can 
preserve the hidden information against geometric and non 
geometric attacks. Next, watermark permutation is a process to 
randomly change the watermark bits’ positions. In a scheme 
proposed by Wang et al. [9], after the watermark is permuted 
using the first chaotic sequence, a small number of reference 
points are randomly selected in the middle frequency bands of 
the host image spectrum according to the second chaotic 
sequence. The permuted watermark bits are then embedded 
into the neighborhood of each reference point according to the 
third sequence. This mechanism was proposed to achieve 
watermark imperceptibility and robustness. Another 
watermarking scheme utilize chaotic map iterations to 
accomplish watermark mixture [10]. The initial state of the 
iteration is constituted by the watermark, which is considered 
as a boolean vector. The subsequent chaotic boolean vectors 
are generated by a number of iterations of a logistic map. The 
mixed watermark is the last boolean vector generated by the 
chaotic iterations. 

Some chaotic-based watermarking schemes rely on 
securing selection of embedding locations. To firmly insert a 
watermark signal, some schemes randomly select only several 
local spectrums as the embedding location [6], [11-13]. In these 
schemes, a sub image is constructed from the host image 
according to a logistic sequence. The spectrum of the sub 
image is then used as the embedding location. Another scheme 
uses a 2-D invertible chaotic map to determine watermark 
insertion location in the spatial domain [14], [15]. Basically, 
the 2-D chaotic map is a one to one map. Utilizing this map is 
intended to improve the success of watermark extraction. 

III. PROPOSED SCHEME 

We proposed a frequency domain watermarking scheme. 
This scheme employs two 1-D logistic maps (equation (1)) and 
one 2-D chaotic map (equation (3)). The first and second 1-D 
logistic maps are used to encrypt the watermark and construct a 
sub image from the host image, respectively, while the 2-D 

chaotic map is utilized to select the location of inserting 
watermark elements. 

A. Watermark Insertion 

The watermark insertion process (see Fig. 1) begins with 

the watermark encryption. Firstly, a logistic sequence 1L is 

generated using the first logistic map and then converted into a 

binary sequence binL . Finally, watermark W is bitxor-ed with 

binL  to obtain the encrypted watermark encW . The detail of this 

encryption process is presented in Algorithm 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The next stage is generating sub image subI  from the host 

image I  with the aid of the second logistic map. Suppose I is 
of size NN  and m is the divisor of N , the construction of 

subI  is performed by Algorithm 2.  

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Watermark Insertion Process 
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Once subI  has been generated, it is transformed into its 

spectrum specI . The information of specI  and the encrypted 

watermark encW  are then used to generate a spread-spectrum 

watermark specW . First of all, each element of specI  is 

compared to its neighbors. An element may have three, five or 

eight neighbors depending on its position. Suppose 
jispecI

,
is 

the element of specI  at the coordinate ),( ji and jit , is the 

number of 
jispecI

,
’s neighbors having less values than 

jispecI
,

. 

The construction of specW  is undertaken according to equation 

2. 
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The spread-spectrum watermark specW  is then inserted into 

sub image spectrum specI  according to the 2-D chaotic map. 

This map is a generalized form of the 2-D Arnold cat map [16] 
and is described by:  
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where cba ,,  and d are positive integers such that 

1||  bcadA . Thus, three out of these four parameters are 

independent.  SN  in our scheme is the number of rows or 

columns of the constructed sub image. 

To select the insertion position for each elemen of specW , 

we adopt the technique proposed by Wu et al. [14], [15] with 
some minor modifications. To determine the insertion location 
of a watermark bit, Wu et al. initially chose an initial value 

),( 00 yx  and iterated it using equation (3) for n  times. The 

output of this iteration round, ),( nn yx , is determined as the 

insertion location of the watermark bit and used as the initial 
value of the next iteration round for the next watermark bit. 
The chain of these iteration rounds will end after all watermark 
bits are placed. However, according to our simulation using the 

same initial values as theirs ( 1a , 2b , 3c , 

)3,2(),( 00 yx , 20n ), this mechanism results in failure to 

extract watermark (see Fig. 2). This is because of placement 
conflicts. Some watermark bits are mapped into the same 
insertion location (see Table I), so that the inverse function 
failes to reveal some original watermark bits. 

In our scheme, therefore, instead of using a chain of 
dependent iteration rounds, the insertion location of each 

element of specW  is computed independently. This mechanism 

is intended to keep the natural property of the 2-D chaotic map, 
which is one to one map, so that the watermark bits of different 
coordinates will be mapped into different insertion positions. 

For each element of specW , its coordinate ),( ji is served as the 

initial value and iterated using equation (3). After n  iterations, 

the result ),( nn yx will be served as the insertion position of 

the watermark bit 
jispecW

,
. Note that each pixel of specW  has 

only one bit.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Failure of extraction due to placement conflicts: (a) original host image; 
(b) watermark; (c) watermarked image; (d) wrongly extracted watermark 
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TABLE I.  EXAMPLE OF THE PLACEMENT CONFLICTS 

Original 
coordinate 

Insertion 
location 

Original 
coordinate 

Insertion 
location 

(60 , 62) (2 , 99) (60 , 64) (2 , 3) 
(60 , 46) (2 , 99) (60 , 48) (2 , 3) 

(60 , 14) (2 , 99) (60 , 39) (2 , 179) 
(59 , 62) (2 , 99) (60 , 55) (2 , 179) 

 

Once the insertion position has been selected, 
jispecW

,
is 

then combined with the element of specI  of the coordinate 

),( nn yx using equation (4). 

 ||'
,,,, yxjiyxyx specspecspecspec IWII   (4) 

where β is an intensity parameter of the watermark. After all 

elements of  specW  have been inserted, the watermarked sub 

image spectrum specI '  is finally transformed back into its 

spatial domain and then placed back into the host image to 
obtain a watermarked image. 

.A summary of the watermark insertion process is as 
follows. The insertion process requires six components of the 
secret keys: initial values of the first and second logistic map 

(
10z and 

20z , respectively); three independent parameters (a, b 

and c) for the 2-D chaotic map; and the number of iteration (n). 
Suppose I and W are the host and the watermark, respectively, 
the insertion process is undertaken through the following stages 
(refer to Fig. 1). 

1) W is encrypted according to the first logistic map by 

Algorithm 1 to obtain encW . 

2) A sub image subI  is constructed from I according to the 
second logistic map by Algorithm 2. 

3) subI  is transformed into its spectrum specI . 

4) The information of specI  and encW  are then used to 

construct a spread-spectrum watermark specW . 

5) specW  is embedded into specI  using equation (3) (for the 

insertion location) and equation (4) to obtain a 

watermarked sub image spectrum specI ' . 

6) Finally, specI '  is inverse-transformed to its spatial 

domain and is then placed back into the host image I to 

obtain a watermarked image watI . 

The spread-spectrum watermark specW  generated in this 

insertion process has to be saved and will be used in the 
watermark extraction.  

B. Watermark Extraction 

The watermark extraction process (see Fig. 3) requires six 
components of the secret keys that were used in the insertion 
process, the size of watermark and the spread-spectrum 

watermark specW .  The  extraction  process  begins  with  the 

construction of sub image subI '  from the test image according 

 

 

 

 

 

 

 

 

 

 

Fig. 3. Watermark Extraction Process 

 

to the second logistic map by Algorithm 2. The test image 

could be the watermarked image or its modifications. subI '  is 

then transformed into its spectrum specI ' . The information of 

specI '  and  specW are used to generate a binary image encW ' . 

First of all, each element of specI '  is compared to its neighbors. 

Suppose jit ,  is the number of 
jispecI

,
' ’s neighbors having less 

values than  
jispecI

,
' . encW ' is generated according to equation 

5. 
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Once encW ' has been generated, it is then decrypted using 

the first logistic map through the same way as Algorithm 1 to 
obtain an extracted watermark.  

IV. EXPERIMENTAL RESULTS 

To implement the proposed algorithm, MATLAB 
simulations are performed by using 256256 gray scale 
images (“boat”, “chilli”, “house”, “lena” and “mandril”) as the 

host images and a 128128 binary “JCU Logo” as the 

watermark. The secret keys consist of 642.0
10 z , 

537.0
20 z , 1a , 2b , 3c  and 20n .  

Figure 4 shows a perfect imperceptibility watermark 
achieved by this watermarking scheme. There is no significant 
difference between the original and the watermarked image. 
This scheme also achieves a perfect security. The watermark 
can only be recovered using the correct values of all secret key 

components (
10z ,

20z , a, b, c, n), the size of the watermark and 

the spread-spectrum watermark matrix.  
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Fig. 4. Demonstration of imperceptibility: (a) original image; (b) watermark; 
(c) watermarked image; (d) extracted watermark. 

To test the robustness of the watermarking scheme, some 
image processing are applied to the watermarked image 
including image enhancement (contrast and brightness), JPEG 
compression (with quality 20 % and 80 %), “salt & pepper” 
noise, cropping, rotation (degree 2, 10 and 90), horizontal and 
vertical flipping. After each processing, a watermark signal is 
extracted from the modified watermarked image. The extracted 
signal is then compared to  the original watermark to measure 
their structural similarity index (SSIM) [17]: 

 

))((

)2)(2(

2

22

1

22

21

cc

cc
SSIM

yxyx

xyyx









 (6) 

where  ,   and xy  are mean, variance and covariance of 

the images, respectively, and 21,cc are the stabilizing 

constants. SSIM has a value from 0 to 1. Similar images have 
SSIM close to 1. 

Table II shows that all SSIM indexes of watermark signals 
extracted from modified images are more than 0.2. The 
visualization of these results exhibits that the watermark can be 
recovered after the application of all processing. Though the 
extracted signals are noisy, the watermark pattern can be 
visibly distinguished from the noise. Nevertheless, the qualities 
of the extracted signals vary. These results exhibit that the 
watermarking scheme is robust to withstand image 
enhancement, compression, noise addition and cropping, but is 
vulnerable to some geometric operations, such as rotating and 
flipping. The watermark signals extracted from the test images 
after these geometric operations suffer a significant 
degradation. This condition could be a challenge for the 
watermark at preserving protection of the image. 

TABLE II.  SSIM OF EXTRACTED WATERMARKS 

Processing Boat Chilli House Lena Mandril 

Contrast 0.5176 0.5174 0.5097 0.5971 0.5214 
Brightness 0.6645 0.6490 0.6318 0.6303 0.6437 

JPEG Q.20% 0.4775 0.5580 0.4605 0.5329 0.4468 
JPEG Q.80% 0.6134 0.6167 0.5613 0.6182 0.5918 
Adding noise 0.3729 0.3680 0.3481 0.3679 0.4041 
Cropping 25% 0.4508 0.3774 0.3434 0.3863 0.3986 

Rotate 2o 0.2879 0.3094 0.2836 0.3202 0.2998 
Rotate 10o 0.2481 0.2606 0.2562 0.2605 0.2848 
Rotate 90o 0.2219 0.2293 0.2249 0.2350 0.2269 

Horizontal flip 0.2412 0.2519 0.2324 0.2378 0.2657 
Vertical flip 0.2372 0.2198 0.2364 0.2375 0.2369 

  

To improve the capability of the watermark as a protection 
preserver, especially after geometric operations, the extraction 
mechanism can be undertaken in another way. Assume that the 
geometric operation that was used to modify the image can be 
identified, the inverse of the operation can be applied to revert 
the modified image back to its original. Therefore, instead of 
directly extracting from the modified image, the watermark 
could be extracted from the recovered one. This mechanism 
relies on the reverse function that is used to make the recovered 
image is as close as possible to the original. The closer the 
recovered image is to the original one, the higher the similarity 
of the extracted signal to the original watermark. 

Apparently, the mechanism to recover an image depends on 
the operation that was used to modify the image. For example, 
a cropped image can be recovered by firstly identifying the 
cropping coordinates and then replacing the missing parts with 
the corresponding pixels of the watermarked image. A rotated 
image can be recovered by applying the same degree of 
rotation with the reverse direction. A flipped image can be 
reverted back to its origin by implementing the same kind of 
flipping. In addition to previous recovery mechanisms, an 
image that was modified by adding noise can be recovered by 
applying some filtering. 

The recovery mechanisms significantly improve the quality 
of the extracted watermark signals. Table III shows that signals 
extracted from each recovered image have higher SSIM 
indexes. Images recovered from cropping, flipping and 90 
degree rotation reveal perfect watermark signals (see Fig. 5f, 7 
and 6f). However, the signal that is extracted from the image 
recovered from 2 degree rotation still has noise in it (Fig. 6c). 
This is because the recovered image is not as perfect as one 
that is recovered from the 90 degree rotation. We believe that 
this problem could be solved by modifying the computation. 
The recovery process is not undertaken just by applying the 
same degree rotation with the reverse direction, but also by 
finding  the matching  features  between  the  rotated  and  the 
original watermarked images. A different story comes from the 
image recovered from adding noise. Though the recovery 
mechanism succeeds in removing noise, the recovered image is 
a bit blurry because of the filtering process. Thus, it cannot 
reveal a perfect watermark signal (Fig. 5c). Nevertheless, the 
recovery mechanisms can be used to improve the capability of 
the watermark at preserving image protection. 
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TABLE III.  SSIM OF EXTRACTED SIGNALS FROM RECOVERED IMAGE 

Processing Boat Chilli House Lena Mandril 
Adding noise 0.4799 0.5788 0.4808 0.5741 0.4347 

Cropping 25% 0.9355 0.9355 0.9355 0.9355 0.9355 
Rotate 2o 0.4739 0.4401 0.3911 0.44383 0.4754 
Rotate 10o 0.4133 0.3729 0.3479 0.3632 0.4161 

Rotate 90o 
0.9355 0.9355 0.9355 0.9355 0.9355 

Horizontal flip 0.9355 0.9355 0.9355 0.9355 0.9355 
Vertical flip 0.9355 0.9355 0.9355 0.9355 0.9355 

 

V. REMARKS 

Chaotic maps can be utilized to achieve a perfect 
watermarking security because of their natural sensitivity to 
initial values. However, this characteristic is also a challenge 
for chaotic based watermarking scheme to achieve robustness. 

With the aid of chaotic maps, we construct a blind image 
watermarking scheme in the frequency domain. The 
experimental results show that the watermarking is robust 
against image enhancement, compression, adding noise and 
cropping. However, rotating and flipping are still challenging. 
The signals extracted from the rotated and flipped images 
suffer a significant degradation. In this case, a watermark can 
be extracted from the recovered image to improve the 
capability of the watermark to preserve image protection. In 
any future work, an improvement is needed to make this 
scheme more robust to withstand such geometric operations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. The simulation results: (a) noisy image; (d) cropped image; (b)&(e) the 
corresponding direct extracted  watermarks; (c)&(f) watermarks extracted from 
the corresponding recovered images.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 6. The simulation results: (a) 2 degree rotated image; (d) 90 degree rotated 
image; (b)&(e) the corresponding direct extracted watermarks; (c)&(f) 
watermarks extracted from the corresponding recovered images.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7. The simulation results: (a) horizontally flipped image; (d) vertically 
flipped image; (b)&(e) the corresponding direct extracted watermarks; (c)&(f) 
watermarks extracted from the corresponding recovered images. 
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