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Abstract

Buying and selling online is inherently insecure. Misuse of an individual’s personal information is now
the leading concern among those who engage in e-commerce. This thesis examines privacy and security
issues in online auctions. Various auction fraud issues are investigated, and several novel counter measures
proposed. An online auction server was constructed to aid in developing these security measures. This
allowed investigation and testing in a controlled environment. The research results include:

1.
2.
3.

4.
o.

A complete model for conducting secure and anonymous online auctions;
A method for detecting a fraudulent bidding practice referred to as shill bidding;

Autonomous bidding agents which bid maliciously. (Used to test the ability of the proposed security
mechanisms.);

A complete model for conducting secure and anonymous online share trading; and

Several alternate proposals for auction clearing algorithms.

The proposed security mechanisms have been implemented on the online auction server. Results are
given as simulated and practical tests. In addition, the auction server’s software design is documented.
Many of the techniques discussed in this thesis can be readily applied to commercial online auctions.
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Chapter 1

Introduction

Online Auctions are extremely popular. Once the domain of highly skilled negotiators, online auctions
have made auctioning accessible to everyone, regardless of who they are. A novice can buy everyday
items such as groceries and clothes, or can compete for rarities and collectables such as rock memorabilia
and antiques. Likewise, a seller has access to virtually a worldwide consumer base. It also seems that
non-conventional items can be sold via online auctions, which would probably not be sold anywhere else!
For example, auctions for the following items have been held:

1. Mold on a sandwich that resembles the Virgin Mary;
2. A man willing to bang his head on a door until he is unconscious; and
3. A French Fry shaped like the Nike logo.

However, despite the overwhelming benefits and hype, there is a sinister and dark reality to auctioning
online. Auction fraud is one of the fastest growing forms of Internet-based crime. Participants are
anonymous and can engage in undesirable and fraudulent behaviour in an attempt to gain an unfair
advantage. For example, the seller may misrepresent or not deliver an item. Likewise, a bidder can
refuse to pay, or have his/her bid forged. Furthermore, the Auctioneer could block bids or influence the
auction in a manner that maximises its revenue. Various cryptographic solutions have been proposed to
fix many of these problems. However, most of these schemes are not suited to the auction style that is
most commonly used online.

Certain types of bidding behaviour can also be used to influence the auction in an undesirable manner.
One such type of behaviour is shilling, where the seller introduces fake bids into the auction in order to
inflate the price. Shilling is prohibited in online auctions, however, it still continues to occur. Solutions to
detect and /or prevent shill bidding tend to be outside the realm of cryptography. While online auctioneers
claim to monitor their auctions for bad behaviour, there are no published methods on how to detect shill
bidding. The problem is compounded with the advent of software bidding agents.

Software bidding agents are used to bid on a human’s behalf. The Artificial Intelligence community has
suggested that agent-based negotiation could eventually replace all human input. However, such a claim
is flawed, as agents can also act in a fraudulent manner. While much research has been conducted into
improving the performance of bidding agents, little attention has been given to the security implications.
A bidding agent can be designed maliciously so that it harms the auction in some of the previously
mentioned ways. This is a serious concern now that bidding agents are used for trading shares online.
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Online share trading is a popular offshoot of more conventional online auctions. An individual can
submit a buy or sell order to a broker, who then enters it into the share market. The privacy and security
issues in online auctions are also manifest in online share trading. Although tightly regulated, there is even
less security than online auctions. The extra parties involved in the auctioning process (i.e., broker, share
market, regulatory authority, etc.) further complicate the privacy and security requirements. Limited
attention has been paid to these issues, or the special auction type employed by this application.

There are many auction types including Vickrey, Dutch, Japanese, Combinatorial, etc. FExisting
auction security literature has mainly concentrated on Vickrey or sealed bid auctions. However, the most
popular online auction type employed online resembles an Fnglish auction (e.g., eBay). In an English
auction, one seller offers an item to several bidders where the highest price wins. In contrast, online
share trading uses an auction type referred to as a Continuous Double Auction (CDA). A CDA has many
buyers and sellers continually trading a commodity. The method for matching buy and sell bids (referred
to as clearing) is much more sophisticated than English auctions. The privacy and security requirements
for English auctions and CDAs differ dramatically from previously studied auction types. This thesis
concentrates solely on English auctions and CDAs.

1.1 Aims

This thesis investigates privacy, security and fraud issues in online English and Continuous Double auc-
tions. The main objective is to understand the characteristics of fraudulent auction behaviour, and
propose mechanisms to combat it. With regard to the aforementioned problems, the research goals
include:

1. Provide a security model for auctioning online that protects a bidder’s personal information;
2. Develop methods to detect certain types of auction fraud (i.e., shilling);

3. Explore the security implications of agent based negotiation;

4. Construct a model for securely and anonymously trading shares online; and

5. Devise and evaluate alternate software mechanisms for clearing CDAs.

1.2 Methodology

Many of the issues investigated in the research are illegal to perform for real in commercial online
auctions. This makes it difficult to assess the extent of fraudulent activity, and understand its nature.
Furthermore, there is no way to evaluate the effectiveness of newly proposed security mechanisms. To
accomplish the research goals, an online auction server has been constructed. This allows for experimen-
tation in a controlled environment, without the risk of prosecution.

The server was used to test security theories and gauge practical performance and efficiency. The
server can perform both simulated and real auctions. It has a software bidding agent interface, which
allows auctions to be fully automated (i.e., no human input required). The auction server’s software
components are documented throughout the thesis. Descriptions are given regarding how tests were con-
ducted, and their results.

This thesis does not condone the use of any of the discussed themes outside the scope of the research.
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1.3 Results

With regard to the aims stated in section 1.1, the thesis results are as follows:

1) Online auction privacy and security issues have been extensively investigated. From this, a com-
plete online auction security model for English auctions has been devised. This model uses cryptographic
mechanisms to ensure bid authenticity, and provides verification that everyone has followed the auc-
tion protocol correctly. An individual remains anonymous provided they don’t repudiate having made
a bid. In the event of bid repudiation, two independent parties can work together to trace the bid’s owner.

2) A novel method to detect shill bidding in online English auctions is presented. Bidders are issued
with a score based on their bidding behaviour. The score indicates the likelihood that the bidder is
engaging in shilling. This can be used by other bidders to decide whether they want to participate in
auctions held by a particular seller. The scheme is resilient in that it can detect colluding bidders and
sellers that attempt to thwart the system.

3) Two malicious bidding agents that engage in shilling behaviour have been constructed. A simple
shill bidding agent inserts fake bids to inflate the price until it becomes too risky to continue. A adaptive
shill agent uses knowledge from a series of auctions with substitutable items to revise its strategy. This
is achieved using novel prediction methods. The agents allow us to understand a fraudulent bidder’s
nature, and help refine the proposed shill detection techniques.

4) Privacy and security issues involved in online share trading are investigated, and a comprehensive
set of security requirements are given for this auction type (i.e., CDAs). The online English auction
security model is extended to encompass CDAs and application specific details pertinent to online share
trading. This is the first secure auction scheme to specifically address share markets.

5) Several new CDA market clearing algorithms are proposed, which are more efficient than the exist-
ing methods used in financial markets. These algorithms employ techniques such as waiting, subsidisation
and prioritising to achieve a higher trade volume. Efficiency is measured in terms of the number of bids
and amount of quantity matched. Comparisons are drawn between the optimal offline algorithm and the
proposed online clearing algorithms.

As previously mentioned, the performance of the devised techniques has been tested using the online
auction server. Test results are given and scrutinised in terms of existing literature. Many of the results
can be practically applied in commercial online auctions.

1.4 Thesis Organisation

This thesis is by publication. Each chapter contains independent sections with published or publishable
papers. The collection of papers forms a chapter’s theme. Relevant literature is reviewed at the start
of each paper (an extensive literature review of auction security by the thesis author, can be found in
Trevathan 2004 [1]). This thesis draws from e-Commerce, Information Security, Software Engineering
and Artificial Intelligence.

The organisation of the thesis is as follows. First up, the software platform for conducting online
English auctions is introduced in Chapter 2. Chapter 3 gives an overview of the security and anonymity
problems with auctioning online, and is the main thrust behind the security considerations of the research.
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Chapter 4 presents an online English auction security model that seeks to remedy the identified privacy
and security concerns. Chapter 5 discusses fraudulent bidding behaviour and proposes methods to detect
shill bidding. Chapter 6 explores the security implications for agent-based negotiation, and presents
a bidding agent that bids in a fraudulent manner. Chapter 7 discusses online share trading, and its
similarities to online auctions in terms of privacy and security. An anonymous and secure CDA scheme for
trading shares online is presented. Chapter 8 examines the software components required for conducting
CDAs, and contrasts the performance of several different online market clearing algorithm proposals.
Chapter 9 provides some concluding remarks and avenues for future work.

This thesis is designed to be read sequentially from start to finish, as later topics build upon previously
introduced concepts. However, after reading Chapters 2 and 3, the reader can skip ahead if desired.
English auctions are addressed in Chapters 4, 5 and 6. CDAs are covered in Chapters 7 and 8.



Chapter 2

Online Auction Software 1

An online auction server was constructed to aid in testing the research proposals,. This chapter presents
an introductory paper describing the auction server’s software characteristics. This paper forms the basis
for later chapters on software, which extend its functional and security capabilities. This chapter deals
primarily with English auction software mechanisms (see Section 2.1). Chapter 6 introduces software
bidding agents and Chapter 8 describes CDA related software.

2.1 RAS: A System for Supporting Research in Online Auctions

This paper describes our experiences with designing online auction software and presents a client-server
software model for conducting online English auctions. The model is based on an existing auction server
developed at James Cook University called the “Research Auction Server” (RAS). RAS is used to perform
both simulated and real auctions to gather data on the performance of key areas of auction research. RAS
has been used to conduct research in auction security, fraudulent bidding behaviour, bidding agent design
and market clearing algorithms. This paper discusses the mechanics of English auctions, and describes
the major software components of an online auction and the processes involved. It also addresses website
navigation, object-oriented design, database construction, transaction issues, and timing concerns.

“RAS: A System for Supporting Research in Online Auctions” [6] is published in ACM Crossroads.
Crossroads is a peer-reviewed student journal by the Association for Computing Machinery (ACM).
Crossroads is published quarterly and is provided to ACM members as part of their subscription. Each
issue has a theme (e.g., programming languages, artificial intelligence, etc.). The theme for this issue is
Software Engineering. The review process involves critical analysis from at least two Associate Editors as
well as other ACM staff. An accepted paper undergoes a rigorous shepherding phase where it is guided
to completion by a further Associate Editor. Only high quality papers with a significant contribution to
their field are accepted for publication. This paper is available online via the Crossroads website ', ACM
Portal 2, citeseer 3, and is referenced by DBLP 4.

Thttp://www.acm.org/crossroads/

2http:/ /www.portal.acm.org
Shttp://citeseer.ist.psu.edu/
4http://www.informatik.uni-trier.de/ ley/db/
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The main requirements for RAS and preliminary prototype were developed in 2003 as part of a
research project where I supervised third year IT student Colin Ellems. RAS has been made possible by
hardware and software grants from the School of Mathematical and Physical Sciences in 2005 and the
combined School of Mathematics, Physics and Information Technology in 2006. In addition, Zac Burrell
provided some initial technical support.



RAS: A System for Supporting
Research in Online Auctions

by Jarrod Trevathan and Wayne Read

Introduction

Online auctioning is unparalleled as the fastest growing
exchange medium to emerge from electronic commerce tech-
nology. Buyers and sellers located around the world now auc-
tion various items from the latest DVD to rare collectibles. eBay
[2] and uBid [10] are among the most successful and popular
of the commercial online auctioneers. They use an auctioning
process based on a type of auction referred to as an English
auction. In an English auction, bidders outbid each other for an
item. The winner is the bidder with the highest bid.

Despite the popularity of auctioning online, there are inher-
ent security risks. For example, bidders might not pay or
sellers might not deliver the item. To compound the prob-
lem, commercial auctioneers do not hold themselves liable
for any transactions that go awry. Cryptographic and other
security methods can help protect against many of these
risks. However, there is no way to test the feasibility of such
auction mechanisms. Therefore, an evaluation environment
for research purposes is required.

In 1998, Wellman et al. [11] developed an online auction
server called the AuctionBot. Designed at the University of
Michigan, the AuctionBot’s main purpose was to serve as an
infrastructure for conducting auction research. The
AuctionBot strived to be generic by its capacity to run vari-
ous types of auctions (i.e., English, Vickrey, and so on). Spe-
cific types of auctions could be performed by altering the
AuctionBot’s parameters. The AuctionBot also contained an
agent interface for software bidding agents.

Software bidding agents bid on behalf of a human bidder
according to a predetermined strategy. After the AuctionBot
was decommissioned in 1999, its platform became the basis
for the 2001 Trading Agent competition [14]. The competi-
tion pitted bidding agents against each other. The agents
participate in an elaborate economic game and are assessed
on their ability to acquire certain resources. Other literature
on the AuctionBot can be found in [12,13].

In 1999, Kumar and Feldman [4] presented a software model
for auctioning online. The design was based on an auction
system they had implemented. Similar to the AuctionBot,
they also sought a generic auction architecture. Sound soft-
ware engineering principles are applied by employing an

object-oriented approach to auction design. Kumar and
Feldman describe auction web site management, naviga-
tional issues and the process flow of an auction. In addition,
they discuss the effect of timing and security issues with
online auctions.

Despite these initial attempts at auction software design,
publicly available research activity has since receded. This is
largely due to the dominance of commercial online auc-
tioneers. To compound the problem, commercial auction-
eers tend not to publish their research.

We required our own infrastructure for performing research.
There are many vendors selling auction software online.
However, such software is expensive and cannot be cus-
tomized for our research needs. Due to this fact and the lim-
ited availability of academic literature on auction software
design, we have created our own online auction server.

This article describes our experiences with designing online
auction software and presents a client-server software
model for conducting online English auctions. The model is
based on an existing auction server developed at James
Cook University called the “Research Auction Server” (RAS).
We use RAS to perform both simulated and real auctions
and to gather data on the performance of key areas of auc-
tion research. RAS has been used to conduct research in
auction security, fraudulent bidding behavior, bidding agent
design, and market clearing algorithms. RAS is open source
and available online at http://auction.maths.jcu.edu.au.

In this article we discuss the mechanics of English auctions,
then we describe the major software components of an
online auction, the processes involved, and web site navi-
gation. Next, we present an object model of the system
along with a database schema and transaction issues. We
address timing concerns and specify a software bidding
agent interface. Finally, we discuss research conducted on
RAS and its implications for transaction settlement.

Online English Auctions

There are many types of auctions such as English, Vickrey,
Dutch, double, an so on. (See Trevathan et al. [8].) The
English auction is the most well known type of auction.

www.acm.org/crossroads
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Formally, an English auction is referred to as an ascending
price auction. To win, bidders must outbid each other, forc-
ing the price up. The winner is the bidder with the highest
price at the end of the auction.

The form of a bid in an English auction is:

< bidder, price, time >

At any time in an online auction, a bidder can request a
price quote from the auctioneer. The price quote contains
the bid information of the current highest bid.

The bid history of an auction is a list of all bids that have
been submitted. Table 1 gives an example bid history for an
auction. Here the winning bid is $55.

( Bid | Bidder | Price | Time
7 | Wayne | $55 | 33:05
6 |Jarrod | $50 | 30:15
5 | Sharith | S 40 | 24:22
4 | Wayne | S35 | 17:01
3 | MrGab | $25 | 12:35
2 | Shane S 20 | 05:44
\_ | |Jarrod S 15 02:09

Table 1: Bidding History.
English auctions can have three additional parameters:

e Starting price—the minimum price at which the bidding
must commence.

® Reserve price—the minimum price the seller of the item
will accept. If the final price is below the reserve, the auc-
tion result is void.

® Minimum bid increment—the minimal amount required
to outbid the current highest offer.

Online auctions allow many variations on English auctions.
For example, bidders can alter or cancel bids, auction multi-
ple goods, and issue sell bids. We will not deal with all of the
possible extensions to English auctions, but rather restrict
our attention to the essential features.

Previous auction software architectures have strived to
implement as many auction types as possible. However, the
model in this article only focuses on English auctions. There
are several reasons for this. First of all, English auctions are

the most common type of auction performed online. Sec-
ondly, there is limited literature on software design for
online English auctions. Furthermore, some auctions (for
example, continuous double auctions) are more compli-
cated than English auctions. Therefore our auction software
model allows a sufficient amount of detail.

Components of an Online Auction

Figure 1 presents a high level software model for perform-
ing online English auctions. There are two main parties: a
bidder and an auctioneer. The parties are joined by a com-
munication link.

/ Bidder ™ /7 Auctioneer ™
i Web Interface ! Web Interface i
o= L | oataase |
i ] mbl{q'e'.”t'ii-l'ié'r'f'éc'é"§ i Agent interface ; . i
{\ Programing interface | | {‘ TCP Server J

Figure 1: Online English auction software model.

There are two types of interfaces for a bidder. The first is the
web interface. This is for a human bidder. The bidder inter-
acts with the auctioneer via an HTML browser. The second
interface is for a software bidding agent. A bidding agent
interacts with the auctioneer using an application program-
ming interface.

The auctioneer runs a web server (e.g., Apache) and a script-
ing language, in this case PHP. The entire auction is database
driven. All state information (e.g., bids and timing) about the
auction is contained in the database. When a client submits
a bid or requests a price quote, a database transaction occurs.
The database generates dynamic web pages in response to
bidder activity using the scripting language.

Processes Involved
There are several main activities in an online English auction:

® [nitialization: The auctioneer sets up the auction and
advertises it, i.e., type of good, starting time, etc.

® Registration: In order to participate in the auction, bid-
ders must first register with the auctioneer.

® Price quote: A bidder obtains a price quote from the auc-
tioneer.

292 Crossroads
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® Bidding: A bidder submits a bid to the auctioneer.

e \Vinner Determination: The auctioneer determines the
winner according to the auction rules.

Transaction settlement/payment is the process of collecting
payment from and delivering the goods to the winning bidder.

Bidder/Winner Notification refers to the processes involved
with informing a bidder with information other than the
price quote. This is information specific to an individual
such as confirmation of bid receipt or notifying the winner
that they have won.

Web Interface Navigation

Figure 2 illustrates how human bidders navigate the auction
Web site. Each bubble represents a major section of the site.
Lines represent links between sections and arrows indicate
the navigational direction a user must follow to reach a par-
ticular page.

After registering, a user can log in using a password. Upon
login a user enters the secure area (shown by the red box in
Figure 2). This is a collection of pages which contains oper-
ations that only a registered user can perform.

The home page is the main area for the bidder. Bidders are
able to search for a listed auction. Once a bidder has selected
an auction, they are able to obtain a description of the item

4 )

l Reglsterl

A

Auction \

Description
Information
Bid History

Figure 2: Web interface navigation map.

and information regarding the auction (i.e., price quote,
minimum increment, and time remaining). The bidder can
then use this information to submit a new bid. After sub-
mitting a bid, a bidder can return to the home page, search
for a new auction, or return to the current auction.

In the secure area, specific information regarding the user
(such as user id and password) must be carried from one page
to another. To achieve this, the secure area is implemented
using session variables. Session variables are similar to cook-
ies, as they are used to store information for a particular period
of time. The values in session variables exist until the session
terminates. This allows information to be passed between web
pages or to another web site. A session can be created using a
session identifier which is stored on the server. When the
client makes a request, the data stored in the session variable
can be accessed any number of times until the session ends.

An alternative approach for passing information between
pages is to use a query string. However, using a query string
in this manner is difficult and cumbersome. Session vari-
ables on the other hand allow information to be more eas-
ily retrieved and maintained. Figure 3 illustrates the process
involved for using session variables.

4 N

Start

Bog ] Prompt for
Session login details
Register userld and
password session variables

Access denied Display the page

. J

Figure 3: Session variable authentication procedure.

When a bidder logs off, the session variable is destroyed. The
variable is also destroyed after a predetermined amount of
bidder inactivity (for example, when a user forgets to logoff).

Upon submitting a bid, the bidder receives an email con-
firming that his/her order has been received. The bidder will
also be informed of such information via the web page.

Search is an important mechanism in online auctions. Bid-
ders have the ability to choose from millions of auctions to

www.acm.org/crossroads
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participate in. The search mechanism must allow a bidder to
quickly and accurately identify a desired auction. Items for
auction are typically categorized hierarchically. For example,
the category “automobiles” would contain auctions for cars,
motorbikes, trucks, etc. The “car” category would be further
decomposed into auctions for sedans, hatchbacks, station
wagons, etc. Other items for auction might be listed accord-
ing to the seller. A full description of searching methods is
beyond the scope of this article, however, we leave the archi-
tecture of RAS open to incorporate any search mechanism.

Object Model

The web interface for RAS allows human bidders to interact
with the auctioneer. Figure 4 depicts an object model for RAS’s
web interface. There are two objects: Bidder and Auctioneer. The
top portion of each object indicates its internal state and the
bottom portion lists its methods (see Coad and Yourdon [1]).

( Bidder

/~  Auctioneer

userld database
password I;s;;?ch
: {:?r;ﬁ:'?arte auction remant
Register o e et
determine bid purcsofre g
\ logoff

Figure 4: Web interface object model.

A Bidder’s internal state is the userld and password. The bidder
interacts with the auctioneer via the auctioneer’s methods. The
bidder only has two methods: register and determine bid. Dur-
ing registration, a bidder obtains a userld and password, which
are kept secret. When participating in an auction, a human bid-
der determines his/her bid according to individual preferences.

The Auctioneer manages the database, which is the central
component of the auction. This contains all information
regarding bidders, their bids, and the auctions conducted.
There are two types of methods the auctioneer can perform:
private and public. Private methods are operations that only
the auctioneer can perform, such as list a new auction (list
auction), register new bidders, and terminate an auction.
Public methods are services which are requested by a bidder.
This includes the ability to login, search for an auction,
request the minimum increment, obtain a price quote, request
the time remaining, submit a bid (submit bid), and logoff.

Database
Figure 5 depicts an entity-relationship diagram for the data-
base in an online English auction. Rectangles represent enti-

ties, diamonds represent relationships, and ellipses repre-
sent attributes (see Silberschatz et al. [5]). There are three
entities: User, Auction, and Bid. The primary key for each
entity is underlined.

Figure 5: Entity relationship diagram.

When a bidder registers, their details are entered into the
user entity. Each user is identified by a unique userid.
Information stored about a user includes their password,
name, and email address.

Each auction is identified by a unique auctionld. Information
stored about an auction includes an item description, start
time, expiration time, startPrice, reserve price, minimal incre-
ment, and notes about the item. The status attribute indicates
whether the auction is currently active or has terminated.

Every time a bidder submits a bid, all information about the
bid is entered into the bid entity. Each bid is identified by a
unique bidld. To associate a bid with a bidder, the bid entity
stores the userid as a foreign key. To associate a bid with an
auction, the bid entity also stores the auctionld as a foreign
key. Other bid information includes the price of a bid and a
timestamp that indicates when the bid was submitted.

In this model a user cannot list items in an auction directly.
Instead this must be done exclusively by the auctioneer.
Allowing a bidder to list items for sale requires an extension
to the entity-relationship diagram. The auction essentially
becomes a double auction (i.e., many buyers and many sell-
ers), which complicates matters.
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There are several database transactions that occur during
an auction:

e |nitialization—A new auction’s details are entered into
the database.

® Registration—A new user’s details are entered into the
database.

® Login—An existing user’s details are retrieved from the
database.

® Price Quote—An existing auction’s details and bid his-
tory are retrieved from the database.

e Bid Submission—A new bid’s details are entered into the
database.

® Auction Termination/Winner Determination—An existing
auction’s details and bid history are retrieved from the
database. The auction’s status is set to ‘inactive’ and
entered in the database. The winner is determined
according to the auction’s rules.

Timing

When a bid is received for a particular auction, it is compared
to the current highest bid. If it does not meet the minimal
amount required to outbid the existing highest bid, then it is
discarded. A bid that does meet the required amount is time-
stamped by the auctioneer and entered into the database.

Online English auctions can terminate according to the fol-
lowing rules (see [4, 6]):

e Expiration Time—The auction closes at a predetermined
expiration time.

® Timeout—The auction closes when no bids higher than
the current highest bid are made within a predetermined
timeout interval.

e Combination of Expiration and Timeout—The auction
closes when there is a timeout after the expiration time.

In our model, the auction is database driven. Rather than
having a running program continually check the time in
order to terminate the auction, our auction terminates in
response to bidder activity. This means that every time a
bidder submits a bid or requests a price quote, a script is

run to check whether the auction has terminated according
to the database clock. This involves comparing the database
time to the expiration attribute of the auction entity in the
auction entity-relationship diagram (Figure 5). A pseudo-
code script for terminating an auction with an expiration
time is shown below (in blue):

if database time >= expiration {
set auction status to inactive
select highest bid from auction
if bid > reserve
declare this bid the winner
else
auction is void
}
else {
expiration = database time + timeout

This setup does not require synchronization between the
bidders and the auctioneer.

Terminating an auction using a timeout involves adding addi-
tional time to the auction’s expiration attribute in the data-
base every time a higher bid is received. Let timeout be a
constant time increment. Adding a timeout extends the ter-
minate auction script as shown by the red section of the code.

Some variants of English auctions allow bid cancellation.
This is common in English auctions which terminate using
an expiration time. The justification for this is that such auc-
tions can often take days or weeks. In this situation, a bid-
der may be reluctant to make such an open-ended bid.

The simplest approach to bid cancellation is to delete the
cancelled bid from the database. However, for security rea-
sons a cancelled bid should be recorded. This is achieved by
including valid and cancellationTime attributes in the bid
entity of the entity-relationship diagram shown in Figure 5.
Figure 6 illustrates new additions to the bid entity where the
red indicates the new attributes.

Figure 6: Bid entity with bid cancellation.
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A bid is initially in a valid state and the cancellation time is
null. This indicates that it is to be considered for an auction.
If a bid is cancelled, it enters an invalid state, indicating that
it should not be considered for an auction. This allows the
bid details and time of cancellation to be recorded but not
included in an auction.

Bidding Agents

A bidding agent is a program which bids on behalf of a
human bidder. In terms of an English auction, a bidding
agent is permitted to outbid any bid until the bidding price
exceeds a maximum amount specified by the human bid-
der. In auctions that can last days or weeks, bidding agents
remove the need for a bidder to constantly observe an auc-
tion. Instead, a bidding agent monitors the auction pro-
ceedings for any price activity and responds in accordance
with its programmed strategy.

The object model for a simple bidding agent is shown in
Figure 7. The auctioneer must provide an agent with six
basic services: login, request price quote, minimum incre-
ment, time remaining, submit bid and logoff. We have not
listed the auctioneer’s private methods in the model.

( Agent ) (" Auctioneer

userld database
password =

valuation login

auctionld price quote

bid increment
PR time remaining
initialize submit bid

\. determine bid / \_ logoff /

Figure 7: Simple bidding agent object model.

Similar to a human bidder, an Agent object has a userld and
password. An agent also knows the auctionld of the auction
it wants to participate in. The valuation is the maximum
limit that an agent can bid. An agent can perform two oper-
ations: initialize and determine bid. The initialize method
provides the agent with the human’s userld and password,
and instructs the agent which auction to participate in and
the valuation of the auctioned goods.

The following pseudocode script of the determine bid
method illustrates the basic operation of a bidding agent.
Green code indicates the methods of the Auctioneer object
that are used by the agent.

bid = O
login ( userld, password, auctionId )

repeat {
if ( bid <= price quote ) {
bid = price quote + increment
if ( bid <= valuation AND time remaining )
submit bid ( bid )
else
logoff

Initially the agent’s bid is zero. The agent logs in by supply-
ing its userld and password. The agent also indicates the
auction it wants to participate in by specifying the auctionld.
Once logged in, an agent repeatedly requests a price quote
and alters its strategy accordingly.

In our simple agent example, the agent’s current bid is com-
pared to the current highest bid in the auction. If the agent’s
bid is less than the price quote, then the agent increases its
bid by a given increment. If the new bid does not exceed
the agent’s preset valuation, then the agent submits the bid
to the auctioneer. Otherwise the agent logs off as it is not
allowed to exceed the valuation. Before submitting a bid,
the agent also checks whether the auction has terminated.
If so, the agent logs off.

Bidding agents are not limited to the strategy employed by
our simple agent example. Bidding agents can employ
sophisticated strategies. Some of these strategies are based
on statistical analysis of the auction data and neural net-
work reasoning about the best strategy to take.

Research Conducted Using RAS

This section briefly describes research we have been con-
ducting on RAS.

Security and Anonymity

Security and anonymity are crucial in online auction software
design. Unlike a traditional auction, the participants in an
online auction are not physically present. This presents many
opportunities for cheating. For example, a bidder might repu-
diate having made a bid, forge a bid on behalf of another bid-
der, or refuse to pay. Furthermore, the auctioneer might be
corrupt and award the auction to someone other than the
legitimate bidder. Additionally, outsiders may attempt to
influence or disrupt the auction proceedings. Online auction-
ing also raises many concerns regarding the privacy of a bid-
der’s personal information, e.g., identity and bidding history.

26 Crossroads

Summer 2006



Security in auctions has been discussed in the literature (for
example, see [4, 6, 7]). Moreover, various cryptographic
auctioning schemes have been proposed. The main goals of
such schemes are to prevent the forging of bids and bid
repudiation, to protect against auctioneer corruption, and to
preserve the anonymity of bidders. Cryptographic schemes
attempt to achieve this by signing and encrypting bids, and
by employing anonymity preserving mechanisms and pub-
licly verifiable protocols.

A secure scheme must be able to provide security with a
reasonable quality of service to auctions involving large
numbers of bidders. Cryptographic operations such as bid
signing/verification and encryption are computationally
expensive, requiring time to perform. This effectively slows
down the auctioning process and may result in bids not
being included in an auction.

RAS is used as a platform to develop and test security mech-
anisms for online auctions. RAS has been used to implement
existing cryptographic auction schemes in order to deter-
mine their feasibility by measuring signing/verification and
encryption times. We have also proposed schemes of our
own (see [8, 9]), which we have implemented using RAS.

RAS is also used to develop mechanisms to detect and pre-
vent fraudulent bidding practices such as shilling. Shilling is
where the seller introduces fake bids to drive up the final
price. This is a problem as it forces a legitimate bidder to pay
more for an item. English auctions are particularly suscepti-
ble to shill bidding behavior. We have identified the core
strategies of a shill bidder and are developing methods to
detect shill bidding. Both real and simulated auctions are con-
ducted, some of which involve fraudulent bidding behavior.
This allows us to test the effectiveness of our fraud detection
techniques and to observe the reactions of innocent bidders.

Software bidding agents are used to simulate auctions
involving large numbers (i.e., thousands) of bidders.

Transaction Settlement/Payment Mechanism

The payment mechanism is used to settle the auction (i.e.,
collect payment from the winner and ensure delivery of the
item bid upon). The method employed by RAS depends on
whether the auction is simulated or real.

During simulated auctions, fake items are auctioned. Bidders
are issued a fake amount of money to use. At the end of the
auction, the winning bidder does not receive the item nor

are they required to pay. Such auctions are designed to emu-
late real auctions without concern over payment settlement.

Real auctions, on the other hand, involve auctioning real,
tangible items. Bidders are also required to use their own
money. When the auction finishes, the winner receives the
item bid upon and must also pay the auctioneer the win-
ning amount. Such auctions are used to gauge actual auc-
tioning behavior, which can differ from simulated behavior
as there are real risks and rewards.

Enforcing payment in real auctions is a complicated task. This
often involves setting up accounts, providing insurance, gath-
ering user feedback on sellers, etc. We choose not to tackle
this topic in this article. Instead we leave the architecture open
to implement any payment mechanism for real auctions.

Simulated auctions provide the system with a great deal of
control. Each user can be issued an initial balance. When a
bidder wins an auction, the amount of the winning bid is
deducted from the bidder’s balance. A user is unable to sub-
mit a bid for an amount greater than their balance.

Figure 8: User entity with payment mechanism.

The user entity in the entity-relationship diagram in Figure
5 can easily be modified to include this behavior. Figure 8
illustrates the amended user entity. The red section depicts
a new attribute called balance. The balance attribute con-
tains the current balance of the user. When a bidder wins
an auction, his/her balance attribute is updated.

Conclusions

Our auction model is specific to online English auctions and
it is simple and concise compared to previous literature on
auction design. Our system is modeled using an object-ori-
ented approach and is used to test the efficiency and prac-
ticality of security and anonymity mechanisms in online
auctions. RAS has been used to perform hundreds of simu-
lated and real auctions.

RAS is being extended to other types of auctions. For exam-
ple, we have implemented a form of auction referred to as a

RAS: A System for Supporting Research in Online Suctions s—
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continuous double auction (CDA). This allows many buyers
and sellers to continuously trade goods. The best known
example of a CDA is a share market. A CDA is inherently
more sophisticated than an English auction. This involves
modifications to the database schema and the winner deter-
mination procedure. We are in the process of documenting
the software design considerations of RAS’s CDA mechanism.
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Chapter 3

Auction Privacy and Security Issues

This chapter presents two papers that raise awareness of online auction privacy and security issues.
These papers set the theme for the rest of this thesis. The first paper introduces the privacy and security
problems inherent in the auctioning process (see Section 3.1). The second paper investigates existing
cryptographic solutions and identifies several flaws in current security design proposals (see Section 3.2).
These papers describe the principles underlying the proposed auction security and anonymity preservation
techniques.

3.1 Security, Anonymity and Trust in Electronic Auctions

This paper discusses security, anonymity and trust issues in electronic auctions. It outlines exactly how
bidders can cheat in existing commercial online auctions. In addition, it shows how the Auctioneer can
influence the auction in a manner that is inconsistent with the rules. Existing auction security schemes
use various Auctioneer configurations to ensure that the Auctioneer can be trusted. The paper contrasts
these configurations describing their advantages and disadvantages. Concerns regarding abuse of a bid-
der’s identity and personal information are addressed. Furthermore, this paper describes how an outsider
can influence the auction proceedings by forging bids and through denial of service attacks. Various types
of fraudulent bidding behaviour are also discussed.

“Security, Anonymity and Trust in Electronic Auctions” [2] is published in ACM Crossroads. Cross-
roads is a peer-reviewed student journal by the Association for Computing Machinery (ACM). Crossroads
is published quarterly and is provided to ACM members as part of their subscription. Each issue has a
theme (e.g., programming languages, artificial intelligence, etc.). The theme for this issue is Cryptogra-
phy. The review process involves critical analysis from at least two Associate Editors as well as other
ACM staff. An accepted paper undergoes a rigorous shepherding phase where it is guided to completion
by a further Associate Editor. Only high quality papers with a significant contribution to their field are
accepted for publication. This paper is available online via the Crossroads website !, ACM Portal 2,
citeseer 3, and is referenced by DBLP *.

Thttp://www.acm.org/crossroads/

2http:/ /www.portal.acm.org
Shttp://citeseer.ist.psu.edu/
4http://www.informatik.uni-trier.de/ ley/db/
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As a result of having two publications in Crossroads, I have now held the position of Associate Editor
since January 2006. In 2004 I traveled to Key West Florida USA to attend the Financial Cryptography
conference (FC 2004). This paper is the culmination of my initial research into auction security. Travel to
the conference was made possible by the Doctoral Research Scheme (DRS) and the School of Information
Technology. This paper resulted in a media article by the Townsville Bulletin.



Security, Anonymity and Trust [ JPh)
in Electronic Auctions

Introduction

Auctioning items over the Internet is a popular and lucra-
tive industry. There are now many companies that con-
duct auctions online such as eBay [5] and onSale [10].
Online auctions have geographical advantages over tradi-
tional auctions as buyers and sellers are not required to be
physically present at a central location (such as a hall or
open air venue). This allows online auctions to be much
larger and more elaborate than traditional auctions. How-
ever, it also provides opportunities for the auction partici-
pants to cheat.

A bidder can cheat by repudiating bids, failing to pay, or col-
luding with other bidders to affect the settlement price.
Likewise, the seller of the item might fail to deliver the
goods, or could be in collusion with some of the bidders.
Someone could also forge a bid in an attempt to frame a
bidder, or introduce fake bids in order to influence the auc-
tion proceedings.

Furthermore, bidders are required to trust the auctioneer
with their identity and bid information. A corrupt auction-
eer could award the auction to someone other than the legit-
imate winner. A bidder’s personal information could also be
sold to marketing agencies, or used for malicious purposes.

Commercial auction sites fail in many of the aforemen-
tioned circumstances. These sites only offer basic solutions
that are designed to “clean up” after wrongdoing has taken
place. However, cryptography can be used to solve some of
these problems up-front. An “electronic auction” is a cryp-
tographic scheme designed to securely conduct auctions
while protecting the identities of the bidders.

In this article we describe two popular types of electronic
auctions. We discuss the security issues associated with
conducting these auctions and contrast the differing
anonymity requirements. We also identify four main strate-
gies for reducing the trust that bidders must place in the
auctioneer. Furthermore, we present a basic example of an
electronic auction scheme. This is used to illustrate the com-
plexity involved in designing a secure and anonymous auc-
tion scheme. Finally, we discuss some of our research with
regard to using group signature schemes to construct elec-
tronic auctions.

by Jarrod Trevathan

Types of Auctions

The first known auctions were conducted in Babylon circa 500
BC with the dubious application of auctioning women for mar-
riage. The idea was extended to various goods and services in
Ancient Rome [4]. There are now a variety of auction types
that have evolved to suit differing needs and applications.

The most well known auction is the English auction. This
type of auction is commonly used in Real Estate where a
bidder attempts to outbid all other bidders. The winner is
the bidder with the highest bid and they must pay an
amount equal to this bid. An English auction is referred to
as an open bid auction because everyone knows the amount
that a bidder has bid.

A Vickrey auction is a lesser-known auction where bid
amounts remain sealed, meaning no one knows the value
of anyone else’s bid. Vickrey auctions were invented in
1961 by Nobel Prize winner William Vickrey [14]. A Vickrey
auction consists of two stages: bidding and opening. During
the bidding stage, bidders seal their bid (e.g., place it in an
envelope) and submit it to the auctioneer. During the open-
ing stage, the auctioneer opens all of the bids and deter-
mines the winner. The winner is the bidder with the highest
bid. They are required to pay an amount equal to the sec-
ond highest bid (i.e., the highest losing bid).

Vickrey auctions are popular in cryptographic research as
they are less complicated to model compared to English
auctions. This is because English auctions require a real-
time communication channel between the auctioneer and
bidders for price updates and winner determination.
Vickrey auctions, on the other hand, only require a bidder
to send a single message to the auctioneer.

Security

Online auctions are inherently insecure due to geographical
scale and lack of accountability. Since participants are not
physically present at the auction proceedings there are
opportunities to cheat. For example, bidders can repudiate or
forge bids and sellers might not deliver goods. Furthermore,
the auctioneer could be corrupt. Auction security has been
studied extensively in literature [1, 2, 6, 7, 8, 9, and 13]. The
primary goal of an electronic auction scheme is to ensure
that the auction outcome is computed fairly. To understand
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the issues involved, we first review some problems encoun-
tered by traditional auctions and then examine various solu-
tions employed by existing commercial auction sites.

Some problems with traditional English and Vickrey auc-
tions include:

¢ Shielding: A bidder places an artificially high bid which
is subsequently withdrawn just prior to the bid close
time. This can have the effect of deterring other bidders
with lower valuations from bidding. When the bid is
withdrawn, the bidder may have another lower bid ready
to win at the deflated price.

e Shilling: A bidder, or group of bidders (called shills), col-
lude to artificially inflate the clearing price for the seller.
If one of the shills accidentally wins, the item is resold in
another auction.

® Sniping: A bidder refrains from making a bid until just
prior to the bid close time. When the bid is made it is
usually done so in a manner that does not allow any
other bidder to respond in time.

e Siphoning: A non-participant observing an auction
makes a lower offer directly to a bidder. The non-partici-
pant avoids the costs and risks associated with conduct-
ing an auction.

* Misrepresented or non-existent items: A seller might
make false claims about the item for sale, or attempt to
sell an item they do not have.

In an attempt to reduce these problems, existing commer-
cial online auction sites offer remedies such as legislation
and incentives. Firstly, laws can be made with regard to
breaking the rules. For example, defaulting on payment
could result in a fine and/or jail sentence. Another solution
is to provide an incentive scheme to reward people that fol-
low the rules. For example, eBay [5] offers a feedback sys-
tem that allows buyers and sellers to create profiles about
each other based on previous dealings. Anyone can view
these profiles before engaging in business with the individ-
ual. A buyer or seller with a shady reputation can also be
blacklisted from future auction proceedings.

Other solutions involve credit card registration, escrow serv-
ices and insurance. Credit card registration can be used as

both proof of identity and security for payment. In a simi-
lar manner, escrow services require all bidders to keep pay-
ment in escrow (security), which is either refunded or
deposited depending on the auction outcome. Alternately,
insurance can be offered to participants in situations where
they suffer loss as a result of unfair behavior. However, none
of these solutions is perfect.

Electronic auctions seek to use cryptographic protocols to
enforce security and protect anonymity. This is done by
constructing auction schemes from cryptographic building
blocks such as encryption, digital signatures, secret sharing,
and digital cash. First the basic components of an electronic
auction scheme must be described.

There are several main activities (or stages) fundamental to
an electronic auction protocol:

® Initialization: The auctioneer sets up the auction and
advertises it (i.e., type of good, starting time, etc.).

® Registration: In order to participate in the auction, bid-
ders must first register with the auctioneer (or a registra-
tion manager). This ensures that only valid bids are
made and that bidders can be identified for payment
purposes. It is desirable for registration to be a one-off
procedure. Once a bidder has registered they should be
able to participate in any number of auctions rather than
re-registering for each new auction.

¢ Bidding: A registered bidder computes his/her bid and
submits it to the auctioneer. The auctioneer checks the
received bid to ensure that it conforms to the auction rules.

® Winner Determination: The auctioneer determines the
winner according to the auction rules. It is desirable for
this process to be publicly verifiable.

The following outlines the main security goals for electronic
auction schemes:

® Un-forgeable bids: Bids must be un-forgeable, otherwise
a bidder can be impersonated.

® Non-repudiation: Once a bidder has submitted a bid
they must not be able to repudiate having made it. For
example, if a bidder wins and does not want to pay, they
might deny that they submitted the bid.
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® Publicly verifiable: There must be some publicly avail-
able information by which all parties can be verified as
having correctly followed the auction protocol. This
should include evidence of registration, bidding, and
proof of winner/loser.

® Robustness: The auction process must not be affected
by invalid bids or by participants not correctly following
the auction protocol.

¢ Efficiency: Efficiency issues also play a large role in the
practicality of electronic auction schemes. Factors that influ-
ence the efficiency of a scheme include the computational
and communication overhead required for registration,
signing a bid, verifying a bid and winner determination.

Many of the schemes proposed in literature fail to achieve
the basic security goals or are too inefficient to be practical.
Furthermore, some schemes reveal too much information
about a bidder, including his/her identity and bidding history.

Anonymity

A major problem with existing commercial auction sites is
that there is no means to protect a bidder’s identity. For
example, the auctioneer knows everything about a bidder
including his/her identity and the values of the bids he/she
submits. This is undesirable as such information can be
used to target a bidder with unsolicited junk mail or for
more malicious purposes such as bid shielding.

There are varying levels of anonymity depending on
whether the auction is English or Vickrey. However, the main
objective for anonymity in an electronic auction scheme is:

To conceal the bidder-bid relationship so that no bidder can
be associated with the bid they submit.

Anonymity is often achieved by issuing bidders with a
pseudonym (fake identity) that they can use to submit bids.
Consider the following scenario for example: A bidder must
register with two registration managers, denoted as RM1
and RM2 respectively. RM1 knows the bidder’s real identity
and issues the bidder with a certificate. The bidder presents
this certificate to RM2. RM2 trusts the certificate and pro-
vides the bidder with a pseudonym that can be used when
bidding. RM1 knows the bidder’s identity, but not the cor-
responding pseudonym. RM2 knows the bidder’s pseudo-
nym, but not his/her identity. Here the bidder remains
anonymous as long as RM1 and RM2 do not collude.

However, anonymity is at odds with non-repudiation. If an
auction were completely anonymous, bidders would be
able to repudiate bids as there is no way to tell who sub-
mitted what bid. Therefore, it is desirable to have a mecha-
nism to trace bidders in the event of a dispute. This can be
thought of as an “identity escrow” scheme where an
authority has the power to reveal the identity of who sub-
mitted the bid in question. In the example above, RM1 and
RM2 could be called upon, under special circumstances, to
reveal a bidder’s identity by combining their information.

Further anonymity issues include:

* Confidentiality: In a Vickrey auction once a bid has been
sealed, it must remain sealed until the winner determi-
nation stage of the auction.

® Privacy of losing bids: In a Vickrey auction, the values of
the losing bids must be kept secret (however, most schemes
leak bid statistics). Further questions also arise over how
much information is disclosed regarding the winner and
winning bid. For example, should only the seller and win-
ner know the amount of the winning bid? What informa-
tion should the auctioneer learn about winning/losing bids?

¢ Un-linkable bidding: The auctioneer should not be able
to learn information about individual bidders based on
previous auctions conducted. This information could be
used in future auctions in a manner that disadvantages
the bidder. Consider the following scenario in a Vickrey
auction: a bidder (denoted by B1) submits a bid for $100.
The second highest bid is $50, so B1 wins and has to pay
only $50. In a future auction, B1 again bids $100 and
again the second highest bid is $50. Since the auctioneer
knows B1’s valuation, the auctioneer enters a bid for
$99. Bl wins and must pay $99. In doing so, the auc-
tioneer has increased the auction’s revenue by $49.

In an English auction [9], linkable bidding within an auc-
tion is acceptable, as it is common for several bids to
come from one particular bidder. For example, two bid-
ders might engage in a rally attempting to outbid each
other. Observers and participants of an auction often
gain entertainment value from watching the parties
involved in such rallies. However, linking bids between
subsequent auctions is not desirable. An auctioneer who
knows the valuation of a bidder might set a higher
reserve (minimum winning) price in future auctions
involving that bidder.
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The need for anonymity in a scheme must be weighed
against the goals and purpose of the scheme. Too much
anonymity allows bidders to repudiate bids, whereas not
enough anonymity allows bidders to be profiled and
cheated by the auctioneer. To help with issues of security
and anonymity, it is therefore desirable to reduce the level
of trust a bidder must place in the auctioneer.

Trust

A significant problem in electronic auction protocols is how
to protect bidders from a corrupt auctioneer. A malicious auc-
tioneer might influence the auction proceedings in a manner
inconsistent with the auction rules. For example, the auc-
tioneer might choose to block bids, insert fake bids, steal pay-
ments, profile bidders, open sealed bids prior to the opening
stage, or award the item to someone other than the legiti-
mate winner. Furthermore, there may be collusion between
the auctioneer and some of the bidders (similar to shilling).

In general, all electronic schemes in literature can be classi-
fied according to how they deal with the trust problem. The
following approaches to reducing the trust bidders place in
the auctioneer have been identified:

Trusted Third Party

Since the auctioneer is a beneficiary, the assumption that
he/she follows the auction protocol may not be realistic. An
alternative could be that the bidder and the auctioneer pro-
vide a trusted third party (TTP) with information so that
when there is a dispute the TTP can be called upon to
resolve the altercation. However, such a setup requires all
parties to have confidence in the TTP. This essentially means
that the bidders trade one evil for another. Furthermore, the
TTP is an attractive security target and a bottleneck [9].

Threshold Trust

Threshold trust schemes protect against a corrupt auction-
eer by distributing the role of the auctioneer across n
servers. The auction can be considered secure/fair unless a
threshold ¢, of the auction servers collude (where t <n).
Threshold trust, however, requires much communication
between bidders and the auction servers, as well as between
the auction servers themselves [6].

Two-Server Trust

It can be argued that threshold trust is not effective, since
collusion among auctioneer servers is beneficial to the
whole group of auctioneers. An alternative approach is to
split trust up among two servers owned by separate entities.

Here the auction result can be trusted as long as the two
entities do not collude. Two-server trust schemes effectively
reduce the communication overhead involved in threshold
trust schemes and thus far have also proved to be compu-
tationally efficient. However, if one of the two servers
decide not to co-operate, then the auction outcome cannot
be determined. We will give an example of a two-server
trust scheme in the next section [7, 13].

Distributed Bidder Trust

In this approach the auctioneer is not used. Instead, the bid-
ders jointly compute the auction outcome. The merit of
such an approach is that collusion amongst bidders is pre-
vented unless all bidders are corrupt, which negates the rea-
son for colluding in the first place. However, the downfall of
this approach is that all bidders must participate during the
winner determination stage. This is not reasonable, as when
the number of bidders is large (e.g., several hundred) it
would be virtually impossible to arrange a time for all bid-
ders to be available to calculate the winner. Furthermore, if
just one bidder decides not to participate, the auction out-
come cannot be determined. In addition, much communi-
cation is required between bidders during the bidding and
winner determination stages [1].

Example Electronic Auction

In this section, an English auction scheme based on two-
server trust is presented. Note that this example fails some
of the security and anonymity criteria stated earlier. It
merely serves as an example to highlight the main issues
associated with constructing a secure and anonymous elec-
tronic auction scheme.

In this example, there are three main parties involved: the
bidders, two registration managers (RM1, RM2), and an
auctioneer. The auctioneer controls a public bulletin board
to which it writes the auction results. All parties can verify
the auction proceedings via the bulletin board. Bulletin
boards are used in many schemes proposed in literature
(see [9, 13]). It is assumed that auction participants use a
public key cryptosystem.

Initialization: The auctioneer sets up the auction. The auc-
tioneer and the two registration managers publish their
public keys.

Registration: Figure 1 illustrates the process involved in reg-
istration.
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Figure 1: Registration.

—_

. A bidder registers his/her identity /D with RM1

2. RM1 provides the bidder with a certificate cert (signed
using RM1’s private key)

3. The bidder presents cert to RM2

4. RM2 checks RM1’s sighature on cert (using RM1’s public key)

5. RM2 issues the bidder with a pseudonym pn, a secret
key x, and an auction certificate auction(pn, x) as proof

that pn and x are valid

Bidding: Figure 2 illustrates the process involved in bidding.

N
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- o =
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Public Bulletin Board
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Figure 2: Bidding.
1. A bidder chooses his/her bid amount §
2. A bidder signs his/her bid x(S, pn) using x

3. A bidder submits his/her bid to the auctioneer in the fol-
lowing form:

[S, pn, x(S, pn), auction(pn, x)]

4. The auctioneer checks auction(pn, x) (using RM2’s public key)

5. if valid, the bid information is posted on the bulletin
board, otherwise, the bid is discarded

Winner Determination: The auctioneer determines the
auction outcome according to the auction rules and posts
the result to the bulletin board.

Traceability: In the event of a bidder repudiating a bid, an
optional traceability procedure can be run:

1. The auctioneer sends the disputed bid to RM1 and RM2

2. RM1 and RM2 recombine their information to reveal the
ID corresponding to pseudonym pn that was used to sub-
mit the bid. This can be verified by checking x(S, pn) and
auction(pn, x)

In this scheme bids are un-forgeable, as they are signed
using a bidder’s secret key x. Neither of the registration
managers is able to frame an individual bidder as they do
not know the correspondence between ID, pn, or x. A trace-
ability protocol can be run in the event that a bidder repu-
diates a bid. The auction proceedings are publicly verifiable
via the bulletin board. The scheme is robust in the sense
that the auctioneer can discard any bids without valid sig-
natures. Bidders remain anonymous as long as RM1 and
RM2 do not collude.

The problem with this example, however, is that bids are
linkable because the same pseudonym is used for every
bid. While this does not reveal the identity of the bidder, it
does over time create a profile about the bidder’s bidding
strategy. This information could also be used as the basis for
a more sophisticated attack (explained in [12]) that allows
RM1 to learn the identity of a newly registered bidder. A fur-
ther problem with this scheme is that RM2 could introduce
fake bids into the auction in an attempt to disrupt the auc-
tion proceedings with a denial of service attack. Given that
RM2 knows the value of every bidder’s secret key x, RM2
can randomly sign fake bids using any x.

This simple example showed some of the issues and pitfalls
of designing electronic auction schemes.

Research Directions—Group Signatures
The goal of our research is to investigate how group signa-
ture schemes can be applied to electronic auctions. The
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concept of group signatures was introduced by Chaum and
van Heyst [3]. A group signature scheme allows members
of a group to sign messages on the group’s behalf such that
the resulting signature does not reveal their identity.
Signatures can be verified with respect to a single group
public key, but does not reveal the identity of the signer.
Only a designated group manager is able open signatures
(reveal the signer’s identity), in the case of a later dispute.
Furthermore, it is not possible to decide whether two sig-
natures have been issued by the same group member.

Group signatures have been employed by the electronic
auction schemes presented in [8, 9]. However, these
schemes are very slow, that is, they require many modular
computations to be performed and have much communi-
cation overhead. Furthermore, the use of group signatures
by these schemes is complicated and somewhat different to
how more conventional group signature schemes work. Our
research focuses on using group signatures in a simpler
manner then what has been done in previous schemes. We
are also applying this concept to a form of auction referred
to as a continuous double auction, where there are many
buyers and many sellers (e.g., a share market) [11].

In terms of an auction, the group manager corresponds to
a registration manager. The bidders correspond to the
group. Once registered, each bidder is able to sign mes-
sages (bids) on behalf of the group in such a way that it
does not reveal the identity of the individual bidder that
submitted the bid. Signatures can be verified by anyone,
that is, the auctioneer, other bidders, and outside parties. In
the case of a dispute, the registration manager can reveal
the identity of the signer of a bid. The role of the auctioneer
is merely to organize and run the auction.

Such an approach clearly requires the bidders to have full
confidence in the registration manager who is a TTP.
However, we are interested in actually distributing the role
of the group manager across several parties (as in threshold
trust schemes). To the best of our knowledge, group signa-
tures have not been employed in such a manner before. We
believe that group signature schemes naturally lend them-
selves to the electronic auction problem.

Conclusion

Online auctions are inherently insecure. Existing commer-
cial auction sites only offer basic solutions to security and
anonymity problems. All individuals are required to trust
the auctioneer. Electronic auctions are cryptographic

schemes designed to securely and anonymously conduct
auctions. The main goals for a secure and anonymous elec-
tronic auction scheme are un-forgeable bids (to prevent
framing), non-repudiation of bids, public verification of the
auction proceedings, robustness, and to protect a bidder’s
anonymity. It is also highly desirable to reduce the trust that
bidders have in the auctioneer. We identified four main
approaches to trusting the auctioneer: trusted third party,
threshold trust, two-server trust, and distributed bidder
trust. We also presented an example of an electronic auc-
tion scheme based on the two-server trust approach. This
example showed that it is hard to create an electronic auc-
tion scheme that satisfies the stated security and anonymity
goals. We believe that the good approach to constructing
electronic auctions is to use a group signature scheme.
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3.2 Design Issues for Electronic Auctions
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Extensive research has been conducted in order to improve the security and efficiency of electronic auctions.

However, little attention has been paid to the design issues. This paper discusses design issues and contrasts
the differing security requirements between various auction types. We demonstrate that poor design for an
electronic auction breaches the security of the system and degrades its practicality, irrespective of how se-
cure/efficient the building blocks of an electronic auction are. This is accomplished by illustrating design
flaws in several existing electronic auction schemes. Furthermore, we provide a solution to these flaws using
a group signature scheme and give recommendations for sound auction design.

1 INTRODUCTION

An auction is an exchange mechanism whereby a
seller (or sellers) offers an item for sale and many
bidders submit bids in competition for the item. The
Auctioneer organises the auction on behalf of the
seller and accepts bids from the bidders. The Auc-
tioneer attempts to maximise the sale price for the
seller, whereas the bidders try to win the item for the
lowest price possible. An electronic auction is a cryp-
tographic protocol designed to securely and anony-
mously conduct auctions. While extensive research
has been undertaken for improving the security and
efficiency of electronic auctions, (see (Cachin, 1999;
Franklin and Reiter, 1996; Kikuchi et al., 1998; Naor
et al., 1999; Trevathan, 2005)), little attention has
been paid to the design issues. In this paper we
demonstrate that poor design for an electronic auc-
tion breaches the security of the system and degrades
its practicality regardless of how secure/efficient the
building blocks of an electronic auction are. This
is accomplished by illustrating design flaws in sev-
eral existing auction schemes. We also provide solu-
tions to these flaws using a group signature scheme
and give some recommendations for sound auction
design.

This paper is organised as follows: Section 2 gives
a general background on electronic auction schemes.
Section 3 describes the security problems inherent in

conducting electronic auctions. Section 4 discusses
design issues and illustrates some major design flaws
in several existing schemes. Section 5 gives some rec-
ommendations about how these flaws can be fixed and
suggestions regarding good auction design principles.
Section 6 provides some concluding remarks.

2 TYPES OF AUCTIONS

There are many types of auctions, including Eng-
lish, Vickrey, Dutch, and Continuous Double auctions
(see Figure 2). An English auction is the most promi-
nently known type of auction and is commonly used
in real estate. In this auction there is one seller who
offers an item for sale. Many potential buyers submit
bids in an attempt to win the item. The winner is the
highest bidder after a given time-out period.

An alternative to this is the Vickrey auction. This
is referred to as a sealed bid, second price auction.
It is comprised of bidders submitting their bids se-
cretly during a bid submission round. The bids remain
sealed until a winner determination round, where the
Auctioneer views all of the bids and awards the auc-
tion to the highest bidder. In this auction, the win-
ner only has to pay the second highest price, i.e., the
highest losing bid. The values of all other losing bids
remain secret. In contrast, an English auction is an
open bid, first price auction.
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Figure 1: Taxonomy of Electronic Auction Schemes

In a Dutch or descending auction, the seller pro-
gressively lowers his/her bid until a buyer accepts.
The winner is the first buyer to accept the seller’s of-
fer. They must pay an amount equal to this bid. In
this respect Dutch auctions have the natural property
of concealing the losing bid values. This form of auc-
tioning is also referred to as descending, as unlike an
English auction, the winning price is bid downwards
rather than up.

A further style of auction used in share markets is
a Continuous Double Auction (CDA). The aforemen-
tioned auctions have only one seller and many buyers.
CDAs on the other hand, have many buyers and many
sellers who continuously trade a particular commod-
ity. These auctions are open bid and the price can be
either ascending or descending.

Electronic auction schemes have been proposed for
all of these auction types. However, regardless of the
auctioning mechanism, all schemes consist of the fol-
lowing stages:

Initialisation: The Auctioneer sets up the auction and
advertises it (i.e., description of good, starting time,
etc).

Registration: In order to participate in the auction,
bidders must first register with the Auctioneer (or a
registration manager). This ensures only valid bids
are made and bidders can be identified for payment
purposes. It is desirable for registration to be a one-
off procedure. When a bidder has registered they are
able to participate in any number of auctions rather
than re-registering for each new auction.

Bidding: A registered bidder computes his/her bid
and submits it to the Auctioneer. The Auctioneer
checks the bid received to ensure conformity with the
auction rules.

Winner Determination: The Auctioneer determines
the winner according to the auction rules. It is desir-

able for this process to be publicly verifiable.

3 AUCTION SECURITY

In recent years, many companies have emerged of-
fering auctioning services via the Internet (e.g., eBay!
and onSale?). Such sites lack security for both the
seller and the bidder and moreover require all parties
to trust the Auctioneer. Furthermore, the identities
and information relating to the participants is open to
abuse. Common problems identified include: the bid-
ders repudiating bids (i.e., they win and later decide
they don’t want to pay), the seller not delivering the
item and Auctioneer corruption by awarding the auc-
tion to someone other then the legitimate winner.

Security and anonymity has been addressed in
literature by (Cachin, 1999; Franklin and Reiter,
1996; Kikuchi et al.,, 1998; Naor et al., 1999;
Trevathan, 2005). Additionally, numerous auction
schemes have been proposed in an attempt to solve
the aforementioned problems. There are differing
security requirements depending on whether the
auction is sealed or open bid. However, in general,
most schemes in literature agree on the following
security goals:

Unforgeability - Bids must be unforgeable, otherwise
a bidder can be impersonated.

Non-Repudiation - Once a bidder has submitted a
bid they must not be able to repudiate having made
it. For example, if a bidder wins and does not want to
pay they might deny that they submitted the bid.
Anonymity - The bidder-bid relationship must be

"http://www.ebay.com
Zhttp://www.onsale.com



concealed so that no bidder can be associated with the
bid they submit.

Public Verifiability - There must be publicly avail-
able information by which all parties can be veri-
fied as having correctly followed the auction protocol.
This should include evidence of registration, bidding
and proof of winner/loser.

Robustness - The auction process must not be af-
fected by invalid bids nor by participants not follow-
ing the auction protocol correctly.

4 DESIGN ISSUES

The main design goals discussed previously in the
literature of electronic auctions include fairness, effi-
cient registration, efficient bidding, and efficient win-
ner determination (see, for example, (Boyd and Mao,
2000; Franklin and Reiter, 1996; Naor et al., 1999;
Boyd et al., 2000; Trevathan, 2005)). Our observation
is that despite all components of an electronic auction
functioning correctly, there is still no guarantee that
the whole system works properly. In this section we
discuss several design issues that must be considered
in order to achieve a practical auction system.

4.1 Trust Issues

Auctioneer corruption is a major problem in elec-
tronic auctions. A malicious Auctioneer might influ-
ence the auction proceedings in a manner inconsis-
tent with the auction rules. For example, the Auction-
eer might choose to block bids, insert fake bids, steal
payments, profile bidders, open sealed bids prior to
the winner determination phase, or award the item to
someone other than the legitimate winner. Further-
more, the Auctioneer may be in collusion with some
of the bidders.

In general, all schemes can be classified according
to how they deal with this problem. We have identi-
fied the following trust models:

Auctioneer Trust - This is the easiest (and the most
unacceptable) solution to the problem. It is assumed
that the Auctioneer is trustworthy and honestly
follows the protocol. This is the strategy employed
by all Internet auction sites as it easily solves many
relevant problems (e.g., security, anonymity, etc.).
However, all bidders are at the mercy of the company
running the auction.

Trusted Third Party - Since the Auctioneer is a
beneficiary, the assumption that it follows the auction
protocol is unrealistic. An alternative could be that
the bidders and Auctioneer provide a frusted third
party (TTP) with information so that when there is a

dispute the TTP can be called upon to resolve it (see
(Boyd et al., 2000)). However, such a setup requires
all parties to have confidence in the TTP who is an
attractive security target and a bottleneck.

Threshold Trust - Threshold trust schemes protect
against a corrupt Auctioneer by distributing the role
of the Auctioneer across ¢ servers (see (Franklin and
Reiter, 1996; Sakurai and Miyazaki, 1999)). The auc-
tion can be considered secure/fair unless a threshold
t, 1 <t < £ of the Auctioneers collude. The value of
t is usually around £/3.

Such a scheme is clearly better then the previous
approaches as no single party acting maliciously can
influence the auction proceedings. However, thresh-
old trust requires much communication between
bidders and the auction servers, as well as between
the auction servers themselves. Furthermore, when
the auctioning company is small, collusion among
Auctioneers is beneficial to the group as a whole.

Two-Server Trust - An alternative approach to
threshold trust is to split the auctioning responsibility
among two servers owned by separate entities (see
(Cachin, 1999; Naor et al., 1999)). Here the auction
result can be trusted as long as the two entities do
not collude. Two-server trust schemes effectively
reduce the communication overhead involved in
threshold trust schemes and thus far have proven
to be computationally efficient. However, if one of
the two servers decides not to co-operate, then the
auction outcome cannot be determined.

Distributed Trust - In this approach the bidders
jointly calculate the auction result without the help
of an Auctioneer. The merit of such an approach is
that collusion amongst bidders is prevented unless all
bidders are corrupt, which negates the reason for col-
luding in the first place (see (Brandt, 2003)).

Distributed trust schemes are unrealistic as they re-
quire all bidders to participate during the winner de-
termination phase. Such an approach is not feasible
when the number of bidders is large. Furthermore,
distributed trust is not applicable to CDAs as this as-
sumes knowledge of the total number of bidders prior
to the start of bidding. In a CDA, new bidders are
entering the auction all the time. Using a distributed
bidder approach would require communicating new
information to all the auction participants every time
a new bidder registers.

4.2 Anonymity Issues

Another important criteria for the evaluation of secure
electronic protocols is anonymity. This is important
because the bidder-bid relationship must be concealed
in such a way that no bidder can be associated with the



bid they have submitted. There are several different
approaches to satisfy this requirement. For example,
auction protocols which utilise secure computation
for winner determination (e.g., (Kikuchi et al., 1998;
Harkavy et al., 1998) provide this facility by conceal-
ing the identity of bidders in their bids). A common
solution is to issue bidders with a pseudonym (during
registration), which they can use to submit bids. That
is, bidders register themselves (by presenting verified
identification) and obtain a pseudonym.

Seemingly the technique of issuing pseudonyms
requires having more than one server/party on the
auction side. Otherwise, the same party issuing
the pseudonym knows the real identity of the asso-
ciated bidder, and thus learns the relationship be-
tween the bids and the bidders. On the contrary, if
the pseudonym issuer does not know the pseudonym
(e.g., itis issued by blindly signing a message), then it
cannot retrieve the real identity of a bidder in the case
of a dispute. This model essentially works as follows
(assume the two servers/parties are called S; and S5):

1. Bidders present their identification to S; and obtain
a token that does not carry their ID.

2. Bidders submit the token (without revealing their
ID) to S2, who issues a pseudonym associated with
the token.

In this way, neither S nor So knows the relation-
ship between any real ID and the pseudonyms. The
bidder then submits his/her bid using the pseudonym.
However, in the event of a dispute S7 and S5 can co-
operate to determine the real ID associated with each
pseudonym.

Our observation is that, regardless of how se-
cure the anonymity issuing protocol is, the resulting
scheme is not secure if there is no separation between
the registration and the bidding phases. That is, the
registration must be performed for all bidders prior to
the commencement of bidding and the system must
not accept any bid before the registration is closed.
The following scenario explains a possible attack: A
bidder provides identification to S; and obtains a to-
ken. Using this token, it obtains a pseudonym which
can be used for bidding. If there is no separation
between the registration and bidding phases S; can
act in a procrastinating manner by halting all future
registrations until the newly registered bidder sub-
mits his/her bid. This scenario enables S; to learn
the mapping between the bidder’s identity and his/her
pseudonym. To protect against this type of attack, the
scheme should not allow any bidding prior to the reg-
istration closing time.

Note that there are electronic auction schemes in
which it is impossible to have a separation between
the registration and the bidding phases. For example,
a CDA allows bidders to continuously submit bids at
the same time new bidders are being registered (i.e.,

the registration and bidding phases overlap). There-
fore the scheme by Wang and Leung (Wang and Le-
ung, 2004) can be broken using this procrastinating
attack.

4.3 Bid Authentication Issues

Efficient winner determination is an important crite-
ria in the evaluation of electronic auction protocols.
Because of its importance, many schemes provide ev-
idence to support their claims regarding the ability of
their system to efficiently process bids. For example,
(Franklin and Reiter, 1996) in their highly referenced
work, claim that:

“We have implemented a prototype of our ser-
vice to demonstrate its feasibility. The perfor-
mance of this implementation indicates that our
approach is feasible using off-the-shelf worksta-
tions for auction servers, even for large auctions
involving hundreds of bids.”

The question is, what will happen if a (set of) ma-
licious bidder(s) issues too many bids? Optimisti-
cally assuming that processing each bid takes only
one second, then the winner determination process
will require a proportional amount of time (i.e., the
system is not practical). The problem is more crucial
in schemes which use secure computation (see, e.g.,
(Kikuchi et al., 1998)). They achieve anonymity by
concealing the identity of bidders in their bids. In ad-
dition, all bids are submitted anonymously. The win-
ner determination protocol opens only one bid —a bid
that contains the highest offer. If there is a tie (i.e.,
more than one bid at the highest offer), then another
round of bidding must occur. A malicious bidder can
easily cause a never ending scenario in this scheme.
For example, even if all high valued bids are opened
(which is disallowed by the protocol), the Auctioneer
cannot determine who has submitted the bid as it con-
tains a false identity. Obviously, such schemes are not
practical at all.

This problem can be avoided if the bids have
been authenticated. That is, the Auctioneer accepts
bids only from registered bidders (generally, in
all sealed-bid auctions, each bidder submits only
one bid). If the system supports anonymity of the
bidders, then it must also provide the authentication
of the corresponding pseudonym. Note that there
are schemes which check the validity of the bids
(i.e., they check whether the submitted bid satisfies
a predetermined structure). This is insufficient,
as one may submit too many well-structured bids.
Furthermore, bid authentication must be secure about
relevant attacks. In order to illustrate the problem,
let us examine the protocol by (Boyd et al., 2000),
which supports a sealed bid auction system. This
is possibly the only auction scheme which uses bid
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authentication. But, as we will show shortly, it is
subject to an impersonation attack.

System Settings in (Boyd et al., 2000) -

G is a subgroup of order ¢ in Z;, such thatp = 2¢+1
for sufficiently large prime p. There are two gener-
ators, g1, and go, such that nobody knows logg, go.
The public keys of a bidder b; are certified to be
y1=g;" and ya = g5°.

Sealing Protocol in (Boyd et al., 2000) -

This is an interactive protocol between the bidder
and the Auctioneer. At the end of this protocol,
the Auctioneer will be convinced that the bidder
submitted a correct bid which can be opened at the
bid-opening phase (in their scheme, the help of the
bidder is necessary to open the bid). A bidder, b4,
with public keys y1 = ¢7* and y2 = g52 wishes
to commit himself/herself to the bid value b. The
protocol has three steps and works as shown in
Table 1.

To open the bid (at the bid-opening phase) the bid-
der should release the tuples (b,a). This tuple can
be checked with corresponding values at the bid seal-
ing protocol, and upon verification, the value b is
the bid submitted by bidder b;. If a bidder refrains
from opening his/her bid (e.g., when he/she learns
that his/her bid is too much higher than the others),
the identity of this person can be traced and suitable
action will be taken. The idea behind this protocol is
that the tuple (S, B, ¢, t1,t2) is unique, and thus the
bidder is committed to the bid value b. The authors
also proposed a non-interactive version of this proto-
col (see (Boyd et al., 2000)).

Anyone that does not know the secret keys x; and
9, cannot participate in, and complete the proto-
col successfully. The impersonation attack works as
shown in Table 2 (the non-interactive version is also
subject to this attack).

The consequence of this attack is that an innocent
bidder b; will be accused of not participating in the
bid opening protocol. But, in fact, nobody knows the
relevant tuple (b, a) for this case (if solving the Dis-
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Table 2: The Sealing Protocol by a Malicious Bidder

crete Logarithm problem is hard).
4.4 Price Determination Issues

Many auction schemes impose a price list on bidders
(e.g., (Harkavy et al., 1998; Sakurai and Miyazaki,
1999)). This is essentially a series of bidding points
(w1, wa, ..., wx) where wy < wg < ... < wy which a
bidder must choose from.

The scheme by (Harkavy et al., 1998) requires bid-
ders to submit a bid value for each point in the price
list. Meaning, for each point in the price list, a bid-
der must either bid his/her id or a nullifying value.
For a price list of size k, this requires a bidder to sub-
mit k individual values. In some types of auctions
(such as CDAs), a price list may be too restrictive as
bidders require flexibility in choosing their bid. In
some instances this may be down to fractions of cents.
Adding more bidding points comes at the cost of in-
creased computation and communication overhead.
So the question here is what is the correct value of
k to choose?

Moreover, two colluding bidders can continually
bid at the highest price level and cause infinite rounds
of auctioning (i.e., denial of service attack). This is
a major problem with the schemes of (Harkavy er al.,
1998) and (Sakurai and Miyazaki, 1999). For exam-
ple, if the highest price in the list is & and two bidders
bid at this price, then the auction goes to a second
round of bidding. In this round the maximum value in
the price list increases to k£ x 2. However, both bid-
ders then bid £ x 2. This then forces a third round of
bidding and the maximum value in the price list in-
creases to k x 3, etc. If the bidders continue in this
manner, the auction continues indefinitely.

In addition, many schemes using a price list, also
require bidders to participate in a disavowal protocol
(e.g., (Sakurai and Miyazaki, 1999)). This requires
the bidder to engage in a protocol with the Auctioneer
to show that the bid they submitted is not for that par-
ticular price. Upon completion of disavowal for the
respective price level, the Auctioneer selects the next
price in the list and the process repeats. Unfortunately
disavowal protocols are very expensive as much com-
munication must take place to determine the winner.



Furthermore, if some bidders do not participate they
are instantly incriminated, or the auction process is
left in an inconsistent state.

For the reasons stated above, schemes using price
lists tend to be restrictive and are not always practical
for certain types of auctions.

4.5 Payment Issues

A major issue in electronic auction schemes is how to
enforce payment from the winning bidder(s). Previ-
ous schemes have achieved this by using digital cash
schemes. For example, Franklin and Reiter (Franklin
and Reiter, 1996) use a digital coin to represent a bid-
der’s bid. The value of the coin is equivalent to the
amount of the bid. The winner’s coin is deposited into
the seller’s bank account at the end of the protocol. In
this scheme the purpose of the coin is to prevent re-
pudiation of bids. The scheme by (Boyd et al., 2000),
uses a digital cash scheme in a similar manner. When
a bidder repudiates a bid, the identity of the bidder
can be recovered by presenting the bidder’s piece of
digital cash to the bank.

We believe that using digital cash does not sig-
nificantly enhance the security of an electronic auc-
tion scheme. Instead it introduces another party (i.e.,
the bank) to the auction which must be trusted by
the participants. This complicates auction schemes
and makes it increasingly difficult to analyse how se-
cure the scheme is. Franklin and Reiter (Franklin
and Reiter, 1996) claim that their scheme can provide
anonymity through the use of pseudonyms. However
even if this is done, anonymity is still dependent on
the underlying digital cash scheme.

The main goal of digital cash is to allow a spender
to engage in anonymous and untraceable transactions
with a merchant. When the spender breaks the rules
(i.e., repudiates the purchase or double spends the
cash) the only means of recourse is for the bank to re-
veal the spender’s identity. In terms of an anonymous
auction, we are only interested in revealing a bidder’s
identity when there is a dispute (i.e., bid repudiation).
Unless the bank is built into the auctioning model (as
in (Boyd et al., 2000)), other more efficient mecha-
nisms for identity escrow can be used rather than dig-
ital cash schemes.

S RECOMMENDATIONS

This section provides some suggestions of ways to
fix the problems raised in the previous section and
discusses good design strategies for electronic auc-
tions. Surprisingly there already exists cryptographic
mechanisms to solve many of the problems facing

electronic auctions. However, little if any of the lit-
erature on electronic auctions has embraced this re-
search. The proposed solution comes from group sig-
nature schemes.

A group signature scheme allows members of a
group to sign messages on behalf of the group so that
no one can work out which particular user is the signer
(see (Anteniese et al., 2000)). A signature on a mes-
sage can be verified by anyone using a single public
key. When there is a dispute (i.e., someone repudiates
having signed a message) a trusted group manager can
reveal the identity of the signer of a message. Each
signature is unlinkable and no coalition of users (even
with the help of the group manager) is able to forge a
valid signature of an innocent user.

Group signatures have many desirable properties
with regard to electronic auctions. In an auction, each
bidder belongs to a group of bidders. Every bidder
has a unique signature which enables them to sign
bids anonymously. The bidders submit their bids to
the Auctioneer, who can then verify each signature
using the group’s public key. However, the Auction-
eer cannot solely be the group manager as this would
require all bidders to implicitly trust that the Auction-
eer would not reveal their identities. Instead this task
must be distributed among the Auctioneer and an-
other party (e.g., a registration manager). When there
is a dispute, both the Auctioneer and the other party
must cooperate in order to reveal the identity of whom
signed the bid in question.

In the subsections that follow, we will address each
of the design issues stated in the previous section
and describe how the properties of group signature
schemes can be employed. Throughout this section,
we develop a model for electronic auction design.
This model is not specific to any particular auction
type, but can be used as a general basis for all types
of auctions. Note that mechanisms for sealing bids
will not be discussed. Instead the model addresses
trust, anonymity, bid authentication, price flexibility
and payment enforcement.

5.1 Trust

Using publicly verifiable protocols reduces the trust
required in the Auctioneer. This approach allows all
parties (even outsiders) to view the auction process
and they can verify that the auction outcome is cor-
rect.

Many schemes use public bulletin boards to serve
this purpose (Sakurai and Miyazaki, 1999; Boyd et
al., 2000; Wang and Leung, 2004). An Auctioneer
can post bids and auction results on the board so that
all others can verify the auction proceedings. It is as-
sumed that only the Auctioneer can write to this board
and that it is publicly accessible to all parties.



Public bulletin boards have implications for sealed
bid auctions as the main requirement is to keep the
losing bids secret. However, in all sealed bid auc-
tion schemes it is inevitable that bidders learn statis-
tics about the bids submitted (i.e., highest price, bid
values, etc). Therefore, using a bulletin board is suf-
ficient for sealed bid auctions, as long as the bidder-
bid relationship remains secret (i.e., bidders cannot be
linked to their bids).

However, even if publicly verifiable protocols are
used there is still some need to trust the Auctioneer.
In this case, the best approach is to use the two-server
trust model (see Section 4.1). This needs to be mod-
ified slightly in that the second party is only required
in the case of a dispute but cannot act on his/her own
(as in the case of the TTP approach). This will be
clarified in the next section.

5.2 Anonymity

To protect against the procrastinating attack described
in section 4.2, there must be complete separation be-
tween the registration and bidding stages of an auc-
tion. This means that all bidders must register prior to
the Auctioneer accepting any bids. This is a straight-
forward matter for English, Vickrey and Dutch auc-
tions as the Auctioneer can prevent the auction from
starting until all bidders have registered.

However, in CDAs it is impossible to separate the
registration and bidding stages. In this situation a
group signature scheme can be used. Group signa-
tures are unlinkable, which means that given two sig-
natures, it is impossible to tell if the same user signed
both messages. This thwarts the procrastinating at-
tack as S can no longer determine if the signature
that they are observing belongs to the newly regis-
tered bidder or someone else. Even if S; does learn
the mapping between the newly registered bidder and
the signature on a bid, the registration manager will
not be able to link future bids to the bidder due to the
unlinkability property of the group signature.

5.3 Bid Authentication

In general, authentication protocols require consider-
able time consuming operations such as exponentia-
tion. However, there are algorithms that can be em-
ployed for performing multiple verifications in one
stage/operation (e.g., (Bellare et al., 1998)). Group
signatures are also an effective method of performing
bid authentication.

5.4 Price Determination

Bidders must be allowed flexibility when choosing
their bid values. Using a group signature approach fa-

cilitates price flexibility as bidders are free to choose
whatever bid values they desire. Furthermore, a group
signature scheme does not require the use of a dis-
avowal protocol. In general, designers of electronic
auctions should avoid disavowal protocols.

5.5 Payment Enforcement

As stated in Section 4.5, digital cash schemes only
serve as a non-repudiation mechanism in auctions
and makes the scheme conceptually harder to under-
stand. There are more efficient identity escrow mech-
anisms other then digital cash. Again group signature
schemes are an ideal choice. When there is a dispute,
(i.e., someone repudiates a bid, or refuses to pay), the
group manager can reveal the identity of the person
that signed the bid in question. This is more efficient
then a digital cash scheme and serves the same pur-
pose.

5.6 Group Signature Auction Model

This section proposes a generic auction model using a
group signature scheme. The model incorporates the
recommendations from the previous subsections. Fur-
thermore, it gives the designer flexibility to use any
group signature scheme.

There are three parties in the auction:

1. A Bidder, who is interested in submitting bids for
an item offered by a seller.

2. An Auctioneer, who organises the auction, accepts
the bids and determines the winner according to the
auction rules. The Auctioneer also holds the corre-
sponding relation of the identity and a token asso-
ciated with each bidder. The Auctioneer has access
to a publicly verifiable bulletin board.

3. A Registrar, who takes part in a protocol in order to
complete the registration of a bidder who has ob-
tained a token from the Auctioneer. At the end of
the protocol, the bidder obtains a secret key that
enables him/her to generate signed bids in a proper
format.

Setup - The Auctioneer organises the auction (i.e., ad-
vertising and calls for auction). The Registrar sets up
the group public key and his secret key.

Registration - A user submits a request to the Auc-
tioneer to participate in the auction. The Auctioneer
verifies the identity of the requestor, and issues a to-
ken that is verifiable by the Registrar. The user then
takes part in a protocol with the Registrar, in order
to obtain his secret key and a certificate of member-
ship in the auction. Note that the token does not carry
the real identity of the bidder, but all communication
between the Registrar and the owner of a token is au-
thenticated, and will be kept for tracing, or revealing
the identity of users associated with tokens.



Bidding - Using a membership certificate, a bidder
can generate anonymous and unlinkable group signa-
tures on a bid. A bidder submits a bid to the Auc-
tioneer signed using the secret key. The Auctioneer
verifies the signature on the bid using the public key.
If the bid is valid, the Auctioneer posts it on the bul-
letin board.

Winner Determination - The Auctioneer determines
the auction outcome according to auction rules (i.e.,
English, Vickrey, etc.). The auction result is posted on
the bulletin and the winner can produce his/her signed
bid as evidence that they won.

Traceability - In the event of a dispute (i.e., bid
repudiation), the Auctioneer and the Registrar can
combine their information to reveal the identity of a
signer.

6 CONCLUSION

Limited attention has been paid to the design issues
of electronic auctioning schemes. This paper demon-
strated that poor auction designs breach the security
of any auction scheme irrespective of how secure the
underlying cryptographic building blocks are. Auc-
tions were examined in terms of trust, anonymity, bid
authentication, price determination and payment en-
forcement.

We have shown that many schemes proposed in lit-
erature are not practical and can be broken by exploit-
ing weakness in the fundamental design employed. A
group signature scheme can solve many of the prob-
lems in electronic auction design. However, this is not
an all-encompassing solution to all of the design is-
sues. It is insufficient to rely on cryptographic mech-
anisms alone. An auction system is only secure as its
weakest component.

There still remain many pressing issues in design-
ing electronic auctions. Now the time has come for
the designers of auction schemes to step away from
the small-view approach and observe the auction sys-
tem as a whole. Designers need to analyse how each
component interacts and scrutinise whether the cryp-
tographic methods employed are really sufficient for
use in electronic auction schemes.
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Chapter 4

Privacy and Security in English
Auctions

English auctions are the most common form of online auction. Previous cryptographic solutions have
mainly concentrated on other auction types such as Sealed Bid and Dutch auctions. While these schemes
are helpful in defining the basic auction security requirements, they are of limited usefulness to online
English auctions. This chapter presents one paper that proposes a cryptographic scheme that is tailored
to online English auctions (see Section 4.1). CDA security is addressed in Chapter 7.

4.1 Secure Online English Auctions

Online auctions such as those used by eBay are based on a type of auction referred to as an English
auction. This paper proposes a new scheme for conducting secure and anonymous online English auc-
tions using a modified type of group signature. Trust is divided among three servers owned by separate
companies to ensure anonymity and fairness. The proposed scheme solves the problems of the existing
English auction schemes and has following characteristics: unforgeability, anonymity, unlinkability, excul-
pability, coalition-resistance, verifiability, robustness, traceability, revocation and one-off registration. The
scheme can prevent the Auctioneer from altering the auction timing (unskewability) and from selectively
excluding bids (unblockability). The proposed scheme has comparable efficiency to the existing schemes
for the enhanced privacy and security it provides.

“Secure Online English Auctions” [7] is published in the International Conference on Security and
Cryptography Conference 2006 (SECRYPT). SECRYPT 2006 was held in Setubal, Portugal and was
organised by INSTICC. Sponsors included IBM, Setubal Polytechnic Institute, IEEE Systems, Man and
Cybernetics (SMC) Society, and the International Association for Cryptographic Research (IACR). The
major goal of this conference was to bring together researchers and developers from academia and industry
working in areas related to e-business to stimulate a debate with a special focus on telecommunications
networks. The conference received 326 submissions in total, with contributions from 53 different coun-
tries. To evaluate each submission, a double blind paper evaluation method was used: each paper was
reviewed by at least two internationally known experts from the Program Committee, and more than 95%
of the papers had 3 or more reviews. In the end, 98 papers were selected to be published and presented
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as full papers. This corresponds to a 30% acceptance ratio. This paper is available online via citeseer !

and is referenced by DBLP 2.

Publication in SECRYPT 2006 was made possible by funding from the School of Mathematical and
Physical Sciences.

“Secure Online English Auctions” [18] has also been selected to appear in the “ICETE 2006 Best
Papers” book published by Springer Verlag. SECRYPT is part of the International Conference on E-
Business and Telecommunications Engineers (ICETE). Out of four independent conferences held under
the ICETE banner, only 28 of the best papers were accepted for publication in the book. This corresponds
to an 8% acceptance rate.

Thttp://citeseer.ist.psu.edu/
2http:/ /www.informatik.uni-trier.de/"ley/db/
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Security and privacy in online auctions is a major concern as auction participants have many opportunities
to cheat (e.g., repudiate bids, not deliver items, etc.). Online auctions such as those used by eBay are based
on a type of auction referred to as an English auction. Dispite the English auction being the most popular
type of auction, it has received less security coverage than other types of auctions (e.g., sealed-bid auctions).
An existing proposal for a “secure” English auction prevents the Auctioneer from closing the auction early
and from blocking bids, but does not protect a bidder’s anonymity. Another proposal provides anonymity, but
does not stop an Auctioneer from skewing its clock or blocking bids. This paper proposes a new scheme for
conducting secure and anonymous online English auctions using a modified type of group signature. Trust
is divided among three servers owned by separate companies to ensure anonymity and fairness. Our scheme
solves the problems of the existing English auction schemes and has following characteristics: unforgeability,
anonymity, unlinkability, exculpability, coalition-resistance, verifiability, robustness, traceability, revocation,
one-off registration, unskewability and unblockability. Our scheme has comparable efficiency to the existing
schemes for the enhanced security and privacy it provides.

1 INTRODUCTION

Online auctioning is now widely accepted as one
of the premiere means to do business on the web.
English auctions are the most common type of on-
line auction employed by Internet auctioneers (e.g.,
eBay' and uBid?). Such auctions are used to sell vari-
ous items from real estate to football tickets. An Eng-
lish auction allows one seller to offer an item for sale.
Many potential buyers then submit bids for the item
attempting to outbid each other. The winner is the
bidder with the highest bid after a given time-out pe-
riod where no bid higher than the current highest bid
has been made. The winner must pay the seller an
amount equal to the winning bid.

Since the participants are not physically present in
an online auction, there exist many security concerns
and opportunities for people to cheat. For example, a
bidder might repudiate having made a bid or the seller
doesn’t deliver the item. Furthermore, the Auctioneer
could influence the auction in a manner inconsistent

"http://www.ebay.com
Zhttp://www.ubid.com

with its rules (e.g., block bids). Security and privacy
in electronic auctions has been covered in (Boyd and
Mao, 2000; Franklin and Reiter, 1996; Naor et al.,
1991; Trevathan, 2005; Viswanathan et al., 2000),
and numerous “secure” auction schemes have been
proposed. However, most of the schemes presented
so far have been for sealed bid auctions (i.e., bids re-
main secret until the close of bidding). An English
auction on the other hand is an open bid auction (i.e.,
everyone knows the values of the bids). This com-
bined with the nature of the auctioning process makes
English auctions more complicated than regular cryp-
tographic auction schemes.

The timing of events in English auctions is much
more critical than sealed bid auctions. As a result, this
presents some unique security risks. An English auc-
tion requires a real-time link between the bidders and
the Auctioneer. Frequent price quotes are issued to
update bidders regarding the current highest bid. As
bidders base their decisions on this information, its
timeliness directly influences the auction. A corrupt
Auctioneer could disadvantage certain bidders by de-
laying this information or by speeding up (skewing)
the clock in order to close the auction early. Fur-



thermore, the speed and ease of the bid submission
process is significant, especially when an auction is
nearing its end. A malicious Auctioneer could selec-
tively block bids based on bidder identity and/or bid
value.

(Stubblebine and Syverson, 1999) presented an
English auction scheme that prevents the Auctioneer
from closing the auction early and from blocking bids.
However it does not protect a bidder’s anonymity.
Alternately, a scheme by (Omote and Miyaji, 2001)
provides anonymity, but does not stop an Auction-
eer from skewing its clock or blocking bids. We be-
lieve the short-comings of the existing schemes can
be solved by basing the auction protocol on a modi-
fied group signature scheme.

The concept of group signatures was introduced
by (Chaum and van Heyst, 1991). A group signa-
ture scheme allows members of a group to sign mes-
sages on behalf of the group, such that the resulting
signature does not reveal the identity of the signer.
Signatures can be verified with respect to a single
group public key. Only a designated group manager
is able to open signatures, and thus reveal the signer’s
identity. Due to these unique security characteristics,
group signature schemes have recently been used as
the basis for auction protocols (see (Trevathan et al.,
2005; Trevathan et al., 2006)).

This paper presents a scheme for conducting online
English auctions in a secure and anonymous manner.
The new scheme solves the problems of the existing
proposals while maintaining all of their features. The
role of the Auctioneer is divided among two auction
servers (owned by separate companies) to ensure that
the correct timing of events is maintained and to pre-
vent bid blocking. (see (Naor et al., 1991).) Our
scheme uses a group signature that is altered so that
the role of the group manager is also divided among
two indepedent auction servers. This allows for bid
verification and protects a bidder’s identity unless the
two servers collude. In the case of a dispute (e.g.,
a bidder repudiates a bid), a court order can be used
to reveal the bidder’s identity and he/she can be per-
manently revoked from the auction proceedings. The
scheme is flexible and allows the group signature to
be updated as better techniques for group signatures
become available. Our scheme offers comparable ef-
ficiency trade-offs for its enhanced security and pri-
vacy characteristics.

This paper is organised as follows: the remainder of
this section discusses security issues inherent in Eng-
lish auctions and our contribution. Existing English
auction schemes and their shortcomings are discussed
in Section 2. The components of our new scheme are
introduced in Section 3 and the auction protocol is
described in Section 4. An informal security analysis
of the new scheme is given in Section 5. Section 6
presents an efficiency comparision of the new scheme

and Section 7 provides some concluding remarks.

1.1 Fundamentals of Online English
Auctions

There are four main activities in an online English
auction:

Initialisation — The Auctioneer sets up the auction
and advertises it i.e., type of good being auctioned,
starting time, etc.

Registration — In order to participate in the auction,
bidders must first register with the Auctioneer.

Bidding — A registered bidder computes his/her bid
and submits it to the Auctioneer. The Auctioneer
checks the bid received to ensure that it conforms
with the auction rules.

Winner Determination — The Auctioneer determines
the winner according to the auction rules. Online
English auctions can terminate according to the fol-
lowing rules (see (Kumar and Feldman, 1998; Stub-
blebine and Syverson, 1999)):

1. Expiration Time - The auction closes at a predeter-
mined expiration time.

2. Timeout - The auction closes when no bids higher

than the current highest bid are made within a pre-
determined timeout interval.

3. Combination of Expiration and Timeout - The auc-

tion closes when there is a timeout after the expira-
tion time.

1.2 Security Issues in Online English
Auctions

The core security requirements for an English auction
include:

Unforgeability - Bids must be unforgeable, otherwise
a bidder can be impersonated.

Verifiability - There must be publicly available infor-
mation by which all parties can be verified as having
correctly followed the auction protocol. This should
include evidence of registration, bidding and proof of
the winner of the auction.

Exculpability - Neither the Auctioneer nor a legiti-
mate bidder can forge a valid signature of a bidder.
Coalition-resistance - No coalition of bidders can
frame an innocent bidder by fabricating a bid.
Robustness - The auction process must not be af-
fected by invalid bids or by participants not following
the correct auction protocol.



Anonymity - The bidder-bid relationship must be
concealed so that no bidder can be associated or iden-
tified with the bid they submit.

One-time registration - Registration is a one-off pro-
cedure, which means that once a bidder has regis-
tered, they can participate in future auctions held by
the Auctioneer.

Unlinkability - Bids are unlinkable within an auction,
and also between plural auctions.

Traceability - Once a bidder has submitted a bid, they
must not be able to repudiate having made it. Other-
wise if a bidder wins and does not want to pay, they
might deny that they submitted the winning bid. In
this event the identity of the bidder who submitted the
bid in question can be revealed.

Revocation - Malicious bidders can be easily revoked
from all future auctions.

English auctions are open bid and the timely nature
of the auction process therefore raises several further
concerns. Due to the flexibility of closing rules for
English auctions this introduces the following unique
requirements:

Unskewability - The Auctioneer must not be able to
alter the auction timing. For example, speed up its
clock in an attempt to close the auction early, or slow
the auction down to keep the bidding process active
beyond the official timeout.

Unblockability - The Auctioneer cannot selectively
block bids based on bid amount or the identity of the
bidder.

Conditional bid cancellation - In online auctions us-
ing an expiration time, it is common for the auction to
continue for days or weeks. In this situation a bidder
might be reluctant to make such an open ended bid.
Therefore depending on the closing rule and the stage
of the auction it is desirable to allow bidders to con-
ditionally cancel bids. Note that bidders should not
be able to cancel bids when an auction is in a timeout
stage and cancellation must only be done in strict ac-
cordance with the Auctioneer’s bid cancellation pol-

icy.

2 EXISTING ENGLISH AUCTION
SCHEMES

Discussions regarding security for English auctions
can be found in (Kumar and Feldman, 1998; Tre-
vathan et al., 2005). Several “secure” English auc-
tion schemes have been proposed by (Lee et al., 2001;
Nguyen and Traore, 2000; Omote and Miyaji, 2001;
Stubblebine and Syverson, 1999). The first scheme
is due to (Stubblebine and Syverson, 1999). This
scheme requires bidders to register with the Auction-
eer. The Auctioneer must periodically timestamp the

auction proceedings with a Notary to prove to bid-
ders that it is not skewing its clock. Bidders submit
bids using a reverse hash chain and secret bid com-
mitments. This is done to ensure that the Auctioneer
cannot block bids, and that bidders are not able to re-
pudiate bids. The auction proceedings are recorded
on a public bulletin board that is readable by every-
one, but can only be written to by the Auctioneer.

We have identified the following problems with this
scheme:

1. There is no anonymity for the bidders.

2. Bids are linkable, meaning that the Auctioneer can
create profiles about individual bidders and their
bidding strategies.

3. All parties must trust the Notary. (i.e., to ensure the
correct timing is maintained.)

(Omote and Miyaji, 2001) refine a scheme by
(Nguyen and Traore, 2000) that uses a form of mod-
ified group signature (Ateniese et al, 2000; Ca-
menisch and Stadler, 1997; Chaum and van Heyst,
1991). This scheme allows a bidder to register once
and participate in any number of auctions held by the
Auctioneer. Bids are claimed to be unlinkable be-
tween different auctions, but linkable within a partic-
ular auction. This is achieved by requiring the bidder
to calculate a new signature generation key prior to
each auction.

In this scheme there are two mangers responsible
for conducting the auction. The Registration Man-
ager (RM) secretly knows the correspondence of the
bidder’s identity and registration key. RM works as an
identity escrow agency. The Auction Manager (AM)
hosts the auction and prepares bidder’s auction keys
in each round.

We have identified the following problems with this
scheme:

1. All bidders must update their keys between each
round of auctioning, which is essentially equiva-
lent to re-registering. Therefore, this negates the
author’s claims that registration is a one-off proce-
dure.

2. AM can skew its clock and/or selectively block
bids.

3. Revoking a bidder is inefficient as it requires AM
to reissue new keys to all of the existing bidders.

4. (Lee et al., 2001) describe a flaw in this scheme
during the winner announcement stage. Here AM
is able to erroneously inform any bidder that they
have won without being publicly verifiable. Lee et
al. propose a solution. However, this introduces
several more bulletin boards and requires computa-
tions that are an order of magnitude slower.

5. Bids are linkable within a current auction, but un-
linkable between plural auctions. The motivation



for this is stated as the auction participants gain
utility in terms of entertainment from viewing the
auction. For example, when there is a rally between
two particular bidders, observers enjoy knowing
how many bids a bidder has submitted.

With regard to the last point, it is our opinion, that
in an anonymous auction scheme all bids (whether
in the same auction or not) must be totally unlink-
able. Observers can still see a rally, however, there is
no need to know exactly whom the bids are coming
from. Our scheme described in the next section, does
not allow bids to be linked within the same auction or
between plural auctions.

3 COMPONENTS OF OUR
SCHEME

The auction has four parties:

A Bidder, who is interested in buying an item from a
seller in an English auction.

An Auction Manager (AM), who organises the
auction proceedings, accepts bids and determines
the winner according to whoever has submitted the
highest bid. To participate in an auction, a bid-
der presents his/her real identity to AM. AM issues
the bidder with a token that allows him/her to register.

A Registration Manager (RM), who takes part in the
protocol in order to complete the registration of a
bidder, once a token has been obtained from AM. At
the end of the protocol, the bidder obtains a secret
key that enables him/her to generate signed bids in a
proper format.

An Auction Helper (AH), who aids AM in accepting
bids and determining the winner. AH is owned by a
separate company and is tasked with ensuring that
AM does not alter its clock or block bids.

The scheme uses a two-server trust approach that
can be broken down into two subsystems: the
anonymity subsystem and the auction subsystem (see
Figure 1). The anonymity subsystem protects the
anonymity of the bidders provided the AM and RM
do not collude. The auction subsystem ensures the
correct outcome of the auction as long as AM and AH
do not collude. There is no trust assumed between
RM and AH.

Each bidder, AM and AH are connected to a com-
mon broadcast medium with the property that mes-
sages sent to the channel instantly reach every party
connected to it. The broadcast channel is public so

that everybody can listen to all information commu-
nicated via the channel, but cannot modify it. It is
also assumed that there are private channels between
RM and any potential bidders (who wish to join the
auction proceedings).

3.1 Group Signatures

To join an auction, a bidder must first register with
RM (who plays the role of a group manager in a group
signature scheme). Once registered, a bidder can par-
ticipate in the auction by signing bids using the group
signature. Bids are submitted to an independent AM
who runs the auction (with the help of AH which is
explained later). AM (and AH) post the auction re-
sults on a publicly verifiable bulletin board.

One of the most efficient and popular proposals for
group signature schemes is due to (Ateniese et al.,
2000). This is the group signature scheme that is used
for the basis of our auction protocol. The (Ateniese et
al., 2000) group signature scheme informally works
as follows:

Let n = pq be an RSA modulus, where p and ¢ are
two safe primes (i.e., p = 2p' + 1, ¢ = 2¢' + 1, and
p’, ¢ are also prime numbers). Denote by QR(n), the
set of quadratic residues - a cyclic group generated
by an element of order p’q’. The group public key
is y = (TL, a,ap,Yy = gz7 9, h)’ where a, aop, 9, h are
randomly selected elements from Q R(n). The secret
key of the group manager is x.

To join the group, a user (bidder 7) must engage in
a protocol with the group manager (i.e., RM and AM)
and receive a group certificate [B;, e;] where B; =
(a®,a0)"/¢ mod n with e; and z; chosen from two
integral ranges as defined in (Ateniese et al., 2000).
(x; is only known to the user/bidder).

In order to sign a message/bid, m, the user/bidder
has to prove possession of his member certificate
[B;, e;] without revealing the certificate itself. More
precisely, the user/bidder computes:

T1 = B,y mod n, To = ¢* mod n,
T3 = g“h" mod n SK(m)

where the value SK(m), computed over a message
m, indicates a signature of knowledge of the secret
key x; and the e;th root of the first part of the repre-
sentation of 7T (in the implementation of our scheme,
the exact signature generation and verification proce-
dures will be presented).

In the case of a dispute, the group manager can
open a signature that reveals the identity of the signer.
This is due to the fact that the pair (77, T») is an El-
Gamal encryption of the user’s certificate (using the
public key of the group manager). That is, the group
manager can compute B;, using B; = T /(T»)”.
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Figure 1: The Auction Model

In certain circumstances users must be revoked
from the group. For example, a membership expires
or a user misbehaves. Reissuing keys to all existing
group members is unwieldy and inefficient for a large
group. Using a certificate revocation list to blacklist
malicious bidders requires the verifier of the signature
to check a list that is linear in the number of revoked
users.

(Camenisch and Lysyanskaya, 2002) propose a
scheme based on a dynamic accumulator that requires
a member to prove that they have not been revoked.
Informally, an accumulator is a method to combine
a set of values into one short accumulator such that
there is a short witness that a given value was incor-
porated into the accumulator. It is infeasible to find a
witness for a value that is not in the accumulator. A
dynamic accumulator allows values to be added and
deleted from the accumulator at unit cost. By incor-
porating dynamic accumulators into a group signature
scheme, revocation can easily be performed by delet-
ing a member’s value from the accumulator.

A user must check the accumulator prior to signing.
This requires an online link between the group man-
ager and the users. In terms of an auction, a bidder
must check the accumulator each time they submit a
bid. This is reasonable for English auctions, as there
is a real-time communication link between the Auc-
tioneer and bidders anyway.

The (Camenisch and Lysyanskaya, 2002) dynamic
accumulator scheme can be defined as follows: A
dynamic accumulator for a family of inputs {X}}
is a family of families of functions {F;} with the
following properties:

Efficient generation: There is an efficient proba-
bilistic algorithm G that on input 1% produces a ran-
dom element f of Fy. Moreover, along with f, G also
outputs some auxiliary information about f, denoted

auxy.
Efﬁgient evaluation: [ € Fy is a polynomial-size
circuit that, on input (u,k) € Uy x Xy, outputs a
value v € Uy, where Uy is an efficiently-samplable in-
put domain for the function f; and X}, is the intended
input domain whose elements are to be accumulated.

Quasi-commutative: For all k, for all f € Fy, for
all w € Uy for all 1,22 € Xy, f(f(u,21),22) =
f(f(u7z2)71'1)' IfX = {xlv 7xm} C Xk’ then by
f(u, X) we denote f(f(...(u,21),...), Tm)-

Witness: Letv € Uy and x € Xj. A value w € Uy
is called a witness for x in v under f ifv = f(w,x).

Addition: Let f € Fi, and v = f(u,X) be the
accumulator so far. There is an efficient algorithm A
to accumulate a given value ¥’ € Xy. The algorithm
outputs:

1. X =xu{z'}andv' = f(v,2') = f(u, X');
2. w' which is the witness for x € X inv'.

Deletion: Let f € Fy, and v = f(u,X) be the

accumulator so far. There exist efficient algorithms

D, W to delete an accumulated value x' € X. The

Sfunctionality of the algorithms includes:

1. D(auzys,v,a") = v such that v' = f(u, X{z'}),
and

2. W(w,z, 2’ 0,0") = v such that f(w',z) = v/,

where x € X and f(w,z) = v.

The (Camenisch and Lysyanskaya, 2002) dynamic
accumulator scheme is based on the strong RSA
assumption and accumulates prime numbers (i.e.,
the primes used for the membership certificates in
(Ateniese et al., 2000) group signature scheme).
The scheme also provides a proof that a committed
value was accumulated (we will omit these details).
The construction of a dynamic accumulator where
the domain of accumulated values consists of prime
numbers, is as follows:



- F}, is the family of functions that correspond to ex-
ponentiating modulo-safe prime products drawn from
the integers of length k. Choosing f € Fj}, amounts
to choosing a random modulus n = pq of length k,
where p = 2p'+1,g=2¢'+1,and p, ', q, ¢’ are all
prime. We will denote f corresponding to modulus n
and domain X4 g by fy, 4 B.

- Xa pisthe set {e € primes : e # p/, ¢ N A <
e < B}, where A and B can be chosen with arbitrary
polynomial dependence on the security parameter k,
aslong as 2 < Aand B < A% X, p is (any subset
of) of the set of integers from [2, A%> — 1] such that
Xap CX) p.

- For f = f,, the auxiliary information aux is the
factorisation of n.

-For f = fu, Uy = {u € QR s u # 1} and U} =
Zr.

-For f = fa, f(u,) = u* modn. Note that
f(f(u,21), 22) = f(u(z1,22)) = u™** mod n.

- Update of the accumulator value. Adding a value
Z to the accumulator value v can be done as v/ =
f(v,2) = v® modn. Deleting a value & from
the accumulator is as follows: D((p,q),v,Z) =
pE—1mod (p—1)(q—1) mod n.

- Update of a witness. Updating a witness u after &
has been added can be done by v’ = f(u, %) = u®.
In case, & # x € A}, has been deleted from the accu-
mulator, the witness u can be updated as follows. By
the extended GCD algorithm, one can compute the
integers a, b such that ax 4+ b = 1 mod n and then
' =W(u,x,z,v,0") = ubv'.

4 THE AUCTION PROTOCOL

This section describes the auction protocol. A
high level view of the protocol is given in Figure 2.
Lines dipict communication between parties while the
dashed circles indicate stages in the protocol. Lines
that pass through the dashed circles are communica-
tions that are performed during the particular stage.

4.1 Setup

Most activities of this stage need to be performed only
once (in order to establish the auction proceedings).
Let A1, A2, 71, and 2 be some lengths, A, " be some
integral ranges, and H(.) be a collision-resistant hash
function. RM sets up the group public key and his
secret key by performing the following steps:

1. Chooses two safe primes p and ¢ (i.e.,p = 2p' + 1
and ¢ = 2¢’ + 1, where p’ and ¢’ are prime num-
bers) and sets the RSA modulus n = pq

2. Chooses random elements a, ag, g, h € QR(n)

3. Chooses a secret element z €g Z;, o andsets y =
g® mod n

4. Publishes the group public key as Y =
(na a, ap,Y,9, h)

5. Creates the public modulus n for the accumulator,
chooses a random u € QQR,, and publishes (n, u)

6. Set up (empty for now) public archives F,q4q for
storing values that correspond to added users and
Egeiete for storing values that correspond to deleted
users

4.2 Registration

A user submits a request to AM to participate in the
auction proceedings. AM verifies the identity of the
requestor, and issues a token that is verifiable by RM.
The user then takes part in a protocol with RM, in
order to obtain his/her secret key and a certificate of
membership in the auction proceedings. Note that
the token does not carry the real identity of the bid-
der. All communication between RM and the owner
of a token is authenticated and recorded. The pro-
tocol between a new bidder i, and RM is as follows
(checks in which values are chosen from proper in-
tervals, the user knows discrete logarithms of values,
etc. are omitted):

1. Bidder i selects random exponents 7,  and sends
C) = g“’;h’” mod n to the RM

2. RM checks that C; € QR(n). If this is the case,
RM selects random values «;, 3; and sends them to
bidder ¢

3. Bidder i computes z; = 2% + (a;x}+ 3; mod 22)
and sends to RM the value C's; = a®* mod n

4. RM checks that C; € QR(n). If this is the
case, RM selects a random e; € I'" and computes
B, = (Cgao)l/ ¢ mod n then sends the member-
ship certificate [B;, e;] to bidder ¢ (note that B; =
(a®iap)'/% mod n)

5. Bidder i verifies that a*ap = B;" mod n

6. Add the current u to the bidder’s membership cer-
tificate. Update u: v = f,(u,e;). Update Eqq4:
store e; there

7. Verify that f,,(u;,e;) = u* =u

RM creates a new entry in the membership table
and stores bidder i’s membership certificate [B;, e;]
and a transcript of the registration process in this lo-
cation.

4.3 Setup - before each auction

AM organises the auction (i.e., advertising and calls
for auction). AM posts information to the bulletin
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Figure 2: The Auction Protocol

board regarding the auction including the auction id
(which uniquely identifies the auction), the reserve
price (minimum winning price that will be accepted),
the auction starting time and the auction closing rules.

4.4 Bidding

Using a membership certificate [B;, e;], a bidder can
generate anonymous and unlinkable group signatures
on a bid m. m contains the auction ¢d and the amount
of the bid (i.e., m = id || bid value). Bidder 4 submits
a bid m to both AM and AH signed using his/her
secret key.

Update Membership - Prior to submitting a bid, a
bidder must check if there have been any changes to
the group (i.e., new bidders have been added, or other
bidders have been revoked). If this is the case, a bid-
der must perform a membership update. This is done
as follows:

An entry in the archive is called “new” if it was en-
tered after the last time bidder ¢ performed an update.

1. Let y denote the old value of u
2. For allnew e; € Eqyqq, ui = f(u;,[[e5) = up €
and Yy = yH €j

Eactetes  Us =
(Note that as a result

3. For all new e¢; €
W(uia €4y H €Y, u)
u= f(u;e;))

Sign Bid - In order to generate a signature on a mes-

sage/bid, m, bidder ¢ performs the following:

1. Chooses a random value w and computes:

T, = B;y¥ mod n, Ty = ¢g* modn,

T3 = g®h"™ mod n

2. Chooses r1,72,73,74 (randomly) from predeter-
mined intervals and computes:
@ dy =T )(a™y"™). dy= T3 /(g"), ds =
g™, anddy = ¢"h™ (all in mod n),
®c=Hgllhllylla lalTil|T|T|
di || dz || ds || da [| m),
(¢) 51 =711 —cle; —25), sy =1y —c(x; —2M),
s3 =r3 —ce;w, and sy =ry — cw (all in Z).
3. In addition to 73y, 715, and 73 the bidder com-
putes the values C, = ¢°h™, C,, = wuh", and
C, = ¢g"h" and sends them to AM, with random
choices 71, 72,73 €R Zjpn /4]

4. The output is

(C7 517’527537547T15T27T37T47TI7T27T37Ce7Cu7 Cr)

Prove Membership/Verify Bid - AM and AH check
the validity of the bidder’s signature using the group’s
public key ). A bid of the correct form is considered
to be valid and is included in the auction (i.e., posted
on the bulletin board). An invalid bid is discarded.
There are two copies of the bid on the bulletin, one
posted by AM and the other posted by AH. AM and
AH verify the signature on the bid as follows:

1. Compute (all in mod n):
= Hg | byl a | al T |
Ty | Ty || (a§ D) (@2 |
(T3~ /(g%) || Tsg™ || Tsg™ =2 h*s || m)



2. AM, AH and the bidder engage in a protocol to
prove membership (see (Camenisch and Lysyan-
skaya, 2002) for details)

3. Accept the signature if and only if ¢ = ¢/, and the
parameters s, So, S3, S4 lie in the proper intervals

Bid Cancellation - If a bidder desires to cancel a bid,
they must send a copy of the bid they wish to cancel
and a CANCEL message signed using his/her group
key to both AM and AH. Upon receiving the CAN-
CEL message, AM and AH check the bidder’s signa-
ture on the message using the group’s public key ).
If the signature is valid, AM and AH then check what
stage the auction is in. If the auction close rule is cur-
rently in an expiration time stage, AM and AH each
post a message to the bulletin stating that the particu-
lar bid has been cancelled. If the auction is currently
in a timeout stage, the CANCEL message is discarded
and the bid remains in effect.

4.5 Winner Determination

Once the auction has closed, AM and AH then deter-
mine the auction outcome according to which bidder
has made the highest bid. The winning bidder can
produce a copy of the signed bid as evidence that they
have won.

4.6 Traceability

In the event of a dispute, RM (with the help of AM)
can open the signature on a bid to reveal which bidder
is the original signer. This process is as follows:

1. Check the signature’s validity via the verification
procedure

2. Recover B; (and thus the identity of bidder i) as
Bi = Tl/TQI mod n

RM then checks the registration transcripts, and
determines the token associated with this certificate.
AM, who knows the relation between tokens and real
identities, can determine the identity of the bidder.
Note that in our scheme, revealing the identity of a
bidder does not reveal any information about his/her
past bids.

4.7 Revocation

When a bidder has been caught breaking the auction
rules, they can be permanently revoked from the auc-
tion proceedings by cancelling the bidder’s ability to
sign future bids. To achieve this, the bidder’s prime
number used in his/her membership certificate is not
included when the dynamic accumulator is updated.
This can be done as follows: Retrieve e; which is the

prime number corresponding to the bidder’s member-
ship certificate. Update u: u = D(¢(n),u, e;). Up-
date Fgejete: store e; there.

S SECURITY

This section provides an informal security analysis
of the online English auction scheme presented in
this paper based on the characteristics described in
Section 1.2.

Unforgeability - Only bidders that are members of
the group are able to sign messages on behalf of the
group. This is due to the unforgeability of the under-
lying group signature.

Anonymity - Given a valid signature
(¢, 81,82,83,84,T1,T2,T3) identifying the ac-
tual signer is computationally difficult. Determining
which bidder with certificate [B;,e;] has signed a
bid, requires deciding whether the three discrete
logarithms log, 7 /B;, log,T>, and log,T5/g"
are equal. This is assumed to be infeasible under
the decisional Diffie-Hellman assumption, and thus
anonymity is guaranteed. Note that in our auction,
RM can figure out the certificate associated with each
signature, but cannot determine the identity of the
bidder associated with this certificate.
Unlinkability - Deciding if two
(Cv 81, 52, 53, 54, Ty, Ty, T3) and

signatures

(c, 81, $2, 83, 84, 11, T, T3) were computed by the
same bidder is computationally hard (with the same
argument as for anonymity).

Exculpability - Neither a bidder nor AM, AH and/or
RM can sign on behalf of another bidder. This is be-
cause the secret key x;, associated to user ¢ is com-
putationally hidden from RM. RM, at most, can learn
a” mod n, which cannot help him to learn the ex-
ponent z; (since the discrete logarithm over the safe
composite modulo n, is difficult).
Coalition-resistance - This is due to the follow-
ing theorem: (Ateniese et al., 2000) Under the
strong RSA assumption, a group certificate [B; =
(a®iag)/¢ mod n,e;] with z; € A and e; € T can
be generated only by the group manager provided that
the number K of certificates the group manager issues
is polynomially bounded.

Verifiability - All bids (including signatures) are
posted to the public bulletin, therefore all parties can
verify the auction outcome.

Robustness - Invalid bids will not be posted to the
bulletin board. Moreover, malicious bidders will be
revoked from the system, and thus cannot affect the
auction outcome.

Traceability - RM is always able to open a valid sig-
nature and, with the help of AM, identify the signer



Table 1: Comparison of English auction schemes

SS99  OMO01 Our Scheme TX03
Registration 1exp. 480 mul. 30 exp. 2 exp.
Signing lexp. 240 mul. 25 exp. 17 exp.
Verification  1exp. 320 mul. 21 exp. 16 exp.
Revocation ~ N/A 0(9) o(1) o(1)

of the bid.

Revocation - Bidders can be easily revoked from
the future auctions if they have broken the auction
rules. See theorem 2 in (Camenisch and Lysyanskaya,
2002).

One-time registration - Once a bidder has received
a signature generation key, they are free to participate
in future auctions.

Unskewability - AH observes AM’s clock (and vice
versa) therefore any clock skews will not go unno-
ticed. AM’s clock can be trusted as long as both AM
and AH do not collude.

Unblockability - A bidder must submit his/her bids
to both AM and AH, who post the bid on the bulletin
board. If either tries to block a bid, then only one
confirmation of the bid will be posted to the bulletin
board which will indicate that one of the parties has
blocked a bid. Bids cannot be blocked unless AM and
AH collude.

Conditional bid cancellation - Bidders can condi-
tionally cancel bids by sending a CANCEL message
to AM and AH as long as the auction is not in a time-
out stage.

6 EFFICIENCY

This section discusses the efficiency considerations
of the new scheme. We contrast our approach with the
existing English auction schemes. Table 1 shows the
amount of work performed during each major stage
of the auction in terms of the number of modular ex-
ponentiations (exp) or multiplications (mul) required.
The schemes compared include: (Stubblebine and
Syverson, 1999) (§599), (Omote and Miyaji, 2001)
(OMO1), our scheme, and (Tsudik and Xu, 2003)
(TX03). ((Tsudik and Xu, 2003) is an alternate im-
plementation of our approach.)

The registration, signing and verification proce-
dures for SS99 are relatively efficient. However, SS99
do not protect a bidder’s identity, nor do they dis-
cuss revocation issues. To incorporate revocation into
this scheme, it is likely that the registration procedure
would have to be repeated between auctions. Further-
more, SS99 do not address the issue of one-time reg-
istration. Once again bidders would have to repeat

the registration process for each auction they want to
participate in.

OMOL1 is significantly less efficient than SS99.
OMO1 does not address bid cancellation whereas
SS99 does. Furthermore, OMO1 does not prevent
the Auctioneer from skewing its clock. However,
OMO1 protects a bidders identity and addresses one-
time registration. The cost of one-time registration
in OMOLI is issuing new keys to bidders between auc-
tions, which is essentially equivalent to re-registering.
The revocation method in OMOL is tied in with the
one-time registration mechanism and therefore must
also be repeated between each auction. To revoke a
bidder requires the Auctioneer to perform work pro-
portional to O(¢) where ¢ is the number of bidders.

In contrast, our scheme has the most practical one-
time registration procedure. That is, once a bidder has
registered, there is no work required to retain mem-
bership other than regularly checking the accumula-
tor. We address bid cancellation, clock-skewing and
privacy concerns. To revoke a bidder, the Auction-
eer only has to update the accumulator. Bidders must
check the accumulator value prior to each bid which
is a constant operation. Our auction scheme can also
be implemented using TX03 which has significant ef-
ficiency gains.

The efficiency of our scheme is comparable to
the existing proposals. First of all our scheme has
an enhanced set of security requirements that are
much more comprehensive. Furthermore, our scheme
clearly has the most efficient revocation method. In
addition, we have the most practical one-time regis-
tration procedure.

7 CONCLUSIONS

This paper presented a scheme for conducting se-
cure and anonymous online English auctions. Such
a scheme is vital for protecting the security and
anonymity of participants who engage in online auc-
tioning. The timeliness of information and verifia-
bility of the Auctioneer’s actions is critical in an on-
line English auction. We have shown that the exist-
ing “secure” English auction schemes are inadequate
for the task. The scheme by (Stubblebine and Syver-



son, 1999) does not provide anonymity for the bid-
ders and requires all parties to trust a public Notary.
The scheme by (Omote and Miyaji, 2001) does not
prevent an Auctioneer from skewing his/her clock or
from blocking bids.

In direct contrast, our scheme solves all of the prob-
lems of the existing schemes and has a more compre-
hensive set of security requirements. We use a group
signature to provide verification of bids and to pro-
tect the identities of bidders. The group signature is
modified so that the identity of a bidder is divided
among two separate parties (i.e., the anonymity sub-
system). The role of the Auctioneer is also divided
among two parties to prevent clock-skewing and bid-
blocking (i.e., the auction subsystem). The scheme
has comparable efficiency to the existing proposal for
its enhanced security and privacy characteristics. The
efficiency and security of the scheme rests with the
underlying group signature scheme used. Our ap-
proach offers the client flexibility in choosing from
any group signature scheme. The scheme offers effi-
cient one-time registration and revocation procedures
that are clearly better suited to handling multiple auc-
tions than existing proposals.
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Chapter 5

Fraudulent Auctioning Practices

Fraudulent auctioning practices are not easy to protect against using the cryptographic methods of
previous chapters. This section presents three papers. The first paper outlines the problems of undesirable
behaviour in auctions (see Section 5.1). The remaining papers present methods to detect shill bidding in
online English auctions. The first of these papers concentrates on the situation where there is only one
shill (see Section 5.2). The next paper extends the detection mechanisms to incriminate multiple shills
working in collusion with each other (see Section 5.3).

5.1 Undesirable and Fraudulent Behaviour in Online Auctions

Auction participants can behave in an undesirable and fraudulent manner in an attempt to gain an ad-
vantage at the expense of rivals. For example, a bidder might seek to suppress the price by bid sniping,
or the seller could introduce fake bids to inflate the price. In addition, an outsider or rival seller can
lure away bidders by directly offering them better deals, or a malicious seller can auction mis-represented
or non-existent items. This conduct is a problem as it results in market failure, thereby inhibiting the
usefulness of online auctions as an exchange medium. While cryptography has been used to provide
security in terms of bid authentication and privacy, there is no documented means to prevent many of
the aforementioned problems. This paper investigates undesirable and fraudulent behaviour in online
auctions. The following practices are examined: bid shielding, shill bidding, bid sniping, siphoning and
selling non-existent or misrepresented items. The characteristics of such behaviour are described, and how
to identify it in an auction. The paper also provides recommendations for recourse against undesirable
and fraudulent participants.

“Undesirable and Fraudulent Behaviour in Online Auctions” [9] is published as a short paper in the
International Conference on Security and Cryptography 2006 (SECRYPT). SECRYPT 2006 was held in
Setubal, Portugal and was organised by INSTICC. Sponsors included IBM, Setubal Polytechnic Institute,
IEEE Systems, Man and Cybernetics (SMC) Society, and the International Association for Cryptographic
Research (TIACR). The major goal of this conference was to bring together researchers and developers
from academia and industry working in areas related to e-business to stimulate a debate with a special
focus on telecommunications networks. The conference received 326 submissions in total, with contribu-
tions from 53 different countries. To evaluate each submission, a double blind paper evaluation method
was used: each paper was reviewed by at least two internationally known experts from the Program
Committee, and more than 95% of the papers had 3 or more reviews. In the end, 98 papers were selected

45
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to be published and presented as full papers. This corresponds to a 30% acceptance ratio. An additional
68 papers were published and presented as short papers, cumulatively amounting to a 51% acceptance
ratio. This paper is available online via citeseer ! and is referenced by DBLP 2.

Publication in SECRYPT 2006 was made possible by funding from the School of Mathematical and
Physical Sciences.

Thttp://citeseer.ist.psu.edu/
2http:/ /www.informatik.uni-trier.de/"ley/db/
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Bid shielding, shilling, sniping, siphoning, non-existent/misrepresented items.

Online auctions are a popular means for exchanging items over the Internet. However, are many inherent
security and fairness concerns. Participants can behave in an undesirable and fraudulent manner in an attempt
to gain an advantage at the expense of rivals. For example, a bidder might seek to suppress the price by bid
sniping, or the seller could introduce fake bids to inflate the price. In addition, an outsider or rival seller can
lure away bidders by directly offering them better deals, or a malicious seller can auction mis-represented or
non-existent items. This conduct is a problem as it results in market failure, thereby inhibiting the usefulness of
online auctions as an exchange medium. While cryptography has been used to provide security in terms of bid
authentication and privacy, there is no documented means to prevent many of the aforementioned problems.
This paper investigates undesirable and fraudulent behaviour in online auctions. We examine the following
practices: bid shielding, shill bidding, bid sniping, siphoning and selling non-existent or misrepresented items.
We describe the characteristics of such behaviour and how to identify it in an auction. We also provide

recommendations for recourse against undesirable and fraudulent participants.

1 INTRODUCTION

Online auctions are one of the most popular desti-
nations on the web. Buyers and sellers can exchange
items amongst a worldwide audience from the com-
fort and privacy of their own homes. Participants re-
main largely anonymous and can bid in any manner
they desire. However, this freedom comes at the ex-
pense of new security risks and fairness concerns.

By behaving in an undesirable or fraudulent man-
ner, one party is able to gain at the expense of an-
other. For example, bidders can use practices such as
bid shielding and bid sniping to keep the price low.
Alternately, shill bidding is a strategy which a seller
may pursue, to artificially inflate the auction price. In
addition, siphoning is a tactic employed by an out-
sider, who is seeking to profit from an auction by of-
fering bidders a cheaper, identical item. Finally, a
seller might attempt to auction a non-existent or mis-
represented item.

Auction security has been previously discussed in
(Franklin and Reiter, 1996; Stubblebine and Syver-
son, 1999; Trevathan et al, 2005). Cryptographic
methods have been proposed to solve many of these
security issues (see e.g., (Franklin and Reiter, 1996;

Viswanathan et al, 2000; Trevathan et al, 2006)).
However, cryptographic solutions are generally lim-
ited to bid authentication and privacy. Protecting auc-
tion participants from the aforementioned problems
is a much harder task (i.e., a bidder’s bidding strategy
or misrepresented goods). Furthermore, none of the
proposed models in literature specifically address the
auction format used in online auctions.

This paper discusses undesirable and fraudulent
practices in online auctions. We describe the charac-
teristics of such behaviour, and show how auction par-
ticipants can identify if they are a victim. We also pro-
vide recommendations/options for what to do when
such behaviour is encountered. We show how behav-
iours are related, and when an auction exhibits one
form of undesirable behaviour, the other forms soon
manifest to counter balance it. This inevitably leads
to market failure, and retards the usefulness of online
auctions as an exchange medium.

This paper is organised as follows: Section 2 de-
scribes the basic format and rules of a typical online
auction. Sections 3 through 7 discuss each major form
of undesirable auctioning behaviour. Each of these
sections includes a description of individual behav-
ioural characteristics, remedies/recourse for victims
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and relationships between certain types of behaviour.
Section 8 provides some concluding remarks.

2 ONLINE AUCTIONS

There are many types of auction (e.g., Vickrey,
CDA, etc.). The most popular type of auction is the
English auction. In an English auction, bidders outbid
each other in an attempt to win an item. The winner is
the bidder with the highest bid. English auctions are
commonly employed in online auctions such as those
offered by eBay ! and ubid >

Online auctions differ to traditional auctions in that
the auction ends after a given period of time. Fig-
ure 1 illustrates a typical online auction (such as that
offered by eBay). Time flows from left to right. Bid-
ders can only submit bids between the auction start
and end times. Each bid must be for an amount that is
greater than the current highest bid. When the auction
terminates, the winner is the bidder with the highest
bid (in this case $75).

eBay and ubid offer a mechanism for automatically
bidding on a bidder’s behalf. This is referred to as the
proxy bidding system on eBay, and the bid butler on
ubid. A bidder is only required to enter the maximum
price they are willing to pay. The bidding software
will then automatically outbid any other bid until the
maximum, potentially saving the bidder money. Such
mechanisms remove the need for a bidder to be con-
stantly watching an auction for bidding activity.

"http://www.ebay.com
Zhttp://www.ubid.com

Shielding Bid
is Retracted

Bid Shielding

3 BID SHIELDING

Bid shielding typically involves several bidders
working in collusion with each other, or a bidder with
access to multiple accounts. The first bidder enters
a bid for the amount they are willing to pay for an
item. A second bidder then immediately enters an ex-
cessively high bid in an attempt to deter other bidders
from continuing to bid. As the auction is drawing to
a close, the second bid is retracted. When this occurs,
the next highest bid remaining (i.e., the first bid) then
becomes the winning bid.

Figure 2 illustrates a bid shielding scenario. Ini-
tially regular bidders make a few bids ($10 and $15 in
this case). The first colluding bidder enters his/her bid
for $20. This is referred to as the shielded bid. The
second colluding bidder then enters a bid for $250,
which is well above the current bidding range, and is
unlikely to be outbid. This is known as the shielding
bid.

In the example, the shielding bid deters regular bid-
ders from bidding again. Prior to the end of the auc-
tion, the second colluding bidder retracts the shielding
bid for $250. The winning bid then falls back to the
shielded bid for $20. As the bid is retracted near the
end of the auction, other bidders do not have time to
respond. By this stage, most regular bidders have lost
interest in the auction anyway.

Bid shielding generally cannot be accomplished as
shown in the example due to the presence of software
bidding agents (i.e., eBay’s proxy bidding system).
As soon as the shielding bid is entered, the bidding
history won’t show this as a bid for $250. Instead, this
will be listed as the minimal amount required to out-
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bid the shielded bid (e.g., $21, as $1 is the minimum
increment). Rival bidders will then be inclined to con-
tinue bidding, which in turn drives up the shielding
bid’s value.

Bid shielding in the presence of automated bidding
agents can be achieved by using two shielding bids.
Figure 3 illustrates this scenario. As in the previ-
ous example, a shielded bid for $20 is submitted. A
shielding bid for $250 is entered followed immedi-
ately by another shielding bid for $260. As the sec-
ond shielding bid outbids the first, the bidding his-
tory immediately reflects the value of the first shield-
ing bid (i.e., $250), thus giving the appearance of a
high price. Near the end, both of the shielding bids
are retracted. The winning bid then drops to $20 (i.e.,
the shielded bid).

This sort of behaviour disadvantages the seller in
terms of suppressing the price. Honest bidders are
also disadvantaged as they are forced out of the auc-
tion.

There are no mechanisms in place to prevent bid
shielding. Most auctioneers keep a record of the num-
ber of bid retractions made by a bidder. However, the
purpose for the record keeping is actually to deter bid-
ders from reneging on winning bids (i.e., win and then
later decide they don’t want the good). Retractions
that occur before an auction terminates are also typi-
cally deemed less suspicious than those that occur af-
terwards. Furthermore, keeping records on retraction
rates is largely useless as bidders can simply register
under different aliases.

Another type of price suppressing behaviour is re-
ferred to as pooling or bid rigging. Two or more bid-
ders collude, and agree not to bid up the price. How-
ever, this attack is only effective if the number of bid-
ders is small, or the majority of bidders are in collu-
sion.

4 SHILL BIDDING

Shill bidding (or shilling) is the act of introducing
fake bids into an auction on the seller’s behalf in or-
der to artificially inflate the price of an item. Bidders
who engage in shilling are referred to as shills. To

win the item, a legitimate bidder must outbid a shill’s
price. If one of the shills accidentally wins, then the
item is re-sold in a subsequent auction. Shill bidding
is a problem as it forces legitimate bidders to pay sig-
nificantly more for the item.

In March 2001, a U.S. federal grand jury charged
three men for their participation in a ring of fraud-
ulent bidding in hundreds of art auctions on eBay
(see (Schwartz and Dobrzynski, 2002)). The men cre-
ated more than 40 user IDs on eBay using false regis-
tration information. These aliases were used to place
fraudulent bids to artificially inflate the prices of hun-
dreds of paintings they auctioned on eBay.

The men hosted more than 1,100 auctions on eBay
from late 1998 until May 2000, and placed shill bids
on more than half of those auctions. The total value
of the winning bids in all auctions which contained
shill bids exceeded approximately $450,000. The to-
tal value of the shill bids in these auctions exceeded
approximately $300,000 (equivalent to 66%).

To be effective, a shill must comply to a particular
strategy which attempts to maximise the pay-off for
the seller. This section provides an insight into the
general behaviour of shills. It describes a shill’s char-
acteristics and strategies, presents examples of shill
behaviour in an auction, and discusses shill detection
techniques.

4.1 Shill Mindset

The main goal for shilling is to artificially inflate the
price for the seller beyond the limit that legitimate
bidders would otherwise pay to win the item. The
pay-off for the seller is the difference between the fi-
nal price and the uninflated price. A shill’s goal is to
lose each auction. A shill has an infinite budget. If the
shill wins, the item will have to be re-auctioned. Re-
sale of each item costs the seller both money and ef-
fort thereby eroding the possible gains from shilling.

The shill faces a dilemma for each bid they submit.
Increasing a bid could marginally increase the rev-
enue for the seller. However, raising the price might
also result in failure if it is not outbid before the auc-
tion terminates. The shill must decide whether to take
the deal or attempt to increase the pay-off.
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On the contrary, a bidder’s goal is to win. A bidder
has a finite budget and is after the lowest price possi-
ble. Increasing a bid for a legitimate bidder decreases
the money saved, but increases the likelihood of win-
ning.

4.2 Shill Characteristics and
Strategies

A shill has the following characteristics:

1. A shill usually bids exclusively in auctions only
held by one particular seller, however, this alone is
not sufficient to incriminate a bidder. It may be the
case that the seller is the only supplier of an item
the bidder is after, or that the bidder really trusts
the seller (usually based on the reputation of previ-
ous dealings).

2. A shill tends to have a high bid frequency. An
aggressive shill will continually outbid legitimate
bids to inflate the final price. Bids are typically
placed until the seller’s expected payoff for shilling
has been reached, or until the shill risks winning
the auction (e.g., near the termination time or dur-
ing slow bidding).

3. A shill has few or no winnings for the auctions par-
ticipated in.

4. Tt is advantageous for a shill to bid within a small
time period after a legitimate bid. Generally a shill
wants to give legitimate bidders as much time as
possible to submit a new bid before the closing time
of the auction.

5. A shill usually bids the minimum amount required
to outbid a legitimate bidder. If the shill bids an
amount that is much higher than the current highest
bid, it is unlikely that a legitimate bidder will sub-
mit any more bids and the shill will win the auction.

6. A shill’s goal is to try and stimulate bidding. As
a result, a shill will tend to bid more closer to the
beginning of an auction. This means a shill can
influence the entire auction process compared to a
subset of it. Furthermore, bidding towards the end
of an auction is risky as the shill could accidentally
win.

The most extreme shill bidding strategy is referred to
as aggressive shilling. An aggressive shill continu-
ally outbids everyone thereby driving up the price as
much as possible. This strategy often results in the
shill entering many bids.

In contrast, a shill might only introduce an initial
bid into an auction where there has been no prior
bids with the intent to stimulate bidding. This kind
of behaviour is a common practice in both traditional
and online auctions. However, most people typically
do not consider it fraudulent. Nevertheless it is still
shilling, as it is an attempt to influence the price by
introducing spurious bids.

This is referred to as benign shilling in the sense
that the shill does not continue to further inflate the
price throughout the remainder of the auction. A be-
nign shill will typically make a “one-off” bid at or
near the very beginning of the auction.

Regardless of the strategy employed, a shill will
still be a bidder that often trades with a specific seller
but has not won any auctions.

Another factor that affects a shill’s strategy is the
value of the current bid in relation to the reserve price.
For example, once bidding has reached the reserve
price, it becomes more risky to continue shilling.
Howeyver, this is conditional on whether the reserve is
a realistic valuation of the item that all bidders share.

4.3 Shill Bidding Examples

Figure 4 illustrates an example auction with aggres-
sive shilling. The shill aggressively outbids a legit-
imate bid by the minimal amount required to stay
ahead, and within a small time period of the last bid.
The shill bids force the other bidders to enter higher
bids in order to win. The shill does not win the auc-
tion despite the high number of bids;

Figure 5 illustrates an example auction with benign
shilling. Initially no bids have been made. A shill
bid is entered for $10 to try stimulate bidding. After
seeing that there is some demand for the item, other
bidders eventually submit bids for the item. The shill
does not enter any further bids.
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Figure 6: An example of the Shill Score when run on auction simulations containing one aggressive shill

4.4 Shill Detection

There is often much confusion regarding what con-
stitutes shill behaviour. Bidding behaviour that might
seem suspicious could in fact turn out to be innocent.
Furthermore, a shill can engage in countless strate-
gies. This makes it difficult to detect shill bidding.
While the online auctioneers monitor their auctions
for shilling, there is no academic material available
on proven shill detection techniques.

(Wang et al, 2002) suggest that listing fees could
be used to deter shilling. Their proposal charges a
seller an increasing fee based on how far the winning
bid is from the reserve price. The idea is to coerce
the seller into stating their true reserve price, thereby
eliminating the economic benefits of shilling. How-
ever, this method is untested and does not apply to
auctions without reserve prices.

We are developing techniques to detect shill bid-
ding (Trevathan and Read, 2005). Our method ex-
amines a bidder’s bidding behaviour over several auc-
tions and gives them a shill score to indicate the de-
gree of suspicious behaviour they exhibit. Bidders
who engage in suspicious price inflating behaviour
will rate highly, whereas those with more regular bid-
ding behaviour will rate low. A bidder can examine
other bidder’s shill scores to determine whether they

wish to participate in an auction held by a particular
seller.

The shill score has been tested using simulated auc-
tions involving real world people. To facilitate testing
we implemented an online auction server (see (Tre-
vathan and Read, 2006)). Several types of tests have
been conducted. The first type involves auctioning
fake items to real bidders. Each bidder is allocated
a random amount of money, which they use to bid
in the auction. Even though bidders don’t actually re-
ceive the item, these tests manage to recreate the men-
tal drive and desire to win. Winners are excited and
often boastful after a hard fought auction. One per-
son (namely the author) is tasked with being a shill
in order to stimulate bidding. The shills goal is to in-
crease the price as much as possible, without actually
winning the auction.

When the shill score is used on these auctions, it
clearly identifies the shill bidder. It also exonerates in-
nocent bidders that bid in a regular manner. The shill
scores for a series of tests is given in Figure 6. In this
case, the bidder known as Shelly is the shill bidder.
Shelly engaged in aggressive shilling behaviour and
consequently has a shill score that is over nine. This
is clearly much higher than the other bidders. The
results from these tests are thus far encouraging.

We have also conducted similar auctions using real
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items (e.g., bottles of wine and collector’s edition
playing cards), where the winner was required to pay
real money. In these settings, bidders are more cau-
tious. However, the shill was still able to influence
the auction proceedings and also was detected by the
shill score. (Note that all shilling victims were fully
reimbursed!) Furthermore, the shill score has been
tested using commercial auction data and simulations
involving automated bidding agents.

S BID SNIPING

Bid sniping is another undesirable type of bidding
behaviour. A bidder who employs a sniping strategy
is referred to as a sniper. A sniper will only bid in the
closing seconds of an auction, thereby denying other
bidders time to react. This essentially prevents the
sniper from being outbid.

Figure 7 illustrates the mechanics of bid sniping.
Regular bidders enter their bids as normal. In the clos-
ing seconds, the sniper enters a bid for the minimum
required to win (i.e., $41). The bid entered by a sniper
is referred to as a sniper bid. None of the other bid-
ders have time to outbid the sniper bid, and therefore
the sniper wins.

Sniping behaviour is the exact opposite of shilling.
A sniper’s goal is to win the auction for the lowest
price. Whereas a shill’s goal is not to win and to in-
flate the price. Sniping is often used as a preventa-
tive measure against shilling. A sniper may not be
able to prevent shilling occurring during an auction.
However, the sniper can prevent themselves from be-
ing shilled.

Sniping disadvantages regular bidders in that they
are denied the opportunity to respond to the sniper
bid. Bidders are typically frustrated when they realise
that sniping has occurred. This is especially the case
when a bidder has observed an auction for a long pe-
riod of time, only to be beaten in the closing seconds.
The seller is also potentially disadvantaged by snip-
ing, as the sniper bid does not stimulate rival bidding,
that might have occurred, had other bidders been able
to respond.

Sniping is permitted on eBay, although its use is
discouraged. Instead eBay recommends that a bidder
should only place a single bid at his/her maximum
valuation using the proxy bidding system. Despite
this recommendation, sniping is rampant, and is now
considered as a natural part of the online auctioning
experience. (Shah et al, 2002) performed a study into
the amount of sniping in 12, 000 eBay auctions. Their
results showed for the majority of auctions, a signifi-
cant fraction of bidding occurs in the closing seconds.

A sniping agent is a software bidding agent that fol-
lows a sniping strategy. The sniping agent constantly
monitors an auction, and waits until the last moment
to bid. Many companies now exist such as Bidnap-
per.com 3, ezsniper * and Auction Sniper > which of-
fer sniping agents for use on eBay auctions.

uBid auctions differ to eBay in that auctions termi-
nate using a timeout session. Once the ending time of
an auction has been reached, the auction is extended
for ten minutes for each bid received. This limits
the effectiveness of sniping, but can lead to a show
down between snipers. As a result the auction can run
for a lot longer than the seller anticipated. The seller
can enforce a maximum extension limit to prevent the
auction continuing indefinitely. However, this results
in the auction being essentially the same as a normal
auction without a timeout session.

The only preventative measure for a bidder against
sniping, is to “out-snipe” the sniper. However, this
often results in there being multiple snipers in an auc-
tion. This behaviour leads to failure of the English
auctioning process. If everyone engaged in sniping,
the auction would essentially become a sealed bid
auction. In a sealed bid auction, bidders submit their
bids secretly during a bidding round. At the close of
bidding, the Auctioneer determines the winner. Eng-
lish auctions on the other hand are open bid, and allow
bidders to bid multiple times. In a traditional offline
English auction, sniping cannot occur. Sniping is a
feature unique to online auctions. Sniping behaviour
blurs the boundaries of an online auction between the

3http://www.bidnapper.com
*http://www.ezsniper.com
>http://www.auctionsniper.com



type of auction it is and the rules that govern it.

6 SIPHONING

Siphoning (or bid siphoning) refers to the situation
where an outsider observes an auction and contacts
bidders offering them an identical item at a better
price. The outsider is referred to as a siphoner, and is
said to “siphon” bids from the auction. The siphoner
benefits in that he/she does not incur any of the costs
involved with organising and advertising an auction.

Siphoning disadvantages the Auctioneer through
lost revenue. That is, the siphoner does not have to
pay the Auctioneer to list/advertise an item. Siphon-
ing also disadvantages the seller whose auctions are
being siphoned. This is in a form of price under-
cutting (i.e., the siphoner offers the item at a better
price), and reduces the demand for the seller’s items.
A bidder who does business with a siphoner loses the
protection offered by the auction, and exposes them-
selves to fraud (e.g., misrepresented or non-existent
items).

Siphoning may also be used in conjunction with
shilling. When a shill bid accidentally wins, the seller
of the item can contact the next highest bidder, and
directly offer them the item. This saves the seller the
time and expense of re-auctioning the item.

Consider the following scenario: A seller is auc-
tioning off a traditional Japanese sword. A legitimate
bidder enters a bid for $1000. The seller then enters
a shill bid for $1200. The legitimate bidder refrains
from bidding and the shill bid wins. Later on the le-
gitimate bidder is approached by the seller. The seller
claims that the winner is a dead beat °, or has backed
out of the deal due to financial or other personal rea-
sons. The seller then offers the item to the bidder at,
or near, the bidder’s price of $1000.

Siphoning combined with shilling disadvantages
both the bidders and the Auctioneer. Bidders are
forced into paying an inflated price due to the shill
bids. The siphoning component this time does not
affect the seller, but rather the Auctioneer. This is be-
cause the seller does not have to repeat the auction and
is denying the Auctioneer revenue from listing fees.
The seller in effect has “siphoned” bids from his/her
own future auctions.

Siphoning is impossible to detect by the Auctioneer
alone. Instead bidders must report the behaviour once
it has happened to them. However, most bidders are
aware of what siphoning is, and probably wouldn’t
recognise that they have been siphoned. Furthermore,
if a bidder receives a better price, or an item they re-

®A bidder that has won an auction and to fails to make
payment.

ally want, then they would not see such behaviour as
undesirable. In this case they are unlikely to report it.

There is no clear law regarding siphoning. The
only advice to bidders is to decline communication
with anyone that contacts them outside of the official
channels. In addition, if you were not the winner of
an auction, don’t accept an item from the seller after
the auction has ended.

7 NON-EXISTENT OR
MISREPRESENTED ITEMS

A dubious seller might attempt to auction a non-
existent item, or misrepresent an item. In the first in-
stance, the seller accepts payment from the buyer but
doesn’t deliver the item. In the second, the seller mis-
represents the item by advertising it as something it
isn’t, or delivers an item of lesser value. In the shill
case described in Section 4, the men misrepresented
paintings as being significant works when they were
inexpensive replicas (see (Schwartz and Dobrzynski,
2002)).

To ensure that an item conforms to its description,
eBay recommends that buyers study the seller’s pho-
tos. However, this is unsatisfactory as the seller can
simply copy pictures from a legitimate item, and post
these for the non-existent/misrepresented item.

eBay also recommends asking the seller questions
regarding the item. However, a seller may simply lie.
Furthermore, some bidders might be reluctant to ask
questions as they desire anonymity. For example, if
the bidder has a high profile, they might want to con-
ceal the fact that they are bidding. This might oc-
cur in the case where the bidder feels that their pri-
vacy would be compromised in some manner (e.g., re-
veal that they have a fetish for an item), change other
bidders’ perceptions of the item (e.g., stimulate un-
wanted bidding), or influence the seller to raise the
reserve price.

Another recommendation is to check seller feed-
back. eBay has a system where buyers and sellers
can leave feedback regarding their dealings with each
other. A party to a transaction can rate their experi-
ence as either good, neutral or bad. An individual is
given a rating based on the feedback received. How-
ever, feedback ratings are not a reliable measure of
an individual’s integrity, and feedback can be falsely
generated using multiple bidder accounts.

Online auctioneers offer a dispute resolution proce-
dure where a buyer can initiate action against a seller
if an item was not received, or if the item is different
from what was expected. If a seller constantly does
not deliver items, the Auctioneer can revoke his/her
account. However, the seller can simply re-register
under a different alias.



Insurance can be offered to buyers for items not de-
livered. eBay has created a successful off-shoot busi-
ness, PayPal 7, for guaranteeing online transactions.
However, launching an insurance claim can be an ar-
duous process, and might not fully compensate the
victim. Furthermore, it can require the compensated
funds to be spent by participating in future auctions.
In addition, it is only a solution that can be used after
fraud has occurred.

Escrow fraud is an emerging threat to online auc-
tions. A fraudster sets up a fake escrow service for
paying a seller for an item. When the winning bid-
der wires the money to the escrow agency, the agency
vanishes along with the payment. Neither the seller
receives the payment, nor does the winner receive the
item. The following are typical characteristics of an
€sCrow scam:

1. Check for poor grammar on the escrow site.

2. Although site may look authentic, it is usually
copied from a legitimate site such as Escrow.com ®
and Auctionchex °.

3. There are obvious give-aways in the Terms page,
which is generally stolen from another site.

4. A site will often leave hints of what its previous
incarnation was - especially if they’ve just changed
domain names recently.

5. Be wary if the seller insists on using a specific es-
crow site. Sellers don’t usually press for escrow,
buyers do.

Bidders must be wary of the escrow service they use,
and not do business with unknown or un-trusted es-
crow vendors.

8 CONCLUSIONS

Online auctions are susceptible to undesirable and
fraudulent behaviour. Such behaviour is designed to
influence the auction in a manner that either favours
a bidder, the seller, or an outsider seeking to profit
from the auction. This results in market failure, and
reduces the usefulness of online auctions as an ex-
change medium.

This paper investigates undesirable and fraudulent
trading behaviour, and discusses its implications for
online auctioning. We show how to identify such
behaviour and give recommendations for recourse
against undesirable and fraudulent participants.

Bid shielding is a practice employed by one or
more bidders to suppress bidding and keep the price

http://www.paypal.com
8http://www.escrow.com
*https://auctionchex.com

low. There is no means to protect against bid shield-
ing, other than to exclude users with a high bid retrac-
tion rate. However, a bidder can use a fake name to
re-register.

Alternately shill bidding is a practice employed by
the seller to artificially inflate the price by introduc-
ing spurious bids. Shill bidding is strictly forbidden
by commercial online auctions, and is a prosecutable
offence. There is limited material on shill bidding and
prevention/detection techniques. We are presently de-
veloping a method to detect shill bidders by giving
them a ranking called a shill score. A bidder can use
the shill score to decide whether they want to partici-
pate in an auction held by a particular seller.

Bid sniping is a strategy employed by a bidder to
prevent being outbid. A sniper submits a bid during
the closing seconds of an auction, thereby denying
other bidders time to react. Many bidders engage in
sniping behaviour in an attempt to prevent themselves
from being shilled. Sniping is permitted in online auc-
tions, but is discouraged. Commercial sniping agents
are available that engage in sniping behaviour on the
bidder’s behalf. Sniping can be reduced by enforcing
a timeout limit which extends the auction by several
minutes for each new bid received after the auction’s
termination time. The prominence of sniping behav-
iour raises concerns regarding the effectiveness of on-
line auctions to conduct English auctions according to
traditional rules.

Siphoning refers to the situation where an outsider
observes an auction and offers an identical item to the
bidders at a lower price. The siphoner avoids all of
the costs associated with conducting an auction, and
effectively profits from the seller. Siphoning is often
used in conjunction with shilling, and scams involv-
ing non-existent or misrepresented items. Siphoning
behaviour should be reported to the Auctioneer, how-
ever, there is little more that can be done.

A malicious seller can offer non-existent or misrep-
resented items to profit from unsuspecting buyers. It
is recommended that bidders inspect photos and ask
questions. However, a seller can post fake photos, lie
in response to questions, and a buyer might want to re-
main anonymous. eBay’s feed back rating is a mecha-
nism for gauging the integrity of a buyer/seller, how-
ever, it is dubious at best. Insurance can reimburse
victims of fraud, but is not a complete solution. Es-
crow fraud is emerging as a threat to insurance-based
fraud prevention measures and is difficult to identify.
The best advice is for a buyer to be wary of the goods
they are bidding for.

The popularity of online auctions and the over-
whelming number of flawless transactions, is a tes-
tament to the success of online auctioning. Never-
theless, some participants are disadvantaged by unde-
sirable or fraudulent behaviour. Preventing such be-
haviour is a difficult task and existing solutions are



largely inadequate.

Buying items from online auctions is the same as
buying items anywhere online. A buyer cannot physi-
cally inspect the merchandise as in a “bricks and mor-
tar” store. The buyer is forced to rely on the item’s
description. Distances between buyers and sellers can
be vast. This makes it hard to police transactions that
go awry, especially when buyers and sellers cross po-
litical and cultural boundaries.

The best recommendation is caveat emptor. Don’t
deal with unknown sellers, or sellers who reside in
countries which do not have strict enforcement of in-
ternational commerce laws. Ensure that you thor-
oughly research the item you are bidding for.
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56 CHAPTER 5. FRAUDULENT AUCTIONING PRACTICES

5.2 Detecting Shill Bidding in Online English Auctions

This paper presents an algorithm to detect the presence of shill bidding in online auctions. It observes
bidding patterns over a series of auctions, providing each bidder a score indicating the likelihood of their
potential involvement shill behaviour. The algorithm has been tested on data obtained from a series of
realistic simulated auctions as well as real data acquired from commercial online auctions. Results show
that the algorithm is able to prune the search space required to detect which bidders are likely to be
shills. This has significant practical and legal implications for commercial online auctions (such as eBay)
where shilling is considered a major threat. While shilling is recognised as a problem, presently there is
little or no established means of defence against shills. This paper presents a framework for a feasible
solution, which acts as a detection mechanism and a deterrent. The shill score is extended in Section 5.3.

“Detecting Shill Bidding in Online English Auctions” [13] has been invited for publication as a book
chapter in “Social and Human Elements of Information Security: Emerging trends and counter mea-

sures”, published by the Idea Group. This paper is available online via citeseer 3.

This paper has resulted in media articles by JCU Outlook and ABC Learning. Interest has also been
shown by The New Scientist and the Australian Scientist magazines. Dr Ick Jai Lee arranged commercial
auction data and provided some initial comments. Dr Lee specialises in Data Mining.
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Abstract— The popularity of online auctioning has grown
meteorically since the late 90s. This attraction is due to their
convenience, low cost and ability to reach large (even worldwide)
audiences. However, despite the advantages there are many
problems inherent in auctioning online. One such problem is
shill bidding where spurious bids are introduced into an auction
to drive up the final price for the seller, thereby defrauding
legitimate bidders. This paper presents an algorithm to detect
the presence of shill bidding in online auctions. It observes
bidding patterns over a series of auctions, providing each bidder
a score indicating the likelihood of their potential involvement
shill behaviour. The algorithm has been tested on data obtained
from a series of realistic simulated auctions as well as real data
acquired from commercial online auctions. Our results show that
the algorithm is able to prune the search space required to detect
which bidders are likely to be shills. This has significant practical
and legal implications for commercial online auctions (such as
eBay) where shilling is considered a major threat. While shilling is
recognised as a problem, presently there is little or no established
means of defence against shills. This paper presents a framework
for a feasible solution, which acts as a detection mechanism and
a deterrent.

I. INTRODUCTION

Shill bidding is the act of introducing fake bids into an
auction on behalf of the seller to artificially inflate the price
of an item. The seller can either: 1) register as a bidder under
a false identity or 2) be in collusion with one or more of
the bidders. Bidders who engage in shilling are referred to as
‘shills’. To win the item on auction a legitimate bidder must
outbid a shill’s price. If one of the shills accidentally wins,
then the item is re-sold in a subsequent auction. Shill bidding
is a problem as it forces legitimate bidders to bid against false
bids hence paying significantly more for the item.

The most common type of auction is the English auction.
In an English auction a seller offers an item for sale and many
bidders attempt to outbid each other to obtain the item. The
winner is the bidder with the highest bid after a given time-
out period. English auctions are particularly susceptible to shill
bidding practices.

The advent of online auctions such as eBay ! and ubid 2
have made shill bidding much more exploitable. This is
because it is relatively simple for a seller to register under
many aliases and operate in rings with impunity. Furthermore,
as bidders are not physically present it becomes much easier
for a shill to anonymously influence the bidding process.

Ihttp://www.ebay.com
Zhttp://www.ubid.com
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This paper examines shill behaviour in the online setting and
presents an algorithm to detect the presence of shill bidders in
English auctions. The algorithm examines bidding information
across several auctions and produces a score indicating the
likelihood that a bidder is engaging in shill behaviour.

The algorithm is applied to real auction data where shills
are present. We believe this is the first formal (documented)
attempt to detect shills using a conformatory analysis of
bidding behaviour. This paper shows that the algorithm can
effectively reduce the search space required to detect shills.
This enables the implementation of exploratory analysis using
data mining techniques.

This paper is organised as follows: Section II contains a
brief exploration of related work that has been conducted into
shilling. Online English auctions are examined in Section III
and Section IV discusses general shill behaviour in such
auctions. Strategies for detecting shill bidders are addressed
in Section V. Section VI presents an algorithm to detect shill
bidding. The algorithm’s performance is described in Sec-
tion VII using real auction data collected from both simulated
and commercial auctions.

II. RELATED WORK

This section explores some related work that has been
conducted into shilling. At present there is limited coverage
on how to detect shill bidding.

eBay has been involved in many legal disputes
where bidders/sellers have been accused of shilling (see
[Schwartz and Dobrzynski 2002]). eBay has clear rules
regarding shill bidding behaviour in their auctions 3. Their
policy clearly outlines undesirable bidder behaviour and
the penalties for shill bidding. The regular process for a
bidder who suspects that they have been shilled is to contact
eBay, who then investigates the incident. eBay does not state
exactly what factors they use to determine whether shilling
has occurred nor how to detect which bidders are shills.

[Shah et al. 2002] use data mining techniques to produce
evidence of shilling. Their work used data from approximately
12,000 commercial auctions looking for associations between
bidders and sellers. Bidders (or groups of bidders) that par-
ticipated frequently in auctions held by particular sellers were
deemed suspect. However, the authors’ state that their analysis
is very limited in that it only looks for simple associations.

3http://pages.ebay.com/help/policies/seller-shill-bidding. html



They suggest that a much more thorough analysis must be
performed using complex associations which consider a wider
range of shill behaviour.

There are also companies who offer data mining techniques
to detect fraud in online auctions *. However, like eBay, these
companies have not made their techniques public.

[Wang et al. 2002], [Wang et al. 2004] discuss an approach
which attempts to deter shilling in the first place. The Auc-
tioneer is allowed to use fees to make shilling unprofitable for
the seller. In auctions using a reserve price, a seller is charged
an increasing fee based on how far the winning price is from
the reserve price.

Aspects regarding the economic theory of shilling
have been examined by [Barbaro and Bracht 2005],
[Kauffman and Wood 2003].

III. ONLINE ENGLISH AUCTIONS

This section describes the operation of online English auc-
tions, which is the auction model used in this paper. Formally
an English auction can be defined as an ascending-price, open-
bid auction. Each bid submitted must be higher than the
current highest bid. The minimal amount required to outbid
others is usually a percentage of the current highest bid. The
value of the current highest bid is available to all parties, along
with the auction timing. The winner is the bidder with the
highest bid when the auction terminates.

There are four main stages in an online English auction:

Initialisation: The Auctioneer sets up the auction and
advertises it (i.e., description of goods, starting time, etc).

Registration: In order to participate in an online auction, a
bidder must first register with the Auctioneer. During this
stage a bidder establishes his/her identity (usually via credit
card) and obtains a unique bidder id which they use to bid
with.

Bidding: A registered bidder computes his/her bid and
submits it to the Auctioneer. The Auctioneer checks the
bid received to ensure conformity with the auction rules.
Bids are posted on a bulletin board, where all bidders are
able to obtain a real-time price quote and view the auction
proceedings.

Winner Determination: At the close of bidding
the  Auctioneer  determines the  winner. Online
English auctions can terminate according to the
following rules (see [Kumar and Feldman 1998],

[Stubblebine and Syverson 1999]):

1) Expiration Time - The auction closes at a predetermined
expiration time.

2) Timeout - The auction closes when no bids higher than
the current highest bid are made within a predetermined
timeout interval.

“http://www.virtualgold.com

3) Combination of Expiration and Timeout - The auction
closes when there is a timeout after the expiration time.

The structure of bid information available to participants is
as follows:
< b;q, price, time >

where b;4 is a unique bidder id, price is the value the bidder is
willing to pay, and time is the time when the bidder submitted
a bid. It is assumed that a bidder is only after a single quantity
of an item.

In online auctions it is common to allow bidders to cancel
(or retract) bids. Although eBay does not formally allow
bid retraction, they permit it in exceptional cases such as
typographical errors (e.g., the bidder entered $99.9 instead of
$9.99), or if the item has radically changed in its description.
Furthermore, auctions may last days or weeks and some
bidders might be reluctant to make such opened-ended bids.
For these reasons, bid retraction mechanisms are desirable in
online auctions even though their use is discouraged.

In this paper it is assumed that a bidder cannot cancel a bid.
When a bid has been submitted it is valid until it is beaten by
a higher valued bid. If a bid is submitted that is less than the
current highest bid, it is discarded.

IV. SHILL BEHAVIOUR

This section provides an insight into the general behaviour
of shills. It describes a shill’s mindset, characteristics and
strategies, and presents an example of shill behaviour in an
auction.

A. Shill Mindset

The main goal for shilling is to artificially inflate the price
for the seller beyond what legitimate bidders would otherwise
require to win the item. The pay-off for the seller is the
difference between the final price and the uninflated price.

A shill’s goal is to lose each auction. A shill has an infinite
budget. If the shill wins, the item will have to be re-auctioned.
Resale of each item costs the seller both money and effort
thereby eroding the possible gains from shilling.

The shill faces a dilemma for each bid they submit. Increas-
ing a bid could marginally increase the revenue for the seller.
However, raising the price might also result in failure if it is
not outbid before the auction terminates. The shill must decide
whether to take the deal or attempt to increase the payoff.

On the contrary, a bidder’s goal is to win. A bidder has a
finite budget and is after the lowest price possible. Increasing
a bid for a legitimate bidder decreases the money saved, but
increases the likelihood of winning.

B. Shill Characteristics and Strategies

The following outlines typical shill characteristics assuming
we are using an auction that terminates at a set expiration time:

1) A shill tends to bid exclusively in auctions only held by
one particular seller, however, this alone is not sufficient
to incriminate a bidder. It may be the case that the seller
is the only supplier of an item the bidder is after, or



that the bidder really trusts the seller (based on previous
dealings).

2) A shill tends to have a high bid frequency. An aggressive
shill will continually outbid legitimate bids to inflate
the final price. A shill typically will bid until the
seller’s expected payoff for shilling has been reached.
Or until the shill risks winning the auction (e.g., near
the termination time or during slow bidding).

3) A shill has few or no winnings for the auctions partici-
pated in.

4) It is advantageous for a shill to bid within a small time
period after a legitimate bid. Generally a shill wants
to give legitimate bidders as much time as possible to
submit a new bid before the closing time of the auction.

5) A shill usually bids the minimum amount required to

outbid a legitimate bidder. If the shill bids an amount
that is much higher than the current highest bid, it is
unlikely that a legitimate bidder will submit any more
bids and the shill will win the auction.
It is common behaviour for legitimate bidders trying
to conserve their money to also only bid the minimal
amount. In situations where a bidder’s valuation is
higher than the current bid, a bidder is more likely to
outbid by more than the minimum amount.

6) A shill’s goal is to try and stimulate bidding. As a
result, a shill will tend to bid more near the beginning
of an auction. This means a shill can influence the entire
auction process compared to a subset of it. Furthermore,
bidding towards the end of an auction is risky as the shill
could accidentally win.

The most extreme shill bidding strategy is referred to here
as aggressive shilling. An aggressive shill continually outbids
everyone thereby driving up the price as much as possible.
This strategy often results in the shill entering many bids.

In contrast, a shill might only introduce an initial bid into an
auction where there has been no prior bids with the intent to
stimulate bidding. This kind of behaviour is a common practice
in both traditional and online auctions. However, most people
typically do not consider it fraudulent. Nevertheless it is still
shilling, as it is an attempt to influence the price by introducing
spurious bids.

This is referred to as benign shilling in the sense that the
shill does not continue to further inflate the price throughout
the remainder of the auction. A benign shill will typically
make a “one-off” bid at or near the very beginning of the
auction.

Regardless of the strategy employed, a shill will still be a
bidder that often trades with a specific seller but has not won
any auctions.

Another factor that affects a shill’s strategy is the value of
the current bid in relation to the reserve price. For example,
once bidding has reached the reserve price it becomes more
risky to continue shilling. This is conditional on whether the
reserve is a realistic valuation of the item that all bidders share.

TABLE I
AN EXAMPLE AUCTION WITH ONE SHILL

Bid # bid Price Time
15 by $33 20:03
14 ba $ 32 12:44
13 by $ 31 12:42
12 ba $ 26 5:05
11 by $25 5:02
10 b $21 2:47
9 b3 $ 20 2:45
8 bo $ 15 1:07
7 by $ 14 1:05
6 ba $9 0:47
5 b3 $8 0:45
4 ba $6 0:20
3 b3 $5 0:19
2 b2 $2 0:06
1 by $1 0:05

C. Shill Example

Table I illustrates an example auction with three bidders.
Each bidder is denoted as by, by and b3 respectively. Bidders
b; and b3 are legitimate whereas bs is a shill. b engages in
aggressive shill behaviour by outbidding a legitimate bid by
the minimal amount required to stay ahead and within a small
time period of the last bid. b2’s bids force the other bidders to
enter higher bids in order to win. If by was not participating
in this auction b; would have only needed to pay $21 in order
to win. Instead by caused by to pay $33, thus the shill has
inflated the price by $12.

In this example, by exhibits the typical shill behaviour
described above. This is evidenced by: 1. High frequency of
bids (i.e., b has submitted more bids than both the other
bidders); 2. Has not won the auction despite the high number
of bids; 3. Quick to bid after a legitimate bidder; and 4. Only
bids the minimal amount to stay in front.

V. SHILL DETECTION

This section describes how to detect shill bidding in online
English auctions. It discusses the approach used in this paper
and contrasts other less reliable proposals for shill detection.

As stated in Section I a shill can either be a bidder who is
in collusion with the seller, or the seller can directly introduce
fake bids of his/her own by registering as a bidder. For
all intents and purposes, the distinction does not make any
difference for detecting the presence of shill behaviour.

The solution used in this paper observes bidding patterns
over a series of auctions for a particular seller looking for
the shilling behaviour outlined in Section IV-B. The goal is
to obtain statistics regarding the bidding patterns of bidders
and deduce a measure called a shill score, which indicates the
likelihood of a bidder/seller engaging in shill behaviour.

It has been suggested by [Wang et al. 2002] that this ap-
proach is inadequate as shills can change their strategies
to adapt to any detection algorithm. While this is true, our
algorithm targets core strategies that a shill follows. A shill



who deviates too far from these characteristics is less effective
and won’t significantly alter the auction outcome for the
seller. Examining bidding behaviour acts as both a detection
mechanism and a deterrent to shill bidders. To avoid detection,
a shill must behave like a normal user, which in effect stops
them from shilling.

There are also other characteristics possessed by shills.
However, the use of these as a means of detection is dubious.
For example, when a shill accidentally wins, the seller usually
re-sells the item in a subsequent auction. The most obvious
solution for detecting shilling is to observe if the same item
is resold in a subsequent auction by the seller. This requires
assigning a unique item id to each item sold by the seller.
If the same item id is detected twice (i.e., the item has been
resold by the seller), this provides some indication that shilling
is taking place.

The problem with this approach is that it is only relevant
for situations where a shill accidentally wins the item. That is,
shilling is not detected in the case where a legitimate bidder
has won and paid an inflated price. Furthermore, the seller
might attempt to re-list the item under a new item id. This
then allows them to re-sell the item without raising suspicion.
For these reasons, tracking resold items is not a sound method
for detecting shilling.

Another commonly used detection method exploits the
property that shills tend to be within close geographical
proximity to each other. There are two main reasons for
this. Firstly, collusion among bidders typically occurs amongst
friends who live/operate near each other. This is because the
costs of communication and coordinating the shilling process
are less than over long distances. Secondly, if the seller has
several aliases, these aliases will be registered in the same
location.

However, geographical proximity alone is an unreliable
indicator of shill behaviour. First of all, the decreasing costs
of communication hardware has made coordinating shill bid-
ding over long distances much more affordable. Secondly,
geographical information cannot be deduced from the raw
auction data (as can the other characteristics) and involves
cross-referencing users with the registration database, which
raises anonymity concerns.

One proposed shill detection method examines the source
IP address of a bidder. This is to prevent a shill from bidding
using the same computer by logging in under different aliases.
However, this is unreliable if more than one legitimate bidder
must use the computer to bid (e.g., a computer in an Internet
Cafe or a public library). Furthermore, this raises definite
anonymity and privacy issues with regard to the bidders.

Other detection techniques examine seller feed back ratings
and other statistics provided by eBay’s feedback system. The
feedback system allows buyers and sellers to report on their
dealings with each other, which becomes an indicator of an
individual’s honesty and reliability. In many cases shill bidders
tend to have similar feedback profiles. This technique looks
for anomalies in the feedback data to determine whether an
individual fits the profile of a shill. However, the problem with

this approach is that it is specific to eBay, and is based solely
on the integrity of the feedback system.

One possible bidding strategy to combat shilling is bid
sniping. Sniping refers to a bid that is submitted just before
the auction terminates. The intent of the bid is to prevent
other bidders from outbidding it by denying them time to
react. Sniping cannot prevent shilling from occurring in an
auction. However, it does protect a bidder from being shilled
even further.

Existing commercial Auctioneers permit sniping, but dis-
courage the practice. If every bidder engaged in sniping, the
auction would essentially become a sealed bid auction. A
sealed bid auction differs to an English auction in that no one
knows the value of any one else’s bid. In contrast, English
auctions are open bid auctions as everyone knows everyone
else’s bid. Instead eBay recommends that bidders bid early
using their proxy bidding system.

The proxy bidding system allows a bidder to specify a
maximum amount they are willing to pay. If a rival enters
a new high bid, the proxy bidding system will minimally
outbid it on behalf of the bidder until the maximum amount is
reached. However, if all bidders use proxy bidding, the auction
becomes a second price auction. Second price auctions differ
to English auction in that the winner only has to pay the price
of the second highest bid (i.e., the highest losing bid).

We stated in Section II that many of the existing shill
detection methods are not public. It can be argued that it
is dangerous to give a shill bidder knowledge of the inner
workings of the detection method as this might allow them to
subvert the system. However, the security (or ability) of the
system should not rest with keeping it secret. In cryptography
it is usually the case that confidence in a proposed security
technique is only acquired over time if it withstands public
scrutiny and attacks against its security. Likewise, if an ad-
versary is allowed to attack the shill detection methods, then
the confidence in a scheme will grow and ultimately better
detection techniques can evolve.

VI. THE SHILL SCORE

This section presents an algorithm to detect a shill by
looking for common shill behaviour. Our algorithm considers
the case with one shill. The goal of the algorithm is to
determine which bidder is most likely to be the shill out of a
group of ¢ bidders. A bidder is examined over m auctions held
by the same seller for the behaviour outlined in Section IV.
Each characteristic of shill behaviour is given a rating which
is combined to form the bidder’s shill score. The shill score
gives a bidder a value between 0 and 10. The closer the shill
score is to 10, the more likely that the bidder is a shill.

The remainder of this section describes how to quantify a
shill’s characteristics to deduce a shill score. However, to do
this some preliminary notation is required:

Let L = {1,...,£} be the set of bidder numbers;

L] = ¢



Let M = {1,...,m} be the set of auction numbers;
|M|=m
For i € L, let M* = {j|j € M, bidder i bids in auction
it . .
M| =
For j € M, let N; = {1,...,n;} be the bid numbers (e.g.,
1st bid, 2nd bid, etc.) in auction j;
INj| =n;
Fori € L, j € M, let N; = {k|k € Nj, bidder i makes
the kth bid in auction j};
N} =
Fori € L, let Wi = {j|j € M, bidder i wins auction j};
W = w

For j € M, k € Nj, let t; be the time of the k" bid in
auction j, and let

Tj = {tj,k |] S M,k? S NJ}
be the set of bid times for auction j.
Fori € L, j € M, k € N, let ), be the time of the kth
bid in the auction j by bidder ¢. Let
T; ={ti,lieL,jeMkeN;}
be the set of bid times for bidder 7 in auction j;
7] =}
For j € M, k € Nj, let p; . be the value of the k" bid in
auction j, and let
Pj:{pj’k|j€M,k€Nj}
be the set of bid values in auction j;
|Pj| = n;
Forie L, j € M, k€ N;, let pj-k be the value of the k"
bid in the auction j by bidder 7. Let
Pl ={p,,li€L,jeMkeN;}
be the set of bid values for bidder 7 in auction j;
Bl =

1) o Rating: As stated in Section IV, a shill is likely to
participate exclusively in auctions held by one particular seller.
The first step in detecting shilling is to count the number of
the seller’s auctions bidder ¢ has participated in. Any auctions
that bidder i has won (denoted as w?) are excluded.

Given a seller which has held m auctions, the percentage

o', of auctions bidder 7 has participated in is calculated as:
o = (m' —w')/m

where 0 < of < 1.
In general, the « rating will be higher for a shill compared
to a legitimate bidder.

2) B Rating: An aggressive shill tends to submit a lot of
bids as they are continually trying to outbid others. This might
involve the shill bidding as often as every second bid (i.e., after
every legitimate bid). Table II illustrates this behaviour. In the
worst case a shill must submit [n,/2| bids, where n; is the
total number of bids for an auction. If a shill bids any more
bids than this, they will win the auction.

This bound holds regardless of how many bidders there are
in the auction. Table III shows an auction with two normal
bidders and one shill bidder. At most the shill bidder can
submit |[n,/2| bids. In the best case, a shill will not have
to bid because the legitimate bidders have already bid up the
price well beyond the expected payoff from shilling.

The  rating indicates the average percentage of bids that
bidder ¢ has submitted throughout all the auctions he/she has
participated in. The percentage for an individual auction is
calculated in terms of the worst case bound of |[n,/2] bids.
If a bidder has won an auction, then his/her /3 rating for that
auction is zero.

An individual’s /3 rating is calculated as follows:

Count the number of auctions m’, that bidder i has
participated in. For all auctions j € M?, that bidder i has
participated in, perform the following:

Let B;- be bidder ¢’s 3 rating for auction j.

1) If bidder ¢ won auction j, then M® = M® — j (and
m? = m! — 1) and skip the remaining numbered steps.
Otherwise proceed to step 2.

2) Calculate the number of bids, n;, that have been sub-
mitted by all bidders in auction j.

3) Calculate the worst case number of bids w;, for auction
VE

wj = |n;/2]

4) Calculate the number of bids, n;, bidder 7 has submitted
in auction j.

5) Calculate the percentage of bids made by bidder ¢ in
terms of the worst case bound w;:

B; = n’/w;

Finally, bidder i’s 0 rating is calculated as the average of
his/her (3} ratings for all auctions m;, participated in:

If m* = 0, then
g=0
Else
i 1 i
g = me Z B;
jeEM?

where 0 < 3* < 1.
In general, the (3 rating will be high for an aggressive shill.



TABLE I
AUCTION WITH TWO BIDDERS - ONE BIDDER (b1), ONE SHILL (s1)

nj by S1 bid sequence by S1
3 2 1 bi,s1,b1 [n;/2]  |n;/2]
4 2 2 s1,b1,81,b1 n;/2 nj/2
5 3 2 by,s1,b1,81,b01 [nj/2]  |nj/2]
6 3 3 s1,b1,s1,b1,81,01 nj/2 n;

TABLE III
AUCTION WITH THREE BIDDERS - TWO BIDDERS (b1, b2), ONE SHILL (s1)

n; b1 bo s1  bid sequence b1 bo S1

3 1 1 1 bi,s1,b2 [n;/2] [n;/2]
4 1 1 2 s1,b1,s1,b2 n;/2 n;/2
5 2 1 2 b1,s1,b2,51,b1 [n;/2] [n;/2]
6 2 1 3  s1,b1,s1,b2,s1,b1 n;/2 n;/2

3) v Rating: A shill’s secondary goal is to avoid winning,
as the auction will have to be repeated (with cost to the seller).
To measure this, the simplest approach is to determine how
many times bidder ¢ has actually won over the auctions they
have participated in.

For a bidder 7 that has won w' auctions, the percentage +,
of wins is calculated as follows:

¥ =1 (w/m)

where 0 < 7 < 1.

In general a shill will have a high ~ rating. However,
calculating the ~ rating in this manner is biased towards
bidders who only bid one or two bids and bidders that have
participated in a small number of auctions.

We refer to a bidder who has only submitted one bid as a
one-time bidder. At present, a one-time bidder that loses the
auction attains a ~y rating of one. This artificially inflates the
bidder’s shill score even though he/she has only bid once.

Our own experiments using commercial auction data have
shown that many of the bidders participating in a set of
auctions by a particular seller, are often one-time bidders.
Calculating the + rating in this manner gives misleading results
when large numbers of one-time bidders are present.

To rectify this problem, the ~y rating must also consider the
number of losses, I, incurred by bidder i, where I* = m? —w?.
As it is common for a bidder to lose auctions it makes no sense
to penalise small numbers of losses. Instead, suspicion is only
raised when the number of losses becomes large in comparison
to the number of winnings. One-time bidders can be identified
as bidders with no winnings and only one loss. Such bidders
are given a -y rating of zero.

The ~ rating is altered to permit a 20% loss to winnings
ratio without penalty. This allows bidders with a small number
of losses to be ignored. The ~ rating is further altered to
ensure it is scalable depending on the number of auctions

a bidder participates in. As the number of auctions that
bidder ¢ participates in increases, the penalties for losing an
auction increase. This effectively identifies bidders who have
participated in an excessive number of auctions and have little
or no winnings.

The -y rating is calculated as follows:

5% (w' +0.2)

i )

7 =1—(
where 7% < 1.

In the case where 7 < 0, then 7' = 0. Thus 0 < % < 1.

4) § Rating: A shill wants to give other bidders as much
time as possible to consider a shill bid. Therefore a shill
generally submits a new bid within a small time period of
a rival bid.

This behaviour can be measured by observing inter bid
times for all bidders. The average inter bid time is found for
bidder 7 across the auctions they have participated in. Bidders
who wait longer between bids have a lower average inter bid
time score.

For all auctions 5 € M ¢ that bidder i has participated in,
perform the following:

Let 6; be bidder ’s § rating for auction j.

1) If bidder ¢ won auction j, then M*® = M*® — j (and
m? = m® — 1) and skip the remaining numbered steps.
Otherwise proceed to step 2.

2) Calculate the inter bid time for each bid, k, submitted
by bidder ¢ in auction j:

Atj’k o { .i-,k _tj,kfl k>1ke Nj
where t; ;_; is the time of a previous bid (by a rival
bidder).

3) Calculate the average inter bid time for bidder i:



o i
Aty =— ) Aty

J i
kENJT.

4) The maximum and minimum average inter bid times for
auction j are:

Atrer = [EL{AL)

min

A" = i L{At}}
Normalise to find bidder 7’s 5;- rating for auction j
;A= AT
I Agmer — Agmin
J J

Finally, calculate the average of the normalised inter bid times
for bidder ¢ over all auctions participated in:

51‘:1—(%25;)

jeMi

where 0 < 6% < 1.

In general, the & rating will be higher for a shill in
comparison to a legitimate bidder.

5) € Rating: A shill that outbids by a large amount increases
the risk of losing the auction. Therefore a shill tends to only
bid the minimal amount to stay ahead of the leading bid.

This behaviour can be measured by observing inter bid
increments for all bidders. The average inter bid increment is
found for bidder i across the auctions they have participated
in. Bidders who submit smaller bid increments have a lower
average inter bid increment score.

For all auctions j € M, that bidder i has participated in,
perform the following:

Let eé— be bidder ¢’s € rating for auction j.

1) If bidder ¢ won auction j, then M? = M® — j (and
m? = m' — 1) and skip the remaining numbered steps.
Otherwise proceed to step 2.

2) Calculate the inter bid increment for each bid, &, sub-
mitted by bidder ¢ in auction j:

) 0 k=1
Apé',k:{

Pix—pik—1 k>1,keN;
where p; ;_1 is the price of a previous bid (by a rival
bidder).
3) Calculate the average inter bid increment for bidder i:

. 1 .
Bpj = o0 2 A
J keN}

4) The average maximum and minimum inter bid incre-
ments for auction j are:

Zp}"‘“‘ = Z&“E{Zp;’.}

Zp;nm = ;%LE{Zp;}

Normalise to find bidder i’s eé rating for auction j:

o B~ ap™
J Anmazx Apmin

Ape® — Ap?
Finally, calculate the average of the normalised inter bid
increments for bidder 7 over all auctions participated in:

, 1 ,
e€=1- (ﬁ Z €;)
jeEM?
where 0 < € < 1.

In general, the e rating will be higher for a shill than that
of a legitimate bidder.

6) ¢ Rating: If a shill bids late in an auction, he/she risks
losing the auction by not being outbid in time. Therefore it is
in the shill’s bests interests to bid early in an auction as it is
less risky and maximises the amount of influence the shill has
over an auction.

The (¢ rating indicates how early in an auction bidder
1 commenced bidding. This is calculated as the difference
between the auction’s expiration time and the time that bidder ¢
first submitted a bid. This result is normalised against all other
participants in the auction and averaged over all the auctions
that bidder ¢ participated in.

An individual’s ( rating is calculated as follows:

Count the number of auctions m’, that bidder i has
participated in. For all auctions j € M?, that bidder i has
participated in, perform the following:

Let C} be bidder ¢’s ( rating for auction j.

1) If bidder ¢ won auction j, then M* = M?® — j (and
m? = m' — 1) and skip the remaining numbered steps.
Otherwise proceed to step 2.

2) Calculate the difference between auction j’s expiration
time, ¢;, and the time, t; ko of the first bid submitted by
bidder 7 in auction j.

A =t~ th,

3) The maximum and minimum average final bid time
differences for auction j are:

max

AT = ieL{At}}

At = EL{AL)}
Normalise to find bidder 7’s CJZ rating for auction j
CZ: B At; _ At;nin
J Apmaz _ Atmzn
J J

Finally, calculate the average of the final bid time differences
for bidder ¢ over all auctions participated in:

(= me Z_Cj
jeM?

where 0 < Ci <1.
In general, the ¢ rating will be higher for a shill.



TABLE IV
AN EXAMPLE AUCTION WITH PROXY BIDDING

Bid # bid Price Time
8 bs $ 17 3:01
7 by $ 16 2:54
2 b2 $ 15 0:33
6 b3 $9 2:00
5 b3 $7 1:55
4 b3 $5 1:47
3 b3 $3 1:40
1 b1 $1 0:05

7) Pre-conditioning the Data: Commercial auctions such as
those on eBay do not adhere to the English auction format used
in this paper. Before executing the shill detection algorithm,
the data from commercial auctions must be ‘pre-conditioned’.
Pre-conditioning the data refers to the process of getting
the data into the correct format for the algorithm. This also
involves modifying the algorithm to deal with proxy bidding.

As stated earlier, a proxy bid allows a user to enter a
maximum bid that they are willing to pay. The proxy bidding
system will then marginally outbid any new high bid up until
the user’s maximum value. We refer to the first proxy bid
submitted by the bidder as the initial proxy bid. A bid placed
by the proxy system is referred to as a proxy generated bid. If
the winning bid is less than the bidder’s maximum value, then
the bidder gets the item for the lower value. Once a proxy bid
is made, it cannot be retracted.

Table IV shows an example auction using proxy bidding. In
this example by is the proxy bidder. The bid number indicates
the order the bids were received. The auction history does not
display the proxy generated bids. The initial proxy bid is only
revealed when it is outbid. If a proxy generated bid wins the
auction, its value is shown, but the initial proxy bid is not
revealed. If two proxy bidders are competing, the lower of the
two bids is listed and the proxy generated bid of the higher
valued bid is listed.

A shill is unlikely to use proxy bidding. This is the same
justification behind the e rating which states that a shill is
more likely to bid in smaller increments rather than one large
up-front bid. Proxy bidding encourages bidders to bid large
amounts up-front. However, this behaviour is risky for a shill.

A safer approach is for a shill to edge up a proxy bid until
it reaches its maximum. If a shill can predict what the value of
the initial proxy bid is, then the shill can seize the full value
of the proxy bid.

When a shill encounters a proxy bid, this presents the shill
with an accessible target to shill. Upon outbidding a proxy
generated bid, the shill is provided with instant feedback.
That is, the shill is either outbid immediately by a new proxy
generated bid or the shill has outbid the proxy bid. Such instant
feedback allows a shill to inflate the price quickly and in a
controlled incremental manner. Upon submitting a proxy bid,
the bidder is powerless to prevent a shill from edging the price

TABLE V
EXAMPLE AUCTION RE-ORDERED ACCORDING TO THE TIME SUBMITTED

Bid # bid Price Time
8 bs $ 17 3:01
7 by $ 16 2:54
6 b3 $9 2:00
5 b3 $7 1:55
4 b3 $5 1:47
3 b3 $3 1:40
2 ba $ 15 0:33
1 b1 $1 0:05

up as the initial bid cannot be retracted.

Note that alternately a shill might use a proxy bid up-front in
order to inflate the price to a given value. This can be likened
to an undisclosed reserve under the guise of a legitimate bid.
Such behaviour is essentially benign shilling. If a shill uses
multiple proxy bids throughout an auction, they must do so
sparingly. Once again it is risky for the shill to set an initial
proxy bid too high. This effectively limits the usefulness of
proxy bidding to a shill.

To detect shill bidders in commercial online auctions, the
algorithm must be altered to deal with proxy bidders. The first
step to achieving this goal is to re-order the auction data based
on time rather than bid value. This facilitates the identification
of initial proxy bids.

An initial proxy bid can be identified as a bid that has a
higher value than a subsequently placed bid. The re-ordered
data from the example auction is shown in Table V. Bid
number 2 submitted by by clearly stands out as an initial proxy
bid. This bid is for $15 whereas the subsequent bid (i.e., bid
number 3) is lower at $3.

The total number of generated proxy bids (not shown in the
bidding history) can be determined by counting the number of
subsequent bids that have a lower value than the initial proxy
bid. In Table V there are four rival bids after b,’s initial proxy
bid. Therefore there are also four proxy generated bids.

To ensure that a proxy bidder’s (3 rating does not exceed
one, the number of proxy generated bids for auction j is added
to the total number of bids ;. When a proxy bid is used, the
[ rating only penalises the proxy bidder for one bid (i.e., the
initial proxy bid). Proxy generated bids are not included in
the proxy bidder’s 3 rating. This functionality rewards and
encourages proxy bidding.

A proxy bidder’s § rating is only calculated for the initial
proxy bid. Proxy generated bids are not included in the
proxy bidder’s § rating. This is because the timings for the
proxy generated bid will always be zero as they are placed
immediately once a rival bid of lesser value is received. This
wrongly gives the appearance that proxy generated bids are
being submitted by a shill bidder.

To allow a bidder’s € rating to be determined, the values
of the proxy generated bids must be calculated. As proxy
generated bids are not included in the auction history, the shill



TABLE VI
BID INCREMENTS

Current Price Bid Increment
$0.00 - $0.99 $0.05
$1.00 - $4.99 $0.25
$5.00 - $24.99 $0.50
$25.00 - $99.99 $1.00
$100.00 - $249.99 $2.50
$250.00 - $499.99 $5.00
$500.00 - $999.99 $10.00
$1000.00 - $2499.99  $25.00
$2500.00 - $4999.99  $50.00
$5000.00 and up $100.00

score algorithm cannot accurately determine the e ratings for
bidders in competition with a proxy bid. eBay has guidelines
regarding the minimal amount required to outbid the current
high bid. This is shown in Table VI as an increasing scale that
is a function of the price (roughly 5%). These guidelines can
be used to reproduce the missing proxy generated bid values.

The € rating for the initial proxy bid is calculated as normal
according to time. As the proxy bidder has bid a large amount
up-front, this is manifested in his/her € rating. Proxy generated
bids are not included in the proxy bidder’s e rating.

The bid immediately following the initial bid is calculated
in terms of the proxy generated bid produced. When an initial
bid is placed, it is only listed as the minimum amount required
to win. That is, the first proxy generated bid is displayed. The
rival bidders € value is calculated in terms of the first proxy
generated bid rather than the initial bid. All subsequent rival
bids are calculated in terms of the proxy generated bids they
have outbid.

8) Calculating the Shill Score: The following algorithm
is run on a seller’s auction history for each bidder that
participated in any of the seller’s auctions:

1) Pre-condition the data.
2) Calculate « rating.

3) Calculate (3 rating.

4) Calculate +y rating.

5) Calculate ¢ rating.

6) Calculate € rating.

7) Calculate ¢ rating.

8) Calculate shill score.

Each bidder obtains a shill score between 0 and 10, repre-
senting their likelihood of being a shill. This is calculated as
follows:

910& + 92ﬂ + 93’}/ + 945 + 956 + 9(;(

score = x 10
01 +02+65+6s+65+ 066

where 6 is the weighting associated with each rating. The
bidder with the highest shill score is considered most likely
to be the shill.

The weights used in this paper are: 6; =9, 0, = 2, 3 = 5,
0, = 2, 05 = 2 and 05 = 2. These weightings were obtained

by experimenting with simulated auction data and using the
following justifications:

A bidder’s « rating is given the highest weighting. This is
done to eliminate one-time bidders. In the instance where a
one-time bidder has high § and e ratings, the bidder will be
allocated a high shill score despite clearly not fitting the profile
of a shill.

A bidder’s «y rating receives the next highest weighting.
When a bidder has a high « rating and a low ~ rating,
the bidder is clearly bidding to win. This is irrespective of
the bidder participating in so many auctions. Employing this
strategy, a shill would not be very successful.

Once a bidder has initially been detected by his/her o and
~ ratings, the next significant factors are the 3, d, ¢ and (
ratings. These are used to see if the bidding behaviour matches
the regular behaviour of a shill.

The [ rating measures the number of bids submitted in
terms of |n;/2]. If a shill is aggressive, 3 will be high.
However, if the shill is benign, 5 will be low. As a result,
the (3 rating can present mixed results depending on the type
of shill behaviour employed. For this reason, the [ rating is
given a lower weighting than the o and ~ ratings.

The § and e weightings are also lower than the « and ~y
weightings due to the effect of one-time bidders. That is, if a
bidder only bids once, placing the bid quickly after the current
highest bid and by the minimal amount required, then the
bidder will have high ¢ and e ratings. As the bidder does not
bid again, his/her § and e ratings will always remain high and
not average down if the bidder were to later submit slower,
larger bids. Therefore, weighting & and € highly results in
many one-time bidders scoring high overall even though such
bidders are clearly not shills (evidenced by a low « rating).

The ( rating is also weighted at two as it is not more
influential than the other bidding characteristic ratings. Instead
all the bidding characteristic weightings must be examined as
a group to determine if the bidder’s bidding behaviour fits the
profile of a shill.

Note that the weightings must be adjusted according to the
number of auctions held. For small values of m the o and ~
ratings are less effective. For example, when m <= 3 the «
rating for all bidders will be high and the ~y rating will be zero
for all of the bidders. This distorts a bidder’s shill score and as
a result cannot be relied upon. When m <= 3 the weightings
for the v and ~y ratings are zero.

In the case where m <= 3, the bidding characteristic ratings
are more heavily relied on to indicate the level of shill-like
behaviour a bidder possesses.

VII. PERFORMANCE

This section describes how the algorithm performed on real
auction data. Two types of data were obtained. The first was
from a series of simulated auction trials. The second was from
commercial online auctions. Each type will be explained in
turn.



TABLE VII
SIMULATED AUCTION WITH ONE SHILL

TABLE VIII
SHILL SCORES FOR SIMULATED AUCTIONS WITH ONE SHILL BIDDER

A. Simulated Auctions

A series of simulated auctions were conducted to obtain
auction data. Thirty-nine auctions were performed on an
auction server which emulates existing commercial online
auction websites. Details of the software used can be found
in [Trevathan and Read 2006], and the auction server itself is
available at auction.maths.jcu.edu.au. Each auction was for a
different item and all auctions were considered to be for one
seller (consistent with the algorithm)

The auction proceedings involved twenty-six people. Each
bidder was given a random amount of fake money at the
beginning of the trials. A bidder was free to bid his/her
valuation in any auction provided that collectively the amount
bid did not exceed the initial amount provided. When a bidder
won an auction, the balance of his/her account was reduced
by the value of the winning bid. A bidder’s goal was to win
while also trying to save his/her money.

The shill’s goal was to force a bidder into spending as
much of his/her money as possible. Bidders were not informed
that shilling was occurring. Furthermore, the shill had no
knowledge of how much money bidders had.

Table VII shows the proceedings of one of the simulated
auctions. The item auctioned was Dire Straits’ Greatest Hits
DVD. This consisted of a DVD of the band’s video clips and
two CDs. The retail value was approximately $50 AUD. The
shill bidder is ‘Shelly’.

It quickly became apparent that bidders took the auctions
seriously. The simulation captured the essence of a real auc-
tion where the competitive desire to win induced bidders to

Bid # bid Price Time
Bidder « 5] ¥ ) € ¢ Shill Score

25 Ness $91.00 2005-08-11 15:58:35
24 wayne $90.00 2005-08-11 15:44:04 Shelly 1.00 0.70 090 096 0.88 0.79 9.16
23 townsville  $ 80.00  2005-08-11 15:22:46 townsville 0.60 021 0.83 086 0.65 0.60 6.46
22 Ness $ 56.00 2005-08-11 15:16:16 Marie 0.60 0.11 083 045 089 0.20 5.84
21 townsville  $ 55.00  2005-08-11 15:07:28 je112425 040 020 075 075 072 0.79 5.58
20 Shelly $50.50  2005-08-11 14:55:34 wayne 020 042 050 075 093 0.66 4.46
19 townsville ~ $ 50.00  2005-08-11 14:54:46 Ness 040 048 0.00 088 090 0.85 4.46
18 Shelly $39.39  2005-08-11 14:12:55 marianne 0.60 0.18 0.00 062 091 0.39 4.36
17 buzzcook  $39.00 2005-08-11 14:11:02 Soraya 040 032 0.00 091 085 0.78 4.25
16 Shelly $ 3838  2005-08-11 14:04:43 Bear 020 022 050 098 0.16 043 3.58
15 marianne $38.00 2005-08-11 13:49:17 brenda 020 059 0.00 097 097 041 3.49
14 Shelly $36.72  2005-08-11 13:40:26 joe 0.10 0.67 0.00 062 092 1.00 3.32
13 Soraya $ 3636  2005-08-11 13:34:23 banana 0.10 0.11 0.00 1.00 1.00 1.00 3.24
12 wayne $36.00 2005-08-11 08:31:09 ronisanidiot  0.10 0.10 0.00 095 098 0.76 2.95
11 Shelly $ 35.35  2005-08-10 14:47:40 phrdw 0.10 0.10 0.00 099 099 0.68 2.92
10 Soraya $35.00 2005-08-10 14:41:33 buzzcook 0.10 0.08 0.00 1.00 099 0.01 2.30
9 Shelly $33.33  2005-08-10 14:34:15 groper 0.00 0.00 0.00 0.00 0.00 0.00 0.00
8 wayne $ 33.00 2005-08-10 14:25:49
7 Ness $32.00 2005-08-10 14:20:13
6 Shelly $ 31.31 2005-08-10 11:11:21
5 wayne $31.00 2005-08-10 11:09:55
4 Soraya $30.50 2005-08-10 08:25:17
3 Ness $30.00 2005-08-09 16:42:48 spend more money than was intended. Bidders that won an
2 marianne  $0.25  2005-08-09 16:25:13 auction were elated, even though they did not obtain anything
1 Shelly $0.20 2005-08-09 16:01:18 . . . s

tangible. Other bidders such as ‘brenda’ vowed that they were

determined to win all of the auctions.

The simulation showed that while the shill’s strategy was
to marginally increase the bid, legitimate bidders tended to
increase the bid by larger values. Furthermore, legitimate
bidders who were focused on winning an item regardless of
the cost tended to bid large amounts up front. In addition,
many bidders engaged in rallies amongst themselves and with
the shill bidder. During such rallies legitimate bidders tended
to bid in larger increments than the shill’s marginal increases.

For the auction shown in Table VII, the shill (i.e., ‘Shelly’)
pushed the price up to $50.50. At this stage the auction was
one hour from terminating. Although bidding was constant,
the reserve price had been met therefore it was in the shill’s
interests to discontinue. The winning bid for the item was $91.

There were three types of tests performed: with one shill,
without shilling and with benign shilling. The shill detection
algorithm was run on all of the tests to determine its effective-
ness in catching shills and the likelihood of it incriminating
innocent bidders.

The first test involved ten auctions and one shill bidder.
Table VIII shows the shill scores for each bidder. The shill (i.e.,
‘Shelly’) is clearly identified as the bidder that has engaged
in the most shill-like behaviour. The shill was the only bidder
to score consistently on the behavioural characteristics that
optimally inflate the price for the seller. Figure 1 A gives a
graphical representation of the shill scores.

The second test also involved ten auctions. However, unlike
the previous test, no intentional shilling behaviour was en-
gaged in. Shill scores for each bidder are shown in Table IX
and graphically in Figure 1 B. The purpose of the test was to
gauge regular bidding behaviour.

At some stages during an auction, a legitimate bidder’s



TABLE IX
SHILL SCORES FOR SIMULATED AUCTIONS WITHOUT SHILLING

Bidder [o" B v ) € ¢ Shill Score
je112425 040 036 075 099 090 0.99 6.28
Ness 030 0.64 067 098 087 1.00 5.92
banana 020 075 050 1.00 1.00 1.00 5.36
dee 020 042 050 097 091 043 4.44
joe 0.10 1.00 000 1.00 1.00 1.00 4.05
brenda 030 038 000 0.84 085 0.17 3.27
jc149722 020 025 050 095 000 0.22 3.25
marianne 020 030 000 0.81 083 0.73 3.24
Bear 020 042 000 098 076 049 3.23
Sarah 0.10 1.00 0.00 0.96 068 046 3.22
wayne 0.10 050 0.00 098 0.63 095 3.18
townsville  0.30 044 0.00 050 050 0.28 2.80
Soraya 0.10 050 000 0.62 079 0.50 2.60
jai 0.10 0.17 000 0.99 093 0.00 2.31
Marie 0.10 0.14 000 095 092 0.07 2.30
buzzcook  0.10 0.14 000 098 0.87 0.01 223
Jarrod 0.10 1.00 0.00 0.00 0.00 1.00 223
metoo 0.10 0.17 000 0.89 093 0.00 222
TABLE X

SHILL SCORES FOR SIMULATED AUCTIONS WITH BENIGN SHILLING

Bidder « Jé] ¥ 4 € ¢ Shill Score
joe 1.00 0.68 095 099 1.00 1.00 9.58
Marie 037 045 086 0.62 059 0.66 5.56
brenda 042 052 025 065 070 059 4.52
alan 0.11 025 050 085 095 084 4.20
ronisanidiot  0.16 024 0.67 097 0.63 0.35 4.15
banana 0.11 1.00 050 0.89 002 0.90 4.13
Mezza 0.16 026 067 0.82 094 007 4.07
Jarrod 0.16 0.56 0.67 075 033 043 4.04
jc112425 026 028 000 0.61 081 0.60 3.16
Shelly 005 025 000 0.86 098 0.90 2.93
Soraya 0.16 039 000 096 0.89 0.17 2.84
Sarah 0.16 031 000 065 091 052 2.82
wayne 0.11 029 000 099 095 0.05 2.50
Davey 005 0.13 000 099 1.00 0.10 222
phrdw 0.11 038 050 0.00 0.00 025 2.14
Bear 021 024 000 053 051 008 2.09
Kain0_0 005 0.13 000 078 0.00 0.12 1.14
groper 0.00 0.00 0.00 0.00 0.00 0.00 0.00

behaviour can emulate that of a shill. This raises the possibility
of classifying innocent behaviour as shilling. During the
trial some bidders participated in many of the auctions and
also engaged in rallies which pushed up the bid price (e.g.,
‘brenda’, ‘marianne’, ‘Ness’, ‘townsville’ and ‘Soraya’). This
behaviour effectively raised their shill scores. However, other
factors such as number of winnings, large bid increments and
slower bid times indicated that these bidders were bidding to
win.

During both the first and second tests, one of the bidders
(‘banana’ in this case) was tasked with introducing some initial
bids into auctions where there had been no bidding. The idea
was to try and stimulate bidding (i.e., benign shilling).

When a bidder is the first to bid in an auction, there is no

A Simulated Auctions with one Shill Bidder
Total Auctions = 10, Total Bidders = 18, Total Bids = 177
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Fig. 1.

Shill Scores for Simulated Auction Data

previous bid. As a result there is no inter bid time interval
nor bid increment for the bid. The shill detection algorithm
gives bids of this sort a § and e rating of one. If a benign
shill continually bids first in an auction (to try ‘kick off’ the
bidding) he/she will have high overall § and e ratings. Such
a bidder will also have relatively high « and + ratings if the
behaviour continues over a series of auctions.

‘banana’ has one of the highest § and e ratings out of all the
bidders in both tests. Since ‘banana’ only shilled in relatively
few auctions, his « rating is low. A benign shill’s y rating will
always be high. In general, a benign shill will have a low 3
rating, except in situations where the auctions participated in
have a low bid volume.

A third series of auction tests were conducted to further
investigate benign shilling. This involved nineteen auctions,
fifteen of which contained instances of benign shilling behav-
iour. Shill scores for each bidder are shown in Table X and
graphically in Figure 1 C.

In this instance ‘joe’ is the shill bidder. ‘joe’ rates highly
across all measures. The volume of bidding was low in several
of the auctions ‘joe’ participated in. This accounts for why
‘joe’s” O rating is reasonably high.

Figure 2 shows the average inter bid times and increments



TABLE XI
ToP FIVE SHILL SCORES FOR SELLER: SAVEKING

Bidder « 8 ) € ¢ Shill Score
camotorl @aol.com 0.80 029 088 0.77 070 0.32 7.16
bacardi9l 040 026 075 068 091 0.87 6.15
ypolina 030 034 067 055 059 0.18 4.25
janicerunning 020 024 050 096 075 0.15 3.86
s13g 020 0.12 050 086 0.89 0.11 3.76
performed by commercial online auctioneers such as eBay.
There is limited commercial data on shilling. Several com-
@ Beta mercial online auction sites were approached for auction data
% B Delta (i.e., bidding histories). We also stated in the request that we
o OEpsilon| are “interested in auctions where it has either been confirmed
O Zeta or suspected that shilling has occurred.”
Most commercial sites were reluctant to give out informa-
tion for privacy reasons. Shilling is cognate to other types

Bidder

Fig. 2. Time Intervals and Bid Increments for the Dire Straits’ DVD Auction

for each bidder in the auction from Dire Straits’ Greatest Hits
DVD in Table VII. The shill bid the most during this auction
and had a consistently low inter bid time and increment.
Legitimate bidders that had inter bid times and increments less
than the shill had submitted significantly fewer bids. When
compared to the shill scores (see Table VIII) only bidders
‘Shelly’ and ‘marianne’ rank highly and warrant further inves-
tigation. While Figure 2 indicates which bidders are potential
shills, it is insufficient to only look at an individual auction. For
example, ‘buzzcook’ also rates poorly, but when his behaviour
from several auctions is observed he has a low ranking shill
score.

It is interesting to note that there was a significant degree
of sniping occurring during all three tests. Many bidders such
as ‘brenda’, ‘buzzcook’, ‘Davey’ and ‘wayne’ often employed
this strategy to ensure that they won. It became evident that
online auctions which terminate exclusively with an expiration
time promote this sort of bidding. As this behaviour is totally
the opposite of shilling, these bidders tended to have low shill
scores.

These simulated tests are currently being repeated using
real money. Furthermore, software bidding agents are being
developed in order to conduct further simulations. A software
bidding agent is a program that bids on behalf of a bidder ac-
cording to a predefined strategy. This allows the shill detection
algorithm to be tested on extremely large datasets.

B. Commercial Auctions

The algorithm was tested on commercial auction data. This
refers to actual data collected from real auctions that were

of fraud (e.g., credit card fraud). Companies are reluctant to
admit shilling has occurred as it would tarnish their reputation.
This can also partially justify why auction companies do not
give out extensive bidding history records, especially those
containing shilling.

The shill score algorithm was tested on commercial auction
data obtained used in previous auction research by Jank and
Shmueli [Jank and Shmueli 2004]. The auction data was for
150 auctions conducted on eBay for new Palm M515 PDAs.
For a full description of how the data was gathered see
[Jank and Shmueli 2004].

The commercial data differed to the simulated data in
various ways. Firstly, the commercial data was for a single
(but distinct) item (i.e., PDAs), whereas the simulated data
were for different items. Second, there were a larger number
of bidders in the commercial data. Thirdly, for the simulated
data it was more common for a bidder to bid multiple times
in a single auction. Finally, with the commercial data, a large
number of users only bid once during an auction.

The data was analysed using the methods presented in this
paper. Unlike the simulated data, it was unknown whether
shilling had actually occurred. Therefore the algorithm deter-
mined whether shill behaviour was present solely by examin-
ing the bidding characteristics of the auction participants. This
essentially provided the algorithm with a realistic test (i.e., the
manner the algorithm would run in practice).

The remainder of this section gives the results for three
different sellers of the commercial data. The first seller (named
“saveking”) conducted ten auctions involving seventy bidders.
The top five shill scores for this seller are listed in Table XI
and is shown graphically in Figure 3 A.

The bidder named ‘camotorl@aol.com’ has the highest
score and warranted further investigation. On closer inspec-
tion, this bidder was found to have participated in 80% of
the seller’s auctions, and had not won any. The other bidders
who scored high had also participated in quite a few auctions
without winning, and had bid often and quickly in small



TABLE XII
Top FIVE SHILL SCORES FOR SELLER: MICHAEL-33

Bidder «a 5 o' 0 € ¢ Shill Score

chimam 053 026 088 082 052 0.95 6.50

rexth 027 034 075 065 085 0.74 5.07

bonnieellarae  0.27 021 0.75 0.65 0.83 0.50 4.79

charly.0 020 021 067 065 079 0.84 4.60

steve_howard 020 029 0.67 0.73 031 0.66 4.14
TABLE XIII

ToP FIVE SHILL SCORES FOR SELLER: SYSCHANNEL

Bidder a B ¥ 4 € ¢ Shill Score
kelO 063 021 080 097 086 0.97 7.11
bigriney 1 050 026 075 087 063 021 5.54
reharrell 050 024 075 084 072 0.08 5.46
julhale 025 023 050 093 092 0.01 4.06
havokzprodigy 0.25 023 050 043 0.80 0.07 3.57
A m Total Auctions = 10, Total Bidders = 70, Total Bids = 128 be engaging in aggressive shilling.
R jidean. 294 Table XII shows the top five shill scores for the seller named
] siosy 1% “michael-33”. The shill scores are calculated for 156 bidders
snrscare s 1N over fifteen auctions. Shill scores for the bidders are shown
;: W W e graphically in Figure 3 B.
2] HMM ” MMMHHMMMMMH i This series of auctions contained a lesser extent of price
L Il RN E_m: L} ﬂMMJ]JIMHMMM_ inflating bidding compared to the previous two sellers. The
& ' Seller: michael-33 bidder with the highest shill score is ‘chimam’. This bidder
i Jotl Auctions = (8. leth Bdere - 42, TorI B MR n 15 T has participated in 50% of the seller’s auctions and has not won
2 ";e"‘ge;':, f%‘g any. However, this bidder does not have significantly high 3,
I oV 5092% 0 and e ratings. Therefore it is questionable whether ‘chimam’
Shill Score i S is actively engaging in shill behaviour. Instead, what the shill
3 ) | ‘ algorithm allows us to say is, “out of 156 bidders, this bidder
i 111 M|H BT ﬂ _ Hﬂﬂ||||ﬂHHHHHMHHHHHHHHMHHH"MH engaged in the most significant price inflating behaviour”.
3 “nsﬂ,l],!,[n,“ The other bidders listed in Table XII had mid range shill
c Total Auctions < g SSleCsyschannet scores. On further inspection, these bidders had only partici-
e T pated in a small number of auctions and had the highest shill
B "ﬁ:’:f% scores due to the “one-time” bidder phenomena described in
1 CV:"5431% :
Section VI.
SHhill Score 5 BB i ey O P B ey O P U Uy e O Y I O DO D L ey 1y Table XIII Shows the top ﬁVe Shill scores for the Seller
T e e e e named “syschannel”. The shill scores are calculated for fifty-
”mnmnmumwﬂﬂmﬂmﬂ | M[UMLMH e nine bidders over eight auctions. This is shown graphically in
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Fig. 3. Shill Scores for Commercial Auction Data

increments.

In contrast, there are bidders with shill scores of zero. These
are bidders that won all of the auctions they participated in.
Typical bidders had shill scores ranging between four and five.

The overall results for this seller suggests that there was a
significant amount of price inflating bidding behaviour present.
Out of seventy bidders, ‘camotor]l @aol.com’ had the most sus-
picious behaviour. Given the extent of this behaviour compared
to other bidders, this indicates that ‘camotor] @aol.com’ may

Figure 3 C.

The bidder with the most suspicious behaviour is ‘kc10’.
This bidder participated in the most auctions. Furthermore,
‘kecl10’ (like ‘banana’ and ‘joe’ in the simulated auctions) was
usually the first to bid in auctions that he/she participated in.
This strongly indicates that ‘kc10’ may have been engaging
in benign shilling behaviour.

The algorithm also singled out several other users for further
investigation. For example, the bidders ‘bigrineyl’ and ‘rehar-
rell’ also exhibited dubious behaviour. This is evidenced by
the large number of auctions participated in, lack of winnings
and a larger percentage of bids submitted per auction than



other bidders. However, in comparison to ‘kcl0’, the number
of auctions, inter bid times and bid increments were slightly
lower.

Bidders that had won any of the auctions had lowest shill
scores. There were a large number of bidders that did not
win, however, these bidders usually participated in only one
auction. Such bidders tended to have a low range score (one
to three) where their final ranking was heavily influenced by
the inter bid times and bid increments.

The commercial data shows that the algorithm can effec-
tively allow shill investigators to rule out many bidders and
focus on those with the most significant shill-like behaviour.

The shill score algorithm is presently being tested on
thousands of eBay auctions. We have written a program that
parses an eBay HTML document extracting the auction data.
This allows us to easily collect large amounts of commercial
auction data via an automated process. We intend to continue
collecting data in this manner to enable extensive testing of
the shill score algorithm.

Security and anonymity is a significant issue for on-
line auctions (see [Trevathan 2005], [Trevathan et al. 2005],
[Trevathan et al. 2006]). Cryptographic mechanisms can be
used to ensure that an auction is securely and fairly conducted.
Furthermore, the identity of a bidder and the bid information
can remain secret as long as the bidder doesn’t break the
auction rules. In the case of a breech, a bidder’s identity can be
revealed (with the equivalent of a court order) and appropriate
recourse taken.

The shill detection algorithm presently requires all of this
information to be available. The requirement for anonymity
is evidenced by the responses from the commercial auction
companies described earlier. At present, we are modifying the
detection algorithm to operate in a secure and anonymous
environment. The scheme allows the detection algorithm to
be run without knowing the identities of bidders. However,
when there is strong evidence to suggest shilling, a bidder’s
identity can be revealed.

VIII. CONCLUSIONS

This paper presents the first published algorithm to detect
the presence of shill bidding in online English auctions. Our
algorithm targets core shill behaviour and calculates a score
to indicate the likelihood that a bidder is a shill. To avoid
detection a shill essentially must behave like a normal bidder.
This renders a shill less effective, literally stopping shill
bidding altogether.

The algorithm observes bidding patterns over a series of
auctions held by a particular seller looking for shill-like
behaviour. Bidding characteristics studied include how many
auctions a bidder participated in, the number of bids submitted
and the rate of auctions won. Furthermore, the algorithm
inspects how quickly a bidder bids, how much a bidder outbids
by and what stage in the auction a bidder commences bidding.

The ability of the shill score algorithm to effectively identify
shill bidders was verified on simulated auctions. When faced
with aggressive and benign shilling, the algorithm was able

to single out the shill bidder whilst exonerating legitimate
bidders.

When tested on actual commercial data with no a priori
knowledge of shills, the shill score algorithm detected definite
shill behaviour. This was in the form of both aggressive and
benign shilling. The algorithm also singled out other bidders
with moderately suspicious behaviour.

The results of the tests showed that it is insufficient to rely
on any single factor to determine whether a bidder is a shill.
Instead a range of factors must be examined in relation to each
other.

The shill score algorithm has significant practical and legal
implications for commercial online auctions. This approach
acts as both a shill detection mechanism and a deterrent to
potential shills. Our algorithm serves as a basis for more
sophisticated shill detection methods.

At present the algorithm only considers the case when there
is one shill. However, in reality there may be multiple shills
working in collusion. Multiple shills can employ sophisticated
strategies which are more difficult to detect. Future work
involves modifying the algorithm to better identify shill be-
haviour with colluding shills.
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5.3 Detecting Collusive Shill Bidding

The shill score is designed for the instance where there is only one shill bidder (see Section 5.2). However,
there are situations where there may be two or more shill bidders working in collusion with each other.
Colluding shill bidders are able to engage in more sophisticated strategies that are potentially harder to
detect. This paper proposes an extension to the shill score to detect colluding shill bidders. This is re-
ferred to as the collusion graph. The collusion graph either detects a colluding group, or forces the group
members to act individually like a single shill, in which case they are detected by the shill score algorithm.

“Detecting Collusive Shill Bidding” [14] is to appear in the 4" International Conference on Informa-
tion Technology - New Generations 2007 (ITNG). ITNG is an annual event focusing on state of the art
technologies pertaining to digital information and communication. The applications of advanced informa-
tion technology to such domains as astronomy, biology, education, geosciences, and health care are among
topics of relevance to ITNG. Visionary ideas, theoretical and experimental results, as well as prototypes,
designs, and tools that help the information readily flow to the user are of special interest. The conference
features keynote speakers, the best student award, the PhD student forum and workshops/exhibits from
industry, government and academia. Proceedings are published by the IEEE Computer Society. This
paper is available online via citeseer 4. ITNG 2007 is to be held in Las Vegas, U.S.A.

Publication in ITNG was made possible through funding by the Graduate Research Scholarship (GRS)
and the School of Maths, Physics and IT.
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Abstract— Shill bidding is where spurious bids are introduced
into an auction to drive up the final price for the seller, thereby
defrauding legitimate bidders. Trevathan and Read presented
an algorithm to detect the presence of shill bidding in online
auctions. The algorithm observes bidding patterns over a series
of auctions, and gives each bidder a shill score to indicate the
likelihood that they are engaging in shill behaviour. While the
algorithm is able to accurately identify those with suspicious
behaviour, it is designed for the instance where there is only one
shill bidder. However, there are situations where there may be
two or more shill bidders working in collusion with each other.
Colluding shill bidders are able to engage in more sophisticated
strategies that are harder to detect. This paper proposes a method
for detecting colluding shill bidders, which is referred to as the
collusion score. The collusion score, either detects a colluding
group, or forces the colluders to act individually like a single
shill, in which case they are detected by the shill score algorithm.
The collusion score has been tested on simulated auction data
and is able to successfully identify colluding shill bidders.

I. INTRODUCTION

Online auctions are a popular means to exchange items.
However, to the unsuspecting, the auction process is fraught
with peril. Auction fraud is an ever-increasing problem that
is magnified in the online environment. For example, a seller
might accept payment and not deliver an item, or misrepresents
the item to be of greater value. Furthermore, auction partici-
pants might engage in practices such as siphoning, sniping, bid
rigging or shilling, that are designed to influence the auction
in a manner that disadvantages others (see [6]).

Shill bidding is the act of introducing fake bids into an
auction on the seller’s behalf, in order to artificially inflate an
item’s price. Bidders who engage in shilling are referred to
as ‘shills’. To win the item, a legitimate bidder must outbid a
shill’s price. If one of the shills accidentally wins, then the item
is re-sold in a subsequent auction. Shill bidding is a problem
as it forces legitimate bidders to pay significantly more.

The advent of online auctions such as eBay ! and ubid 2
have made shill bidding much easier. This is due to bidders not
being physically present, which allows a shill to anonymously
influence the bidding process. Furthermore, it is relatively
simple for a seller to register under many aliases, and operate
in rings with impunity. For example, in March 2001, a U.S.
federal grand jury charged three men for their participation in a
ring of fraudulent bidding in hundreds of art auctions on eBay

Ihttp://www.ebay.com
Zhttp://www.ubid.com
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(see Schwartz and Dobrzynski [1]). The men created more than
40 User IDs on eBay using false registration information.

Trevathan and Read [4] presented an algorithm (referred
to as the shill score or SS algorithm) to detect the presence
of shill bidding in online English auctions. The algorithm
observes bidding patterns over a series of auctions, and gives
each bidder a shill score to indicate the likelihood that they are
engaging in shill behaviour. The algorithm is able to accurately
identify those with suspicious behaviour in the case where
there is only one shill bidder. However, as the example above
illustrates, there are situations where multiple shills are in
collusion with each other.

Collusive shill bidding refers to the instance where two or
more shills work together. Collusion makes it more difficult
to determine whether shilling is occurring in an auction, and
which bidders are responsible for the shill bids. This is because
colluding shills can distribute the work evenly among each
other to collectively reduce their shill scores. For example,
a group of shills can take turns at submitting bids, and/or
alternate at participating in an auction. This has the effect of
making an individual shill appear to be a regular bidder.

This paper proposes a method for detecting colluding shill
bidders. Several collusion ratings are presented that indicate
whether collusion is occurring, and which bidders are most
likely to be in collusion with each other. The collusion ratings
look for typical collusive behaviour among bidders, and form
a bidder’s collusion score. The group of shills is faced with
a choice of either, a) acting as a group and being detected
by the collusion score, or b) acting individually (like a single
shill), and being detected by the SS algorithm. The collusion
score has been tested on simulated auction data to gauge its
effectiveness in detecting colluding shills.

This paper is organised as follows: Background on gen-
eral shill behaviour is discussed in Section II. Section III
describes shill detection methods and provides an overview
of the SS algorithm. Section IV extends the SS algorithm to
detect collusive shill behaviour, and identify which bidders
are in collusion with each other. Section V describes how the
proposed collusion score performs on simulated auction data
with colluding shills. Section VI provides concluding remarks.

II. SHILL BEHAVIOUR

This section provides an insight into general shill behaviour.
It describes a shill’s mindset, characteristics and strategies, and
presents an example of shill behaviour in an auction. There are



other possible behaviours that can be considered as shilling.
However, we believe that this section outlines the optimal or
‘best’ strategies for a shill to take in terms of obtaining the
highest shilling profit, whilst avoiding winning an auction.

A. Shill Mindset

The main goal for shilling is to artificially inflate the price
for the seller beyond what legitimate bidders would otherwise
require to win the item. The pay-off for the seller is the
difference between the final price and the uninflated price.

A shill’s goal is to lose each auction. A shill is not
constrained by a budget, but rather a profit margin. If the shill
wins, the item is resold in a subsequent auction. However,
there is a limit on how many times this can be done. For
each auction won, the seller incurs auction listing fees and is
required to invest more time. Continual wins erode the profit
from shilling on the item.

The shill faces a dilemma for each bid they submit. Increas-
ing a bid could marginally increase the revenue for the seller.
However, raising the price might also result in failure if it is
not outbid before the auction terminates. The shill must decide
whether to take the deal or attempt to increase the pay-off.

On the contrary, a bidder’s goal is to win. A bidder has a
finite budget and is after the lowest price possible. Increasing
a bid for a legitimate bidder decreases the money saved, but
increases the likelihood of winning.

B. Shill Characteristics and Strategies

The following outlines typical shill characteristics assuming
we are using an auction that terminates at a set expiration time:

1) A shill usually bids exclusively in auctions only held by
one particular seller.

2) A shill tends to have a high bid frequency. An aggressive
shill will continually outbid legitimate bids inflating the final
price until the seller’s expected pay-off for shilling has been
reached, or until the shill risks winning the auction (e.g., near
the termination time or during slow bidding).

3) A shill has few or no winnings.

4) It is advantageous for a shill to bid within a small time
period after a legitimate bid. Generally a shill wants to give
legitimate bidders as much time as possible to submit a new
bid before the closing time of the auction.

5) A shill usually bids the minimum amount required to
outbid a legitimate bidder. If the shill bids an amount that
is much higher than the current highest bid, it is likely that
legitimate bidders will be deterred from bidding.

6) A shill’s goal is to try and stimulate bidding. As a result,
a shill will tend to bid more near the beginning of an auction.
This means a shill can influence the entire auction process
compared to a subset of it. Furthermore, bidding towards the
end of an auction is risky as the shill could accidentally win.

We refer to the most extreme shill bidding strategy as
aggressive shilling. An aggressive shill continually outbids
everyone thereby driving up the price as much as possible.
This strategy often results in the shill entering many bids.

TABLE I
AN EXAMPLE AUCTION WITH ONE SHILL

Bid # big Price  Time
15 by $ 33 20:03
14 ba $ 32 12:44
13 by $ 31 12:42
12 b $ 26 5:05
11 by $25 5:02
10 ba $21 2:47
9 b3 $ 20 2:45
8 ba $15 1:07
7 by $ 14 1:05
6 b $9 0:47
5 b3 $8 0:45
4 b $6 0:20
3 b3 $5 0:19
2 ba $2 0:06
1 by $1 0:05

In contrast, a shill might only introduce an initial bid into
an auction where there has been no prior bids with the intent
to stimulate bidding. This behaviour is a common practice in
traditional and online auctions. However, most people typically
do not consider it fraudulent. Nevertheless it is still shilling, as
it is an attempt to influence the price by introducing spurious
bids. We refer to this as benign shilling in the sense that the
shill does not continue to further inflate the price throughout
the remainder of the auction. A benign shill will typically
make a “one-off” bid at or near the beginning of the auction.

Regardless of the strategy employed, a shill will still be a
bidder that often trades with a specific seller but has not won
any auctions. A shill’s strategy is also affected by the value of
the current bid in relation to the reserve price. For example,
once bidding has reached the reserve price it becomes more
risky to continue shilling. This is conditional on whether the
reserve is a realistic valuation of the item that all bidders share.

C. Shill Example

Table I illustrates an example auction with three bidders.
Each bidder is denoted as by, by and b3 respectively. Bidders
b; and b3 are legitimate, whereas by is a shill. by engages in
aggressive shill behaviour by outbidding a legitimate bid by
the minimal amount required to stay ahead and within a small
time period of the last bid. b,’s bids force the other bidders to
enter higher bids in order to win. If b, was not participating in
this auction, b; would have only needed to pay $21 in order
to win. Instead by caused by to pay $33, thus the shill has
inflated the price by $12.

In this example, bo exhibits the typical shill behaviour
described above. This is evidenced by: 1. High frequency of
bids (i.e., b has submitted more bids than both the other
bidders); 2. Has not won the auction despite the high number
of bids; 3. Quick to bid after a legitimate bidder; and 4. Only
bids the minimal amount to stay in front.

III. SHILL DETECTION

Until recently, there was limited coverage on exactly how
to detect shill bidding. Basic attempts have been proposed by
Shah et al [2] and Rubin et al [3]. Trevathan and Read [4]
propose a solution (i.e., the SS algorithm), that observes



bidding patterns over a series of auctions for a particular
seller, looking for the shilling behaviour outlined in Section II.
The goal is to obtain statistics regarding a bidder’s conduct,
and deduce a measure called a shill score, that indicates the
likelihood that s/he is engaging in shill behaviour.

The SS algorithm targets core shilling strategies. A shill that
deviates too far from these characteristics is less effective, and
won’t significantly alter the auction outcome. This approach
acts as both a detection mechanism and a deterrent to shill
bidders. To avoid detection, a shill must behave like a normal
bidder, which essentially stops them shilling.

The SS algorithm basically works as follows (see Trevathan
and Read [4] for further details): A bidder i, is examined over
m auctions held by the same seller for the behaviour outlined
in Section II. Each characteristic of shill behaviour is given
a rating, which is combined to form the bidder’s shill score.
The shill score gives a bidder a value between 0 and 10. The
closer the shill score is to 10, the more likely that the bidder
is a shill. The algorithm’s goal is to determine which bidder
is most inclined to be the shill out of a group of n bidders.
The shill behavioural ratings are calculated as follows:

o « Rating - Percentage of auctions bidder ¢ has partici-
pated in.
o [3 Rating - Percentage of bids bidder ¢ has made out of
all the auctions participated in.
o 7 Rating - Normalised function based on the auctions
bidder ¢ has won out of the auctions participated in.
o ¢ Rating - Normalised inter bid time for bidder ¢ out of
the auctions participated in.
e ¢ Rating - Normalised inter bid increment for bidder ¢
out of the auctions participated in.
« ( Rating - Normalised time bidder ¢« commences bidding
in an auction.
Each rating is between 0 and 1, where the higher the value,
the more suspicious the bidder. A bidder’s shill score (denoted
as S5) is calculated as the weighted average of these ratings:

g9 = Ora + 028 + 037 + 040 + O5€ + 06¢

01+ 02405+ 04 + 05 + 0
where 0;, 1 < i < 6, is the weight associated with each rating.
[4] provides details and justifications for selection of weight
values. If a bidder wins an auction, then his/her «, (3, §, € and
¢ ratings are O for the particular auction.

x 10

IV. COLLUDING SHILLS

The SS algorithm considers only the basic scenario with
one shill. In the case outlined in Section I, there were three
sellers which used 40 different aliases (40 shills in effect). The
sellers understood that there was less chance that they would
get caught if they utilised multiple names to take alternating
turns at shilling. This makes it more difficult for authorities
to determine which bidders are shills, as collusive behaviour
allows shills to appear as more regular bidders.

In terms of the SS algorithm, introducing multiple shills
makes the task of detection much harder. This is because
colluding shills can engage in more sophisticated strategies

in an attempt to thwart the detection algorithm. This section
discusses these strategies and presents methods by which the
SS algorithm can be extended to detect colluding shills. We
restrict our attention to the case where there is only one seller
which controls multiple shills. That is, we are not investigating
strategies involving multiple sellers.

In some cases, geographical proximity can be an indication
of collusion if there are several shills within a close area
that participate in the auction. For example, in the shill case,
two of the men were from California and the other was from
Colorado. However, this is not a reliable indicator of shilling
and may raise privacy concerns, as it requires examining the
registration database for such relationships. Checking suspect
colluders’ geographical proximity would generally only occur
once the SS-collusion algorithm has been run, thus ensuring
there is strong evidence for doing so.

As stated previously, the main goal of shilling is to drive
up the price of an item. In the situation where there is only
one shill, the shill’s secondary goal is to attempt to do this
in such a manner that it minimises his/her shill score. When
there is more than one shill, there are particular strategies that
the group (of shills) can engage in to influence some factors
contributing to their individual shill scores. Therefore the
group’s collective goal (secondary to shilling) is to minimise
its member’s shill scores.

Despite being able to use more complicated strategies, the
group as a whole must still conform to certain behaviour in
order to be effective as a shill. With regard to the SS algorithm,
all that shills can do by colluding is to reduce their «, 3
and ( ratings. The 7, § and € ratings are still indicative of
shill bidding. For example, none of the colluding shills will
ever win an auction. Furthermore, it is still in the group’s
interests to bid quickly, and by minimal amounts to influence
the selling price. Therefore, inter bid times and increments
will be consistent for shills.

There appear to be three possible strategies that can be em-
ployed by colluding shills. The following example illustrates
the first strategy. Here there are two colluding shills (s; and
s2). Each shill takes alternating turns at bidding, i.e., s; bids,
then so bids, then s; bids again, etc. This behaviour is shown

TABLE II
AN EXAMPLE AUCTION WITH TWO SHILLS ALTERNATING BIDS
Bid # big Price  Time
1 by 1 0:05
2 b 2 0:06
3 by 5 0:19
4 b3 6 0:20
5 by 8 0:45
6 ba 9 0:47
7 by 14 1:05
8 b3 15 1:07
9 by 20 2:45
10 bo 21 2:47
11 by 25 5:02
12 b3 26 5:05
13 b1 31 12:42
14 ba 32 12:44
15 by 35 20:03




in Table II. Here there are three bidders denoted b, by and b3
respectively. b; is a legitimate bidder, but b, and b3 are shills.
bs and bs take alternating turns at outbidding b;.

This strategy has the effect of lowering by and b3’s 3 ratings
(i.e., the number of individual shill bids in an auction). We
refer to this strategy as the alternating bid strategy.

The second strategy is for colluding shills to take turns
at shilling for a particular auction. For example, given two
auctions, one shill will bid exclusively in the first auction,
while the other shill bids only in the second auction. This
strategy lowers the shills’ « ratings (i.e., number of auctions
participated in), but does not affect their [ ratings. We refer
to this strategy as the alternating auction strategy.

The third strategy is to use a combination of the alternating
bid and alternating auction strategies. This can be used to alter
the group’s o and [ ratings between the two extremes. We
refer to this strategy as the hybrid strategy. An example of a
hybrid strategy would be for shills s; and s, to alternately
bid in auction;, s3 and s, alternately bid in auctions, then s;
and s3 alternately bid in auctions, etc. This continues until all
combinations of bidders have been used, and then the process
repeats. In reality, colluding shills would probably employ a
hybrid strategy.

The following notation is used throughout this paper:

Let L = {1, ...,¢} be the set of bidder numbers; |L| = ¢
Let M = {1,...,m} be the set of auction numbers; |M| = m

Let B = {b1, ..., be} be the set of bidders and S = {s1, ..., s¢ },
S C B, be the set of shills, where ¢/ < ¢.

A. Alternating Bid Strategy

If the alternating bid strategy is employed, it is in the group’s
best interests to evenly alternate. If a particular shill bids more
than other shills, this will increase that individual’s 3 rating
and hence their shill score. This violates the group’s collective
goal of minimising all its member’s scores. There are rules that
govern the number of bids a group of shills can submit during
an auction. We will examine some of the possible scenarios.

Table III illustrates a case where there are two bidders and
one of them is a shill. b; must bid [n;/2] times to win. The
shill can submit at most |n;/2] bids, otherwise they will win
the auction (and fail as a shill).

Table IV illustrates a case where there are three bidders and
one of them is a shill. Consider the worst case scenario for the
shill in terms of the SS algorithm where they must bid after

TABLE III
AUCTION WITH TWO BIDDERS - ONE BIDDER (b1 ), ONE SHILL (s1)
n; b1 S1 bid sequence by S1
32 1 bisib [n;/2]  In;/2]
4 2 2 si,bisih ni/2 nj/2
5 3 2 bi,s1,b1,81,b1 ni/2]  In;/2]
6 3 3 s1,b1,81,01,81,01 /2 n;/2

TABLE IV
AUCTION WITH THREE BIDDERS - TWO BIDDERS (b1, b2), ONE SHILL (s1)

nj b1 ba S1 bid sequence b1 b2 S1

3 1 1 1 b1,s1,b2 [nj/2]  |n;/2]
4 1 1 2 s1,b1,s1,b2 n; n;/2
5 2 1 2 b1,s1,b2,81,b1 [n;/2]  |n;/2]
6 2 1 3 s1,b1,81,b2,51,b1 nj;/2 n;/2

TABLE V
AUCTION WITH THREE BIDDERS - ONE BIDDER (b1 ), TWO SHILLS (s1, S2)

n; by S1 s2  bid sequence b1 S1 82
4 2 1 1 s1,b1,s2,b1 n;/2 n;/2
5 3 1 1 b1,s1,b1,82,b1 [n;/2] [n;/2]
6 3 2 1 s1,b1,82,b1,81,b1 n;/2 nj/2
7 4 2 1 b1,s1,b1,82,b1,51,b1 [n;/2]  |n;/2]
8 4 2 2 bi,s1,b1,s82,b1,81,b1,82 n;/2 n;/2

every legitimate bid. This situation results in the maximum [
rating a bidder could possibly get. As in the previous example,
the shill can submit at most |n; /2] bids. In reality, a shill will
not normally need to bid this many times, as there are would be
situations where two or more legitimate bidders might outbid
another bid before a shill has time to respond. However, we
must remember that is the worst case scenario (i.e., the shill
must bid after every legitimate bid). In contrast, the best case
scenario would be where the shill wouldn’t have to bid at all,
because the legitimate bidders had pushed the price beyond
the seller’s expected pay-off for shilling.

Given the worst case scenario with n legitimate bidders
and one shill, regardless of which bidder bids, collectively
the legitimate bidders must bid [n;/2] times to win. This is
shown in Table IV, where bidders b; and by combined must
outbid the shill, s;.

In terms of colluding shills, increasing the number of shills
decreases the number of times each shill must bid (also
decreasing an individual’s § rating). This alleviates the worst
case scenario for shilling. Given ¢’ shills (where ¢/ < £), the
group can split the blame by dividing the number of bids
submitted amongst themselves. An individual shill can submit
as little as |n;/2|/¢ bids in an auction. This is shown in
Table V with one bidder and two shills.

In the case of maximum collusion (i.e., all bidders are shills
except for one, ¢/ = ¢ — 1), to win the legitimate bidder is
forced into submitting the most bids for an individual in the
auction (i.e., [n;/2] bids). If the legitimate bidder wins, then
his/her 3 rating will be 0 for the auction. However if the bidder
does not win, his/her ( rating will be significantly higher than
all the other bidders (i.e., the shills), as a result of having
to compete with the shill bids. The later scenario becomes
common as more legitimate bidders are added. In this situation
a bidder’s v rating (number of wins), will be a significant
factor in determining whether they really are a shill. This
example shows how colluding shills can lower their individual
shill scores while shifting attention to innocent bidders.

The major question maximum collusion poses is, “how
do we detect and deter collusion among shill bidders to
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ensure that the SS algorithm does not incriminate a legitimate
bidder?” We propose a solution to the problem, which we
refer to as the collusion graph.

- Collusion Graph -

The collusion graph indicates which bidders are likely to be
in collusion with each other. There are two different forms of
the collusion graph based on whether shills use the alternating
bid, or the alternating auction strategy. Two new collusion
ratings are introduced, 1 and 6, that measures a bidder’s
conduct in terms of collusive behaviour. These ratings are
not used in the calculation of the shill score. Instead, the
ratings supplement the shill score, and serve to bring possible
colluders to the attention of the SS algorithm. We will discuss
each rating in turn.

To detect colluding groups employing the alternating bid
strategy, bidders are represented as a graph G = (V| E).
V' is the set of bidders, and E is an edge between two
bidders, indicating that they have both participated in the same
auction. The goal of the collusion graph is to find a subset,
C C V, which contains the bidders that are most likely to be
in collusion with each other.

A bidder initially has no edges connecting it to other bidders
(i.e., the set E is empty). Given two bidders, v;,v; € V, i # 7,
that participate in the same auction, an edge e; ; is added to
E that connects these two bidders together. If bidders v;, v,
participate in more than one auction simultaneously, weights
are added to the edge e; ; to indicate the number of auctions
they were present in together.

The idea is that G will form a tree connecting colluding
bidders together. The higher the edge weighting between two
bidders, the greater the likelihood that the two bidders are
in collusion with each other. Figure 1 gives an example of
a collusion graph. Here there are two colluding bidders. In
general, shills will have the most number of edges (i.e., highest
degree), and higher edge weightings than legitimate bidders.

Given a node with degree k, each edge weight is denoted
as w;, 1 < j < {. The base collusion rating, ng, for a bidder
1 is calculated as the sum of the edge weights for the degree
of the node:

=y w
i

To calculate bidder ¢’s normalised collusion rating n;, we
first need to find the maximum and minimum base collusion
ratings for the graph. These are denoted as n™** and n"™"
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respectively. The normalised collusion rating is calculated as:

n; —n""

nma:r J—

i = min
Ui
where 0 < n; < 1.

Colluding shills will have similar 7 collusion ratings. This
value is initially used to bring suspected colluders to the
attention of the SS algorithm, (but is not used in the calculation
of the shill score). Given a bidder with a high collusion rating,
we can then observe his/her ~y, § and e ratings, which will
provide a strong indication whether the bidder is engaging in
collusive behaviour. Consistent features for the group of shills
will be their v, § and e ratings.

Figure 2 shows the previous example of the collusion graph
after the algorithm has been run. The bold nodes indicate the
suspect bidders. The 7 ratings for these bidders is 1. The
next highest collusion rating for a bidder is 0.27, which is
significantly lower than the three suspected colluders. This
example shows that the collusion graph is able to immediately
single out suspect bidders. These bidders can then be further
investigated based on their v, ¢ and e ratings.

Figure 3 illustrates an example collusion graph with two
shills and three bidders. In this example there are three
auctions. Each bidder participates in exactly one auction,
whereas the shills participate in all three auctions. The bid-
ding sequences for each auction are (s1,b1,s2,b1,81,b1),
(s2,ba, s1,b2) and (sa, bs, $1, b3, 2, b3) respectively. The right
side of Figure 3 shows that after the algorithm has been run,
the colluding shills strongly emerge as the most suspicious.

The collusion graph can be represented as an adjacency
matrix. Each entry in the matrix lists the edge weighting for a
pair of bidders. The collusion graph from Figure 3 gives the
following adjacency matrix:

9 b1 by b

S1 S 3
s1s — 3 1 1 1
s 3 — 1 1 1
bp 1.1 — 0 O
b 1 1 0 — 0
bs 1 1 0 0 —

Base collusion ratings for each bidder can be obtained by
summing the entries in a bidder’s column.



Colluding shills using the alternating bid strategy will have
almost exactly the same « rating. The collusion graph reflects
this in the edge weights between bidders. Colluding shills
will also have participated with a similar number of legitimate
bidders. The collusion graph reflects this by the degree of a
bidder’s node. Colluding shills will have almost exactly the
same 7 rating.

However, in this form the 7 rating does not significantly bind
groups of bidders together. There are a lot of innocent bidders
that are incorporated into the collusion graph by chance. These
bidders will tend to have the lower n ratings. Less significant
collusion structures can be pruned from the collusion graph, by
using the observation that colluding shills using the alternating
bid strategy will have almost exactly the same (3 rating.

Given two suspect colluding bidders, we can further com-
pare them based on their 3 ratings. We refer to this as a binding
factor. The binding factor, (;55 ;» gives bidders ¢ and j a value
between 0 and 1, based on how similar their 3 ratings are. A
binding value of 1 indicates a strong binding (high likelihood
of collusion), whereas a binding value of 0 indicates a weak
binding.

Let 3; and (; denote the (3 ratings for bidders z and j
respectively. If 3; = 3;, then the binding factor, q57 g is 1.
If this is not the case, then the binding factor is given a
decreasing value based on the percentage difference between
the two values. The binding factor for two suspect bidders is
calculated as:

1 if B8, = B,
gbf,j =4 Bi/B; elseif §5; < f;
Bj/B; otherwise

where 0 < (bﬁ <1

Consider the maximum collusion scenario held over m
auctions. The legitimate bidder will have high « and /3 ratings
(i.e., high participation rate and number of bids). The shills
will have the same « ratings as the bidder, but low [ ratings.
The collusion graph will initially incriminate the legitimate
bidder with the shill’s group (due to the high participation
rate). However, the legitimate bidder will have a high [ rating,
as they must submit more bids than the group of shills to win
(i.e., [n;/2] bids).

In this case, the binding factor, gf) can be used to compare
the bidder to any of the shills. gb W111 be low for the bidder,
s/he does not bind to any of the shills). Whereas gb

will be high for the colluding group. Therefore gf)’g j serves to
exonerate the legitimate bidder. Furthermore, if the bidder has
actually managed to win any auctions, his/her v rating will be
low and thus provide a strong indication of integrity.

In order to determine which bidders are the most likely to
be in collusion, a collusion score (denoted as C'S™) is used.
C'S™ combines the 7 collusion rating, binding factor and other
aspects of the shill score ratings, to form an index which
measures the extent of collusive behaviour a bidder exhibits
in terms of the alternating bid strategy.

The set of bidders B, is partitioned into disjoint sets of
suspected colluding bidders. This is done based on how

(.e.,

similar bidders’ 7 ratings are to other bidders. Let C =
{C1,Cs,...,Ci} denote the set of all sets of suspicious bid-
ders. Initially, the first bidder, 7 is assigned to C. Bidder j
(Z # j) is added to C if ; = n; = A, where A is an error
factor. This process is repeated for all remaining bidders until
every bidder is assigned to a set in C. A bidder that is not
suspicious will be assigned to a singleton set (i.e., s’he is the
only bidder in the set). Note that this is probably not the ‘best’
method for grouping bidders, as some bidders whose 7 ratings
fall within the range of 7; =\ might miss out on being grouped
with more similar bidders later in the process (i.e., those with
a closer 7 rating). A more optimal grouping method remains
the focus of future work.

Once two (or more) bidders have been singled out based
on the similarity of their collusion ratings, C'S™ checks the
bidder’s binding ratings. ¢2 is the average binding factor for
a bidder with the other suspect colluding group members. For
a singleton set gbf = 0. A potential shill will have a low win
rate, high bid rate, and low bid increment. If n; > 0.5, C'S" is
calculated as the average of the bidder’s ~, 4, € and 7 ratings,
and the average binding factor ¢~. A bidder with a shill score
of zero is excluded. Bidder i’s C'S™ is calculated as:

oS = Y45 +etn+¢f
5
where 0 < CS" < 10.

The ¢ rating is not included in calculating C'S". This is
because for an individual auction, the shill that bids first will
have a higher ( rating than the later shills. As a result, over m
auctions, each shill must also alternate at bidding first. This
ensures that over time each of the group members will have
a similar ¢ rating. A binding factor could be used for two
suspect bidders based on their ( ratings. However, this is a
less reliable collusion indicator.

x 10

B. Alternating Auction Strategy

The alternating auction strategy is optimal for a colluding
group, if the number of shills, ¢/, is equal to the number of
auctions held, m. In the shill case from Section I, there were
1,100 auctions, however, the shills only had 40 aliases. In
this case, given m auctions, the group can evenly reduce its
member’s « ratings if each shill participates in m /¢ auctions.
However, there is a certain amount of effort required to
create new aliases and/or recruit new shills. This reduces this
strategy’s effectiveness, especially when m is large.

- Dual Collusion Graph -

The alternating auction strategy requires a different ap-
proach. The idea is to look for bidders that have never
competed against each other in an auction. In this situation,
the “dual” of the collusion graph is used. In the dual collusion
graph, the nodes that have edges in the regular graph are
removed, and edges are added between nodes that did not
have edges in the regular graph. Edge weights from the regular
graph have no meaning, as either two bidders have participated
in at least one auction together, or they haven’t. All edge



TABLE VI
SHILL SCORE AND COLLUSION BEHAVIOUR PROFILES

Rating Single Shill  Alternating Bid  Alternating Auction Hybrid
(e participation rate high high low low-medium
6 bid rate high low high low-medium

loss rate high high high high

g bid frequency high high high high

€ size of bid high high high high
g early participation high medium high medium-high
alternating bid high medium-high
Z alternating auction high low-medium
¢g binding factor high medium-high
gb? binding factor high medium-high

p =3

,
“
]

by z b2 o ® .uz
Collusion Graph "Dual” Graph

Fig. 4. Example Dual Collusion Graph

weights from the regular graph are discarded. All edges in
the dual graph have a weight of 1.

Figure 4 shows an example of the dual collusion graph
involving two bidders and two shills. There are two auctions.
The shills participate in one auction each, whereas the regular
bidders participate in both auctions. The bidding sequences
for each auction are (s1,b1, s1,b2) and (s2, by, s2, by) Tespec-
tively. The adjacency matrix for this collusion graph is:

s1 82 b1 b

s, — 0 1 1
So 0 — 1 1
bp 1. 1 — 2
b 1 1 2 —

The dual collusion graph shows an association between s; and
so2. The adjacency matrix for the dual collusion graph is:

S1 S92 b1 b2
s, — 1 0 0
S92 1 — 0 0
bp 0 0 — 0
bo 0 0 0 —

6 is a collusion rating that indicates whether a bidder may be
engaging in the alternating auction strategy. This is obtained
from the dual collusion graph in a similar manner to the
n rating. Given a node with degree k, each edge weight is
denoted as wj, 1 < j < £. The base collusion rating, 0, for a
bidder ¢ is calculated as the sum of the edge weights for the
node’s degree:

k
I
Hi = ij
J

To calculate a bidder’s normalised collusion 6 rating we
first need to find the maximum and minimum base collusion
ratings for the graph. These are denoted as 6™** and ™"

respectively. The normalised collusion rating is calculated as:
9{ _ omin
0= ——-——

- pmaz _ fmin
where 0 < 6; < 1.

Given two suspect colluding bidders, we can further com-
pare them based on their « ratings. The binding factor, ¢f’;,
gives bidders ¢ and j a value between 0 and 1, based on how
similar their o ratings are. A binding value of 1 indicates
a strong binding (high likelihood of collusion), whereas a
binding value of 0 indicates a weak binding.

Let «; and «; denote the « ratings for bidders ¢ and j
respectively. If a; = «;, then the binding factor, ¢f;, is
1. If this is not the case, then the binding factor is given a
decreasing value based on the percentage difference between
the two values. The binding factor for two suspect bidders is
calculated as:

1 if a; = Qg
(67 P— . . 1 . .
o= a;/a;  else if a; <
aj;/a; otherwise

where 0 < qbg’fj <1.

In order to determine which bidders are the most likely to
be in collusion, a collusion score (denoted as C'S?) is used.
CSY combines the @ collusion rating, binding factor and other
aspects of the shill score ratings, to form an index which
measures the extent of collusive behaviour a bidder exhibits
in terms of the alternating auction strategy.

The set of bidders B, is partitioned into disjoint sets of
suspected colluding bidders. This is done in a similar manner
as the alternating bid strategy. Once two (or more) bidders
have been singled out based on the similarity of their collusion
ratings, C'SY checks the bidder’s binding ratings. ¢ is the
average binding factor for a bidder with the other suspect
colluding group members. For a singleton set ¢& = 0. A
potential shill will have a high bid rate, low bid increment, and
generally commences bidding early in an auction. If ; > 0.5,
CS? is calculated as the average of the bidder’s d, €, ¢, and @
ratings, and the average binding factor ¢$. Again, a bidder
with a shill score of zero is excluded. Bidder i’s C'SY is
calculated as:

0 (0}
dtet+(+0+05

0
3

CcsY =

where 0 < CS? < 10.
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Note that the ~ rating is excluded as it is a function of
the number of auctions participated in, versus the number of
winnings. This is unreliable if the colluding group has engaged
in an alternating auction strategy, as the « rating will be low,
thus affecting the ~ rating. The alternating auction strategy
has no ramifications for the ( rating (i.e., the time a bidder
commences bidding). That is, for each auction the shill will
behave in a typical shill-like manner (i.e., bidding early). This
means that the ( rating is still indicative of a shill.

C. Hybrid Strategy

A hybrid strategy combines both the alternating bid and
alternating auction strategies. By doing so, the colluding group
can lower each member’s « and /3 ratings. The optimal hybrid
strategy requires the coalition to choose (g ) = m, where ('
is the total number of shills, p is the number of shills to be
used each auction, and m is the total number of auctions.

Table VI shows the shill score ratings for each shilling
strategy. Of particular interest here is the comparison between
a single shill’s profile and a group of colluding shills using
a hybrid strategy. At most the group can only minimally
influence their shill scores. However, if they do so they will
be detected by the collusion graph. The only way to avoid
detection is for one of the group members to have a shill
score higher than the others (thus conforming to the profile of
a single shill).

A hybrid strategy can be detected using a combination of
the 1 and 6 ratings. The ideal situation for the group is to
keep the a and [ ratings even for all colluders. However,
the binding factors qbﬁ ; and @7, prevent the group from
evenly distributing their work. As doing so will result in the
colluding group having high binding factors. This forces some
shills to bid more, and/or participate in more auctions than
other shills (thus raising their individual o and [ ratings). An
extreme hybrid strategy would entail using each shill once
only. However, there are practical limitations on doing this.

To detect shills employing a hybrid strategy, we introduce a
third collusion score (denoted as C'S™). C'S™ examines the 7
ratings, and the binding factors for bidders that fit the hybrid
profile shown in Table VI. 6 is not used, as this value is
typically low for the hybrid strategy. The ¢ and e ratings will

Bidders Bidders

Shill Scores for Simulated Auctions with Differing Collusion Strategies

still be indicative of a shill bidder. However the «, § and ~y
ratings can not be relied on. At best the hybrid strategy only
achieves a moderate reduction in the group’s ( ratings. Again,
a bidder with a shill score of zero is excluded. Bidder i’s C'S"
is calculated as:

d+e+n+ ¢+ 92

cSh =
i 5

x 10

where 0 < C'S* < 10.

V. PERFORMANCE

This section describes how the collusion algorithm performs
on simulated auction data generated using autonomous bidding
agents. The Research Auction Server (RAS) at James Cook
University is an online auction server used for conducting
research into privacy and security issues in online auctions
(see [6]). The SS algorithm and collusion graph have been
implemented on and tested using RAS. Elements of the
experimental setup include:

Zero Intelligence (ZI) Agent - An agent designed to
simulate an ordinary bidder in an auction. It is assigned a
random amount, which it tries to submit as a proxy bid at
a random time throughout the auction. The agent’s price is
generated randomly according to a uniform distribution.

Simple Shill Bidding Agent - An agent designed to insert
fake bids into the auction in order to inflate the price for
the seller. The agent ceases bidding when the desired profit
from shilling has been attained, or in the case that it is too
risky to continue bidding (e.g., during slow bidding, or near
the auction’s end). See [7] for implementation specific details
regarding the simple shill agent.

Auction - A software simulated auction. The auction has a
start and end time. The bidding agents can submit bids during
this time, where the auction outcome depends on the agents’
actions. All auctions are English auctions with proxy bidding.

Four main test types were conducted. Each test consisted
of ten auctions with 20 ZI bidders. All ZI bidders were given
the opportunity to participate in any auction. However not all
Z1 agents can participate in every auction. This is because
a ZI agent is unable to participate in a particular auction
if the current bid exceeds its proxy bid at the stage in the
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Fig. 6.

auction when it is first permitted to bid. The number of shills
used varied with the type of test being conducted. The shill
agent’s target price was set to $5.00 and programmed to bid
in a moderately risk-adverse manner (see [7]). All tests were
repeated, and standard results are given.

Claim 1 Colluding shills were able to reduce their collective
shill score in relation to a single shill. As expected, the
colluding shills have lower « and [ ratings than a single shill,
and as a result lower shill scores. Figure 5 A shows a series
of auctions without shilling. The single shill’s shill score was
9 (see Figure 5 B), whereas five colluding shills using the
alternating bid strategy managed to reduce their shill scores
to 8 (see Figure 5 C). Five colluding shills employing the
alternating auction strategy achieved shill scores around 5 (see
Figure 5 D). This clearly shows that the alternating auction
strategy is more effective against the SS algorithm. However,
as previously stated, the alternating auction strategy is more
expensive in terms of the number of shills required, when
compared to other strategies. Five colluding shills employing
a hybrid strategy achieved a shill scores in the range of 5 to
6 (see Figure 5 E). In general, the larger the colluding group,
the lower the group’s shill scores.

Claim 2 The collusion graph accurately identified bidders
that engaged in the alternating bid strategy. This test involved
ten colluding shills employing the alternating bid strategy.
Figure 6 graphically shows each bidder’s collusion score. The
ten shills consequently have the highest ratings. Figure 6’s
right side shows the shill statistics for the top ten rating
bidders in terms of collusion score. The shills were divided
into three distinct groups, which none of the regular bidders
were members. The suspicious group members almost
perfectly bind with ¢ ranging between 0.91 and 0.99. It is
interesting to note that all the legitimate bidders scored 0.
Results were consistent when this test was repeated.

Claim 3 The dual collusion graph highlighted bidders that
exhibited behaviour indicative of the alternating auction

Example collusion scores for the alternating bid strategy

strategy. This test used ten colluding shills, where each shill
participated exclusively in one of the ten auctions. Figure 7
graphically shows each bidder’s collusion score. In this
example, 14 bidders attain a collusion score greater than 0.
Out of these bidders, 11 rate higher than 7. The shills had
the top ten highest consecutive ratings. Figure 7’s right side
shows the shill statistics for the top ten bidders in terms of
the collusion score. The shills were allocated to five groups.
However, several legitimate bidders were also caught up in
some of these groups. This illustrates that detecting shills
is not an exact science. Innocent bidders can be falsely
associated with a colluding group. Likewise a shill might
miss out on being assigned to a suspect group, hence avoiding
detection. Suspicious group members bind strongly with ¢&
ranging between 0.80 and 1.

Claim 4 The collusion score was able to successfully single
out suspect bidders employing a hybrid strategy. To validate
this claim, various tests were conducted involving numerous
hybrid strategies. For hybrid strategies that favoured either
extreme (i.e., alternating bid or alternating auction) rated
highly in the respective collusion scores. Figure 8 shows the
shill and collusion scores for a hybrid strategy using (g)
combinations of shills. The five shills were the highest rating
in terms of C'S". However, similar to C'S?, some innocent
bidders are incorrectly grouped with the shills.

VI. CONCLUSIONS

This paper proposes a method for detecting colluding shill
bidders. We have identified three main strategies a colluding
group of shills can engage in to collectively reduce their
individual shill scores. Colluding shills can be detected by
examining a group of bidders for typical collusive behaviour
in terms of the identified strategies. We introduce the collusion
graph, which indicates relationships between groups of bidders
that exhibit collusive behaviour in the form of the alternating
bid strategy. The dual collusion graph is used to indicate
relationships between groups of bidders that exhibit collusive
behaviour in the form of the alternating auction strategy.
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examined using a binding factor that indicates how similar REFERENCES

the group members are based on aspects of their shill score
ratings. The collusion score combines all of these ratings and
gives each bidder a score based on the likelihood that they are
engaging in collusive shilling behaviour.

The ability of the collusion score to detect collusive shill
bidding was tested on simulated auction data. Experimental
results indicate that colluding shills are able to decrease
their shill scores, compared to a single shill. The collusion
algorithm was able to successfully identify shills that engaged
in the alternating bid strategy. The algorithm highlighted major
colluding groups using the alternating auction strategy. When
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Chapter 6

Software Bidding Agent Security

This chapter addresses automated bidding agent security. Previous literature on agent based negotiation
is mainly concerned with the performance aspects of bidding agents. Security issues are largely neglected.
Malicious bidding agents were created to evaluate the effectiveness of the proposed security mechanisms.
Three papers are presented. The first paper describes the characteristics and operation of a basic shill
bidding agent (see Section 6.1). The second paper introduces a novel approach for determining the
extrema in a given data set in real-time, which is referred to as the Extremum Consistency (EC) algorithm
(see Section 6.2). The third paper presents an adaptive shill bidding agent that uses the EC algorithm,
to predict and refine its bidding behaviour over a series of auctions (see Section 6.3).

6.1 A Simple Shill Bidding Agent

This paper presents a software bidding agent that follows a shill bidding strategy. The malicious bidding
agent was constructed to aid in developing shill detection techniques. The agent incrementally increases
an auction’s price, forcing legitimate bidders to submit higher bids in order to win the item. The agent
ceases bidding when the desired profit from shilling has been attained, or in the case that it is too risky
to continue bidding without winning the auction. The agent’s ability to inflate the price has been tested
in a simulated marketplace and experimental results are presented. This is the first documented bidding
agent that perpetrates auction fraud. The simple shill agent is used in the construction of the adaptive
shill bidding agent (see Section 6.3).

“A Simple Shill Bidding Agent” [10] is to appear in the 4" International Conference on Information
Technology - New Generations 2007 (ITNG). ITNG is an annual event focusing on state of the art tech-
nologies pertaining to digital information and communication. The applications of advanced information
technology to such domains as astronomy, biology, education, geosciences, and health care are among
topics of relevance to ITNG. Visionary ideas, theoretical and experimental results, as well as prototypes,
designs, and tools that help the information readily flow to the user are of special interest. The conference
features keynote speakers, the best student award, the PhD student forum and workshops/exhibits from
industry, government and academia. Proceedings are published by the IEEE Computer Society. This
paper is available online via citeseer . ITNG 2007 is to be held in Las Vegas, U.S.A.
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Abstract— Shill bidding is where fake bids are introduced into
an auction to drive up the final price for the seller, thereby
defrauding legitimate bidders. Although shill bidding is strictly
forbidden in online auctions such as eBay, it is still a major
problem. This paper presents a software bidding agent that
follows a shill bidding strategy. The malicious bidding agent
was constructed to aid in developing shill detection techniques.
The agent incrementally increases an auction’s price, forcing
legitimate bidders to submit higher bids in order to win the
item. The agent ceases bidding when the desired profit from
shilling has been attained, or in the case that it is too risky to
continue bidding without winning the auction. The agent’s ability
to inflate the price has been tested in a simulated marketplace and
experimental results are presented. This is the first documented
bidding agent that perpetrates auction fraud. We do not condone
the use of the agent outside the scope of this research.

I. INTRODUCTION

Online auction fraud is rampant and every year increasingly
costs victims millions in stolen money and sanity. Shill bidding
is the act of introducing spurious bids into an auction on the
seller’s behalf, with the intent to artificially inflate the item’s
price. Bidders who engage in shilling are referred to as ‘shills’.
To win the item, a legitimate bidder must outbid a shill’s price.
If the shill accidentally wins, then the item is re-sold in a
subsequent auction. Shill bidding defrauds legitimate bidders
as they are forced into paying significantly more for the item.

There are many auction types (e.g., Vickrey, Dutch, etc.).
The most popular is the English auction. In an English auction,
bidders outbid each other in an attempt to win an item. The
winner is the bidder with the highest bid. English auctions are
employed in online auctions such as those offered by eBay !
and ubid 2. The English auction is particularly susceptible to
shill bidding practices. Shill bidding is strictly forbidden by
commercial online auctioneers, and is a prosecutable offence
(see [6]). However, the online environment makes shilling easy
as bidders are anonymous.

There is often much confusion regarding what constitutes
shill behaviour. Bidding behaviour that might seem suspicious,
could in fact turn out to be innocent. Furthermore, a shill can
engage in what seems to be a limitless number of strategies.
This makes it difficult to detect shill bidding. While the
online auctioneers monitor their auctions for shilling, there
is little academic material available on proven shill detection
techniques.

Uhttp://www.ebay.com
Zhttp://www.ubid.com

Wayne Read
School of Maths, Physics and IT
James Cook University
Email: wayne.read@jcu.edu.au

The Research Auction Server (RAS) 3 at James Cook
University, is an online server for conducting research into
security issues regarding online auctions (see [7]). We are
developing methods to detect fraudulent bidding behaviour
such as shilling (see [9]). Both real and simulated auctions are
conducted to test the effectiveness of the detection methods.
To aid in testing, we developed a software bidding agent that
bids in a manner consistent with a shill.

A software bidding agent is a program that bids on a hu-
man bidder’s behalf. Agents follow a predetermined strategy,
typically with the goal of winning an auction for the minimal
amount. In an English auction, a bidding agent is permitted
to outbid any bid until the bidding price exceeds a maximum
amount specified by the human bidder. In auctions that can last
days or weeks, bidding agents remove the need for a bidder
to constantly observe an auction. A bidding agent monitors
the auction proceedings for any price activity, and responds in
accordance with its programmed strategy.

Numerous bidding agents have been proposed in literature
(see [1], [3], [4], [5]). The Trading Agent Competition (TAC) 4
(see [10]) pits bidding agents against each other in an elaborate
economic game. The TAC server allows bidders to write
their own agents using an application programming interface.
Agents are assessed on their ability to acquire resources in
the most efficient manner. TAC is mainly concerned with
furthering the performance aspects of (non-fraudulent) bidding
agents. It does not focus exclusively on agent security. All
TAC agents are required to behave strictly within the auction’s
rules, and are disqualified if they act with a malicious intent
to influence the auction proceedings.

To our knowledge no literature exists for a type of bidding
agent we refer to as a malicious bidding agent. Similar to a
virus or worm, a malicious bidding agent is a bidding agent
that behaves with an intent to do an auction harm in some
manner. This might be in the form of inflating the final price
by shilling, attacking the cryptographic protocols of a “secure”
auction system, or launching a denial of service attack against
the Auctioneer.

Automated agents for conducting electronic commerce are
becoming more common. The idea has been touted that
all human input in auctions will eventually be done using
autonomous bidding agents. However, such an environment

3http://auction.math.jcu.edu.au
“http://www.sics.se/tac/



would definitely spawn undesirable behaviour (e.g., cheating,
stealing payments, etc.). (See [8].) Furthermore, undesirable
groups such as terrorists can obtain funds through fraudulent
activities in auctions. In an extreme scenario, a malicious agent
could hinder the world’s stock exchanges, in an attempt to
undermine the financial system. Therefore, the threat posed
by malicious bidding agents to electronic commerce is very
serious. As a result, no one is willing to totally trust agent-
based negotiation.

Existing agents operate in a controlled and near perfect
environment. As it is not permitted to use malicious agents
in commercial online auctions, or in TAC, we have created an
agent interface for RAS. RAS allows the agents to be tested
in a controlled (and legal) manner.

This paper presents a software bidding agent that follows
a shill bidding strategy. The agent incrementally increases the
auction’s price, forcing legitimate bidders to submit higher
bids in order to win. The agent ceases bidding when the
desired profit from shilling has been attained, or in the case
that it is too risky to continue bidding without winning the
auction. The agent’s performance has been tested against
non-fraudulent bidding agents in a simulated market place.
Experimental results show that the agent is able to successfully
increase the average winning price. This paper does not con-
done the use of these agents in any manner outside the scope
of this research. By developing malicious bidding agents, we
hope to better understand the characteristics of such agents,
and how to protect against the damage they inflict.

This paper is organised as follows: Section II describes
general shill behaviour. Section III presents a shill bidding
agent that shills in a single auction. Section IV evaluates the
agent’s ability to shill, contrasting safe and risky approaches.
Section V provides some concluding remarks and avenues for
future work.

II. SHILL BEHAVIOUR

This section provides an insight into general shill behaviour.
It describes a shill’s characteristics and strategies, and contrasts
shilling with another type of bidding behaviour referred to as
sniping.

The main goal for shilling is to artificially inflate the price
for the seller beyond what legitimate bidders would otherwise
require to win the item. The pay-off for the seller is the
difference between the final price and the uninflated price. A
shill’s goal is to lose each auction. A shill is not constrained by
a budget, but rather a profit margin. If the shill wins, the item
is resold in a subsequent auction. However, there is a limit on
how many times this can be done. For each auction a shill
wins, the seller incurs auction listing fees and is required to
invest more time. Continual wins erode the profit from shilling
on the item.

The shill faces a dilemma for each bid they submit. Increas-
ing a bid could marginally increase the revenue for the seller.
However, raising the price might also result in failure if it is
not outbid before the auction terminates. The shill must decide
whether to ‘take the deal’, or attempt to increase the pay-off.

On the contrary, a bidder’s goal is to win. A bidder has a
finite budget and is after the lowest price possible. Increasing
a bid for a legitimate bidder decreases the money saved, but
increases the likelihood of winning. The following outlines
typical shill behaviour and characteristics:

1) A shill tends to bid exclusively in auctions only held by
one (or a few) particular seller(s).

2) A shill generally has a high bid frequency. An aggressive
shill will continually outbid legitimate bids to inflate the
final price, until the seller’s expected pay-off for shilling
has been reached, or if the shill risks winning the auction
(e.g., near the termination time or during slow bidding).

3) A shill has few or no winnings for the auctions partici-
pated in.

4) It is advantageous for a shill to bid within a small time
period after a legitimate bid. Generally a shill wants
to give legitimate bidders as much time as possible to
submit a new bid before the auction’s closing time.

5) A shill usually bids the minimum amount required to
outbid a legitimate bidder. If the shill bids an amount
that is much higher than the current highest bid, it is
unlikely that a legitimate bidder will submit any more
bids and the shill will win the auction.

6) A shill’s goal is to try and stimulate bidding. As a
result, a shill will tend to bid more near the auction’s
beginning. This means a shill can influence the entire
auction process compared to a subset of it. Furthermore,
bidding towards the auction’s end is risky as the shill
could accidentally win.

Bid sniping is a type of bidding behaviour that is typically
deemed undesirable. A bidder using a sniping strategy will
only bid in the auction’s closing seconds. The goal is to prevent
other bidders from outbidding the sniper’s bid, as they do not
have time to respond. Sniping behaviour is shilling’s exact
opposite. A sniper’s goal is to win the auction for the lowest
price, whereas a shill’s goal is not to win and to create the
highest price. Sniping is often used as a preventative measure
against shilling. A sniper cannot prevent shilling occurring
during an auction. However, the sniper can prevent itself from
being shilled. Unlike shilling, sniping is permitted on eBay
although its use is discouraged.

III. A SHILL BIDDING AGENT

This section presents a shill bidding agent that uses bogus
bids to inflate an auction’s price. We describe the agent’s goals
and strategic directives. Each directive plugs into the agent
interface, which dictates its bidding behaviour.

A. Components of an English Auction

In order to participate in an auction, a bidder must register.
They are provided with a unique bidder id, b;4, which they use
to submit bids. During the initialisation stage, the Auctioneer
sets up the auction and advertises it (i.e., item description,
starting time, etc). An auction is given a unique number,
a;4, for identification purposes. In the bidding stage, a bidder
computes his/her bid and submits it to the Auctioneer. The
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float D)j(current price p) {
return minimum price

}

Fig. 1.

agent can place a bid in auction a4, for price p’, by invoking
the submit bid(a;4, p’) function.

The Auctioneer must supply intermediate information to
the agent pertinent to the auction’s current state. The agent
can request a price quote for a particular auction by invoking
the obtain price quote(a;;) function. This includes the start, end
and current time for the auction, and the starting bid (if one
exists). It is assumed that the agent has access to the entire bid
history up to the current time in the auction. The history can be
considered as an ordered set H = {hy, ho, ..., h,}, |[H| = n,
that contains price quote triples h; = (time, price, b;q), where
1 <7 < n. The last element is the latest price quote for the
auction (i.e., h,, is the current highest bid).

Finally, during the winner determination stage, the Auction-
eer chooses the winner according to the auction rules (e.g.,
who has the highest bid, whether the reserve has been met,
etc.).

B. Shill Agent Directives

The agent’s goal is to maximise the profit from shilling,
while avoiding winning the auction. A shill that wins the
auction is deemed to have failed. We propose a set of
directives that a shill must adhere to. If these directives are
satisfied, the agent submits a bid. Each directive is described
in turn.

D; - Bid minimum amount required. As part of the price
quote, the Auctioneer also provides the minimum amount
required to outbid the highest bid. This is usually calculated
as a percentage of the current high bid, or determined
according to a scalable amount depending on the current
high bid. D;(p) is a function that takes the current price, p,
and returns the minimum amount the shill should bid. (See
Figure 1A.)

Dy - Bid quickly after a rival bid. The agent must bid
immediately in order to influence the other bidders for the
maximum time. The agent’s location affects its response speed
to rival bids. There are two main placement options:

e On the Auctioneer. The agent can respond instantly to a

rival bid;

o As a client of the Auctioneer. The agent must periodically
poll the Auctioneer to check if a new rival bid has
been submitted. The length of the polling interval limits
shilling.

boolean [g{risk limit #) {
calculate d
calculate (g
if (I, <1lg) then
return true
else
return false

}

Pseudocode for Shill Bidding Agent Directives 1 and 3

The first approach uses the Auctioneer’s computer to run the
agent program. For example, eBay’s proxy bidding system
functions in this manner. However, this places a drain on
the Auctioneer’s computational and storage resources. As in
TAC, the second approach allows bidders to host the agent
on their own computer and interact with the Auctioneer
via an application programming interface. This distributes
the computational burden among the bidders. However, this
requires a permanent connection to the Auction server and
results in communication overhead. Furthermore, network
delays and security threats can influence the agent’s operating
speed and integrity. RAS facilitates both types of agent
placement.

D3 - Don’t bid too close to the auction’s end. If the
shill bids too close to the auction’s end, it risks winning.
To avoid this, the agent has a risk limit, §, 0 < § < 1. The
agent is prohibited from bidding if the auction is more than
(0 x 100)% complete. We refer to this as shill time limit,
and denote it as tg. tg is the absolute bound after which a
shill is prevented from bidding. Let ¢, and . be the starting
and ending times respectively for an auction. The auction’s
duration, d, is calculated as d = t. — tg. The shill time limit,
ts is calculated as tg = 6d. Let t. be the current time in
an auction. The agent can only submit bids when ¢, < tg.
Larger values of 6 increase the risk that a shill might win
an auction. Ds3(6) is a function that takes the risk limit 6,
and returns true or false regarding whether the agent should
continue to bid. (See Figure 1B.)

D4 - Bid until the target price has been reached. The
reserve price can influence a bidder’s strategy. It has been
argued that auctions with lower reserve prices attract more
bids, whereas bidders are deterred by high reserve prices.
There are three factors that influence an auction’s final price:
the reserve price, r; the seller’s true valuation, sv; and a
bidder’s true valuation, bv.

If the seller lists r» below sv, s/he risks selling the item
at a loss. This is shown in Figure 2A. If the seller lists r
above sv, this may potentially increase the seller’s profit (see
Figure 2B). However, this may also deter bidders if it is above
bv (see Figure 2C), in which case the item is not sold, or if
there is no reserve, it is sold for a loss. Strategies regarding
the choice of reserve price, touches on the complex topic of
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reserve price shilling, which is beyond the scope of this paper.
For simplicity, we assume that the seller’s best strategy is to
choose sv = r (see Figure 2D). In this case, it is clear to see
that profit occurs where bv > r (see Figure 2E).

The shill agent’s primary goal is to inflate the price to at
least r, (and by assumption sv). Its secondary goal is to etch
out further profit in the case where bv > 7. In order to know
when to stop bidding, the shill is given a target price, which
is denoted by «. The higher « is, the more profit the shill
can attain. However, this increases the chances of failure (i.e.,
winning the auction). Ideally, the choice of « should be r <
a < bv (see Figure 2F). When choosing «, the shill must
ensure that it is greater than or equal to r. Otherwise, the
item might be sold at a loss. If bv = r, then the seller can
be sure that shilling will inflate the price to at least to r (see
Figure 2G). bv must be greater than r, for the shill agent to
be able to etch out profit. Profit in this case is measured as the
difference between the inflated price and r (see Figure 2H).

Dumas et al [2] performed an analysis of datasets from
eBay and Yahoo ° and showed that the final prices of a set
of auctions for a given item are likely to follow a normal
distribution. This is due to a given item having a more or less
well-known value, around which most of the auctions should
finish. Figure 3 illustrates a typical closing distribution. bv can
typically be deemed to be at the distribution’s centre. However,
this should only be used as a short to medium term indicator,
as permanent price changes over time do occur.

Dy(p, ) is a function that takes the current price p, the
shill’s target price «, and returns true or false regarding
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whether the agent should continue to bid. The agent will only
bid when the current price p, is less than or equal to . (See
Figure 4A.)

D5 - Only bid when the current bidding volume is high.
The agent should preferably bid more towards the auction’s
beginning and slow down towards the shill time limit, unless
the bidding activity is high. That is, the bidding volume must
increase throughout the auction for the shill to maintain the
same bid frequency. The agent uses the bid history H, to
analyse the current bid volume and decide whether to submit
a bid. The agent observes the previous number of bids for a
time interval. If the number of bids for the period is below a
threshold, then the agent does not submit a bid.

First, we must determine each bid’s normalised time in
terms of the current time, t.. This is represented as dh,,
1 < ¢ < n. Let t; be the time for h;. 6h; = E;i‘; where
0 < dh; < 1. The risk value p, 0 < p < 1, represents how
far back in history from the current time that the agent will
observe. For example, if ;+ = 0.2, then the agent will only look
for bids that were submitted in the final 20% of the normalised
time period of the auction thus far (i.e., 0h; > (1 — ).
denotes the number of bids submitted in the last (x x 100)%
of elapsed time from t.. Increasing p, increases the level of
risk for the shill (as the agent is influenced by bids further in
the past). « is calculated as follows:

[H|

H:Zj wherej—{

=1

1, ifdh; > (1—p)
0, otherwise

where 0 < k < |H].

Next, » must be weighted depending on the current time
in relation to the shill time limit, {g. An increase in the
trading volume is required towards tg, in order for the agent to
continue bidding at the same rate it did earlier in the auction.
The normalised current time ¢, in relation to tg is calculated
as ot, = Z;:I;‘é, where 0 < §t. < 1. If 6t. < 0.5, then the
agent will only require one bid to be submitted by a rival
before it bids. When dt. >= 0.5, the agent requires at least
two bids before it will submit a bid. This ensures that later
in the auction, the agent will only respond to more aggressive
rival behaviour.

When no bids have been submitted for an auction, the shill
agent will attempt to stimulate bidding by submitting the first




boolean D (risk limit p) {

B - Directive D5

A - Directive D4

boolean Dy (current price p, target price o) {

if (p < «) then
return true
else
return false

if (|H| =0) then
return true
calculate dh; forall i, 1 <i <n
calculate
calculate 6¢,
if (k > 0) then
if (8t. < 0.5)
return true
else if (k > 1) then
return true
return false

}

Fig. 4. Pseudocode for Shill Bidding Agent Directives 4 and 5

bid. This is a common practice in auctions. It is intended
that psychologically the presence of an initial bid raises the
item’s worth, as competitors see that it is in demand. D5(u)
is a function that takes the risk limit p, and returns true or
false regarding whether the agent should continue to bid. (See
Figure 4B.)

The aforementioned directives govern the agent’s operation
depending on the state of the auction. The following
pseudocode illustrates the agent’s behaviour:

shill agent (aid, «, 0, p) {
do {
obtain price quote (aid)
if (Ds3(f) AND Dy4(p,c) AND Ds(pu))
submit bid(aid, Di(p))
} while (D3(0) AND D4(p,«))

}

The agent initially requests a price quote. If no bids have
been submitted, then D5 returns true and the agent submits a
bid for the amount returned by D;. The agent then repeatedly
requests price quotes to ensure that it is able to bid quickly if
there is a rival bid (i.e., D). When a rival bid is submitted, the
agent will bid only if the remaining directives, D3, Dy, and
Dy are satisfied. The agent executes in this manner (requesting
and evaluating price quotes), until either D3 or D, becomes
false.

IV. PERFORMANCE

The agent was implemented on RAS and has been tested
with other types of bidding agents in a simulated auction
market. The shill agent was assessed on its ability to inflate
an auction’s final price. The agent was considered successful
if the winning price of a rival bid equals or exceeds «. The
agent was considered unsuccessful if it won the auction, or if
it failed to inflate the final price to « prior to ceasing bidding.

The shill agent was pitted against four Zero Intelligence
agents (ZI) (see [4]). ZI agents are designed to simulate an
ordinary bidder in an auction. Each ZI agent is assigned a

random amount between $0.05 and $10.00 (according to a
uniform distribution), which it submits as a proxy bid at a
random time during the auction. It was assumed that there
was no reserve price.

Tests indicated that large numbers of ZI agents makes the
shill less effective at influencing the final price (as there is no
need to stimulate bidding). The average final price and bid
volume for an auction without shilling were $5.90 and 3.95
bids respectively. The standard deviation for closing prices
was $1.95.

Claim 1 The shill agent raised the average winning price
compared to auctions it didn’t participate in. The average
price was 1% — 25% higher in auctions where shilling
occurred (depending on the shill’s risk profile). Where
«a < bu, the shill can influence the price the most. After
this, the average final price becomes affected by the shill’s
winning bids. This can be seen in Figure 5 A.

Claim 2 The bidding volume increased in auctions where the
shill agent was present. Introducing a shill agent increased
the average bid volume by up to 420%. Much of this can be
attributed to the agent incrementally outbidding proxy bids.
In general, the higher «, the more bids a shill will have to
submit. This can be seen in Figure 5 B.

Claim 3 Riskier shill agents acquire more profit, but at the
expense of an increased number of failures. We conducted
numerous tests that altered the shill’s risk parameters, «,
6 and p. More risk adverse shills tended to fail by not
meeting «, whereas riskier shills tended to fail by winning
the auction. Figure 5 C shows how the agent’s success rate
decreases with increases in «. Figure 5 D shows how the
percentage of these failures that are due to winning the auction.

Claim 4 A shill agent that places a single proxy bid for
the target price o, is less effective. Tests showed that shills
employing this strategy tend to fail more by winning the
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Fig. 5. Graph illustrating the agent’s performance with increasing risk factors 6 and p. The horizontal axis represents the target price o.. A shows the increase
in average final price with increases in «. Likewise B shows the increase in average number of bids per auction with increases in . C illustrates how the
agent’s sucess rate decreases with o and D shows the increase in failures due to winning the auction.

auction. An agent employing the shilling strategy outlined in
this paper uses 6 and p to help determine whether it is safe to
continue. Pschologically, the use of a larger number of small
bids is also more likely to lure bidders into placing higher
bids. Furthermore, it is less suspicious for the shill to slowly
inflate the price, rather than enter an initial large amount.

Claim 5 The shill agent was less effective against sniping
agents. The shill agent was pitted against varying numbers
of ZI agents following a sniping strategy (see [5]). As the
number of sniping agents reached saturation (i.e., one shill
vs all sniping agents), the shill’s ability to influence the price
decreased to 0. Thus the shill failure rate was 100% due to
« not being met (unless normal bidding inadvertently reached
«). Bid volume was also significantly lower.

V. CONCLUSIONS

This paper presents a malicious software bidding agent
that follows a shill bidding strategy. The agent incrementally
increases an auction’s price forcing legitimate bidders to
submit higher bids in order to win the item. The agent ceases
bidding when the desired profit from shilling has been attained,
or in the case that it is too risky to continue bidding without
winning the auction.

The shill bidding agent has been implemented on RAS to aid
us in developing shill detection techniques. The agent’s ability
to shill was tested using a simulated auction market involving
other bidding agents. The agent raised the overall bidding
volume as well as increased the average final price across
all auctions. Shills with a higher profit risk factor managed
to acquire a larger amount of profit. However, this came at
the expense of an increased number of failed auctions. Tests

conducted showed that the shilling strategy employed by the
agent, is superior to placing a single proxy bid for the target
price. Engaging in sniping reduces the effectiveness of a shill
bidder.

In an extended version of this paper, we have developed
an adaptive shill bidding agent. When used on a series of
auctions for substitutable items, the agent is able to revise
a and other risk factors based on its past performance. In
future work we plan to investigate shill agents which engage
in collusive behaviour to avoid detection.
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6.2 A New Approach to Avoiding the Local Extrema Trap

This paper introduces the Extremum Consistency (EC) algorithm for avoiding local maxima and minima
in a specialised domain. The most notable difference between this approach and others in the literature
is that it places a greater importance on the width or consistency of extremum than on height or depth
(amplitude). Short-term, high amplitude extrema can be encountered in many typical situations (such as
noisy environments or due to hardware inaccuracies) and can cause problems with system accuracy. The
EC algorithm is far less susceptible to these situations than hill climbing, convolution, thresholding etc.,
and tends to produce higher quality results. This paper details the algorithm itself as well as presenting
the results of practical experimentation illustrating the superiority of EC over other forms of local extrema
avoidance in three large-scale practical applications. The EC algorithm was originally constructed for
use in handwritten signature verification (refer to Trevathan and McCabe 2005 [3]). The adaptive agent
applies the EC algorithm to predict maximum and minimum prices in an auction dataset (see Section 6.3).

“A New Approach to Avoiding the Local Extrema Trap” [11] was presented at the 13th Biennial Com-
putational Techniques and Applications Conference - CTAC 2006, and has been accepted for publication
in the ANZIAM journal. CTAC is organised by the special interest group in computational techniques and
applications of ANZIAM, the Australian and New Zealand Industrial & Applied Mathematics Division of
the Australian Mathematical Society. CTAC provides an interactive forum for researchers interested in
the development and use of computational methods applied to engineering, scientific and other problems.
The CTAC meetings have been taking place biennially since 1981. CTAC 2006 is the 13th meeting in the
series and is the first to be held in North Queensland. CTAC 2006 was hosted by the School of Mathe-
matical and Physical Sciences, James Cook University. Papers were reviewed by a scientific committee

and additional conference attendees. This paper is available online via citeseer 2.

“Preprocessing of On-line Signals in a Noisy Environment” [12] is to appear in the 4" International
Conference on Information Technology - New Generations 2007 (ITNG). ITNG is an annual event focusing
on state of the art technologies pertaining to digital information and communication. The applications
of advanced information technology to such domains as astronomy, biology, education, geosciences, and
health care are among topics of relevance to ITNG. Visionary ideas, theoretical and experimental results,
as well as prototypes, designs, and tools that help the information readily flow to the user are of special
interest. The conference features keynote speakers, the best student award, the PhD student forum and
workshops/exhibits from industry, government and academia. Proceedings are published by the IEEE
Computer Society. This paper is available online via citeseer 2. ITNG 2007 is to be held in Las Vegas,
U.S.A.

I am part of the organising and scientific committee for CTAC 2006. These papers are co-authored
with Dr Alan McCabe of Fern Computer Services in Belfast, Ireland. Dr McCabe’s research interests
include Artificial Intelligence and Biometric Security. I was responsible for presenting the paper at the
conference and guiding it to publication. This involved the majority of the editorial tasks. I am soley
responsible for creating and presenting the poster. Not documented in the paper is a complexity analysis
and additional notes regarding the algorithm. Publication in ITNG was made possible through funding
by the Graduate Research Scholarship (GRS) and the School of Maths, Physics and IT.

2http://citeseer.ist.psu.edu/
Shttp://citeseer.ist.psu.edu/
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Abstract— This paper introduces the Extremum Consistency
(EC) algorithm for avoiding local maxima and minima in a
specialised domain. The most notable difference between this
approach and others in the literature is that it places a greater
importance on the width or consistency of an extremum than
on its height or depth (amplitude). Short-term, high amplitude
extrema can be encountered in many typical situations (such as
noisy environments or due to hardware inaccuracies) and can
cause problems with system accuracy. The EC algorithm is far
less susceptible to these situations than hill climbing, convolution,
thresholding etc., and tends to produce higher quality results.
This paper describes the algorithm and presents results from
practical experimentation, which illustrates its superiority over
other forms of local extrema avoidance in three real-world
applications.

I. INTRODUCTION

This paper presents a new algorithm for avoiding local max-
ima and minima in specialised environments. The embedding
of this algorithm in a number of practical systems has resulted
in significant improvements in accuracy when compared with
the use of other classical local extremum avoidance algorithms.

Note that throughout this paper the discussion will tend
to focus on minima (also known as valleys or troughs) in
the interests of brevity. Discussions can trivially be adapted
to avoidance of maxima or peaks. Additionally, chiefly for
convenience, this algorithm has been given a name: Extremum
Consistency or EC. The meaning behind the name will be
made clear later in the paper.

The underlying problem lies in deciding whether a given
extremum represents a “true” extremum. This of course is not
a new problem to computer science, but it has never been
approached in the particular way described here.

There are several existing algorithms for avoiding local
extrema, however none have proven to be sufficiently effec-
tive in the specific domain outlined in Section II. The most
appropriate of these existing algorithms were implemented in
complete systems and the results of these are presented below.

The paper is organised as follows, Section II describes the
problem domain and motivation for the algorithm, Section III
presents the algorithm and Section IV outlines some of the
specific software applications where the algorithm has been
successfully applied. Section V presents the concluding re-
marks and directions for future work.

Jarrod Trevathan
School of Maths, Physics and IT
James Cook University
Email: jarrod.trevathan@jcu.edu.au

II. THE PROBLEM DOMAIN - MOTIVATION

This problem domain is based on iterative improvement
strategies that attempt to find maxima or minima while “tra-
versing” or “stepping” along a certain stream.

Abstractly, what is required in this domain is for an al-
gorithm to move in the direction of decreasing value until
a minimum is reached. Once there, the minimum’s location
is recorded and, depending on the application, it either pro-
ceeds in the opposite direction looking for a corresponding
maximum, or ‘“‘jumps” out of the minimum and begins the
process again. This search continues until all of the minima
(and maxima if required) are mapped and then processing of
these points is performed (see Section IV for more informa-
tion on the specific applications). Because of this pattern of
searching, any false (in a sense, local) minimum encountered
will adversely affect the performance of the system, not only
because the recorded position is incorrect, but starting the
search for the subsequent extremum too early may propagate
that error.

The main problem therefore lies in detecting the frue (or
global) extrema in a volatile and often noisy environment.
The EC algorithm is a specific approach to deciding whether
a particular extremum represents a true extremum. Figure 1
pictorially shows some of the situations typically encountered
in this environment. The horizontal-axis in these diagrams
represents time and the vertical-axis can represent various
observations such as velocity, direction or temperature.

The initial motivation for this algorithm came when de-
veloping signature verification software in [2]. This approach
was based on detecting the order of “turning points” (in
other words, minima and maxima) in the pen tip direction
and processing the locations of those turning points. The EC
algorithm was implemented in this application with significant
improvements in system accuracy. See Section IV for more
information on this and other application areas.

The challenge for this and similar algorithms is to ignore
meaningless small fluctuations that appear in the stream, while
recording the meaningful fluctuations. The problem lies in
distinguishing between the two. Local extrema can enter the
data as a result of various aspects, such as quantisation noise,
rounding problems (discussed below) or, in handwriting based
applications (discussed in Section IV), something as simple
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Fig. 1.

This figure represents some local minima situations that are typically encountered in processing the input stream. The horizontal-axis represents

increasing time and the vertical-axis can represent various stream types such as velocity, direction or temperature. Specifically, (a) contains a valid minimum,
(b) contains only a single valid minimum (the appearance of two minima is caused by some noise in the stream, so the second should be ignored) and no
others contain any “true” minima, according to our definition (the minima in (c) and (f) are probably a result of noise in this environment, rather than genuine
minima, and the same could be said for (d) and (e)). An effective algorithm should reflect this.
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Fig. 2.  Situations like this are the result of the discrete resolution of the
hardware used to capture a stream. The bold horizontal line represents the
actual position of the data and the black dots represent the recorded values.
Time is represented on the horizontal-axis. This situation typically arises
when the hardware is a graphics tablet or pen-based computer that rounds
the position of the pen tip to the nearest pixel, but also arises with (say)
temperature observations when the actual temperature is rounded to the nearest
tenth of a degree for recording.

as shaky hands or the writing surface itself. These local
extrema can be of varying scale, making them more difficult
for conventional algorithms to overcome.

The aforementioned rounding problem occurs due to the
discrete resolution of hardware such as graphics tablets or
pen-based computers used to capture handwriting. The prob-
lem occurs when the actual handwriting path travels directly
between two neighbouring pixels. The tablet must “round”
the pen tip location to the nearest pixel. Occasionally, slight
variations in pen tip pressure cause the rounding to be done
to a different pixel. Figure 2 shows an example of this. The
resulting handwriting path then looks (to the system) like that
shown in Figure 1(b) or Figure 1(c).

III. THE ALGORITHM

The algorithm is compact, requiring very little stored data
(four integers), no search tree, and is implemented via a
series of comparisons done while traversing the surface of
the feature space. Additionally, the algorithm is only executed

Height
0 1 2 3 4 5 6 7 8 9 10
Time
Fig. 4.  An illustration of step and width calculation. Valid steps occur

between time points O and 1, 1 and 2, 3 and 4 and 5 and 6. Backward steps
occur between time points 4 and 5, 6 and 7, and between 9 and 10.

when a potential minimum is encountered so the effect on the
efficiency of the overall system is slight.

The major difference between this algorithm and others
is that it examines, primarily, the width (or perhaps more
accurately the consistency or duration) of the minima. Most
other algorithms (such as convolution and thresholding) place
more emphasis on the depth of the minima. The use of the
term width here differs slightly from an intuitive understanding
of the width of a valley. The width of a valley is best explained
by considering the initial valley downslope and the following
upslope separately. It is defined as the number of “steps”
encountered in its traversal where a step, in a downslope,
refers to a decrease in height below the value of the current
minimum. The more of these decreases there are, the larger the
number of steps. Once these two values are found, the width
of the valley is defined as the minimum of the individual width
values.

Figure 3 presents a finite state machine illustrating the EC
algorithm’s operation. The remainder of this section contains
descriptions to accompany the illustrations.

Figure 4 illustrates an example of step and width calcula-
tion. Steps are defined as movements in the direction of a
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Fig. 3. A finite state machine expressing the EC algorithm for finding the

‘width” of, or number of “steps” in, the initial downslope of a valley. The

movements between vertices (states) are defined by the comparison between points in the input stream and the comparisons are included on the edges in the

diagram. Additionally there are actions to be performed when some vertices are
refers to the ¢*" element in the list of stream values h. Once the backSteps
and we have the width of the slope in the steps parameter. The width of the

reached - these are also included in the diagram. Note that in this table, h[i]
parameter exceeds the tolerance, the algorithm enters the dead state D
upslope is similarly calculable, with the inversion of various state transition

conditions and the width of the valley itself is then the minimum of the downslope width and upslope width. Likewise, the width of peaks can be found with

minimal modifications to the algorithm.

particular extremum - for example, in Figure 4 the movement
between Time = 0 and Time = 1, Time = 1 and Time = 2,
Time = 3 and T'ime = 4 and Time = 5 and Tvme = 6 each
constitute a single step. The term “backward steps” is now also
defined as movements away from the extremum, beyond the
current maximum. For example, in Figure 4, the movement
between Time = 4 and Time = 5, Time = 6 and Time = 7
as well as between Time = 9 and Time = 10 can be thought
of as taking a backward step. A tolerance parameter determines
how many backward steps are accepted before the algorithm
terminates.

Upon termination we have the value for the slope’s width.
Tolerance then becomes a significant factor as it represents the
amount of time spent looking for a “better” minimum before
giving up and accepting the one we have. If the minimum’s
location is the only information sought (as is often the case,
depending on the application), the goal has been achieved and
the algorithm ends. If, however, the width of the entire valley
is sought (as in the application described in Section IV-A) then
the search for the top of the post-valley upslope takes place,
starting from the valley floor.

Recall that the width of the entire valley is taken as the
minimum of the width values of the downslope and the
upslope. It is important to take the minimum because otherwise
a very large downslope with a very small upslope would
erroneously appear as a very large valley. For example, see

Height

Time

Fig. 5. An illustration of a large downslope with a small upslope appears in
the valley at T'ime = 2. In this case the valley itself is actually very shallow
and using the maximum or mean slope size would make the valley appear
erroneously large - the use of the minimum slope size is much more accurate.
By placing a threshold on the width, this valley will ideally be ignored and
that at T'me = 5 would be taken as the more appropriate minimum.

Figure 5.

With the width of the valley obtained it is then just a matter
of setting a threshold on which width sizes will be considered
large enough to constitute a genuine valley (and similarly for
peaks). The calculation of the optimal threshold was done
during a training phase via brute force experimentation for



each application. Results typically worsened considerably for
a threshold value of five or over and for all applications in
Section IV a threshold value of just two proved to be globally
optimal.

The final phase in experimentation involved taking both
an extremum’s height/depth and width value into account,
in an attempt to obtain an even more accurate estimate of
“true” extrema. The simplest and most successful combination
method was to simply take the product of the valley width
and depth (or height). The result of this was that deeper
valleys were now considered “better” minima than shallow
valleys with similar width, which intuitively seems a more
desirable effect. In the experiments conducted, this approach
consistently provided the best overall results.

Section IV describes a number of projects in which
the EC algorithm has been successfully implemented.
Subsection IV-A presents a detailed comparison of the ac-
curacy and execution speed of this algorithm versus other
approaches such as convolution.

IV. SUCCESSFUL APPLICATIONS

It is worth noting at this point that the algorithm presented
in Section III is used essentially as a pre-processing filter,
the output of which serves as input to another stage (for
example, as part of a signature verification system). The only
real way that success of the EC algorithm is measured is by
evaluating the success of the resulting application as a whole.
This section discusses some of the application areas in which
the EC algorithm has been successfully employed.

A. Direction Based Handwritten Signature Verification

This was the first project to benefit from the application
of the EC algorithm as it relies heavily on extrema detec-
tion. It involved the design and development of a dynamic
signature verification system [2]. At its most basic level this
system tracked the direction of the pen-tip when performing
a signature. Peaks and valleys (maxima and minima) were
detected in both the horizontal and vertical directions, ordered
and converted into a character string (see [2] for more detail).

The initial attempt at valley detection was to implement
a naive gradient-descent algorithm that simply traversed in
the direction of non-increasing value until the point where
a greater value was encountered. This previous (lowest) point
was then deemed to be the minimum (note that the surface
is only one-dimensional, so there is no choice as to which
direction to take when traversing). The problem with this
approach was that noise periodically appeared in the stream
producing false extrema. Additionally there was a problem
with the rounding of the pen-tip location to the nearest pixel
in the hardware device which also produced false valleys
and peaks (see Figure 2). This often resulted in the character
string becoming somewhat mis-representative of the signature,
degrading the whole system’s effectiveness.

The overall error rate (sum of false rejection and false
acceptance rates) for the first version of the system was
6.9%. This was improved dramatically to 2.9% with the

implementation of the EC algorithm to better detect the valleys
and peaks. Specifically the false rejection rate (the proportion
of genuine signatures rejected as forgeries) was improved from
4.3% to 0.9% and the false acceptance rate (forgeries accepted
as genuine signatures) was improved from 2.6% to 2.0%.
As mentioned in Section III, the final phase of EC involved
combining the width of an extrema with its “amplitude”
(height/depth). The purpose of this being to assign a higher
importance to extrema with higher amplitude, versus lower
amplitude extrema of similar width. The best combination
method was to take the product of the two values, which
resulted in a significant improvement of the overall error rate
to 2.3%.

In other attempts to improve the error rates, two more
algorithms were implemented: simple removal of small valleys
or peaks (called “thresholding”) and basic convolution of
the data prior to gradient-descent/hill-climbing. Thresholding
simply involved determining the distance (in pixels) between
the peak’s location and the preceding valley’s location (that
is, the depth of a valley or height of a peak). If this distance
was below a specified threshold then that peak was ignored
and the traversal continued in the same direction.

Examples of situations where thresholding was successful
can be seen in Figure 1(b), (c) and possibly (d). However, the
algorithm’s overall performance (in terms of error rate) was
quite poor. The reason it seems, is that a valley’s depth alone,
while obviously containing useful information, is not the best
validity indicator (at least in this environment), but rather the
consistency/duration is more important.

Simulated annealing is an approach which avoids local
extrema by “jumping ahead” some random distance when an
extremum is encountered, to try to find a “better” extremum
[7]. While this is very effective in some domains, it was
envisaged that simulated annealing would not work well in
this environment. This was because there are often long
periods in which the stream value remains the same (plateaus
- see Figure 1(e)), which can vary greatly in their duration.
Small jumps ahead will work on many occasions, but not in
situations such as this. Large jumps ahead will work in many
situations also, but will tend to jump over smaller details. In
the interest of experimentation, a modified simulated annealing
algorithm from [7] was implemented. The number and size of
jumps were limited by threshold values, which were optimised
through trial-and-error. The unsuitability of this approach was
reflected in the poor error rate of 24.0%.

Convolution is considered one of the most useful method
of “smoothing out” or “averaging” one-off “bumps” or ran-
dom noise while attempting to preserve those extrema which
are truly indicative of the pen-tip direction. The basic idea
behind convolution is that a window of some finite length
(convolution matrices are possible in environments of higher
dimensionality) is scanned across the stream of values [1]. The
output pixel is the weighted sum of the input pixels within the
window where the weights can be adjusted to perform various
filtering tasks - when smoothing is performed the weights are
generally all equal.



After the input stream was convoluted the hill-
climbing/gradient-descent approach was used to obtain
the extrema. Multiple attempts were made with convolution
using window sizes varying from one (the trivial case) up
to fifty, with the optimal window size (that which resulted
in the lowest error rate over the entire signature database)
found to be five. Experiments were also conducted with the
number of iterations of convolution performed, allowing for
the possibility that the first convolution run didn’t smooth
out all of the irrelevant extrema and further iterations were
necessary. The best overall results were obtained after a
single iteration of convolution with the results progressively
deteriorating with further iterations, indicating that some of
the true extrema were being incorrectly smoothed out.

There was also some experimentation with combining con-
volution with the EC algorithm. This involved using convolu-
tion to smooth the input stream before applying EC to detect
the extrema. This approach proved to be more successful
than convolution with hill-climbing but less successful than
EC alone. The reason for this is most probably related to
convolution smoothing out small but meaningful extrema.

Table I summarises the error rates of the implemented
approaches used in the signature verification system. The EC
algorithm is clearly superior in this environment.

The other advantage of the EC algorithm over convolution is
execution speed. In a real-time application like signature veri-
fication, execution speed can become a serious issue. In order
to perform convolution an entire extra layer of computation is
required, as convolution of the raw data must be done prior
to obtaining the extrema, whereas with the EC algorithm the
checking is done at the same time as the search for extrema.
Additionally, convolution can become quite expensive using a
large window or with a large raw data size (for example, a
typical data size in the application described in Section IV-C
is over 12,000 entries).

Empirical experimentation with the signature verification
system has found that convolution causes an average slowdown
of 20-25% (depending on system parameters). The number of
extra calculations required in the EC algorithm compared to
naive hill-climbing is almost negligible with the slowdown of

Technique Error Rate
Simple Hill Climbing 6.9%
Thresholding 17.0%
Simulated Annealing 24.0%
Convolution and Hill Climbing 5.3%

EC 2.9%
Convolution and EC 3.4%
EC (width X height) 2.3%

TABLE 1
ERROR RATES USING VARIOUS METHODS OF OVERCOMING FALSE
EXTREMA IN A SPECIFIC SIGNATURE VERIFICATION ENVIRONMENT. IF
THERE ARE PARAMETERS INVOLVED IN THE OPERATION (SUCH AS
CONVOLUTION WINDOW SIZE) THEN THE PARAMETERS PRODUCING THE
LOWEST ERROR RATE WERE USED TO GENERATE THE RESULTS.

the signature verification system experimentally found to be
less than 3%.

B. Velocity Based Handwritten Signature and Password Veri-
fication

The EC algorithm was also used in a handwritten password
verification system [3]. The first step in this system (as
well as many other handwriting based systems like character
recognition algorithms [5]) was to segment the writing stream
into its conceptually significant or constituent parts, commonly
known as strokes. The strokes are continuous “pen-down”
segments of writing bounded by consecutive minima in the
pen-tip velocity. The approach then is to extract properties
of these strokes and model these properties using a hidden
Markov model or neural network.

An approach along these lines was presented previously
in [3] and it also made successful use of the EC algorithm.
The most naive method of obtaining the velocity minima is a
basic gradient-descent algorithm. This was seen as an obvious
application for the EC algorithm and it was implemented
immediately. A simple gradient-descent implementation was
also performed for comparative purposes. Simple gradient-
descent produced a total error rate of 2.7% for password
verification compared with 0.79% using EC with width only,
and 0.64% when using EC with the product of width and height
to do the segmentation. A similar EC implementation was also
used as a method of signature segmentation in recent extensive
studies [4], [8].

C. Physiology Research - Tracking Fluctuations in Infant Face
Temperature

This physiological research project, initially presented in
[6], involved examining fluctuating infant facial temperatures
and detecting the exact location of temperature maxima.
Without going into excessive detail regarding the project’s
medical aspects, it is theorised that a climax of increasing
facial temperature closely correlates with other physiological
episodes. Our task was to accurately determine the occurence
of these maxima in real-time.

Initially developed software implemented a simple hill
climbing approach to determine the location (in time) of the
temperature maxima. These times were correlated with the
nearest occurrence of a particular physiological episode and
the correlation value, or p-value, was 0.072. That is, the
relationship was not significant.

The EC algorithm (width x height) was also implemented
to detect the temperature maxima. The same correlation
calculation method was used and the p-value improved to
0.001 (highly statistically significant). These results appear to
indicate that the EC algorithm is providing a more accurate
estimate of the true temperature maxima.

V. CONCLUSIONS

This paper presents a novel local minima and maxima
avoidance algorithm. The EC algorithm examines an extrema’s



width or consistency more so than the actual height. Short-
term peaks/valleys can be encountered in many situations (e.g.,
noisy environments/hardware inaccuracies) and can cause sys-
tem accuracy problems. The EC algorithm is far less suscep-
tible to these anomalies than existing techniques and tends to
produce higher quality results.

The EC algorithm has shown that it can be effective in
various practical iterative improvement environments. This
paper discussed several specific large-scale applications, and
performed a comparison between the EC algorithm and hill-
climbing, convolution, thresholding and simulated annealing.
The EC algorithm is a notable improvement over the other
approaches in all of the explored applications.

Future work involves comparing the algorithm’s effective-
ness to other optimisation techniques such as genetic algo-
rithms. Furthermore, the possibility of adapting the algorithm
to multi-dimensional space will be explored. Should this be
successful, it would be interesting to examine its utility in
traversing error surfaces for more effective neural network
training. We are also applying the EC algorithm to software
bidding agents to enable correct measurements of maximum
and minimum prices.
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6.3. AN ADAPTIVE SHILL BIDDING AGENT 97

6.3 An Adaptive Shill Bidding Agent

This paper presents an adaptive shill bidding agent which when used over a series of auctions with sub-
stitutable items, can revise its strategy based on bidding behaviour in past auctions. The adaptive agent
uses the EC algorithm (see Section 6.2) to determine the optimal price to aspire for. The adaptive agent
then supplies the simple shill bidding agent (see Section 6.1) with the appropriate parameters which it
uses to shill in an individual auction. The adaptive agent’s ability to inflate the price has been tested in
a simulated marketplace and experimental results are presented. The performance of the EC algorithm
is pitted against existing valley and peak detection algorithms. This paper illustrates the EC algorithm’s
usefulness in an additional application (i.e., auctions).

“An Adaptive Shill Bidding Agent” [16] is to appear in the International Conference on E-Business

2007 (ICE-B). This paper is available online via citeseer 4.

This paper is co-authored with Dr Alan McCabe of Fern Computer Services in Belfast, Ireland. Dr
McCabe’s research interests include Artificial Intelligence and Biometric Security.
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Abstract— This paper presents a software bidding agent that
inserts fake bids on the seller’s behalf to inflate an auction’s
price. This behaviour is referred to as shill bidding. Shill
bidding is strictly prohibited by online auctioneers, as it defrauds
unsuspecting buyers by forcing them to pay more for the item.
The malicious bidding agent was constructed to aid in developing
shill detection techniques. We have previously documented a
simple shill bidding agent that incrementally increases the auction
price until it reaches the desired profit target, or it becomes
too risky to continue bidding. This paper presents an adaptive
shill bidding agent which when used over a series of auctions
with substitutable items, can revise its strategy based on bidding
behaviour in past auctions. The adaptive agent applies a novel
prediction technique referred to as the Extremum Consistency
(EC) algorithm, to determine the optimal price to aspire for. The
EC algorithm has successfully been used in handwritten signature
verification for determining the maximum and minimum values
in an input stream. The agent’s ability to inflate the price has
been tested in a simulated marketplace and experimental results
are presented.

I. INTRODUCTION

Agent based negotiation is now an integral part of online
auctions and online share trading. An ever increasing number
of transactions are being performed by automated bidding
agents. However, limited attention has been paid to the se-
curity implications of using bidding agents, or the damage
such agents can inflict when operating in an undesirable or
fraudulent manner. Similar to a virus or worm, a malicious
bidding agent can behave with an intent to do an auction harm.
This might be in the form of inflating the auction’s price with
fake bids (i.e., shilling), attacking the cryptographic protocols
of a “secure” auction system, or launching a denial of service
attack against the Auctioneer. In an extreme example, terrorists
might unleash a malicious agent to trade in, and hinder the
world’s stock exchanges, in an attempt to undermine the
financial system. Alternately, they may attempt to obtain funds
through fraudulent activities in auctions. Therefore the threat
posed by malicious bidding agents to electronic commerce is
very serious.

The Research Auction Server (RAS) ' at James Cook
University, is an online server for conducting research into
security issues regarding online auctions (see [9]). We are
developing methods to detect shill bidding behaviour. Both real
and simulated auctions are performed to test the effectiveness
of the detection methods. To aid in testing, we developed a
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software bidding agent which bids in a manner consistent
with a shill. All bidding agents created thus far, operate in
a controlled and near perfect environment. In contrast, human
agents can be devious, which is reflected in real-world markets.
As it is not permitted to use malicious agents on commercial
online auctions, or in academic agent competitions (see [11]),
we have created an agent interface for RAS. RAS allows the
agents to be tested in a controlled (and legal) manner. This
paper does not condone the use of these agents in any manner
outside the scope of this research. By developing malicious
bidding agents, we hope to better understand the characteristics
of such agents, and how to protect against the damage they
inflict.

We have previously documented a software bidding agent
that follows a simple shill bidding strategy (see [10]). The
agent incrementally increases the price during an auction,
forcing legitimate bidders to submit higher bids in order to
win an item. The agent ceases bidding when the desired profit
from shilling has been attained, or in the case that it is too
risky to continue bidding without winning the auction (e.g.,
during slow bidding or near the auction’s end). Experimental
results showed that the agent was able to inflate an auction’s
average price by up to 25%, depending how risky the agent
was prepared to be.

This paper presents an adaptive shill bidding agent. When
used over a series of auctions with substitutable items, the
adaptive agent is able to revise its strategy based on bidding
behaviour in past auctions. The adaptive agent applies a novel
prediction technique referred to as the Extremum Consistency
(EC) algorithm, to determine the optimal price to aspire for.
The EC algorithm has successfully been used in handwritten
signature verification for determining an input stream’s maxi-
mum and minimum values in real-time. The agent’s ability to
inflate the price has been tested in a simulated marketplace
and experimental results are presented. We show that the
EC algorithm is superior to other valley and peak detection
algorithms in an auctioning application.

This paper is organised as follows: Section II presents a
simple shill bidding agent that shills in a single auction.
Section III presents an adaptive shill bidding that uses the past
history of auctions to predict and revise its strategy. Section IV
evaluates the adaptive agent’s performance in terms of its
ability to manipulate the auction in a manner that benefits
the seller. Section V provides some concluding remarks.



II. A SIMPLE SHILL BIDDING AGENT

This section presents a simple shill bidding agent that uses
bogus bids to inflate an auction’s price. This section provides
an insight into general shill behaviour. We briefly describe the
agent’s goals, how it interacts in the auction, and its strategic
directives governing shilling (see [10] for a full description).

The main goal for shilling is to artificially inflate the price
for the seller beyond what legitimate bidders would otherwise
require to win the item. The seller’s pay-off is the difference
between the final price and the uninflated price. A shill’s goal
is to lose each auction. A shill is not constrained by a budget,
but rather a profit margin. If the shill wins, the item is resold in
a subsequent auction. However, there is a limit on how many
times this can be done. For each auction a shill wins, the seller
incurs auction listing fees and is required to invest more time.
Continual wins erode the profit from shilling on the item.

The shill faces a dilemma for each bid they submit. In-
creasing a bid could marginally increase the seller’s revenue.
However, raising the price might also result in failure if it is
not outbid before the auction terminates. The shill must decide
whether to ‘take the deal’, or attempt to increase the pay-off.
On the contrary, a bidder’s goal is to win. A bidder has a
finite budget and is after the lowest price possible. Increasing
a bid for a legitimate bidder decreases the money saved, but
increases the likelihood of winning. The following outlines
typical shill behaviour and characteristics:

o A shill tends to bid exclusively in auctions only held by

one (or a few) particular seller(s).

o A shill generally has a high bid frequency. An aggressive
shill will continually outbid legitimate bids to inflate the
final price. A shill typically will bid until the seller’s ex-
pected pay-off for shilling has been reached. Or until the
shill risks winning the auction (e.g., near the termination
time or during slow bidding).

o A shill has few or no winnings for the auctions partici-
pated in.

« It is advantageous for a shill to bid within a small time
period after a legitimate bid. Generally a shill wants to
give legitimate bidders as much time as possible to submit
a new bid before the closing time of the auction.

o A shill usually bids the minimum amount required to
outbid a legitimate bidder. If the shill bids an amount that
is much higher than the current highest bid, it is unlikely
that a legitimate bidder will submit any more bids and
the shill will win the auction.

o A shill’s goal is to try and stimulate bidding. As a
result, a shill will tend to bid more near the beginning
of an auction. This means a shill can influence the entire
auction process compared to a subset of it. Furthermore,
bidding towards the end of an auction is risky as the shill
could accidentally win.

A. The auction process and how the agent interacts in the
proceedings

This paper restricts its attention to online English auctions
resembling those commonly used online. However, many of

the principles can be extended to Continuous Double Auctions
which are used in online share trading applications.

In order to participate in an auction, a bidder must register.
They are provided with a unique bidder id, b;4, which they use
to submit bids. During the initialisation stage, the Auctioneer
sets up the auction and advertises it (i.e., item description,
starting time, etc). An auction is given a unique number,
a;q, for identification purposes. In the bidding stage, a bidder
computes his/her bid and submits it to the Auctioneer. The
agent can place a bid in auction a;4, for price p’, by invoking
the submit bid(a;4, p’) function.

The Auctioneer must supply intermediate information to
the agent pertinent to the auction’s current state. The agent
can request a price quote for a particular auction by invoking
the obtain price quote(a;;) function. This includes the start, end
and current time for the auction, and the starting bid (if one
exists). It is assumed that the agent has access to the entire bid
history up to the current time in the auction. The history can be
considered as an ordered set H = {hy, ha, ..., hp}, [H| = n,
that contains price quote triples h; = (time, price, b;q), where
1 <7 < n. The last element is the latest price quote for the
auction (i.e., h,, is the current highest bid).

Finally, during the winner determination stage, the Auction-
eer chooses the winner according to the auction rules (e.g.,
who has the highest bid, whether the reserve has been met,
etc.).

B. Operation of the Simple Shill Bidding Agent

The agent’s goal is to maximise the profit from shilling,
while avoiding winning the auction. A shill that wins the
auction is deemed to have failed. The shill agent bids
according a strategy defined by a set of directives depending
on the current auction state. Each directive plugs into the
agent interface which dictates its bidding behaviour. The
directives are as follows:

D; - Only bid the minimum amount required. As part of
the price quote, the Auctioneer also provides the minimum
amount required to out bid the highest bid. This is usually
calculated as a percentage of the current high bid, or
determined according to a scalable amount depending on the
value of the current high bid. D;(p) is a function that takes
the current price, p, and returns the minimum amount the
shill should bid.

Dy - Bid quickly after a rival bid. The agent must bid
immediately in order to influence the other bidders for the
maximum time.

D3 - Don’t bid too close to the end of an auction. If
the shill bids too close to the end of an auction, it risks
winning. To avoid this, the agent has a risk limit, . The
agent is prohibited from bidding if the auction is more than
6% complete. This is referred to as the shill time limit. Larger
values of 6 increase the risk that a shill might win an auction.
D3(0) is a function that takes the risk limit 6, and returns
true or false regarding whether the agent should continue to



bid.

D, - Bid until the target price has been reached. Dy(«)
is a function that takes the current price p, the shill’s target
price «, and returns true or false regarding whether the agent
should continue to bid. The agent will only bid when the
current price p, is less than or equal to a.

Ds - Only bid when the current bidding volume is high.
The agent should preferably bid more towards the beginning
of an auction and slow down towards the shill time limit,
unless the bidding activity is high. That is, the volume of
bidding must increase throughout the auction for the shill to
maintain the same frequency of bidding. The agent uses the
bid history H, to analyse the current bid volume and decide
whether to submit a bid. The agent observes the previous
number of bids for a time interval. If the number of bids
for the period is below a threshold, then the agent does
not submit a bid. When no bids have been submitted for
an auction, the shill agent will attempt to stimulate bidding
by submitting the first bid. This is a common practice in
auctions. It is intended that psychologically the presence of
an initial bid raises the item’s worth, as competitors see that it
is in demand. Ds(p) is a function that takes the risk limit g,
and returns true or false regarding whether the agent should
continue to bid.

The following pseudocode illustrates the agent’s behaviour:

shill agent (aid, «, 0, p) {

do {
obtain price quote (aid)
if (D3(0) AND Dy(p,c) AND Ds(p))
submit bid(aid, Di(p))
} while (D3(0) AND Du(p,a))

}

The agent initially requests a price quote. If no bids have
been submitted, then D5 returns true and the agent submits a
bid for the amount returned by D;. The agent then repeatedly
requests price quotes to ensure that it is able to bid quickly if
there is a rival bid (i.e., D>). When a rival bid is submitted,
the agent will bid only if the remaining directives D3, Dy
and Dy are satisfied. The agent executes in this manner (i.e.,
requesting and evaluating price quotes), until either D3 or Dy
becomes false.

III. AN ADAPTIVE SHILL BIDDING AGENT

In the case where there are multiple auctions for substi-
tutable items (i.e., all items are the same), a shill agent can
learn information that may help it be more successful over
time. For example, if the final price for a series of auctions
is constantly above the shill target price, then the agent can
revise its target price upward. Alternately if the shill fails by
not meeting its target, then it can revise the target price down.
We refer to this as an adaptive shill bidding agent.

The adaptive agent is based on the simple shill agent
and follows the same strategy. However, the adaptive agent

supplies the simple agent with differing risk values based
on previous experience. This allows the simple shill agent
to alter its strategy for each auction. This section describes
the adaptive shill bidding agent’s lifecycle, as well as the
underlying prediction and revision techniques.

A. Approach

The adaptive shill agent operates in four phases: prepara-
tion, planning, execution and revision. Each of these stages
are described in turn.

In the preparation phase, the agent is given a set of target
auctions in which it will participate. The user provides the
agent with the reserve price r, and a risk factor ¢, 0 < ¢ < 1,
which will dictate how much profit the shill can aspire to
obtain. The agent is also supplied with bidding histories from
similar past auctions. The prediction method uses the bidding
histories to build a function, that given a bidding price, returns
the probability that the price will win.

In the planning phase, the bidding agent sets the target price
«, equal to the corresponding price with a probability indicated
by the risk factor ¢, according to the historical winning bid
distribution. If o < r, then the agent requests the user to lower
r and/or increase ¢. It is assumed that all auctions are held by
one seller at the same auction house. If two auctions overlap
(i.e., execute simultaneously), concurrently executing agents
do not affect each other’s operation.

In the execution phase, the adaptive agent executes the bid-
ding plan by successively placing bids in each of the selected
auctions (via the simple agent). The adaptive agent executes
in a particular auction until the simple agent terminates (i.e.,
it reaches « or the time limit).

In the revision phase, the predictive bid function is up-
dated with the auction’s results depending on the agent’s
performance. Let ¢’ be the revised agent’s risk factor, where
r < ¢ < ¢. ¢ is raised or lowered depending on the
shill’s success. The agent selects the next auction from the
set of target auctions and re-enters the execution phase with
a corresponding to ¢'.

B. Prediction Methods

The adaptive agent constructs a probability function from
the bidding histories of past auctions. In an English auction,
the final price reflects the valuation of the second highest
bidder. That is, the winner does not disclose the true highest
amount they were willing to pay. Contrast this with First Price
Sealed Bid (FPSB) and Vickrey auctions. In these auctions,
bids are sealed so that a bidder does not know the value of
anyone else’s bid. The winner is the bidder with the highest
bid. A FPSB auction requires the winner to pay an amount
equal to the highest bid, whereas in a Vickrey auction, the
winner pays an amount equal to the second highest bid.
Constructing a probability function from a FPSB auction
would yield an accurate depiction of the bidders’ true valuation
of an item. However, the Vickrey auction’s probability function
is the same as an English auction, in that only the winner’s
second highest valuation is possibly known.



Extrapolation techniques have been proposed to approxi-
mate the winner’s true valuation from a set of past English
auctions (see [3]). However, this information is not required
by the shill agent. The shill’s goal is to force the bidder into
bidding their true valuation. Knowledge of the second highest
price is satisfactory, as the shill can assume that by bidding
somewhere within the range of the second highest price, that
the buyer will be forced into inflating their bid nearer to his/her
true valuation. It is too risky for the shill to try bid up to, or
at the bidder’s true valuation. Bidding at the second highest
price is a much safer strategy, and should capture the majority
of the desired profit from shilling.

[3] propose two methods that a bidding agent can use to
construct a probability function. The first uses a histogram of
the final auction prices, to be the function that maps a real
number x, to the number of past auctions whose final price
was exactly x. The final price of an auction a with no bids and
zero reserve price, is then modeled as a random variable fp,,
whose probability distribution, written P(fp, = z), is equal
to the histogram of final prices, scaled down so that its total
mass is 1. The probability of winning an auction with a bid of
Z assuming no reserve price, is given by the cumulative version
of this distribution, that is P(fp, < 2) =Y <., P(fPa =
x), for an appropriate discretisation of the interval [0, z]. For
example, if the sequence of observed final prices is [20, 18, 23],
the cumulative distribution at the beginning of an auction is:

1 for z > 23
0.66 for 20 < z < 23
0.33 for 18 <z <20
0 for z < 18

Pa(2) = P(fpa < 2) =

In the case of an auction a with quote ¢ > 0 (which
is determined by the reserve price and the public bids) the
probability of winning with a bid of z is:

Py(z) =P(fpa<z|fpa>q)
P(fpa<z A fpa>q) _ Zqﬁzgzp(fp“:x)
P(fpa>z) T D s, PUpe=n)

In particular, p,(z) =0 if z < q.

[3] identify two drawbacks with the histogram method.
First, the computation of the value of the cumulative distri-
bution at a given point, depends on the size of the set of past
auctions. Given that the shill agent heavily uses this function,
this can create an overhead for large sets of past auctions.
Second, the histogram method is inapplicable if the current
quote of an auction is greater than the final price of all the
past auctions, since the denominator of the above formula is
then equal to zero. Intuitively, the histogram method is unable
to extrapolate the probability of winning in an auction if the
current quote has never been observed in the past.

The normal method addresses these two drawbacks, al-
though it is not applicable in all cases. Assuming that the
number of past auctions is large enough (more than 50), if
the final prices of these auctions follow a normal distribution
with mean p and standard deviation o, then the random
variable fp, can be given a normal distribution N (u, o). The

probability of winning with a bid z in an auction a with no
bids and zero reserve price, is then given by the value at z of
the corresponding cumulative normal distribution:

R
P,(z) = P(fp, < 2) = \/ﬁ/ e/ 2dy

If the current quote ¢ of an auction «a is greater than zero, the
probability of winning this auction with a bid of z is:

Py(z) =P(fpa < z|fra>q)

z—p R
f o =T /2y
a—n

2

22 /2

u € /2dzx
-

_ P(fpa<z A fpa>q)
P(fpa>q)

The complexity of these algorithms is only dependent on the
required precision, not on the size of the dataset from which
w1 and o are derived. Hence the normal method can scale up
to large sets of past auctions. The normal method is able to
compute a probability of winning an auction with a given bid,
even if the value of the current quote in that auction is greater
than all the final prices of past auctions. The domain of the
normal distribution is the whole set of real numbers, unlike
discrete distributions such as those derived from histograms.
[3] performed an analysis of datasets from eBay and Yahoo 2
and showed that the final prices of a set of auctions for a given
item are likely to follow a normal distribution. This is due to
a given item having a more or less well-known value, around
which most of the auctions should finish.

Figure 1 A illustrates how the adaptive agent performs on an
example auction dataset using the aforementioned approach.
The auction data is ordered according to time. A histogram
is given showing the bid frequency. From this a cumulative
probability distribution is derived. The adaptive agent is ini-
tially supplied with the risk parameter ¢, 0 < ¢ < 1. The
price corresponding to ¢ in the cumulative distribution is the
maximum price the agent is willing to bid. « can be set to
any price in the probability range up to ¢. In this example,
the agent’s risk factor ¢ is 0.75, therefore the agent can set «
up to $6.85.

If the history of past auctions covers a large period of time,
data aging must be taken into account. The normal method can
be adapted to consider time-weighted averages and standard
deviations of prices. In this way, recent observations are given
more importance than older ones. Figure 1 B illustrates a time-
weighted curve. In this example, the average time for a price
observation is multiplied by its cumulative distribution and
cumulatively summed. This value is then normalised against
the maximum and minimum observations to give the time
weighted cumulative distribution. The agent’s risk factor ¢
remains the same 0.75, but « increases to $8.48.

However, a time-weighted approach alone may not give the
best results. Permanent price increases do occur over time due
to inflation and other economic factors. As a result, past bids
are no longer valid. Furthermore, temporary extreme price
skews can also affect the process thus resulting in erroneous

2www.yahoo.com/auction
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predictions. To address these problems, we propose that a
valley/peak detection algorithm be used in determining the
optimum target price.

Finding the true maximum/minimum price in real-time

The adaptive agent uses a novel approach for determining
the correct price to set « in the presence of data aging and
extreme price skews. This is referred to as the Extremum
Consistency (EC) algorithm (see McCabe and Trevathan [6]).
The EC Algorithm is used to find the true maxima or minima
in a noisy input stream. The algorithm was initially developed
for use in Handwritten Signature Verification. The problem
arose when trying to detect a signature’s turning points, and
changes in other dynamic characteristics such as velocity and
pressure in real-time. Noise is common in this environment
due to hardware inaccuracies, which makes choosing the
correct extrema difficult. The EC algorithm is able to avoid
false extrema based on a tolerance parameter.

The adaptive agent uses the EC algorithm to determine the
true maximum and minimum winning prices over a series of
auctions. This allows the agent to set o according to the risk
between these two extremes. As auction closing prices tend
to oscillate around about a trend line, the agent needs the
ability to distinguish meaningless price fluctuations from true
extrema. The agent can update o between auctions when a
new maximum or minimum is encountered (in real-time). For

Example illustrating how the adaptive
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agent basically plans and revises its strategy

example, when the price increases over time due to inflation.

Figure 2 presents several examples of maximum situations
in encountered in auction datasets. Figure 2 A clearly has a
single valid maximum. However B and C are most likely due
to noise and should be ignored. D contains only a single valid
maximum, where the dip between the two peaks is probably
also due to noise (i.e., insignificant price fluctuations). The EC
algorithm’s goals in the auction application are:

1) Ignore meaningless price skews (noise).
2) Find the frue maximum and minimum price in real-time.

The EC algorithm takes a different approach to other tech-
niques such as hill climbing or convolution, in that it examines
the width (or consistency) of an extremum rather than just its
depth or height. This allows it to compensate for noise. In an
auctioning application, noise to due to abnormal observations
in the dataset such as an extreme price skew. Extreme price
skews can occur for various economic factors. For example,
supply of an item dramatically drops, whereas demand remains
the same. This can occur when crops are destroyed by a
storm, or war breaks out in the Middle East which restricts oil
supply. Furthermore, an extreme price skew may occur when
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Fig. 3. Example showing a local maximum and a true maximum



h[i] <= current

h[i] > current

) backSteps > tolerance
hi] < lower

h(i] < current

h(i] < current
h[i] > current
h[i] >= current
h[i] = current

h(i] < current

h[i] = current

hi] =currem 2

Actions to be performed at various states

S:current=h[i];i=i+1

1: current = h[i]; i=i+1

2:current=h[i];i=i+1

3: steps = steps + 1; current = h[i]; i =i+ 1

4: backSteps = backSteps + 1; lower = h[i]; i=i+1
exit if (backSteps > tolerance)

h(i] > current

h[i] > current

Fig. 4. A finite state machine expressing the EC algorithm for finding
the “width” of, or number of “steps” in, the initial upslope of a peak. The
movements between vertices (states) are defined by the comparison between
points in the input stream and the comparisons are included on the edges
in the diagram. Additionally there are actions to be performed when some
vertices are reached - these are also included in the diagram. Note that in this
table, h[i] refers to the i* element in the list of stream values h. Once the
backSteps parameter exceeds the tolerance, the algorithm enters the
dead state D and we have the width of the slope in the steps parameter.
The width of the downslope is similarly calculable, with the inversion of
various state transition conditions and the width of the valley itself is then the
minimum of the downslope width and upslope width. Likewise, the width of
peaks can be found with minimal modifications to the algorithm.

confidence in a particular item is momentarily low, such as an
extortion threat to poison chocolate bars.

Figure 3 illustrates a dataset which contains two maximums,
only one of which is valid. A local incorrect maximum is at
Time = 2. In this case the peak itself is actually very short
and using the maximum or mean slope size would make the
peak appear erroneously large — the use of the minimum slope
size is much more accurate. By placing a threshold on the
width, this peak will ideally be ignored and that at Time = 7
would be taken as the more appropriate maximum. Figure 4
illustrates how the EC algorithm operates.

In shill application, the EC algorithm is used to determine
which values should be included in the probability distribution.
Initially, the known maximum and minimum are set equal to
the first item in the dataset. Two instances of the EC algorithm
are run concurrently. The first is referred to as EC_Max, and
is tasked with searching for the latest maximum. Likewise
EC_Min searches for the latest minimum. Once one of these al-
gorithms terminates, this value is used as the current extremum
and then the corresponding EC algorithm is executed. This
process continues until the end of the dataset. For example, at
the start of a dataset, if EC_Min terminates first, then EC_Max
is prematurely terminated, its results discarded, and then run
from the newly found minimum until a new max is found.
Once the new max is found, EC_Min is executed starting from
the new max. EC_Max and EC_Min alternate in this manner
throughout the dataset.

Figure III-B illustrates the process of how the agent uses
extrema to aid its predictions. In this example, the EC algo-
rithm with a tolerance parameter of 3, reveals that there are
three minima ($1, $5, $5) and three maxima ($8, $10, $8).
The probability distribution only includes the values between a
maximum/minimum pair. As the extremum are updated in real-
time, this yields four different distributions for this example.
We refer each maximum/minimum pair as an epoch. Once a
new extremum has been determined, the agent uses the most
recent epoch and ignores all other past values. Each new value
encountered in the yet undetermined epoch is also incorporated
into current epoch’s probability distribution. On discovery of
the next extremum, the epoch currently in use is discarded and
the newly discovered epoch used.

The tolerance parameter is altered according to the outlook.
A small tolerance is used for short term predictions and high
tolerance for long term predictions. In the ongoing example,
increasing the tolerance results in the minimum and maximum
being determined as $1 and $10 respectively.

C. Revision Strategies

In the revision phase, the agent assesses its performance
and revises its strategy. If the agent is successful in that it did
not win the auction and achieved its target, the value of the
winning bid h,,, is incorporated into the current epoch. ¢’ is
revised upwards by a factor ¢, where ¢’ + € < ¢.

If the agent has failed by winning the auction, then ¢’
is revised downward by a factor e, where r < ¢ — e
When the shill fails in this manner, the second highest bid
(i.e., hp—1), is added to the current epoch and the shill’s
winning price is discarded. If the agent did not win, and
failed to achieve its target, ¢’ remains the same. The value of
the winning bid h,,, is still incorporated into the current epoch.

Determining the agent’s risk profile

A riskier shill can achieve more profit, but at the increased
likelihood of winning an auction. Directives D3 and Dy
determine whether the agent should bid based on the current
auction time and bid volume.

The agent can also revise other risk factors in response to
historical bidding patterns. 6 can be increased if bidding in
previous auctions has tended to occur closer to the end of an
auction. Likewise, p can be increased if the bid frequency in
previous auctions is low.

IV. PERFORMANCE

This section describes the performance of the adaptive shill
bidding agent. Claims regarding the simple shill agent can be
found in [10]. The adaptive agent is implemented on RAS
and has been tested with other types of bidding agents in a
simulated auction market. The adaptive shill agent is assessed
on its ability to inflate an auction’s final price. A shill bidding
agent is considered successful if the final price equals or
exceeds the shill’s target price. The shill agent is considered
unsuccessful if it won the auction, or failed to reach the target
price.
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Example illustrating how the EC algorithm influences the agent’s probability function. Epochs are created between max/min pairs in the time series

chart (top). Prices further in past are discarded. The agent uses the price corresponding to ¢ for the current epoch in use.

A. Elements of the experimental setup

Seed data a dataset was obtained from a series of simulated
auctions. This was used as a ‘“seed” to initialise the shill
agent (i.e., provide it with an initial epoch).

Zero Intelligence (ZI) Bidder This bidding agent is designed
to simulate an ordinary bidder in an auction. It is assigned
a random amount which it tries to submit as a proxy bid at
a random time throughout the auction. A ZI bidder’s limit
price is generated randomly based on the a trend factor.
Specifically, a predetermined trend was programmed which
randomly assigns the agent’s limit price between a given
maximum and minimum. The extremum were increased and
decreased over time to give the appearance of natural price
trends (compared to completely random prices).

Shill Bidder This is an implementation of the adaptive shill
bidding agent proposed in this paper. The shill agent has a
reserve price r, and a profit risk factor ¢. The agent’s target
price «, is determined according to the current epoch, and
its strategy is adjusted using the aforementioned revision
technique.

Auction A software simulated auction. The auction has a start
and end time. The bidding agents can submit bids during
this time, where the auction outcome depends on the auctions
of the agents. All auctions are English auctions with proxy
bidding.

B. Claims, experiments, and results

Claim 1 The adaptive shill agent achieved a higher success
rate than the simple shill agent. To validate this claim, we
pitted the adaptive agent against the simple agent using the
same dataset and risk parameters. On average (for the specific
dataset), the adaptive agent achieved an 82% success rate,
whereas the simple agent achieved a 43% success rate. The
amount of profit acquired by the adaptive agent was 36%
greater than the simple agent. This seems to indicate that it
is worthwhile employing the adaptive agent.

Claim 2 A riskier agent achieved a higher average final price
than an agent following a safer strategy. The agent was run
on the same dataset with increasing values of ¢. The riskier
agent was able to achieve a 15% increase in the average final
price compared to a risk-adverse agent. However, this came
at the expense of an increased failure rate due to winning.

Claim 3 EC produced better results than simple gradient
descent, thresholding and convolution. To improve the agent’s
profit, two alternate algorithms were implemented: simple
removal of small valleys or peaks (called “thresholding”) and
basic convolution of the data prior to gradient-descent/hill-
climbing. Thresholding involved determining the distance be-
tween the peak’s location and the preceding valley’s location
(that is, the depth of a valley or height of a peak). If this
distance was below a specified threshold then that peak was
ignored and the traversal continued in the same direction.
Examples of situations where thresholding was successful
can be seen in Figure 2 B and C. However, the agent’s
overall performance (in terms of profit acquired) was quite



Technique Avg Final Price
Simple Hill Climbing $ 4.80
Thresholding $5.11
Convolution and Hill Climbing $6.20
EC $ 6.90

TABLE I
PROFIT ACQUIRED BY SHILLING.

poor. The reason it seems, is that a peak’s height alone,
while obviously containing useful information, is not the best
validity indicator (at least in this environment), but rather the
consistency/duration is more important.

Convolution is a method for “smoothing out” or “averaging”
one-off “bumps” or random noise while attempting to preserve
those extrema which are truly indicative of the price trend
direction. The basic idea behind convolution is that a window
of some finite length is scanned across the stream of values [1].
The output price is the weighted sum of the input prices within
the window where the weights can be adjusted to perform
various filtering tasks - when smoothing is performed the
weights are generally all equal. After the input stream was
convoluted the hill-climbing/gradient-descent approach was
used to obtain the extrema.

Table 1 summarises the error rates of the implemented
approaches used by the adaptive shill agent. The EC algorithm
clearly achieves more significant results.

The EC algorithm’s main advantage over convolution is
execution speed. In a real-time application such a continuous
double auction, execution speed can become a serious issue.
In order to perform convolution an entire extra layer of
computation is required, as convolution of the raw data must
be done prior to obtaining the extrema, whereas with the
EC algorithm the checking is done at the same time as the
search for extrema. Additionally, convolution can become
quite expensive using a large window or with a large raw
data size.

Empirical experimentation with the adaptive shill bidding
agent has found that convolution causes an average slowdown
of 20-25% (depending on system parameters). The number
of extra calculations required in the EC algorithm compared
to naive hill-climbing is almost negligible with the slowdown
of the shill agent experimentally found to be less than 3%.

Claim 4 The adaptive agent’s prediction method can be
reasonably applied to share market prediction. The prediction
method was run on a data obtained from the Australian Stock
Exchange. As previously mentioned, shares are traded in an
auction type referred to as a Continuous Double Auction
(CDA). A CDA has many buyers and sellers continually
trading a commodity. Rather than shilling, the prediction
method was used to determine maximum and minimum cycles
in the closing prices for several listed companies. While the
prediction method can not exactly determine when a new
extremum will be encountered, it definitely can tell when an
extremum has occurred and which direction the current price
is moving. In this case, we programmed the agent to purchase
shares immediately after a minimum had been determined,

and sell these once the corresponding maximum had been
found. We also reversed this process. Depending on the its
risk, for most datasets the agent was able to make a profit
(i.e., finish with a greater value than initially provided). It is
interesting to note that the latter approach (i.e., purchasing
shares after the maximum and selling upon determining the
minimum) produced better results.

V. CONCLUSIONS

This paper presents an adaptive shill bidding agent. When
used over a series of auctions with substitutable items, the
adaptive agent is able to revise its strategy based on bidding
behaviour in past auctions. The adaptive agent applies a novel
prediction technique referred to as the Extremum Consistency
(EC) algorithm, to determine the optimal price to aspire for.
The EC algorithm has successfully been used in handwritten
signature verification for determining an input stream’s maxi-
mum and minimum values in real-time. The agent’s ability to
inflate the price has been tested in a simulated marketplace and
experimental results are presented. We show the superiority
of the EC algorithm over other valley and peak detection
algorithms.

In future work it would be useful to investigate agents that
attack security protocols or launch denial of service attacks
against the Auctioneer. Furthermore, we plan to devise a shill
bidding agent that profiles other bidders based on their bidder
id. The agent alters its strategy in response to the bidder’s
anticipated strategy based on previous observations. Finally,
similar problems to shilling occur in CDAs such as “ramping
the market”. It would be intuitive to investigate agents that
conduct this kind of fraud.
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Chapter 7

Privacy and Security in Continuous
Double Auctions

This chapter addresses privacy and security issues inherent in conducting online CDAs. Online share
trading is an off-shoot of online auctions that allows an individual to buy and sell securities using an
online broker. Little research has previously been conducted on security in this auctioning application.
Two papers are presented. The first describes the basic security requirements for online share trading (see
Section 7.1). The second presents a scheme for conducting anonymous and secure CDAs (see Section 7.2).

7.1 Privacy and Security Concerns for Online Share Trading

This paper provides an overview of privacy and security for online share trading in the context of auc-
tions. The additional parties involved are described, and how their individual requirements affect auction
privacy and security. This paper gives a description of share market related crimes and their implications
for online trading. It also investigates existing security mechanisms and cryptographic solutions to these
problems, and presents an auction scheme for anonymous and secure share transactions. This paper is
designed to provide a general introduction to the paper of Section 7.2. It shows how the proposed CDA
scheme fits into the broader application of online share trading.

“Privacy and Security Concerns for Online Share Trading” [17] is currently in submission with IEEE
Security and Privacy. The magazine is peer-reviewed and published quarterly.
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Abstract— Online share trading has made investing in share
markets more accessible to novice traders. Investors can trade
from the comfort and privacy of their own homes. However,
there are many inherent risks in online share trading. Share
markets are becoming the target of new elaborate scams, terrorist
attacks and corporate crimes. This article provides an overview
of privacy and security for online share trading in the context
of auctions. We discuss the additional parties involved, and how
their individual requirements affect auction security and privacy.
We give a description of share market related crimes and their
implications for online trading. We investigate existing security
mechanisms and cryptographic solutions to these problems. This
article presents an auction scheme for anonymous and secure
share transactions.

I. INTRODUCTION

Brokers (such as Commsec !) now offer a multitude of
online services to small traders for accessing the world’s
financial markets. Online traders perform an ever-increasing
number of share market transactions. Share markets such as
the New York Stock Exchange > and the Australian Stock
Exchange ® use an auctioning mechanism referred to as a
Continuous Double Auction (CDA). This is an auction that has
many buyers and sellers continuously trading a commodity. In
an online share trading system, traders are the bidders and
the Share Market is the Auctioneer. However, unlike a regular
auction, bidders must submit their bids to the Auctioneer via
a Broker. The Broker earns a commission for its services.

Despite online share trading’s popularity, there are secu-
rity and anonymity concerns regarding the integrity of the
participants, and the auctioning process. Share markets are
tightly regulated. However, many of the problems inherent in
online share trading, are similar to the problems encountered
by more conventional online auctions such as eBay *. For
example, a trader might repudiate having made a bid, or refuse
to pay for/deliver shares. Furthermore, the Broker/Auctioneer
could be corrupt and initiate unauthorised trades. In addition,
much information is revealed about an individual, including
his/her personal information (identity, address, etc.), and trad-
ing history. Such information could potentially be used against
him/her, or for marketing purposes.

Uhttp://www.comsec.com.au
Zhttp://www.nyse.au
3http://www.asx.com.au
“http://www.ebay.com
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Fig. 1. The online share trading process

This article provides an overview of online share trading
in the context of auctions. We discuss the additional par-
ties involved, and how their individual requirements affect
auction privacy and security. We provide a description of
share market related crimes and their implications for online
trading. We also investigate existing security mechanisms and
cryptographic solutions to these problems. Finally, we present
a scheme for anonymous and secure share transactions.

II. ONLINE SHARE TRADING

Figure 1 illustrates the major parties involved in the share
trading process. In order to trade shares, a Client must first
obtain an account with a Broker. This is usually done offline
via a form. Once registered, the Broker issues the Client with
a Client Number. This number is unique to the Client (i.e.,
no two clients have the same number). The Client enters
his/her bid via computer. This is communicated to the Broker’s
computer and is then entered into the Share Market.

This is analogous to online auctions where the Trader is a
bidder, and the Share Market is the Auctioneer. However, un-
like a regular auction, a bidder submits a bid to the Auctioneer
via an intermediary (i.e., the Broker). Furthermore, the Share
Market is a more complicated entity than a regular Auctioneer.
The Share Market consists of numerous parties with differing
interests in the auction proceedings.

Figure 1 also shows the additional parties involved in trading
shares. A Company issues shares to the Share Market in order
to raise capital. The Company releases statements to the Me-
dia, such as profit reports or market sensitive announcements.
The Public observes the Share Market for potential investment
opportunities, or for entertainment. It is also the Broker’s
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role to provide clients with information regarding the market,
and/or advice concerning when to buy or sell.

At the end of a completed transaction, the Broker debits
or credits a Client’s bank account. The Share Registry is
a trusted authority tasked with keeping records on share
transactions and ownership. The Government is able to use
the Share Registry to ensure that bidders have paid taxes on
their transactions, and to check compliance with disclosure
and ownership laws. Furthermore, companies require some
record of who their shareholders are. This is to facilitate
dividend payment, allow voting at shareholder meetings, and
dissemination of market information.

Brokers allow clients to enter new bids and to modify/cancel
existing bids. Figure 2 shows a typical web form a Client
would use to submit a buy bid. (Note that a sell bid is just the
opposite.) First a Client provides his/her Client Number, so
that the Broker can link the order they submit to them. Next,
the Client enters either the company code, or the full name of
the company they want to purchase shares in. The company
code is unique to a company, used for identification purposes.

There are two options for entering the price at which the
Client wishes to purchase shares. With an “at limit” order, the
Client enters the exact price they are willing to buy the shares
at. When the Broker acts on the order, they will purchase
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bids for a CDA

the shares at a price no higher than the limit the Client has
specified. Alternately, an “at market” order instructs the Broker
to purchase the shares from the next available seller, regardless
of the price. Next, the Client enters the quantity of shares they
want to buy. The Client is also required to enter some personal
information about themself including first name, last name and
phone number.

The right side of Figure 2 gives an estimation of the Client’s
buy order. For this example, the Client has specified that they
want to buy shares in Universal Resources (URL). The Client
desires 22,000 units at a limit of $0.16, thus the basic trade’s
total value is 22,000 x $0.16 = $3,520.00. The Broker also
adds commission of $19.95. This brings the total price that
the Client must pay to $3,539.95.

Figure 3 shows a market depth indicator, which lists all the
buy and sell bids grouped according to price. The quantity is
the aggregate of all bids at the particular price level. Every time
a Client submits a new order, this information is immediately
reflected via the market depth. Market depth information is
available to all traders. When a trade is executed, the Broker
notifies the Client via e-mail.

III. PRIVACY AND SECURITY ISSUES INHERENT IN
TRADING SHARES ONLINE

Auction security issues have been fully discussed in [2],
[3], [4], [7], [8]. Shares are traded in an auction type referred
to as a Continuous Double Auction (CDA). Therefore, online
share trading exhibits similar problems to conventional online
auctions. However, a CDA is much more complicated, as there
are many buyers and sellers continuously trading a commodity.
This requires a more sophisticated clearing process (i.e., the
manner which buy and sell bids are matched). Furthermore, the
additional parties involved in the share trading process make
it difficult to clearly define privacy and security requirements.

A. Privacy Concerns

In existing ‘secure’ auction schemes, privacy is regarded as
a fundamental design goal. This is due to profiling, where the
Auctioneer or seller uses a Client’s information to force them
into paying a higher price. For example, if a bidder’s true
valuation is discovered, then the seller may set the auction’s
reserve price at this amount. Alternately the seller may engage
in shill bidding to artificially inflate the auction’s price to the
bidder’s valuation thus ensuring maximum profit.

Online Brokers have largely neglected anonymity issues.
The current approach lets the Broker and share market learn
all information regarding the Client and his/her order. This is
undesirable as personal information can be abused, or used
against an individual.

If a Client has a high profile, they might want to conceal the
fact that they are bidding. This might occur in the case where
the Client feels that their privacy would be compromised
in some manner (e.g., reveal that they have a fetish for an
item), change other bidders’ perceptions of the item (e.g.,
stimulate unwanted bidding), or influence the seller to raise
the commodity’s price.



It is common for companies to sell client information to
marketing agencies. Such information can include names, ad-
dresses, account and portfolio balances, and historical trading
data. This often results in an individual being profiled and
targeted with junk mail. For example, a Client may continually
be solicited by offers for credit cards, investment trusts, or
share market tip-sheets.

Furthermore, shareholders could be harassed during disputes
involving the company. For example, during strikes, or if the
company is engaging in unethical behaviour. Unethical behav-
iour may include pollution or selling products that cause harm
(e.g., cigarettes, weapons, products containing asbestos, etc.).
Furthermore, in the event of a hostile takeover, shareholders of
the company being taken over may be harassed by the takeover
advocates. It should be up to an individual whether or not
they want to be associated with his/her share holdings in these
situations.

However, the need for privacy must be balanced against the
propensity for clients to cheat. Identity escrow (or recovery) is
required in the situation where the Client has acted illegally. In
this situation, it is often necessary for regulatory authorities to
trace past transactions. Furthermore, there are purposes related
to Government and auditing procedures that may require an
individual’s identity to be recovered.

B. Security Concerns

The most pressing security problem in online share trading
is that there is no means for a Client to verify whether his/her
order has been submitted to the Share Market. A dubious
Broker might alter a Client’s order (thereby defrauding the
Client), or block it in the case where s/he disagrees with the
Client’s judgement, or has a vested interest in some aspect of
the trade. As the Broker gains a commission proportional to
the quantity traded, they might buy or sell a larger portion
than warranted.

A further concern is that there is no evidence that the Share
Market has included the order in the auction. Nor is there any
verification of how the orders are being matched. Bidders must
rely on market depth indicators. However, there is presently
no means of recourse if the bid does not appear, nor if it was
matched in a manner inconsistent with the clearing rules.

The Broker and Share Market must also be able to verify
that the Client submitted the order. Otherwise, the Client
may repudiate having made the bid. Furthermore, lack of
authentication makes it possible to forge an order and hence
frame innocent clients. For example, the Broker or Auctioneer
may forge an order on a Client’s behalf, or an outsider that
wants to cause financial hardship to a Client.

Online share broking schemes use various solutions to
enforce payment including credit, client accounts and fines.
Credit allows clients to submit buy bids up to a set credit
limit. If the bid is cleared, the Broker requests payment from
the Client’s Bank. Another solution requires clients to hold
accounts with the Broker, and only allow bids up to the
value of the account balance. When a Client submits a buy
bid and this bid is cleared by the auction, the bid value is

withdrawn from the Client’s account. Alternately, if a sell bid
is cleared, the value of the bid is deposited in the Client’s
account. Finally, Brokers can impose fines for defaulting on
payment, and can sell winnings in an attempt to recuperate
unpaid money.

However, none of these solutions are perfect. Credit limits
provide the Client with less restrictions, but requires the
Broker to place some confidence in the Client’s ability to pay.
A Broker held account prevents risk on the Broker’s behalf,
but can be restrictive to the Client who might want to hold
the account funds elsewhere while not in use. For example, if
a Broker offers a lower rate of interest compared to another
financial institution, the Client might want to move the funds
to the better paying account when the funds are not being
used. Fines and selling off goods won is a last ditch effort
only taken to either deter or recover lost money after a Client
has defaulted on payment.

An additional concern is that a Broker might not debit/credit
the Client’s bank for the correct amount. While this may
appear to be extreme, and the reader may be thinking, “this
wouldn’t happen in real life”, consider what would happen if
it did. What means of recourse does a Client have? Essentially
it would be the Client’s word against the Broker’s word, and
it would require auditing the trade history and litigation to
resolve. Once again, this comes down to a Client’s ability
to authenticate his/her bids and verification of the auction
proceedings.

C. Share Market Crimes

The share trading process has many unique crimes com-
pared to conventional online auctions. Insider trading gener-
ally refers to buying or selling a security (shares), based on
the knowledge of non-public information. The insider has a
fiduciary duty or relationship of trust and confidence regarding
the security. For example, a company CEO sells all his/her
shares prior to, and with knowledge that the company is about
to go bankrupt. In this situation the CEO has acted illegally,
as the Share Market does not yet know such information. A
recent high profile individual to be convicted in the U.S. of
insider trading is Martha Stewart .

Insider trading violations may also include “fipping” such
information, securities trading by the person “tipped”, and
securities trading by those who misappropriate such informa-
tion. Rene Rivkin © (in Australia) was convicted of insider
trading when he acted on a tip provided by a QANTAS
executive. Rivkin allegedly sold his QANTAS share holdings
in anticipation of bad market related news, thus avoiding any
loss when the news later became public.

Other share market crimes involve misinformation, where
a company influences its share price by announcing incorrect
statements regarding its financial standing. Furthermore, Bro-
kers or financial advisers might be in possession of shares,
which they sell to their clients for a profit using misinfor-
mation. “Ramping the market” refers to actions designed to

Shttp://www.sec.gov/news/press/2003-69.htm
Ohttp://www.wsws.org/articles/2003/jun2003/rivk-j07.shtml



TABLE I
REGULATORY AUTHORITIES AROUND THE WORLD

Country Authority Name

Australia Australian Securities and Investments Commission
Canada Ontario Securities Commission

China China Securities Regulatory Commission

Israel Israel Securities Authority

France Commission Des Operations De Bourse

Germany Bundesaufsichtsamt Fur Den Wertpapierhandel
Japan Securities Bureau of the Ministry of Finance
Russia Federal Commission for the Securities Market of the Russian Federation
United Kingdom Financial Services Authorities

USA U.S. Securities and Exchange Commission

artificially raise the market price of listed securities and to
give the impression of voluminous trading, in order to make
a quick profit. Once the bidding slows, the price falls back to
its original, thus depriving those who purchased shares during
the hype.

D. Existing Mechanisms for Ensuring Privacy and Security

Existing online trading sites only require clients to log-
in using a Client Number and password. Once logged in,
application level encryption is used to secure the session. The
log-in usually times out after a period of inactivity, which
is useful in the case where a Client leaves his/her computer
for a long time, or forgets to log-off. Privacy is enforced
by a privacy agreement among the Broker and Client. The
Government provides policing in the form of regulation.

A Regulatory Authority is a law-enforcement entity that
governs share market behaviour. Table I lists some of the
World’s major authorities. These authorities have the power
to prosecute, incarcerate, fine or ban individuals guilty of
share market crime. Such authorities were originally created
to regulate conventional offline trading. Online share trading’s
similarity to online auctions means that authorities must be
capable of preventing auction-related fraud. However, this
seems doubtful if commercial online auctioneers are unable
to solve the problem.

Further concerns also regarding trust cast doubt over a
Regulatory Authority’s effectiveness. In reality, a Regulatory
Authority is just another individual that is involved in the
auction process. They are no more trustworthy than anyone
else. Some individuals have even felt that authorities have
had unfair bias or vendettas against them. Furthermore, such
authorities are too expensive to maintain and to seek recourse
through. The authority must be funded or raise money to
continue running. This ultimately makes the authority biased
towards the funding source. Additionally, they are only ef-
fective to police large-scale fraud, whereas, the process is
too complicated and expensive for small fraud instances. The
question could be asked, “Are they doing enough to protect
the privacy and rights of individuals”?

IV. CRYPTOGRAPHIC SCHEMES FOR CONDUCTING
ANONYMOUS AND SECURE CDAS

Cryptography can be used to provide bid authentication and
privacy in auctions. Most existing auction security proposals

A - Private or symmetric key cryptography

Secrat Keyﬁ’ Secrel Keyﬁ

Decrypt

i

Sender Encrypt ,I Receiver
E - Public or asymmetric key cryplography
Public Keyﬁ Private Kevy
Sender H{ Enerypt .| Decrypt Recalvar
C - Signing using public key cryptography
Privete Keyf:" Public K@yﬁ
Signer H{ Encrypt .| Decrypt erifier

Fig. 4. Public/Private Key Encryption and Digital Signatures

have focused on sealed bid auctions (e.g., see [2], [8]). Wang
and Leung [9] proposed a scheme for private and secure CDAs.
However, this scheme has several security concerns and is not
specific to share markets. Trevathan et al [5] propose a CDA
scheme, which uses a cryptographic mechanism referred to as
a group signature. A group signature alleviates many of the
security and anonymity problems described in the previous
section. To understand how a group signature works, we first
provide some background on more general cryptography.

Cryptography allows two parties to communicate over an
insecure medium (such as a network). This is achieved by
encrypting a message using an encryption algorithm and a
key. The message is decrypted at the receiving end using a
decryption algorithm and the key. As long as an eavesdropper
doesn’t know the key, he/she can’t read the message.

There are two main types of cryptography: private and pub-
lic. Private key cryptography uses a single key to encrypt and
decrypt a message. When encrypting/decrypting a message,
both sender and receiver must possess the secret key. This
process is shown in Figure 4 A.

Alternately, public key cryptography uses two keys, one for
encryption and the other for decryption. The public key is
made available to everyone and is used to encrypt messages.
The private key is only known by the receiver and is used
to decrypt messages. In general, it is hard to learn any
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information about the private key using the public key. This
process is shown in Figure 4 B.

A digital signature allows the sender to sign a message
such that the receiver can authenticate that it originated
from the sender. This provides proof of the signer’s identity
and prevents repudiation of the signed message. Public key
cryptography can be used to sign messages (Figure 4 C).
The sender signs the message using his/her private key. The
receiver can then verify the signature using the sender’s public
key. As only the sender knows his/her private key, the message
could have only originated from him/her.

A group signature scheme allows group members to sign
messages on the group’s behalf. Anyone can verify that the
signature is authentic using the group’s public key. However,
it is not possible to determine which group member signed
the message. To join the group, a user must register with a
Group Manager (GM) (see Figure 5). The GM is responsible
for issuing group members with a private key and maintaining
the public key. In the case of a dispute (e.g., a member
denies having signed a message) the GM can trace the signer’s
identity.

Group signature schemes naturally lend themselves to auc-
tions. In this case a bidder belongs to a group of bidders. A
bidder can sign bids on the group’s behalf in such a manner
that s/he remain anonymous. The Auctioneer can verify the
signature on a bid using the group’s public key. The group
signature prevents bids from being forged, and allows the
bidder’s identity to be revealed if a bid is repudiated. However,
in terms of an auction, the Auctioneer is not the appropriate
choice for the GM. The GM is generally trusted and therefore
the Auctioneer cannot perform this role, as they could cheat
by revealing a bidder’s identity without due cause.

The Trevathan et al [5] CDA employs a group signature
scheme to allow for anonymous bid submission. The scheme
introduces a Registrar that is responsible for registering bid-
ders. Figure 6 shows the modified group signature scheme.
A bidder registers with both the Auctioneer and Registrar
in a manner such that his/her identity is split between the
two parties. Neither the Auctioneer nor Registrar individually
knows the bidder’s identity. A bidder remains anonymous as
long as both parties don’t collude.

The CDA protocol is presented in Figure 7. The arrows
represent the messages sent between parties. Dashed circles
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surrounding messages indicate that the enclosed messages are
sent during a particular stage of the auction protocol. The basic
protocol for the CDA scheme is as follows:

1) Registration: A bidder first registers with the Auctioneer
supplying his/her ID. The Auctioneer issues the bidder
with a signed token. The bidder presents this to the
Registrar. The Registrar verifies the signed token and
issues the bidder with a group certificate.

2) Bidding: A registered bidder signs a bid using his group
certificate. The bid is then submitted to the Auction-
eer. The Auctioneer checks the bid to ensure that it
is correctly submitted by a legitimate bidder. Signed
bids are posted on a public bulletin board. This can
be considered as a web page that every one has read
permission, but only the Auctioneer can write to. This
allows participants to observe and verify the auction
proceedings.

3) Winner Determination: The Auctioneer determines the
outcome of the auction according to the auction’s rules.
A bidder can verify they have won by reproducing the
signature on the winning bid.

4) Tracing and Revocation: The Auctioneer and the Reg-
istrar combine their information to determine a bidder’s
identity and if required, to revoke them from the auction
indefinitely.

By incorporating a group signature scheme, a CDA can
achieve the security characteristics in Table II.

V. SECURE AND ANONYMOUS ONLINE SHARE TRADING

The Trevathan et al [5] scheme is specific to CDAs and does
not address concerns involving the Broker. In this section we
define the Broker’s role in relation to a Client’s privacy and
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TABLE I
SECURITY AND PRIVACY GOALS FOR A CDA

The identity of a bidder remains anonymous (i.e., a bidder cannot be associated with the

No party can form a profile about a bidder’s bidding strategy based on past bids.
In case of dispute, the Registrar and Auctioneer, cooperatively can identify the bidder.

A colluding subset of registered bidders cannot issue a bid that cannot be linked back

All auction participants can be verified as having followed the protocol correctly.

Unforgeability ~ Only registered bidders can issue a bid.
Anonymity
bid s/he has submitted).

Unlinkability
Traceability
Exculpability The Registrar and Auctioneer cannot issue a bid on behalf of any other bidder.
Coalition-

resistance to one of the colluding bidders.
Verifiability
Robustness The auction is unaffected by deviations in the protocol or invalid bids.
Revocation

Bidders can be easily revoked from the CDA if they have broken the rules.

security. We propose an extension to [5] that takes account of
the Broker’s requirements and responsibilities.

The relationship between a Client and the Broker presents
new security problems that have not been previously discussed
in auction security literature. One such concern is that a Client
needs to know that his/her bid has been passed on to the Auc-
tioneer. For example, a corrupt Broker might deliberately block
a Client’s bid if they don’t want them to initiate a trade. This
might happen if the Broker thinks that the Client’s judgement
is unsound and is acting in a manner inconsistent with the
Broker’s advice. Alternately, the Broker might have malicious
plans for the Client’s holdings for a share market related crime
such as ramping the market. A further security concern is
regarding the Broker’s ability to initiate unauthorised trades
on a client’s behalf. As a Broker knows a Client’s personal
information, there is nothing preventing them from forging a
bid. The bid still appears to be genuine to the Auctioneer.

The Broker and Client share a unique relationship which
differs from the Auctioneer/Client relationship. Although the
Broker and Client mutually distrust each other, there is some
requirement for trust as the parties benefit from cooperation.
(i.e., the Client makes a trade and the Broker collects a
commission.) These requirements make it difficult to define
a clear privacy policy between the Broker and a Client.

As a Broker is providing a service to the Client, opera-
tional requirements dictate that a Broker knows certain facts
regarding the bids submitted. For example, to determine the
Broker’s commission and which Client to collect payment
from. In addition, the Broker must manage a Client’s portfolio
and therefore knows everything about the Client’s trading
behaviour. Therefore, the privacy requirement must be relaxed
between a Client and the Broker. Instead, privacy between the
Broker and a Client can be enforced with a non-disclosure
agreement. Although this is not ideal from an anonymity per-
spective, it is still an improvement on allowing the Auctioneer
and market observers full access to private information.

Figure 8 shows an extension to the registration procedure
of [5]. This modification incorporates the Broker’s role in the
CDA process. The protocol consists of six messages indicated
by the arrows. Listed with each arrow is the information
sent. A Client initially supplies the Broker with his/her ID.
The Broker signs the Client’s ID using its private key. The
result is certp(ID). The Broker sends a Client Number and
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Fig. 8. CDA registration protocol incorporating the Broker

certg(ID) back to the Client. The rest of the registration
procedure is similar to [5].

These modifications allow the Broker to know every bid
the Client submits. This is unavoidable as the Client must
submit his/her bid via the Broker. However, it does ensure that
the Broker can’t initiate unauthorised trades, as s/he doesn’t
know the Client’s group certificate. This arrangement allows
the Broker to perform the bulk of the work in terms of winner
determination, research and portfolio management. A Client
need only check the Bulletin Board in the case that they wish
to verify that his/her bid has been submitted (i.e., neither the
Broker nor the Auctioneer is blocking bids). Furthermore,
certg(ID) allows the Broker to be associated with a bid
during tracing.

VI. CONCLUSIONS

Online share trading is similar to online auctions. As a re-
sult, online share trading exhibits similar privacy and security
problems. However, there are more parties involved in the
share trading process. This makes defining privacy and security
requirements more difficult. Once the pretence of corporate
provided security is dropped, the bottom line is parties cannot
trust each other. A Client might repudiate having made a
bid, or forge bids. Likewise, Brokers may steal payments and
execute bogus orders. Existing payment enforcement schemes
are restrictive and only provide ad-hoc security. Furthermore,
the Auctioneer (i.e., Share Market) can match bids in a non-
verifiable manner. The parties involved in the share trading
process do not have strong privacy policies. An individual’s



information can be sold to marketing agencies, or benevolently
used against them.

Share market crimes further complicate security matters
for CDAs. Insider trading involves using inside knowledge
of market sensitive information as the motivation for trading
in a particular manner. Misinformation involves deliberately
misleading others such that they make an unsound investment,
or invest in such a manner that fraudulently benefits the
misleader. Existing security mechanisms employed by online
Brokers are insufficient and privacy is limited. Regulatory Au-
thorities govern participants and can punish those who engage
in criminal or devious behaviour. However, such authorities
are expensive to seek recourse through and therefore are
largely restricted to policing large-scale fraud. Furthermore,
the existence of such an entity also requires the implicit trust
of all share market participants.

Cryptographic CDA schemes can prevent many of discussed
problems. We show how an existing CDA scheme can be
used for secure and private online share trading. Bids are
anonymous and the auction process is publicly verifiable. Trust
is split between two independent companies, rather than a
single trusted Regulatory Authority.

In 1984, David Chaum invented a Digital Cash protocol
that allows an individual to spend anonymous cash in a secure
manner (see [1]). Security in auction schemes was not signif-
icantly addressed until Franklin and Reiter in 1996 (see [2]).
Cryptographic share market protocols are a logical extension
to digital cash. Combining cash-less protocols with auction
schemes to construct a secure and anonymous share market,
is perhaps the last step in a truly cash-less society.
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7.2 An Anonymous and Secure Continuous Double Auction Scheme

A Continuous Double Auction (CDA) allows many buyers and sellers to continuously submit bids for
the purchase and sale of a commodity (e.g., online share trading). Protocols protecting privacy in this
type of powerful market mechanism are essential. However, until recently CDA security has been given
limited coverage. This paper describes a new scheme for conducting an anonymous and secure CDA.
It shows that any existing secure group signature scheme can be used to implement a CDA, which has
the following characteristics: unforgeability, anonymity, unlinkability, exculpability, coalition-resistance,
verifiability, robustness and traceability. Furthermore, bidders can be added to and removed from the
auction without affecting the process of the auction. The proposed scheme is more flexible than the only
existing secure CDA scheme, which in contrast provides only a limited subset of these characteristics.

“An Anonymous and Secure Continuous Double Auction Scheme” [5] is published in the proceedings
of the Thirty-Ninth Hawaii International Conference on System Sciences (HICSS’06). HICSS’06 was held
at the Hyatt Regency Kauai Resort and Spa on the Island on Kauai. Sponsors included the University
of Hawaii and ACM. The proceedings consist of over 450 papers in nine major tracks and two symposia.
This paper was presented as part of the mini track: Information Systems Security Management. 11 pa-
pers were submitted to this track, which were subjected to a rigorous reviewing process. In all, 6 papers
were accepted with an acceptance rate close to 50%. This paper is available online via ACM Portal !,
and is referenced by DBLP 2.

This paper is co-authored by Dr Hossein Ghodosi and received some initial comments from Associate
Professor Bruce Litow. Dr Ghodosi’s research interests include Cryptography and Information Security.
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Abstract

A Continuous Double Auction (CDA) allows many buyers and sellers
to continuously submit bids for the purchase and sale of a commodity
(e.g., online share trading). Protocols protecting privacy in this type
of powerful market mechanism are essential. However, until recently
the security of CDAs has been given limited coverage. This paper
describes a new scheme for conducting an anonymous and secure
CDA. We show that any existing secure group signature scheme can
be used to implement a CDA which has the following characteris-
tics: unforgeability, anonymity, unlinkability, exculpability, coalition-
resistance, verifiability, robustness and traceability. Furthermore,
bidders can be added to and removed from the auction without
affecting the process of the auction. Our scheme is more flexible than
the only existing secure CDA scheme, which in contrast provides only
a limited subset of these characteristics.

I. Introduction

An auction is an exchange mechanism where many potential
buyers submit bids for a commodity, which is usually awarded
to the highest bidder. The Auctioneer accepts bids on behalf
of the seller of the commodity and determines the winner
according to the auction rules.

An auction that has only one seller and many buyers is
referred to as a single auction. A Continuous Double Auction
(CDA) allows for many buyers and sellers to continuously
submit bids for the purchase and sale of a commodity. The
most well known use for CDAs is in share markets.

In recent years, several companies have emerged that offer
auctioning services via an online network such as eBay !
and OnSale 2. These types of auctions have geographical
advantages over traditional auctions, as sellers and buyers
need not be physically present at a central location during the
auction proceedings. This allows for larger and more elaborate
auctions, which reach many more bidders than traditional
auctions. However, it also allows the participants to cheat.

It is well documented that major security problems in online
auctions exist (e.g., see [7], [17], [18], [20]). For example,
buyers and sellers might be in collusion, repudiate bids, or not
pay for/deliver the item bid upon. Alternately, the Auctioneer
might be corrupt and award the auction to someone other than
the legitimate winner. A further significant issue is how to
protect a bidder’s identity and bidding information.

An emerging aspect of electronic auctions is the ability to
trade shares on the Internet. This is done using a brokerage
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Zhttp://www.onsale.com
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site such as Commsec . A broker submits buy and sell bids
to the Auctioneer running a CDA. Present brokers only offer
trivial security measures such as issuing a client with a user
name and password, and encrypting trading sessions. During
this process much information about a client’s identity and
bidding pattern is released to the public. In terms of a share
market, certain information is required by law to be available
to authorised parties. Beyond this, it is the right of the bidder
to have his/her anonymity protected.

Privacy is a desirable requirement in online trading for
numerous reasons. Firstly, it prevents the Auctioneer from
selectively blocking bids, based on the identity of a bidder.
Secondly, many banking institutions tend to sell client’s infor-
mation to advertising agencies. Finally, share trading can be
much more controversial than normal auctioning. For example,
there may be legal/industrial disputes, bankruptcies, criminal
behaviour (insider trading), etc. In such cases, there must be
measures to protect an individual’s anonymity (or revoke it
when required).

Coverage exists regarding different CDA models (see e.g.,
[8], [9]) and bidding strategies (see e.g., [10], [16]). However,
security and anonymity in CDAs has been given limited
attention. Wang and Leung’s scheme [21], to our knowledge,
is the only auction scheme proposed that specifically addresses
CDA security. In their CDA scheme, trust is divided amongst
two separate servers in order to protect a bidder’s anonymity.
However, we have discovered that this scheme allows the
identity of a bidder to be revealed immediately after his/her
first bid. Furthermore, it allows profiles to be created about a
bidder’s trading behaviour, as bids are linkable. In this paper,
we propose a secure CDA scheme to fix these problems.

This paper is organised as follows: In the remainder of this
section we describe the fundamentals of electronic auctions,
general electronic auction security and our contribution to
CDA security. In Section II, we will review Wang and Leung’s
scheme, and describe issues specific to CDAs. In Section III,
we will discuss the components of our new CDA scheme
including the communication model, parties involved in the
system, and cryptographic building blocks employed in our
scheme. Section IV outlines the protocol for our CDA. In
Section V, we will discuss security issues for the proposed
CDA. Section VI gives an efficiency comparison of Wang and
Leung’s scheme to several different implementations of our

3http://www.commsec.com.au



scheme.

A. Electronic Auction Fundamentals and Security Issues

The main activities fundamental to any electronic auction
are:

Initialisation — The Auctioneer sets up the auction and
advertises it i.e., type of good being auctioned, starting time,
etc.

Registration — In order to participate in the auction, bidders
must first register with the Auctioneer. This ensures that only
valid bids are made, and that bidders can be identified for
payment purposes.

Bidding — A registered bidder computes his/her bid and
submits it to the Auctioneer. The Auctioneer checks the bid
received to ensure that it conforms with the auction rules.
Winner Determination — The Auctioneer determines the
winner according to the auction rules. It is desirable that the
determination of the auction winner can be publicly verified.

The security requirements for an electronic auction are
numerous. In general, core requirements include that the
Auctioneer must determine the correct winner according to the
auction rules; the winner must receive the item from the Seller;
the Seller must receive payment in full from the winning
bidder; and no bidder should have more information than
any other to determine his/her bid. The final requirement is
especially true in CDAs, where insider trading is considered an
offence. Discussions regarding auction security can be found
in [3], [7], [13], [20]. The following outlines the general
security goals for electronic auctions:

Unforgeability — Bids must be unforgeable, otherwise a
bidder can be impersonated.

Non-Repudiation — Once a bidder has submitted a bid, they
must not be able to repudiate having made the relevant bid.
Otherwise, if a bidder wins and does not want to pay they
might deny that they submitted the winning bid.

Public Verifiability — There must be publicly available
information by which all parties can be verified as having
correctly followed the auction protocol. This should include
evidence of registration, bidding and proof of the winner of
the auction.

Robustness — The auction process must not be affected
by invalid bids nor by participants not following the correct
auction protocol.

Anonymity — The bidder-bid relationship must be concealed
so that no bidder can be associated or identified with the bid
they submit.

Auctions can be classified according to whether the bids are
sealed or open. In a sealed bid auction, bidders submit their
bids during a bidding round. The bid values remain sealed (i.e.,
no one else knows what the bid values are) until a winner de-
termination round. Open bid auctions on the other hand allow
everyone to know the value of everyone else’s bids. Sealed bid
auctions introduce their own unique security concerns which
have been well-documented in existing literature (see [7], [13],
[20]). However, CDAs are open bid, therefore no one gains any
advantage by knowing the values of other people’s bids. In

fact it is essential for CDAs to provide information regarding
market depth (i.e., list of buy/sell bids and their values) to the
participants, in order to facilitate the bidding process.

B. New CDA Results and our Contribution

In this paper we present a new proposal for conducting
anonymous and secure CDAs. We show that the CDA scheme
by Wang and Leung is inadequate and describe several con-
cerns regarding its security and anonymity claims. Further-
more, we explain how any existing secure group signature
scheme can be used to provide anonymity and security for a
CDA.

Chaum and van Heyst [6] introduced the concept of group
signatures. A group signature scheme allows members of a
group to sign messages on behalf of the group, such that the
resulting signature does not reveal their identity. Signatures
can be verified with respect to a single group public key,
while hiding the identity of the signer. Only a designated group
manager is able to open signatures, and thus reveal the signer’s
identity.

Since its invention, group signatures have been the subject
of investigation by many authors. Camenisch and Stadler [5]
present the first efficient group signature scheme, where the
size of the group’s public key, and the signatures, are inde-
pendent from the number of group members. Furthermore,
the group’s public key remains unchanged if a new member is
added to the group. Group signatures have desirable properties
which makes them ideal for use in electronic auctions.

By incorporating a group signature scheme, our CDA pro-
vides the following characteristics:

Unforgeability — Only registered bidders can issue a bid.
Anonymity — The identity of a bidder remains anonymous
(i.e., a bidder cannot be associated with the bid s/he has
submitted). However, the value of the bid is still available
to others (i.e., open bid).

Unlinkability — No party can form a profile about a bidder’s
bidding strategy based on past bids.

Traceability — In case of dispute and/or to determine the
winner of the auction, the authorities (e.g., the Registrar and
Auctioneer, cooperatively) are always able to identify the
bidder.

Exculpability — No party —even the Registrar and Auctioneer—
can issue a bid on behalf of any other bidder.
Coalition-resistance — A colluding subset of registered
bidders cannot issue a bid that cannot be linked back to one
of the colluding bidders.

Verifiability — All auction participants can be verified as
having followed the protocol correctly.

Robustness — Invalid bids or failures in following the protocol
does not affect the overall auction outcome.

Revocation — Bidders can be easily revoked from the CDA
if they have broken the rules.

Note that our CDA scheme has more security character-
istics than those outlined in Section I-A (i.e., unlinkability,
traceability, exculpability, coalition-resistance and revocation).
CDAs are quite unique compared to more conventional types



of auctions and the reasons for these additional security re-
quirements will become apparent once we examine an existing
secure CDA proposal.

II. Existing CDA Scheme

Wang and Leung’s scheme [21] is the first attempt to
conduct secure CDAs while preserving the anonymity of
bidders. In Wang and Leung’s CDA, there are two authorities,
the Registration Manager (RM) and the Market Manager
(MM). Before entering the CDA market, each bidder must
register with both RM and MM. RM holds the corresponding
relation of the identity and the certificate of bidders. MM
verifies the certificate and issues a pseudonym for the bidder.

Registration with RM in [21] -
Suppose RM uses the RSA system with public parameters n, e
as the RSA modulo and the encryption key, respectively. Let
d be the corresponding private key in the RSA system and
H(.) be an appropriate hash function. Denote by €2, (m) the
set {m, o, (H(m))}, that is a message, m, and the signature
of party x on H(m). Also, let a bidder, b;, possess a certi-
fied encryption/decryption key pair. The registration protocol
between b; and RM is shown in Table I (note that || denotes
concatenation).

After registration with RM, the bidder must register with
MM. Table II illustrates the protocol between MM and bidders.

Upon obtaining the certificate from MM, the bidder b;
submits their bid in the form {offer, o}, (offer), Certy, }, where
offer = {py,, Buy/Sell, Commodity, Value, Timestamp}, and
Dp; 1s a temporary public-key (or the pseudonym) associated
with bidder b;.

A. Analysis of Wang-Leung’s Scheme

1) During registration with MM, the bidder forms the
message My, which contains the message M> as the first
component. However, M5 is formed as Qgps (I Dy, ||sn)
(i.e., it contains the identity of bidder b;). Therefore,
MM immediately learns the true identity of b;.

2) Bids are linkable in this scheme, as the same pseudonym
is used for each bid. This allows profiles to be created
about bidders.

3) It is unclear how this scheme identifies winners. After
the first trade (i.e., the first time a bidder wins) the
identity of the bidder (associated with its pseudonym)
is disclosed, and thus, later bids issued by this bidder
are not anonymous.

4) When a bidder’s identity has been traced, this scheme
reveals the values of all past bids they have made. This
is undesirable if there is no reason to doubt the validity
of the guilty bidder’s previous bids.

B. Further Problems - Procrastinating Attack

Even if the protocol by Wang and Leung is fixed, anonymity
cannot be achieved in this model. In this section we will pro-
pose a procrastinating attack that can be used to immediately
reveal a bidder’s true identity after registration.

However, before we outline the attack, we must first exam-
ine the basic components of an auction. In a traditional auction
model, there are two parties (excluding the Seller):

1) The Auctioneer, who organises the auction, accepts the
bids on behalf of the seller of the commodity, and
determines the winner according to the auction’s rules.

2) The Bidder, who computes his/her bid and submits it
to the Auctioneer, attempting to win the commodity
according to the auction’s rule.

This simple model works based on the assumption that
the Auctioneer is trustworthy. However, the major problem
in electronic auction protocols is to protect bidders from a
corrupt Auctioneer. Franklin and Reiter [7] suggest distributing
the role of Auctioneer amongst ¢ servers. The auction can be
considered secure/fair unless a threshold ¢, 1 < ¢t < ¢ of the
servers collude. However, these types of schemes have a high
communication overhead and cannot be trusted when the same
company owns all the servers.

An alternative approach is to split trust among two servers
owned by separate entities (see [11]-[13]). The auction is
considered secure as long as the two parties do not collude.
Let S; and S5 denote the two servers/parties. This model
essentially works as follows;

1) Bidders present their identification to S; and obtain a
token that does not carry their ID.

2) Bidders submit the token (without revealing their ID) to
So, which issues a pseudonym associated with the token.

In this way, neither S7 nor So know the relationship
between any real ID and the pseudonyms. The bidder then
submits his/her bid using the pseudonym. In case of dispute,
however, S; and S (cooperatively) can determine the real
ID associated with each pseudonym. This technique works
properly for single auctions, in which the registration phase
is separate from the bidding phase. However, in CDAs, the
registration and bidding phases overlap and this protocol is
not secure. The following scenario explains our attack:

The Attack — A bidder provides identification to S; and
obtains a token. Using this token, it gets a pseudonym from
So that can be used for bidding. If there is no separation
between the registration and bidding phases, S; can act in
a procrastinating manner by halting all new registrations
until the recently registered bidder submits his/her bid. This
enables S to learn the mapping between the bidder’s identity
and his/her pseudonym. As a result, Wang and Leung’s
CDA [21] scheme is susceptible to this attack.

Note that Wang and Leung’s scheme is given in the context
of Internet retail markets whereas our scheme is designed
specifically for share market applications. There are differing
security and anonymity requirements between these two types
of CDA. For example, a share market offers identical intangi-
ble goods and the valuation (i.e., the price) is calculated in a
different manner (i.e., there is no “wear and tear” to depreciate
its value, instead the value is calculated using a company’s



TABLE I
THE REGISTRATION PROTOCOL BETWEEN b; AND RM

Bidder

Generates a random sn, and
M1 = Qy,(IDy,, request, sn)

Verifies RM’s signature
Generates random numbers 7
Computes pseudonym
psy, = H(H(IDy,||sn]|r)
Generates a pair of temporary
private/public keys sb;, pb;

Obtains o g (Psp » Pb; )

RM
M Verifies b;’s signature
Generates M 2, such that:
M2 = Qra(IDy,||sn)
M2
2

Cut—and—Choose
Protocol
—

TABLE I
THE REGISTRATION PROTOCOL BETWEEN b; AND MM

MM

Bidder
Generates M4 as:
M4
{M2, 1, (psy,;,Pb; ), TRM (PSb; , Pb;) } —
Ce'rtbi
P

Obtains the auction certificate.

Make sure that b; has not been registered before,
If M4 is verified,
then generate Certy,, as:
{Qrnm (psv, 2o, )s oMM (PSb, > Db, )

expected profit). Furthermore, the location of the seller in a
share market has no effect on the cost of shipping the item as
occurs in auctions with more conventional items. Finally, it is
unclear to the authors exactly what an Internet retail market
is as eBay (and similar online auction sites) do not actually
list this as an auction type that buyers/sellers can use. Share
markets on the other hand are the best known example of a
CDA.

III. Components of our CDA Scheme

The scheme we present in this paper uses the additional
security characteristics of unlinkability and revocation to fix
the problems of the existing scheme. As our CDA is based
on a group signature, coalition resistance and exculpability
are included to ensure that neither group members nor those
involved in issuing a member’s group certificate can forge
an innocent bidder’s signature. Note that non-repudiation is
referred to as “traceability” in our CDA scheme.

A. Parties in The System

Figure 1 illustrates the major parties, stages and information
flow of our CDA scheme. The auction has three parties:
1) A Bidder, who is interested in buying and/or selling
commodities in a CDA.
2) An Auctioneer, who organises the auction, accepts the
bids and determines the winner according to the auction

rules. The Auctioneer also holds the corresponding re-
lation of the identity and a token associated with each
bidder.

3) A Registrar, who takes part in a protocol in order to
complete the registration of a bidder who has obtained
a token from the Auctioneer. At the end of the protocol,
the bidder obtains a secret key that enables him/her to
generate signed bids in a proper format.

The arrows in Figure 1 represent the messages sent between
parties. Dashed circles surrounding messages indicate that the
enclosed messages are sent during a particular stage of the
auction protocol. Each stage of the protocol is explained in
Section IV.

B. Communication Channel

Each bidder and the Auctioneer are connected to a common
broadcast medium (or public Bulletin Board) with the prop-
erty that messages sent to the channel instantly reach every
party connected to it. We assume that the broadcast channel
is public, that is, everybody can listen to all information
communicated via the channel, but cannot modify it. We
further assume that there are also private channels between
the Registrar and any potential bidders (who wish to join the
CDA). Nobody is able to listen to, or modify, the messages
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sent via these private channels 4.

C. Group Signatures

For the CDA construction presented in the paper, we employ
a group signature scheme invented by Ateniese et al. [1],
which is provably secure. To join a CDA, a bidder must
first register with a Registrar (who jointly plays the role of
a group manager with the Auctioneer in a group signature
scheme). Once registered, a bidder can participate in the CDA
by signing bids using the group signature. Bids are submitted
to an independent Auctioneer who runs the CDA. The auction
results are posted on a publicly verifiable bulletin board by the
Auctioneer. The Ateniese et al. [1] group signature scheme
informally works as follows:

Let n = pq be an RSA modulus, where p and ¢ are two safe
primes (i.e., p = 2p' +1, ¢ = 2¢' +1, and p/, ¢’ are also prime
numbers). Denote by QR(n), the set of quadratic residues —a
cyclic group generated by an element of order p’q’. The group
public key is Y = (n,a, a9,y = g%, g, h), where a, ag, g, h are
randomly selected elements from QR(n). The secret key of
the group manager is .

To join the group, a user (bidder b;) must engage in a
protocol with the group manager (Registrar) to receive a group
certificate [B;, e;], where B; = (a®ag)"/¢ mod n with e; and
x; chosen from two integral ranges as defined in [1] (x; is
only known to the user/bidder).

In order to sign a message/bid, m, the user/bidder has to
prove possession of his member certificate [B;,e;] without
revealing the certificate itself. More precisely, the user/bidder
computes:

T, = B;y" mod n,
T3 = ¢“h" mod n, SK(m)

Ty = g* mod n,

4This assumption can be realised by using cryptographic tools that provide
authenticated communication.

where the value SK(m), computed over a message m, indi-
cates a signature of knowledge of the secret key x; and the
e;th root of the first part of the representation of 75 (in the
implementation of our scheme, the exact signature generation
and verification procedures will be presented).

In case of a dispute, the group manager can open a signature
that reveals the identity of the signer. This is due to the fact
that the pair (1%,75) is an ElGamal encryption of the user’s
certificate (using the public key of the group manager). That
is, the group manager can compute B;, using B; = T1/(T2)*.

IV. CDA Protocol

In this section we present the protocol for our CDA scheme.
Note that unlike single auctions, CDAs do not consist of
various separate phases, as the auction runs continuously and
thus all phases overlap. Some bidders are in the process
of buying/selling while others may concurrently be in the
process of registration. However, from the point of view of an
individual bidder and/or the nature of activities in the auction,
our scheme consists of the stages below.

A. Setup

Most activities of this stage need to be performed only once
(in order to establish a CDA). The Auctioneer organises the
CDA (i.e., advertising and calls for auction). Let A1, A2, &1,
and & be some lengths, A, " be some integral ranges, and
H(.) be a collision-resistant hash function. The Registrar sets
up the group public key and his secret key by performing the
following steps:

1) Chooses two safe primes p and ¢ (i.e., p = 2p’ + 1 and

g = 2¢' + 1, where p’, ¢’ are prime numbers) and sets
the RSA modulus n = pq.

2) Chooses random elements a, ag, g, h € QR(n).

3) Chooses a secret element x €p Z;, 7 and sets

xT

y=g" (modn)



4) Publishes the group’s public key as
y = (a7a0,g,h,n, y)

B. Registration

A user submits a request to the Auctioneer to participate in
the CDA. The Auctioneer verifies the identity of the requestor,
and issues a token that is verifiable by the Registrar. The user
then takes part in a protocol with the Registrar to obtain his
secret key and a certificate of membership in the auction. Note
that the token does not carry the real identity of the bidder.
All communication between the Registrar and the owner of
a token is authenticated and kept for tracing purposes (i.e.,
revealing the identity of user associated with the token).

Suppose the Auctioneer uses the RSA system with public
parameters n,e as the RSA modulo and the encryption key,
respectively. Let d be the corresponding private key in the RSA
system and H(.) be an appropriate hash function. Denote by
Q. (m) the set {m, o, (H(m))}, that is a message, m, and the
signature of party = on H(m). Also, let a bidder, b;, possess a
certified encryption/decryption key pair. The protocol between
a new user and the Auctioneer is as follows:

1) The user establishes his/her identity with the Auctioning
by sending a request to participate in the CDA, identi-
fication, I Dy, and a random number, sn. This is signed
using b;’s private key, op,.

2) The Auctioneer verifies the user’s signature using b;’s
public key. The Auctioneer stores all of the information
and signs sn using the private key o 4, The Auctioneer
stores the token, {24 (m), securely and forwards a copy
to bz

This process is shown in Table III. The Auctioneer’s signature
on the user’s identity, M2 (see Table III), serves as a token
that the user can present to the Registrar. The Registrar is able
to check that it is a valid token issued by the Auctioneer by
using the Auctioneer’s public key.

The protocol between a new bidder, b;, and the Registrar is
as follows (checks in which the values are chosen from proper
intervals, the user knows discrete logarithms of values, etc. are
omitted):

1) b; selects random exponents x},r and sends
Cy = g¢g%h" (mod n)

to the Registrar.
2) The Registrar checks that C; € QR(n). If this is the
case, the Registrar selects random values

7% ﬁz

and sends them to b;.
3) b; computes

z; = 2M 4 (@} + B; mod 27?)
and sends to the Registrar the value

Cy =a" (mod n)

4) The Registrar checks that Cy € QR(n). If this is
the case, the Registrar selects a random e; € I' and
computes

B; = (Cyag)"/* mod n

and sends to b; the membership certificate
[Bi,ei]

(note that B; = (a® ag)'/¢ mod n).
5) b; verifies that

a®ag = B{" (mod n)

6) The Registrar publishes value f, where
fi=epkex*x---xey

(€8, 1 <4 < {, are the exponents of current group
members).
The Registrar then creates a new entry in the membership
table and stores b;’s membership certificate [B;,e;] and a
transcript of the registration process in this location.

C. Bidding

Using a membership certificate [B;, ¢;], a bidder can gen-
erate anonymous and unlinkable group signatures on a bid. A
bidder b;, submits a signed bid, to the Auctioneer of the form:

{Buy/Sell, Commodity, V alue, Timestamp, etc.}

In securities markets, it is typical for a bid to also contain
information regarding the quantity being bid for (e.g., a bidder
desires 20 units of commodity at a price of $10 per unit). In
addition, an expiration time for the bid might also be included
indicating that a bid is valid until a particular date, after
which it should be discarded from the auction proceedings.
Furthermore, conventional auctions usually allow a bidder
to submit only one bid, whereas CDAs allow an indefinite
number of bids to be submitted (e.g., a bidder may buy and
sell the same commodity, offering different prices based on the
quantity of the goods, etc.) In order to generate a signature on
a message/bid, m, a bidder b; performs the following:

1) Chooses a random value w and computes:

Ty = Biy¥ mod n, T3 = ¢" modn,

T3 = g®h" modn

2) Chooses r1,712,73,74 (in random) from predetermined

intervals and computes:

@) dy =T7"/(a™y™), d2 =T5"/(g"),
and dy = g™ h"™ (all in mod n),

) c=HgllhllylaolalTll Tl T | di |
dz || ds || da || m),

(¢) s1 =11 — cle; — 25), 59 = 19 — c(z; — 2M),
sg =13 —ce;w, and s4 = rq — cw (all in Z).

dz = g™,

3) Chooses a random number, win, which is used to verify
ownership of the bid during the winner determination
stage. This is kept secret by both b; and the Auctioneer.



TABLE III
THE REGISTRATION PROTOCOL BETWEEN A NEW USER AND THE AUCTIONEER

New User Auctioneer
Generates a random sn, and
M1 = Qy, (IDy,, request, sn) ML Verifies the user’s signature
Stores 1Dy, and sn
Generates M2, such that:
M2 = Qy(sn)
M2
M2
Verifies the Auctioneer’s signature
TABLE IV

THE REGISTRATION PROTOCOL BETWEEN b; AND THE REGISTRAR

Bidder Registrar
Selects random exponents 7,
Calculates C; = g®ih" (mod n)
M3 ={M2,C} M3 Make sure that b; has not been registered before,
Checks that C1 € QR(n),
Selects random values o, 3;
M4 = {az, B}
&
Computes z; = 21 + (o} + 3; mod 2*2)
C2 = a" (mod n)
M5 = {Cy} M Checks that Cy € QR(n)
Selects a random e; € T,
Computes B; = (Cgao)l/ei mod n
M6 = {[B;, €]}
M6
Verifies that a®iag = Bfi (mod n) Publishes f :=e1 xea x---*x ey
TABLE V

THE BIDDING PROTOCOL BETWEEN b; AND THE AUCTIONEER

Bidder

Auctioneer

Chooses a random value w and computes:
Ty = B;y* modn, T2 = g"“ modn,
T3 = g h™ mod n

Computes: d1 =17 /(a™y"3),
ds3 =g™, anddy =

dy = T3 /(™).
g"1h" (all in mod n),

s1 =11 —c(e; —251), sg =12 —c(x; —271),

$3 =13 — ce;w, and s4 = rq4 — cw (all in Z)
Chooses a random number, win.

M7 = (c, s1, s2, 83,54, T1, T2, T3, win)

Observes the Bulletin Board

Chooses r1, 72,73, 74 (in random) from predetermined intervals

c=H(gllhlyllaollallTi|To| Tl dlldz| dsl dallm),

Verifies the user’s signature
Compute (all in mod n):
d=Hglhl y{H ao lla |l Ty || T2 || T3 |
(a5 T{ ) (a2 ) |
(T3 %) /(g%9) || Tsg** || T§g*r = hes || m)
Accepts the signature iff ¢ = ¢’ and

the parameters s1, S2, 53, sS4 lie in proper intervals
Posts the bid on the Bulletin Board

4) The bid submitted to the Auctioneer is

(C, S1, 52, 83, 847T17T27 T37’LUZ'TL)

The Auctioneer then checks the validity of the bidder’s
signature on bid, using the group’s public key ). A bid of



the correct form is included in the CDA (i.e., posted on the
bulletin board). An invalid bid is discarded. The Auctioneer
verifies the signature as follows:
1) Compute (all in mod n):
d=H@&thH@HaHﬂHgEHRH
(ag Ty =) f(am=e2 y) || (15) /(™) ||
TS || T§g* ~<2 ha || m).
2) Accept the signature iff ¢ = ¢ and the parameters
S1, S2, S3, S4 lie in proper intervals.

D. Winner Determination

The Auctioneer determines the auction outcome according
to general CDA rules. Conventional auctions only allow for
one (or few) winner(s), however, CDAs can have multiple
winners. This results in more complicated auction rules.

Bids are referred to as cleared when the value of a buy bid
equals the value of a sell bid (e.g., if there is a buy bid of $2
and a sell bid of $2, then the Auctioneer can match and clear
these two bids). The Australian Stock Exchange ° clears bids
in a strictly time based manner. No priority is given to bids
based on amount. Matching buy and sell bids are cleared. In
the situation where a buy bid exceeds a sell bid, the surplus
(i.e., the difference between the buy and sell price) is awarded
to the seller.

Sandholm er al. [15] examines various techniques for per-
forming online market clearing. They show that the Auctioneer
can increase the market volume (number of cleared bids) by
retaining the proceeds of surplus trades. Surplus revenue can
then be used to subsidise loss-making trades.

Wurman et al present an academic auction server referred
to as “AuctionBot” in [22]. The purpose of this server is to
allow researchers to explore the design space of auctions. In
[23] Wurman and Wellman describe several CDA clearing
algorithms that have been tested on AuctionBot.

In our scheme, as soon as bids have been verified, they
are posted to the bulletin board in plaintext. This allows the
Auctioneer to employ any auction rules or clearing algorithm
to the bids. This method has been used by Viswanathan et
al [20], and Wang and Leung [21] to provide verifiability of
the matching process. A full description of clearing strategies
is orthogonal to our discussion on CDA security.

Once a bid has been cleared, the winner determination
protocol proceeds as follows:

1) The Auctioneer signs a cleared bid using its private key

o 4. The signed bid and associated information regarding
the trade is posted on the bulletin board.

2) b; views the bulletin board to see if he/she has won. b;
presents the winning bid and the random number win
chosen during the bidding stage to the Auctioneer.

3) The Auctioneer checks that win matches the winning
bid and awards the goods to b;.

The purpose of win is to ensure only the winner is awarded
the goods as no one else knows the correspondence between
the winning bid and win.

Shttp://www.asx.com.au

E. Traceability

In the event of a dispute, the Registrar can open the
signature on a bid to reveal the certificate assigned to the
bidder. This process is as follows:

1) Check the signature’s validity via the verification proce-
dure.
2) Recover B; as

Bi = Tl/(TQ)x (HlOd TL)

The Registrar then checks the registration transcripts, and
determines the token associated with this certificate. The
Auctioneer, who knows the relation between tokens and real
identities, can determine the identity of the bidder. Note that in
our scheme, revealing the identity of a bidder does not reveal
any information about his/her past bids.

FE. Revocation

In the case of a malicious bidder (i.e., a bidder that has been
caught breaking the auction rules) we would like an efficient
and secure means of revoking the bidder from the group. In
our scheme we employ a technique presented in Ateniese,
Song and Tsudik [2], which considers the revocation problem
in Ateniese et al [1]. The revocation algorithm informally
works as follows:

Assume the group consists of £ members with associated cer-
tificates By, e1], - - -, [By, e¢] and the value f = ejxeq*- - -xey
is known to all members. Suppose a member with exponent
ek, (1 < k < /) needs to be revoked from the system. The
Registrar chooses a random value v € QR(n) and computes

t = u/e) mod n
Then the Registrar publishes ¢, e and the new public key
y = (a,aé,g,h,my)

where a, = ag *u. A bidder with exponent e;, ¢ # k, updates
his group signing certificate as

B} = B; +t*

where s; = f/(e; * ex). So the new certificate for this user is
[B], e;], where

B = ( xiaa)l/ei mod n

Now bidder k, cannot compute the corresponding B;; and thus
cannot sign/issue any new bid.

V. Security

In this section we will discuss how our scheme has ad-
dressed the security criteria we proposed for CDAs in the
introductory section.

Unforgeability — Only bidders that are members of the group
are able to generate a group signature, and thus issue a bid.
This is due to the unforgeability of the underlying group
signature. Furthermore, each bid contains a timestamp that



serves as a freshness indicator. If an opponent attempts to
replay a bid with an outdated timestamp, it will be rejected.
Anonymity - Given a valid signature
(c, 81,582, 83,84,11,T5,T5) identifying the actual signer
is computationally difficult. Determining which bidder with
certificate [B;, ;] has signed a bid, requires deciding whether
the three discrete logarithms logy T1/B;, logg T5, and
log, T5/(g°") are equal. This is assumed to be infeasible
under the Decisional Diffie-Hellman Problem, and thus
anonymity is guaranteed. Note that in our CDA, the Registrar
can figure out the certificate associated with each signature,
but cannot determine the identity of the bidder associated
with this certificate.
Unlinkability - Given two signatures
(¢,s1,82,83,84,T1,T2,T5) and (c,s), sh,sh, s, 717,
T5,T3), deciding if they are computed by the same bidder
is computationally difficult (with the same argument as
anonymity).
Exculpability — Neither a bidder nor the Auctioneer and/or
Registrar (individually or cooperatively) can sign a mes-
sage/bid on behalf of another bidder. This is because the secret
key of z;, associated to user ¢ is computationally hidden from
the Registrar. The Registrar, at most, can learn a®* mod n,
which cannot help him/her to learn the exponent z; (since
the discrete logarithm over the safe composite modulo, n, is
difficult).
Coalition resistance — This is due to the following theorem.
Theorem 1: [1] Under the strong RSA assumption, a group
certificate [B; = (a"ag)'/® mod n,e;] with x; € A and
e; € I' can be generated only by the group manager provided
that the number K of certificates the group manager issues is
polynomially bounded.
Verifiability — All bids/signatures are posted to the public
bulletin, therefore all parties can verify the auction outcome.
A bid can be verified using the group’s public key ). The
winning bidder can present win as proof that he/she won.
Robustness — Invalid bids will not be posted on the bulletin
board. Moreover, malicious bidders will be revoked from the
system, and thus cannot affect the auction outcome.
Traceability — The Registrar is always able to open a valid
signature and, with the help of Auctioneer, identify the signer
of the bid.
Revocation — Bidders can be easily revoked from the CDA
if they have broken the auction rules. The is done by updating
the group’s public key and each remaining bidder’s certificate.

A. Procrastinating Attack

Our scheme is not susceptible to the procrastinating attack
described in Section II-B. To see how let the Auctioneer be
S1 and the Registrar S5. S; attempts to learn the identity of b;
by delaying all new registrations until b; submits his/her first
bid. In our scheme S; cannot learn any information about b;
as bids are not linkable (due to the properties of the group
signature). When b; submits a bid, S; cannot be certain if
the signature belongs to b;, or if the bid was submitted by an
existing bidder.

TABLE VI
COMPARISON OF CDA SCHEMES

WL04 ACJT00 CL02 TX03
Registration L X 3 + 2 exp. 30 exp. 30 exp. 2 exp.
Signing 1 exp. 25 exp. 25 exp. 17 exp.
Verification 3 exp. 21 exp. 21 exp. 16 exp.
Revocation Unclear 0(¢) O(1) 0(1)

VI. Efficiency

In this section, we provide a comparison of Wang and
Leung’s CDA scheme to several implementations of our CDA
approach based on group signatures. Table VI shows the
amount of work performed during each major stage of the
CDA in terms of the number of modular exponentiations. The
schemes compared include: Wang and Leung [21] (WL04),
Anteniese et al. [1] (ACJT00), Camenisch and Lysyankaya
[4] (CL02), and Tsudik and Xu [19] (TX03).

The notation L in Table VI denotes the number of times
the cut-and-choose protocol is run in Wang and Leung’s
scheme. Small values of L increase the chances of cheating,
whereas higher values decrease the system efficiency. Wang
and Leung suggest L should be at least 20, which requires an
average of 60 modular exponentiations for registration. The
group signature scheme by Tsudik and Xu is clearly the most
efficient in terms of registration.

While Wang and Leung’s scheme is more efficient for
signing and verification, it suffers from the security drawbacks
stated in sections II-A and II-B. Furthermore, Wang and
Leung require the Auctioneer to store a public key for each
bidder, whereas our scheme only requires one public key for
verification (i.e., the group public key ).

Revocation is measured as the work that must be per-
formed in terms of the number of revoked bidders, or the
number of remaining bidders ¢. It is unclear how Wang and
Leung’s scheme deals with revoked bidders. Ateniese, Song
and Tsudik [2] revoke bidders in the ACJT group signature
scheme using a Certificate Revocation List. The Auctioneer
much check each bid against the list, which is linear in size
of the number of revoked bidders. Alternatively, Camenisch
and Lysyankaya, and Tsudik and Xu use a method based on
dynamic accumulators where the cost of checking if a bidder
has been revoked is constant. With this approach the burden
of checking for revocation rests with the bidder.

A. Other Approaches

Instead of using a group signature scheme, we compare
some alternate approaches to preventing linkability of bids.

The first approach is to use a one-time pseudonym. This
means that once a bidder has submitted a bid, he/she must re-
register to obtain a new pseudonym. Continuously running the
registration protocol of Wang and Leung is more inefficient
than using a group signature scheme. It would make the
procrastinating attack harder, but would not eliminate it if a
bidder were to bid immediately.



Another approach is to issue multiple pseudonyms during
registration. This prevents a bidder from being profiled, and
eliminates the need to run the registration protocol for each bid
submitted. However, this method requires the bidder to store
a large number of pseudonyms, whereas the group signature
approach only requires a single size certificate. Furthermore,
this complicates the revocation as now the Auctioneer has to
check a large number of pseudonyms for a single bidder.

VII. Conclusion

In this paper we proposed a new scheme for conducting
secure and anonymous CDAs. Such a scheme is vital for
protecting the security and anonymity of participants who
engage in share trading via online brokerage firms. We showed
that the only existing CDA proposal by Wang and Leung
is inadequate for the task. First of all, its security can be
readily subverted by a procrastinating attack. Secondly, their
scheme allows bids to be linked and profiles can be created
about individual bidders. Finally it is inefficient in the fol-
lowing three areas: registration, bid verification, and bidder
revocation. 1) Registration is inefficient due to the reliance on
the cut-and-choose protocol; 2) Bid verification requires the
Auctioneer to hold a large number of keys (i.e., proportional
to the number of bidders); 3) Once a bidder has been traced,
it is unclear how the bidder can be revoked.

In direct contrast, our scheme is more flexible and solves
all of these problems by utilising any existing secure group
signature scheme. The procrastinating attack is ineffective due
to the properties of the group signature scheme. Bids cannot
be linked to a particular bidder as every signature is different
each time a bid is signed, therefore bidders cannot be profiled.
While our scheme is slower for bidding and verification, it is
efficient in the following respects: 1) Registration does not
require expensive cut-and-choose operations; 2) The Auction-
eer only requires one key for verifying bids; 3) The cost of
revocation can be reduced to a constant. Furthermore, we
provide a more comprehensive set of security requirements
which are provably secure. The efficiency and security of our
CDA scheme rests with the underlying group signature scheme
used, and our approach offers the client flexibility in choosing
from any group signature scheme.

Clearly much work is required on improving the efficiency
of group signature schemes.
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Chapter 8

Online Auction Software 2

This chapter concludes the software design of the online auction server. Two papers are presented. The
first paper describes the software characteristics of a CDA (see Section 8.1). The second paper contrasts
several approaches for clearing a CDA (see Section 8.2) that were investigated as part of the auction
server’s software design.

8.1 A Software Architecture for Continuous Double Auctions

Implementing an online CDA in software is more complicated than a regular online auction (such as
eBay). This paper describes our experiences with implementing an online CDA. The model is presented
as an abstraction of the online share trading process, and discusses implementation specific details. The
major software components are described, along with web site navigation and object-oriented software
design. An online CDA database schema is presented along with a discussion regarding timing issues.
The paper shows how bids are cleared and contrast differing matching strategies. Furthermore, it inves-
tigates CDA software bidding agents, presents an agent application programming interface, and gives a
description of different bidding strategies.

“A Software Architecture for Continuous Double Auctions” [15] is published in the Proceedings of the
International Association for Development of the Information Society (IADIS) — International Conference
on Applied Computing 2007. TADIS is peer-reviewed by an international panel of experts and was held
in Salamanca, Spain. IADIS has the following goals:

1. To develop the cooperation and solidarity between its associates, by developing initiatives in the
Information Society domain;

2. To promote the study, research and dissemination of news related to the Information Society;
3. To make available to its associates information and bibliography about the Information Society;

4. To organize working groups, to research, study, develop and analyze issues related to the Information
Society;

5. To publish magazines, journals or other documents of significant interest;

6. To organize meetings, seminars and conferences;
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7. To promote people training with the goal of integrating them in the Information Society;

8. To promote the exchange and cooperation with national and foreign associations and entities, which
seek the same goals.
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8.2 Variable Quantity Market Clearing Algorithms

Market clearing is the process of matching buy and sell bids in securities markets. The allocative effi-
ciency of such algorithms is important, as the Auctioneer is typically paid a commission on the number of
bids matched and the volume of quantity traded. Previous algorithms have concentrated on price issues.
This paper presents several market clearing algorithms that focus solely on allocating quantity among
matching buy and sell bids. The goal is to maximise the number of bids matched, while at the same
time minimise the amount of unmatched quantity. The algorithms attempt to avoid situations resulting
in unmarketable quantities (i.e., quantities too small to sell). Algorithmic performance is tested using
simulated data designed to emulate the Australian Stock Exchange (ASX) and other world stock markets.
Results show that it is difficult to avoid partial matchings as the complexity of doing so is NP-complete.
The optimal offline algorithm for partial quantity matching is used as a benchmark to compare online
matching strategies. Three algorithms are presented that outperform the ASX’s strategy by increasing
the number of bids matched, the amount of quantity matched, and the number of bids fully matched.

“Variable Quantity Market Clearing Algorithms” [8] is published in the proceedings of the Inter-
national Conference on e-Business (ICE-B 2006). ICE-B 2006 was held in Setubal, Portugal and was
organised by INSTICC. Sponsors included IBM, Setubal Polytechnic Institute, IEEE Systems, Man and
Cybernetics (SMC) Society, and ACM SIGMIS. The major goal of this conference was to bring together
researchers and developers from academia and industry working in areas related to e-business to stimulate
a debate with a special focus on telecommunications networks. The conference received 326 submissions
in total, with contributions from 53 different countries. To evaluate each submission, a double blind paper
evaluation method was used: each paper was reviewed by at least two internationally known experts from
the Program Committee, and more than 95% of the papers had 3 or more reviews. In the end, 98 papers
were selected to be published and presented as full papers. This corresponds to a 30% acceptance ratio.
This paper is available online via citeseer ! and is referenced by DBLP 2.

I was a session chair at ICE-B 2006. This paper was initially conceived in collaboration with Associate
Professor Bruce Litow. Associate Professor Litow’s research strength is theoretical Computer Science.
Publication was made possible by funding from the School of Mathematical and Physical Sciences.

“Variable Quantity Market Clearing Algorithms” [19] has also been selected to appear in the “ICETE
2006 Best Papers” book published by Springer Verlag. ICE-B is part of the International Conference
on E-Business and Telecommunications Engineers (ICETE). Out of four independent conferences held
under the ICETE banner, only 28 of the best papers were accepted for publication in the book. This
corresponds to an 8% acceptance rate.

Thttp://citeseer.ist.psu.edu/
2http:/ /www.informatik.uni-trier.de/"ley/db/
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Market clearing is the process of matching buy and sell bids in securities markets. The allocative efficiency

of such algorithms is important, as the Auctioneer is typically paid a commission on the number of bids
matched and the volume of quantity traded. Previous algorithms have concentrated on price issues. This paper
presents several market clearing algorithms that focus solely on allocating quantity among matching buy and
sell bids. The goal is to maximise the number of bids matched, while at the same time minimise the amount
of unmatched quantity. The algorithms attempt to avoid situations resulting in unmarketable quantities (i.e.,
quantities too small to sell). Algorithmic performance is tested using simulated data designed to emulate the
Australian Stock Exchange (ASX) and other world stock markets. Our results show that it is difficult to avoid
partial matchings as the complexity of doing so is NP-complete. The optimal offline algorithm for partial
quantity matching is used as a benchmark to compare online matching strategies. We present three algorithms
that outperform the ASX’s strategy by increasing the number of bids matched, the amount of quantity matched,

and the number of bids fully matched.

1 INTRODUCTION

Securities markets such as the New York Stock Ex-
change' and the Australian Stock Exchange % (ASX),
employ a form of auction referred to as a Continuous
Double Auction (CDA). A CDA has many buyers and
sellers continuously trading a commodity. Buy and
sell bids accumulate over time and must be cleared.
The method by which buy and sell bids are matched
is referred to as a market clearing algorithm. In gen-
eral, two bids can only be matched if: 1) both bids
are currently active (i.e., they haven’t expired or pre-
viously been cleared); and 2) the price of a buy bid
equals or exceeds the price of a sell offer.

The efficiency and performance of a clearing al-
gorithm is important. An algorithm must be able to
cope with large numbers of bids, and make timely de-
cisions which maximise the benefits for buyers and
sellers. Furthermore, the Auctioneer/Broker typically
gains commission on the number of bids cleared, and
the volume of quantity traded. As a result, the algo-
rithm must also strive to maximise both of these fac-

"http://www.nyse.com
Zhttp://www.asx.com.au

tors.

Stock exchanges have been fully automated since
the early 1990s (see (Economides and Schwartz,
1995)). The ASX uses a computerised clearing sys-
tem referred to as the Stock Exchange Automated
Trading System (SEATS). SEATS imposes a strict
time-based priority on matching bids. Bids are or-
dered according to price, and are then matched based
on their arrival times. Larger bids are not given prior-
ity over small bids.

Alternate strategies for market clearing have been
discussed by (Wellman and Wurman, 1999; Sand-
holm and Suri, 2001). (Sandholm et al., 2002) show
that in some situations, the Auctioneer can increase
the profit from a sale (i.e., the price difference be-
tween a buy and sell bid). This is achieved by not
matching bids immediately, but rather waiting for a
better match to possibly eventuate. (Sandholm et al.,
2002) also describe how profit producing matches can
subsidise loss producing matches to increase the total
number of bids matched.

The market clearing model used by (Sandholm et
al., 2002) mainly attempts to maximise the amount of
surplus generated by the matching process. In doing
so, the model only considers price, and assumes that



the quantity of each bid is one unit. If a bidder desires
to bid for more than one unit, then they must enter a
number of bids equal to the amount of the quantity.
(e.g., five separate bids are required to bid for a quan-
tity of five units.)

This approach is not very practical when the
amount of quantity transacted is large. For example,
in the case where a bidder desires 10,000 units, it is
unlikely they would be willing to expend time and ef-
fort to submit 10,000 bids. While software bidding
agents and other automated methods could be used
to alleviate this situation, there are further issues re-
garding allocating quantity among bids. For example,
a bidder may desire n units, but the market is only
able to clear p units, where p < n. This may leave
the bidder with an unmarketable quantity. An unmar-
ketable quantity, is a quantity that is too small to sell,
after taking into account Auctioneer commission, and
other associated costs.

In this paper, we propose the idea of a variable
quantity market clearing algorithm. Once bids have
been ordered according to price, a variable quantity
market clearing algorithm is used to efficiently allo-
cate quantity among matching buy and sell bids. The
algorithm attempts to match up as many bids as possi-
ble, with as little or no unmatched quantity outstand-
ing. The primary goal is to avoid situations that result
in unmarketable quantities.

This paper presents several variable quantity mar-
ket clearing algorithms. The first algorithm shows
why it is difficult in practice to avoid unmarketable
quantities. The second algorithm gives the optimal of-
fline solution in terms of avoiding unmarketable quan-
tities. The third algorithm is online, and is the ap-
proach used by SEATS. The remaining algorithms are
online, and try to outperform Algorithm 3, using dif-
fering strategies including; waiting until a bid is ready
to expire before matching, subsidising short falls in
allocation, and giving priority to bids with smaller
quantities.

The algorithms have been tested on simulated data
designed to emulate the workings of the ASX. Each
algorithm is assessed according to the number of
bids matched, the volume of quantity traded and how
much unmarketable quantity is produced. We show
that it is possible to out-perform SEATS in terms of
these goals.

This paper is organised as follows: The CDA
model and goals of the algorithms are discussed in
Section 2. Section 3 presents several market clear-
ing algorithms for matching variable quantities of an
item. A comparison of the algorithms is given in
Section 4, and Section 5 provides some concluding
remarks.

2 PRELIMINARIES

This section presents a CDA model for describ-
ing variable quantity market clearing algorithms. The
goals for a clearing algorithm are discussed, and basic
statistics are introduced for measuring how an algo-
rithm performs in terms of these goals.

2.1 Model

The algorithms presented in this paper are based on a
temporal clearing model. This consists of a set of buy
bids, B, and a set of sell bids, S. Eachbidv € BU S
has the components (type, t;,t;,p, q).

type = {buy, sell} denotes the type of the bid. Tt
is common in securities markets to refer to a buy bid
as a bid and a sell bid as an offer.

A bid, v, is introduced at time ¢;(v), and removed
at time ¢;(v), where ¢;(v) < t;(v). Abid, v, is said to
be alive in the interval [¢;(v), ;(v)]. To be a candidate
for a particular matching, two bids must have a period
where their arrival and expiration times overlap. Two
bids v, v’ € B U S are said to be concurrent, if there
is some time when both are alive simultaneously.

p denotes the price of a bid. In order to run the
clearing algorithm, bids are first ordered according
to price. The definition of concurrency now extends
to two bids that met the criteria for matching based
on price. This allows us to concentrate on match-
ing quantities rather than prices. The problem now
becomes the opposite extreme of the price-matching
problem from (Sandholm et al., 2002).

q € [Gmin, @maz] denotes the quantity, and g(v) is
the quantity desired by bid v. ¢ must be greater than
zero and an integer, i.e., it is not possible to buy or sell
a fraction of a quantity.

The temporal bidding model is abstracted as an
incomplete interval graph. An incomplete interval
graph is a graph G = (V, E), together with two func-
tions ¢; and ¢y from V to [0, co] such that:

1. Forallv € V, t;(v) < ty(v). (i.e., the entry time
is less than the exit time.)

2. If (v,v") € E, then t;(v) < ty(v') and t;(v') <
tf(v). (i.e., bids are concurrent.)

An incomplete interval graph can be thought of as an
abstraction of the temporal bidding problem. The fact
that bids come in two types (buy and sell) and have
prices attached to them is ignored. Instead a black
box “E” is used, that given two bids v, v, outputs
whether or not they can be matched. This generalisa-
tion provides a simple framework for describing and
developing clearing algorithms.



2.2 Goals

The quantity matching algorithms presented in this
paper have the following goals:

Maximise Number of Matches

The first goal is to maximise the number of matches
between buy and sell bids. This is important as the
Auctioneer typically gains a commission based on the
number of bids matched.

The Bid Match Ratio (BMR) is used to measure
the number of bids matched, «, in relation to the total
number of bids, n. This is calculated as:

BMR = a/n x 100
where 0 < BMR < 100.

Maximise Volume of Quantity Matched

The second goal is to maximise the amount of
quantity matched. The Auctioneer also typically
gains a commission proportional to the volume of
quantity cleared.

The Quantity Match Ratio (QMR) is used to mea-
sure the amount of matched quantity, J, in relation to
the total quantity, . This is calculated as:

QMR =6/~ x 100
where 0 < QMR < 100.

Maximise Full Quantity Matches

A full match occurs when a bid has had its entire
quantity matched and cleared. A partial match occurs
when a bid which is in the process of being matched,
expires with an outstanding quantity that hasn’t been
filled. The Auctioneer must strive to satisfy the entire
quantity of a bid, so that a bidder is not left with an
unmarketable quantity.

The Full Match Ratio (FMR) examines the bids
that were fully matched, ¢, against the total number
of matches, (. This is calculated as:

FMR =¢/( x 100
where 0 < FMR < 100.

2.3 Analysing Efficiency

Within both Computer Science and Finance, many
problems reduce to trying to predict the future. For
example, cache/virtual memory management, process
scheduling, or predicting future returns for an asset.
Such problems become trivial if the future is known
(i.e., the stream of future memory requests or tomor-
row’s newspaper), but typically we only have access
to the past.

An offline problem provides access to all the rele-
vant information to compute a result. An online prob-
lem continually produces new input and requires an-
swers in response. Offline problems have the benefit

of perfect knowledge, anas such they generally out-
perform online problems (if designed properly).

An offline clearing algorithm learns of all bids up
front. That is, all bids must be submitted before a
closing time. The algorithm is then able to match
bids at its discretion. An online clearing algorithm
only learns about bids as they are introduced over
time. The online algorithm has the added complex-
ity of bids expiring before they can be matched.

Securities markets employ both types of algo-
rithms. For example, the online algorithm is used
during trading hours and the offline algorithm is used
after hours while bids accumulate over night.

Competitive analysis allows an online algorithm to
be compared based on its ability to successfully pre-
dict the future. The efficiency of an online solution is
compared to the optimal offline solution. The closer
an online algorithm performs to the optimal offline al-
gorithm, the more ‘competitive’ the algorithm is.

An algorithm, A, is said to be c-competitive if there
exists some constant b, such that for every sequence
of inputs o:

costa(o) < ¢ costopr(o) +b

where OPT is the optimal offline algorithm. In de-
veloping an online algorithm, the goal is to attain a
competitive ratio, c, as close to one as possible. The
worse the performance of an algorithm, the larger c
is.

In this paper, an optimal offline solution is pre-
sented for clearing variable quantities. Several on-
line strategies are discussed, and their performance is
compared based on their competitive ratios. Related
literature on how competitive analysis has been ap-
plied to online auctioning can be found in (El-Yaniv et
al., 1992; Lavi and Nisan, 2000; Bagchi et al., 2001).

3 QUANTITY CLEARING
ALGORITHMS

This section presents several market clearing algo-
rithms for matching variable quantities of an item.

3.1 Algorithm 1

The initial goal for this algorithm is to either match
quantities entirely, or not at all (i.e., bids are indivisi-
ble). This effectively eliminates the possibility of un-
marketable quantities.

For example, a buy and sell bid each for 1 unit, can
be matched. In addition, a buy bid for 2 units can
be matched to two sell bids that are for 1 unit each.
However, if a buyer is demanding 2 units, and there is
a seller supplying only 1 unit, then neither of the bids
can be matched.



Matching indivisible quantities is similar to the
Knapsack problem. Consider the case where there is
a buy bid v for a quantity ¢(v) = n. In order to match
this bid, the algorithm is required to select either a sin-
gle sell bid v offering m units, or some combination
of n or less sell bids, where the collective quantity on
offer sums exactly to n. The complexity of the algo-
rithm for matching indivisible quantities is dominated
by this step.

The problem of trying to find a subset of inte-
gers from a given set, that sums to a particular value,
is referred to as the subset sum problem. The sub-
set sum problem is considered to be hard, and there
are no known algorithms to efficiently solve it. The
quandary of matching indivisible quantities can be re-
duced to the subset sum problem. The subset sum
problem is NP-complete, and therefore the indivisible
quantity matching problem is also NP-complete. As a
result, it is not feasible to construct an efficient algo-
rithm that does not deliver unmarketable quantities.

Even if this algorithm were practical, it does not
necessarily perform well in terms of the number of
bids matched, as it is too restrictive. The costs of
unmarketable quantities must be weighed against the
benefits of relaxing the indivisibility constraint. Do-
ing so allows the clearing process to benefit the major-
ity of bidders, while at times delivering an undesirable
result to a minority. The problem now becomes how
to limit the extent of unmarketable quantities.

3.2 Algorithm 2

This algorithm is offline and allows bids to be divis-
ible. A particular bid is matched with as many other
candidate bids as required to satisfy it. If there is
not enough available quantity, the bid is considered
as partially matched. A partial matching can result
in bidders holding unmarketable quantities. The goal
of this algorithm is to match as many bids as possible
and minimise partial matchings.

A greedy strategy is employed which successively
subtracts the smaller bid quantity from the larger op-
posite bid quantity. The algorithm keeps track of
the current unmatched buy and sell quantities at each
stage of the algorithm using two variables, «; and
as. Once a particular bid has been allocated its ex-
act quantity, it is cleared (i.e., moved to the set M).
The algorithm is as follows:

1. ap = a5 = 0.
2. While there are more vertices in G
(a) if o and ag = 0 then
i. getnextv and v’ from G
ii. if g(v) > g(v’) then
= q(v)
iii. else
Qs = Q('U/)

(b) else if o, > 0 then
i. get next v’ from G
ii. if ap > q(v’) then
A ap =ap —q(v')
B. place edge between v and v’, move v’ to M
iii. else
A as=q(V) —ap
B. place edge between v and v’, move v to M
(c) elseif ag > 0 then
i. getnext v from G
ii. if ag > ¢(v) then
A a5 = as —q(v)
B. place edge between v and v’, move v to M
iii. else
A ap =q(v) — ag
B. place edge between v and v’, move v’ to M

As all bids are concurrent, the proposed solution is
equivalent to summing the volumes of buy and sell
bids, and subtracting the smaller from the larger. This
algorithm is the optimal solution for matching vari-
able quantities, and is the basis for the operation of
the forthcoming online algorithms.

3.3 Algorithm 3

This algorithm is online and uses the same strategy as
Algorithm 2. Bids have entry and expiration times.
When a bid is introduced, it is matched with as many
other bids as possible. However, when expiration time
is reached, the bid is cleared regardless of whether
it has been fully matched. That is, if a bid is in the
process of being matched when it expires, its out-
standing quantity remains unfilled.

This is the actual approach used by SEATS and
most of the world’s securities markets. It is simple,
fair and performs relatively well. However, this algo-
rithm performs significantly worse than the previous
algorithm, and can result in many bids expiring par-
tially matched.

3.4 Algorithm 4

Algorithm 4 aspires to out-perform the previous algo-
rithm. When a bid expires in Algorithm 3, there may
be a significant amount of residual unmatched quan-
tity. In addition, bids that arrive later, but expire ear-
lier have to wait on earlier bids, with later expiration
times. Algorithm 4 modifies the previous algorithm
by waiting till a bid is about to expire, before match-
ing it with as many other bids as possible based on
expiry time.



3.5 Algorithm §

Algorithm 5 uses an inventory of quantity to offset the
unfilled portions of partially matched bids. We refer
to this as subsidising.

To acquire an inventory, the Auctioneer must first
collect surplus quantity. A surplus occurs when the
quantity on offer is greater than the quantity being
bid for. If a buy bid demands a quantity less than
the quantity offered by a sell bid, then the Auctioneer
pays for the surplus. The surplus quantity is placed
in an inventory that can be used at a later date to
subsidise shortfalls in allocation. A shortage occurs
when there is less quantity on offer than the amount
bid for.

Determining the extent to subsidise shortages re-
quires choosing a threshold, which is the maximum
amount that can be subsidised. This is denoted by 6.

The algorithm proceeds in a similar manner to the
previous online algorithms. However, when a bid is
about to expire, it becomes a candidate for subsidis-
ation. Let I denote the current inventory of quantity
held by the algorithm. The subsidisation process is as
follows:

1. if v is type sell then
(a) if ( + q(v) < 0) then
I'=1+4q(v)
(b) else
temp=0—1
I=1+temp
q(v) = q(v) — temp
2. else if v is type buy then
(a) if (I < g(v)) then

q(v) =qv) =1
(b) else
I=1-q(v)
q(v) =0
3. Move v to M

The choice of 8 depends on the risk the Auctioneer
is willing to take. If 8 is set too small, the Auctioneer
will not be able to significantly influence the clearing
process. However, if 6 is set too large, the Auctioneer
might be left holding a large quantity at the close of
trade, which is undesirable.

The Remaining Inventory Ratio (RIR) is used to
measure the extent of remaining quantity held by the
Auctioneer at the close of trade. The RIR is calculated
as follows:

RIR=1/6 x 100

where 0 < RIR < 100.
3.6 Algorithm 6

A problem with the greedy approach of Algorithms 2
and 3 is that a large number of smaller bids may be

waiting on a earlier, larger bid to clear.

In economic systems it is usually the case that a
smaller number of individuals own the most. Like-
wise, in share trading there tend to be more bids for
smaller quantities compared to larger bids. Large bids
are often due to financial institutions such as super-
annuation schemes or managed funds that pool the
capital of many smaller investors. An Auctioneer can
take advantage of the above situation by clearing the
smaller bids first. This will increase the number of
bids matched while leaving the volume traded un-
changed.

Algorithm 6 gives priority to smaller bids. That
is, if a large bid is in the process of being matched,
it is ‘pre-empted’ when a smaller bid arrives. This is
analogous to the problem of process scheduling where
many processes compete for CPU time. In shortest
job first scheduling, the process with the shortest time
is given priority to use the CPU.

In terms of market clearing, quantity represents
CPU time and bidders are the processes. However,
matching bids is two sided and therefore more com-
plicated than process scheduling. That is, the set of
buy bids represents a set of processes, and the set of
sell bids represents another set of processes. When a
large buy bid is matched to several smaller sell bids,
the buy bid is equivalent to the CPU for that instance
in time (and vice versa).

4 COMPARISON

This section provides a comparison of the mar-
ket clearing algorithms. Each algorithm is assessed
on its ability to achieve the goals outlined in Sec-
tion 2.2. These goals are: maximise the number
of matched bids (BMR), maximise the volume of
quantity matched (QMR), and maximise the num-
ber of fully matched bids (i.e., avoid partial match-
ings)(FMR).

The Research Auction Server at James Cook Uni-
versity, is an online auction server used to conduct
research into online auctioning [see (Trevathan and
Read, 2006)]. The auction server contains a simu-
lation environment for testing computational aspects
related to auctioning online. This includes emulating
the workings of the ASX by generating the kind of
bidding data that exists in share markets. The clearing
algorithms were tested in this setting using the simu-
lated data.

The input parameters for a test are the number of
bids, n, the maximum quantity allowable for a bid,
Qmaz-> and the total time, ¢. Time is split into discrete
units representing seconds. Entry and Exit times are
randomly generated between time period one and ¢.
Bids are randomly allocated quantities between one



Percent %

Percent %

Percent %

—BWMR
— QMR
FMR

—BWR
— QMR

FMR

—BMR
— QMR
FMR

Algorithm 2 Algorithm 3
00— 1 100
a9 - — 49
95 | /”9”,— | —BMR| = 98
97 —QVMR| & o7
96 - | FMR | & gg
95 | 95
94 — 94 A —
& 65 65 ngn@ bb@ c;‘ﬂ@ @b@ 65 #@ o?@ &0 65 65 ngnéb gp@ %béb @65 65 @@ ogn@
Number of Bids n Number of Bids n
Algorithm 4 Algorithm 5a
100 100 1 —_—————
39 - —— — 99 -
98 /’/ R | & o3 o
97 4/ —aMR| 8 974
o6 FMR| 8 95 {7
95 4 95 -
94 . 94 —
@Q @ @ @@ &59 @@ @%@ cP #@ Dga@ o @ @ {?@ b@@ ‘?@ én@ @ #@ 033@
Number of Bids n Number of Bids n
Algorithm 5b Algorithm 6
100 - e — = = 100
99 99 A
98 = = —_EMR E\: 95
a7 —avr| & o7 |
96 - L
95 4 95 4
94 — o4 —
& @ @ ’bb@ »@@ é:@ g:@ éﬁ %béﬁ ogo@ 5o @ @ @‘3@ D@@ qg:@ @e@ @ %b@ ‘io@
Number of Bids n Number of Bids n
Figure 1: Algorithmic Performance on Simulated Data
Table 1: Comparison of Variable Quantity Market Clearing Algorithms
Type BMR QMR FMR RIR Competitive Ratio
Alg. 2 offline 043In(n) 0.47In(n) 0.05In(n) - Optimal
Alg. 3 online 1.05ln(n) 1.23In(n) 0.291n(n) - 2.44
Alg. 4 online 0.511ln(n) 0.71ln(n) 0.30In(n) - 1.18
Alg. 5a  online 0.81ln(n) 091ln(n) 0.21ln(n) 50.61% 1.88
Alg. 5b  online 0.43In(n) 0.48In(n) 0.11In(n) 50.13% 1.00
Alg. 6  online 0.77ln(n) 1.20ln(n) 0.29In(n) - 1.79




and ¢4, For now, it is assumed that entry/exit times
and quantities are uniformly distributed among bid-
ders, and there is an even number of buy and sell bids
(i.e., # buy = # sell = n/2).

Figure 1 shows the individual results for each al-
gorithm (except Algorithm 1). Each algorithm was
tested using varying numbers of bids up to a maxi-
mum of n = 10, 000, with ¢, = 1000. The online
algorithms are shown for a six-hour time period (i.e.,
t = 21,600 seconds). This is consistent with the trad-
ing hours of the ASX and most share markets.

In general, all algorithms run in a time proportional
to n. Furthermore, the larger the value of n, the bet-
ter the performance. Additionally, online algorithms
tended to perform better with smaller values of t. The
size of g,q, does not significantly affect the running
time or the performance of the algorithms.

For each algorithm, trendlines are calculated using
the method of least squares. The resulting equations
for each algorithm are listed in Table 1. The smaller
the value of the coefficient of In(n) for the BMR,
QMR and FMR, the better the performance. Com-
petitive analysis is used to compare the performance
of the online algorithms to the optimal offline algo-
rithm. The BMR is used to determine an algorithm’s
competitive ratio.

Algorithm 2 is the optimal offline strategy for
matching divisible bids. Only a small percentage of
bids were partially matched. This algorithm is the
benchmark to which all online algorithms are com-
pared. This algorithm is 1 — competitive.

Algorithm 3 is online, and orders bids strictly ac-
cording to entry time (the approach used by SEATS).
This algorithm performs significantly worse than
the offline algorithm. This algorithm is 2.44 —
competitive.

Algorithm 4 waits until a bid is about to expire be-
fore matching it. This strategy is a significant im-
provement on Algorithm 3. The reason for this is that
by waiting, the algorithm is essentially acting simi-
lar to the offline algorithm. Although this algorithm
doesn’t have perfect knowledge about future bids, de-
laying matching allows the algorithm to gather more
information, which it can use to optimise its match-
ing decision. However, Algorithm 4’s FMR does not
fare much better than Algorithm 3. This algorithm is
1.18 — competitive.

Algorithm 5 uses an inventory of quantity to sub-
sidise deficit quantity trades. Two tests were con-
ducted with differing values of 6. The first test (re-
ferred to as Algorithm 5a), examined the effect of
minimal subsidisation. The second test (referred to
as Algorithm 5b), used excessive subsidisation. Both
tests were also assessed on the amount of inventory
remaining at the end (i.e., the RIR, see Section 3.4).

Algorithm 5a uses minimal subsidisation where
6@ = 1000. This algorithm improved upon Algo-

rithm 3 (i.e., SEATS) with regard to its BMR and
QMR. This algorithm achieved a better FMR than
both previous online algorithms. This algorithm is
1.88 — competitive.

Algorithm 5b uses excessive subsidisation where
0 = 5000 (5 X @maz). This algorithm’s perfor-
mance approaches Algorithm 2 in terms of BMR and
QMR. It also attains an excellent FMR. This algo-
rithm is 1 — competitive. If subsidisation were with-
out bound, eventually all bids would be matched.

The amount of remaining inventory (i.e., RIR) for
Algorithm 5a and 5b were 50.61% and 50.13% re-
spectively. This shows that over time, the clearing
algorithm will always be holding an inventory that
is half full (i.e., #/2). While excessive subsidisa-
tion may achieve significant results, the practicality
of subsidising must be weighed against the level of
risk the Auctioneer is willing to take.

Algorithm 6 prioritises bids with smaller amounts
of quantity. This algorithm out performs Algorithm
3 (SEATS) in terms of its BMR, and improves on us-
ing minimal subsidisation. The QMR and FMR are
marginal improvements on Algorithm 3. This algo-
rithm is 1.79 — competitive. This result is consistent
with the goals of the algorithm. That is, we strived for
an increase in the BMR by matching a larger number
of smaller bids. In doing so, the amount of matched
quantity would be roughly the same.

S CONCLUSIONS

A market clearing algorithm’s performance greatly
affects the revenue earned by the Auctioneer, and the
welfare of the bidders. Previous literature on market
clearing only addresses price issues, and neglects con-
cerns regarding allocative efficiency.

This paper presents several market clearing algo-
rithms that focus solely on allocating quantity among
matching buy and sell bids. The algorithms attempt
to avoid situations resulting in unmarketable quanti-
ties (i.e., quantities too small to sell).

We show that it is difficult to avoid partial match-
ings, as the complexity of doing so is NP-complete.
The problem of matching bids with indivisible quan-
tities reduces to the subset sum problem. The sub-
set sum problem is a renowned NP-complete prob-
lem. As a result, an efficient algorithm cannot be con-
structed to avoid partial matchings.

An optimal offline algorithm is presented for
matching bids with divisible quantities. The algo-
rithm employs a greedy strategy. Each bid is matched
with as many other bids as required to satisfy it. This
approach achieves a high match rate. However, the
algorithm can result in a limited number of bidders
receiving partial matchings.



SEATS and most of the world’s stock exchanges
use an online version of the previous algorithm. Bids
are strictly ordered by price and time. Larger bids are
not given priority over smaller bids. This algorithm
is simple and fair. However, it performs significantly
worse than the optimal offline solution.

We propose several alternate methods for clearing
variable quantities. The goal is to out-perform the ap-
proach used by SEATS. Algorithmic performance is
tested using simulated data designed to emulate the
ASX. Competitive analysis is used to compare the
performance of an online algorithm to the optimal of-
fline solution.

The first of our proposed algorithms showed that
there is some benefit in waiting rather than matching
with the first available quantity. Waiting until a bid
is about to expire before matching, makes the algo-
rithm function more like its offline counterpart. This
algorithm performs significantly better than SEATS.

The next algorithm collects surplus quantity to sub-
sidise shortfalls in allocation. With minimal subsidi-
sation, this algorithm can deliver less partial match-
ings than SEATS. With excessive subsidisation, this
algorithm can approach the efficiency of the optimal
offline solution. However, the level of subsidisation
must be weighed against the potential to be left hold-
ing a large inventory at the end of matching.

Alternately, the final algorithm gives priority to
bids with smaller quantities. If a bid is in the process
of being matched, it is pre-empted by a bid with a
smaller quantity. This approach strongly outperforms
SEATS in terms of the number of bids matched. How-
ever, it only offers a minor improvement in delivering
less partial matchings.

In a rigid environment such as a share market,
these mechanisms may not be deemed as initially fair.
However, our results show that over time, the pro-
posed algorithms can attain a better outcome than
SEATS.

The tests assume there are an even number of buy
and sell bids with a uniform distribution of quantity.
In reality this would not occur. Increasing the number
of either type essentially increases the volume on of-
fer for one type in relation to the other. This degrades
performance regardless of the algorithm employed. In
the extreme case there will be all of one type and none
of the other, which in this case the BMR and QMR
would be zero. Having an even number of each type
of bid is a neutral point. Skewing the number of bids
one way or the other is detrimental to performance.

Bids are uniformly distributed across time. In re-
ality, there may be periods of high bidding volume
and also low volume periods. Future work involves
using a Poisson probability distribution to model the
frequency of the bids. This should help show how the
algorithms perform on bursty data.

It would be intuitive to test the algorithms on real

stock market data. However, we have found such data
difficult to obtain. There exist many commercial se-
curities market data providers such as Bourse Data *
who sell real-time and historical market data. How-
ever, the market depth provided only lists the aggre-
gate quantity at a price level and not the individual
bids.
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Chapter 9

Conclusions

This thesis examines privacy and security concerns in online auctions. Existing literature tends to focus on
sealed bid auctions, whereas our research primarily deals with online English auctions and CDAs. Major
types of undesirable and fraudulent behaviour are discussed. An online auction server was constructed
to aid in developing and evaluating security and anonymity mechanisms (i.e., RAS). The auction server’s
software components are documented, and test results are given.

An online English auction security model is presented. This model is more comprehensive than any
existing proposal. Present security methods employed by commercial online auctioneers are insufficient.
Such methods often rely on insurance and Escrow techniques, which also can be prone to security scams.
The proposed model uses cryptographic mechanisms (i.e., a group signature scheme) to ensure bid au-
thenticity and to prevent a bidder from repudiating having made a bid. Furthermore, the scheme is
publicly verifiable, which means that all parties can be confirmed as having followed the auction protocol
correctly. The scheme is also flexible in that its efficiency can be improved with advances in the underly-
ing cryptographic techniques. An individual can bid anonymously, unless they misbehave, in which case
two independent companies can recover his/her identity. The scheme is able to ensure correct auction
timing, and prevents the Auctioneer from blocking bids.

Another major problem in online auctions is shill bidding, where fake bids are used to artificially
inflate the price of an auction. A method to detect shill bidding in online auctions has been developed.
Bidders are issued with a score based on their bidding behaviour. This is referred to as a shill score.
A bidder’s shill score indicates the likelihood that s/he is behaving in shilling. Colluding shill bidders
can engage in tactics to reduce the chances of being caught. These strategies have been identified, and
a method devised to highlight which bidders are most likely to be in collusion. This is referred to as
the collusion graph. The final stage in this part of the research is to assign sellers a global rating, which
indicates whether a seller exhibits price inflating behaviour. This will also indicate if they are part of a
colluding ring of bidders/sellers. All proposed methods have been successfully tested in both simulated
and real auctions conducted on RAS. The shill detection methods have been tested on commercial auction
data, which has uncovered some extremely suspicious behaviour.

In addition, automated bidding agent security concerns are discussed. Software bidding agents that
follow shill bidding strategies are presented. The malicious agents were constructed to aid in developing
the proposed shill detection techniques. The simple shill agent incrementally increases an auction’s price,
forcing legitimate bidders to submit higher bids in order to win an item. The agent ceases bidding when
the desired profit from shilling has been attained, or in the case that it is too risky to continue bidding
without winning the auction. The adaptive shill agent is used over a series of auctions with substitutable
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items, and can revise its strategy based on bidding behaviour in past auctions. The agent is uses the
EC algorithm, which is a novel approach for determining the minima or maxima in a noisy dataset. The
ability of the agent to inflate the price has been tested in a simulated marketplace and experimental
results are presented. The EC algorithm’s superiority over other extrema avoidance algorithms is shown.

Privacy and security for CDAs was discussed, and how this impacts online share trading. CDAs have
more complicated rules than English auctions. Furthermore, the additional parties in the online share
trading process makes it difficult to define clear security and privacy policies. Regulatory authorities can
not be relied upon to police all e-commerce crime related to online share trading. A model for conducting
anonymous and secure CDAs is presented. This can be applied to online share trading. Similar to the
English auction security model, the proposed CDA scheme uses a group signature. This guarantees it
the same set of privacy and security characteristics. This scheme is the first of its kind to be applied to
share markets.

Several new methods for clearing CDAs are presented, which are more efficient than the existing
methods used in financial markets. These market clearing algorithms focus solely on allocating quantity
among matching buy and sell bids. The goal is to maximise the number of bids matched, while at the
same time minimise the amount of unmatched quantity. The algorithms attempt to avoid situations
resulting in unmarketable quantities (i.e., quantities too small to sell). Algorithmic performance is tested
using simulated data designed to emulate the Australian Stock Exchange (ASX) and other world stock
markets. Results show that it is difficult to avoid partial matchings as the complexity of doing so is NP-
complete. The optimal offline algorithm for partial quantity matching is used as a benchmark to compare
online matching strategies. The proposed algorithms outperform the ASX’s strategy by increasing the
number of bids matched, the amount of quantity matched, and the number of bids fully matched.

Future work involves devising a more efficient group signature scheme. This would allow both the
English and CDA security models to perform signing, verification and identity revocation quicker. Other
future work involves testing the shill score on a large scale involving millions of commercial auctions. It
is hoped that this will further support claims regarding the practicality of the proposed shill detection
techniques. There are also plans to create several more malicious bidding agents that have applications
in CDAs and that attack security protocols. It is envisaged that the EC algorithm could possibly be
used in conjunction with a neural network, to provide a more accurate measure of share price prediction.
Furthermore, it would be intuitive to implement and trial the CDA security model, and clearing algorithms
with a commercial online broker, banks/financial institutions and the stock exchanges.
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